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23 09 23 DIRECT-DIGITAL CONTROL SYSTEM FOR HVAC

PART 1: GENERAL

1.1 Products Furnished but Not Installed Under This Section

A. None

1.2 Products Installed but Not Furnished Under This Section

A. None

1.3 Products Not Furnished or Installed Under but Integrated with the Work of This Section

A. None
B. Communications with Third Party Equipment:

1.4 Related Sections

A. The General Conditions of the Contract, Supplementary Conditions, and General Require-
ments are part of this specification and shall be used in conjunction with this section as part 
of the contract documents.

B. The following sections constitute related work:
1. Section 01 30 00 - Administrative Requirements
2. Section 01 60 00 - Product Requirements
3. Section 01 80 00 - Performance Requirements
4. Section 01 90 00 - Life Cycle Activities
5. Section 23 05 00 - Common Work Results for HVAC
6. Section 23 20 00 - HVAC Piping and Pumps
7. Section 23 30 00 - HVAC Air Distribution
8. Section 23 40 00 - HVAC Air Cleaning Devices
9. Section 23 50 00 - Central Heating Equipment
10. Section 23 60 00 - Central Cooling Equipment
11. Section 23 70 00 - Central HVAC Equipment
12. Section 23 80 00 - Decentralized HVAC Equipment
13. Section 26 05 00 - Common Work Results for Electrical
14. Section 26 06 00 - Schedules for Electrical
15. Section 26 09 00 - Instrumentation and Control for Electrical Systems
16. Section 26 20 00 - Low Voltage Electrical Transmission
17. Section 26 29 00 - Low-Voltage Controllers (Motor Controllers and VFD Drives)
18. Section 26 30 00 - Facility Electrical Power Generating and Storing Equipment (UPS, 

Backup Generators)
19. Section 26 50 00 - Lighting
20. Section 28 00 00 - Electronic Safety and Security (includes Fire and Smoke)

1.5 Description

A. General: The control system shall consist of a high-speed, peer-to-peer network of DDC 
controllers, a control system server, and a web-based operator interface.

Section 23 30 00 Section 23 30 00 
Section 23 40 00 Section 23 40 00 
Section 23 50 00 Section 23 50 00 
Section 23 60 00 Section 23 60 00 -

11. Section 23 70 00 Section 23 70 00 - Central HVAC Equipment
12. Section 23 80 00 Section 23 80 00 - Decentralized HVAC Equipment
13.13. Section 26 05 00 Section 26 05 00 - Common Work Results for Electrical
14. Section 26 06 00 Section 26 06 00 
15. Section 26 09 00 Section 26 09 00 
16. Section 26 20 00 Section 26 20 00 
17. Section 26 29 00 Section 26 29 00 
18.18. Section 26 30 00 Section 26 30 00 

Backup Generators)Backup Generators)
19. Section 26 50 00 
20.

1.5 Description

A.

Products Not Furnished or Installed Under but Integrated with the Work of This SectionProducts Not Furnished or Installed Under but Integrated with the Work of This Section

The General Conditions of the Contract, Supplementary Conditions, and General Require-The General Conditions of the Contract, Supplementary Conditions, and General Require-
ments are part of this specification and shall be used in conjunction with this section as part ments are part of this specification and shall be used in conjunction with this section as part 

The following sections constitute related work:The following sections constitute related work:
Administrative RequirementsAdministrative Requirements
Product RequirementsProduct Requirements

- Performance RequirementsPerformance Requirements
Section 01 90 00 Section 01 90 00 -- Life Cycle ActivitiesLife Cycle Activities
Section 23 05 00 Section 23 05 00 -- Common Work Results for HVACCommon Work Results for HVAC

HVAC Piping and PumpsHVAC Piping and Pumps
HVAC Air DistributionHVAC Air Distribution
HVAC Air Cleaning DevicesHVAC Air Cleaning Devices
Central Heating EquipmentCentral Heating Equipment

Products Not Furnished or Installed Under but Integrated with the Work of This SectionProducts Not Furnished or Installed Under but Integrated with the Work of This Section
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B. System software shall be based on a server/thin client architecture, designed around the 
open standards of web technology. The control system server shall be accessed using a 

(at the 

C. The intent of the thin-client architecture is to provide operators complete access to the 
control system via a Web browser. No special software other than a web browser shall be 
required to access graphics, point displays, and trends, configure trends, configure points 
and controllers, or to download programming into the controllers.

D. System shall use the BACnet protocol for communication between the control modules and 

or HTTPS protocol utilizing HTML5. Use of Adobe Flash technology is not acceptable.

1.6 Approved BMS Systems

A. The following are approved control system suppliers, manufacturers, and product lines:

Supplier Manufacturer Product Line

Sunbelt Controls, ACCS or Za-
retsky

Automated Logic WebCTRL

The above list does not indicate order of preference. Inclusion on this list does not guarantee 
acceptance of products or installation. Control systems shall comply with the terms of this 
specification.

B. The Contractor shall use only operator workstation software, controller software, custom 
application programming language, and controllers from the corresponding manufacturer and 
product line unless Owner approves use of multiple manufacturers.

C. Other products specified herein (such as sensors, valves, dampers, and actuators) need not 
be manufactured by the above manufacturers.

1.7 Quality Assurance

A. Installer and Manufacturer Qualifications
1. Installer shall have an established working relationship with the Control System 

Manufacturer and have, as a minimum, 5 years demonstrated experience with 

2.
system training. Upon request, Installer shall present record of completed training 
including course outlines.

1.8 Codes and Standards

A. Work, materials, and equipment shall comply with the most restrictive of local, state, and 

the installation shall comply with the current editions in effect 30 days prior to the receipt of 
bids of the following codes:

1. National Electric Code (NEC)
2. International Building Code (IBC)
3. International Mechanical Code (IMC)
4. Underwriters Laboratories (UL/CUL)

Installer and Manufacturer QualificationsInstaller and Manufacturer Qualifications
Installer shall have an established working relationship with the Control System Installer shall have an established working relationship with the Control System 
Manufacturer and have, as a minimum, 5 years demonstrated experience with Manufacturer and have, as a minimum, 5 years demonstrated experience with 

2.
system training. Upon request, Installer shall present record of completed training system training. Upon request, Installer shall present record of completed training 
including course outlines.including course outlines.

1.8 Codes and StandardsCodes and Standards

A.A. Work, materials, and equipment shall comply with the most restrictive of local, state, and Work, materials, and equipment shall comply with the most restrictive of local, state, and 

the installation shall comply with the current editions in effect 30 days the installation shall comply with the current editions in effect 30 days 
bids of the following codes:

1.
2.2.

The following are approved control system suppliers, manufacturers, and product lines:The following are approved control system suppliers, manufacturers, and product lines:

ManufacturerManufacturer

Automated Logic WebCTRLWebCTRL

The above list does not indicate order of preference. Inclusion on this list does not guarantee The above list does not indicate order of preference. Inclusion on this list does not guarantee 
acceptance of products or installation. Control systems shall comply with the terms of this acceptance of products or installation. Control systems shall comply with the terms of this 

The Contractor shall use only operator workstation software, controller software, custom The Contractor shall use only operator workstation software, controller software, custom 
application programming language, and controllers from the corresponding manufacturer and application programming language, and controllers from the corresponding manufacturer and 
product line unless Owner approves use of multiple manufacturers.product line unless Owner approves use of multiple manufacturers.
Other products specified herein (such as sensors, valves, dampers, and actuators) need not Other products specified herein (such as sensors, valves, dampers, and actuators) need not 
be manufactured by the above manufacturers.be manufactured by the above manufacturers.

Installer and Manufacturer QualificationsInstaller and Manufacturer Qualifications
Installer shall have an established working relationship with the Control System Installer shall have an established working relationship with the Control System 

System software shall be based on a server/thin client architecture, designed around the System software shall be based on a server/thin client architecture, designed around the 
open standards of web technology. The control system server shall be accessed using a open standards of web technology. The control system server shall be accessed using a 

(at the (at the 

client architecture is to provide operators complete access to the client architecture is to provide operators complete access to the 
control system via a Web browser. No special software other than a web browser shall be control system via a Web browser. No special software other than a web browser shall be 
required to access graphics, point displays, and trends, configure trends, conrequired to access graphics, point displays, and trends, configure trends, configure points figure points 

System shall use the BACnet protocol for communication between the control modules and System shall use the BACnet protocol for communication between the control modules and 

or HTTPS protocol utilizing HTML5. Use of Adobe Flash technology is not acceptable.or HTTPS protocol utilizing HTML5. Use of Adobe Flash technology is not acceptable.

The following are approved control system suppliers, manufacturers, and product lines:The following are approved control system suppliers, manufacturers, and product lines:
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5. ANSI/ASHRAE Standard 135, BACnet - A Data Communication Protocol for Building 
Automation and Control Systems

1.9 System Performance

A. Performance Standards. System shall conform to the following minimum standards over 

1. Graphic Display.A graphic with 20 dynamic points shall display with current data within 
10 sec.

2. Graphic Refresh.A graphic with 20 dynamic points shall update with current data within 
8 sec. and shall automatically refresh every 15 sec.

3. Configuration and Tuning Screens. Screens used for configuring, calibrating, or tuning 
points, PID loops, and similar control logic shall automatically refresh within 6 sec.

4. Object Command. Devices shall react to command of a binary object within 2 sec. 
Devices shall begin reacting to command of an analog object within 2 sec.

5. Alarm Response Time. An object that goes into alarm shall be annunciated at the 
browser within 45 sec.

6. Program Execution Frequency. Custom and standard applications shall be capable of 
running as often as once every 5 sec.

7. Performance. Programmable controllers shall be able to completely execute DDC PID 
control loops at a frequency adjustable down to once per sec. Select execution times 
consistent with the mechanical process under control.

8. Multiple Alarm Annunciation. Each user, connected to network accessing the system 
through their browser (workstation), shall receive alarms within 5 seconds of one 
another.

9. Reporting Accuracy. System shall report values with minimum end-to-end accuracy 
listed in Table 1.

10. Control Stability and Accuracy. Control loops shall maintain measured variable at 
setpoint within tolerances listed in Table 2.
Table-1
Reporting Accuracy

Measured Variable Reported Accuracy
Space Temperature ±0.5ºC (±1ºF)
Ducted Air ±0.5ºC (±1ºF)
Outside Air ±1.0ºC (±2ºF)
Dew Point ±1.5ºC (±3ºF)
Water Temperature ±0.5ºC (±1ºF)
Delta-T ±0.15º (±0.25ºF)
Relative Humidity ±5% RH
Water Flow ±2% of full scale
Airflow (terminal) ±10% of full scale (see Note 1)
Airflow (measuring stations) ±5% of full scale
Airflow (pressurized spaces) ±3% of full scale
Air Pressure (ducts) ±25 Pa (±0.1 in. w.g.)
Air Pressure (space) ±3 Pa (±0.01 in. w.g.)

Control Stability and Accuracy. Control loops shall maintain measured variable at Control Stability and Accuracy. Control loops shall maintain measured variable at 
setpoint within tolerances listed in Table 2.setpoint within tolerances listed in Table 2.
TableTable--11
Reporting AccuracyReporting Accuracy

Measured VariableMeasured Variable
Space Temperature
Ducted AirDucted Air
Outside AirOutside Air
Dew PointDew Point
Water TemperatureWater Temperature
DeltaDelta--TT
Relative Relative HumidityHumidity
Water FlowWater Flow
Airflow (terminal)Airflow (terminal)
Airflow (measuring stations)Airflow (measuring stations)
Airflow (pressurized spaces)
Air Pressure (ducts)Air Pressure (ducts)
Air Air 

Configuration and Tuning Screens. Screens used for configuring, calibrating, or tuning 
points, PID loops, and similar control logic shall automatically refresh within 6 sec.points, PID loops, and similar control logic shall automatically refresh within 6 sec.
Object Command. Devices shall react to command of a binary object within 2 sec. Object Command. Devices shall react to command of a binary object within 2 sec. 
Devices shall begin reacting to command of an analog object within 2 sec.Devices shall begin reacting to command of an analog object within 2 sec.
Alarm Response Time. An object that goes into alarm shall be annunciated at the Alarm Response Time. An object that goes into alarm shall be annunciated at the 

Program Execution Frequency. Custom and standard applications shall be capable of Program Execution Frequency. Custom and standard applications shall be capable of 
running as often as once every 5 sec.running as often as once every 5 sec.
Performance. Programmable controllers shall be able to completely execute DDC PID Performance. Programmable controllers shall be able to completely execute DDC PID 
control loops at a frequency adjustable down to once per sec. Select execution times control loops at a frequency adjustable down to once per sec. Select execution times 
consistent with the mechanical process under control.consistent with the mechanical process under control.
Multiple Alarm Annunciation. Each user, connected to network accessing the system Multiple Alarm Annunciation. Each user, connected to network accessing the system 
through their browser (workstation), shall receive alarms within 5 seconds of one through their browser (workstation), shall receive alarms within 5 seconds of one 

Reporting Accuracy. System shall report values with minimum endReporting Accuracy. System shall report values with minimum end

Control Stability and Accuracy. Control loops shall maintain measured variable at Control Stability and Accuracy. Control loops shall maintain measured variable at 
setpoint within tolerances listed in Table 2.setpoint within tolerances listed in Table 2.

A Data Communication Protocol for Building A Data Communication Protocol for Building 

Performance Standards. System shall conform to the following minimum standards over Performance Standards. System shall conform to the following minimum standards over 

Graphic Display.A graphic with 20 dynamic points shall display with current data within Graphic Display.A graphic with 20 dynamic points shall display with current data within 

Graphic Refresh.A graphic with 20 dynamic points shall update with current data within Graphic Refresh.A graphic with 20 dynamic points shall update with current data within 

Configuration and Tuning Screens. Screens used for configuring, calibrating, or tuning Configuration and Tuning Screens. Screens used for configuring, calibrating, or tuning 
points, PID loops, and similar control logic shall automatically refresh within 6 sec.points, PID loops, and similar control logic shall automatically refresh within 6 sec.
Object Command. Devices shall react to command of a binary object within 2 sec. Object Command. Devices shall react to command of a binary object within 2 sec. 
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Water Pressure ±2% of full scale (see Note 2)
Electrical (A, V, W, Power Factor) ±1% of reading (see Note 3)
Carbon Monoxide (CO) ±5% of reading
Carbon Dioxide (CO2) ±50 ppm

Note 1: Accuracy applies to 10% 100% of scale
Note 2: For both absolute and differential pressure
Note 3: Not including utility-supplied meters

Table 2
Control Stability and Accuracy

Controlled Variable Control Accuracy Range of Medium
Air Pressure ±50 Pa (±0.2 in. w.g.)

±3 Pa (±0.01 in. w.g.)
0 1.5 kPa (0 6 in. w.g.)
-25 to 25 Pa (-0.1 to 0.1 in. w.g.)

Airflow ±10% of full scale
Space Temperature ±1.0ºC (±2.0ºF)
Duct Temperature ±1.0ºC (±2.0ºF)
Humidity ±5% RH
Fluid Pressure ±10 kPa (±1.5 psi)

±250 Pa (±1.0 in. w.g.)
MPa (1 150 psi)
0 12.5 kPa (0 50 in. w.g.) differential

1.10 Submittals

A. Product Data and Shop Drawings: The contractor shall provide shop drawings and product 
data on hardware, software, and equipment to be installed or provided. No work may begin 
on any segment of this project until submittals have been approved for conformity with 
design intent. Provide submittal data in a digital format on suitable digital media such as a 
USB drive. The submittal data shall be in standard Microsoft (Word, Excel, etc.) or PDF file 

manufacturer's cutsheets apply to a product series rather than a specific product, the data 
specifically applicable to the project shall be highlighted or clearly indicated by other means. 
Each submitted piece of literature and drawing shall clearly reference the specification and/or 
drawing that the submittal is to cover. General catalogs shall not be accepted as cutsheets to 
fulfill submittal requirements. Select and show submittal quantities appropriate to scope of 
work. Submittal approval does not relieve Contractor of responsibility to supply sufficient 
quantities to complete work. Submittals shall be provided within 12 weeks of contract award. 
Submittals shall include:

1. DDC System Hardware
a. A complete bill of materials to be used indicating quantity, manufacturer, model 

number, and relevant technical data of equipment to be used.
b.

product specifications, and installation and maintenance instructions for items 
listed below and for relevant items not listed below:

i. Direct digital controllers (controller panels)
ii. Transducers and transmitters
iii. Sensors (including accuracy data)

USB drive. The submittal data shall be in standard Microsoft (Word, E

manufacturer's cutsheets apply to a product series rather than a specificmanufacturer's cutsheets apply to a product series rather than a specific
specifically applicable to the project shall be highlighted or clearly indicated by other means. specifically applicable to the project shall be highlighted or clearly indicated by other means. 
Each submitted piece of literature and drawing shall clearly reference the specification and/or Each submitted piece of literature and drawing shall clearly reference the specification and/or 
drawing that the submittal is to cover. Genedrawing that the submittal is to cover. Gene
fulfill submittal requirements. Select and show submittal quantities appropriate to scope of fulfill submittal requirements. Select and show submittal quantities appropriate to scope of 
work. Submittal approval does not relieve Contractor of responsibility to supply sufficient work. Submittal approval does not relieve Contractor of responsibility to supply sufficient 
quantities to complequantities to comple
Submittals shall include:Submittals shall include:

1. DDC System HardwareDDC System Hardware
a.a.

1.5 kPa (0
25 to 25 Pa (25 to 25 Pa (

(±1.5 psi)(±1.5 psi)
±250 Pa (±1.0 in. w.g.)±250 Pa (±1.0 in. w.g.)

MPa (1MPa (1 150 psi)
00 12.5 kPa (012.5 kPa (0

Product Data and Shop Drawings: The contractor shall provide shop drawings and product Product Data and Shop Drawings: The contractor shall provide shop drawings and product 
data on hardware, software, and equipment to be installed or provided. No work may data on hardware, software, and equipment to be installed or provided. No work may 
on any segment of this project until submittals have been approved for conformity with on any segment of this project until submittals have been approved for conformity with 
design intent. Provide submittal data in a digital format on suitable digital media such as a design intent. Provide submittal data in a digital format on suitable digital media such as a 
USB drive. The submittal data shall be in standard Microsoft (Word, EUSB drive. The submittal data shall be in standard Microsoft (Word, E

manufacturer's cutsheets apply to a product series rather than a specificmanufacturer's cutsheets apply to a product series rather than a specific

Range of MediumRange of Medium
6 in. w.g.)6 in. w.g.)
0.1 to 0.1 in. w.g.)0.1 to 0.1 in. w.g.)
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iv. Actuators
v. Valves
vi. Relays and switches
vii. Control panels
viii. Power supplies
ix. Batteries
x. Operator interface equipment
xi. Wiring

c. Wiring diagrams and layouts for each control panel. Show termination numbers.
d. Schematic diagrams for all field sensors and controllers. Provide floor plans of all 

sensor locations and control hardware. Riser diagrams showing control network 
layout, communication protocol, and wire types.

2. Central System Hardware and Software
a. A complete bill of material of equipment used indicating quantity, manufacturer, 

model number, and relevant technical.
b.

installation and maintenance instructions for items listed below and for relevant 
items furnished under this contract not listed below:

i. Central Processing Unit (CPU) or web server
ii. Monitors
iii. Keyboards
iv. Power supplies
v. Battery backups
vi. Interface equipment between CPU or server and control panels
vii. Operating System software web server
viii. Color graphic software
ix. Third-party software

c. Schematic diagrams for all control, communication, and power wiring. Provide a 
schematic drawing of the central system installation. Label all cables and ports 

wiring to control system.
d. Network riser diagrams of wiring between central control unit and control panels.

3. Controlled Systems
a. Riser diagrams showing control network layout, communication protocol, and 

wire types.
b. A schematic diagram of each controlled system. The schematics shall have all 

control points labeled with point names shown or listed. The schematics shall 
graphically show the location of all control elements in the system.

c. A schematic wiring diagram of each controlled system. Label control elements 
and terminals. Where a control element is also shown on control system 
schematic, use the same name.

d. An instrumentation list (Bill of Materials) for each controlled system. List each 
control system element in a table. Show element name, type of device, 
manufacturer, model number, and product data sheet number.

e. A mounting, wiring, and routing plan-view drawing. The design shall take into 
account

Schematic diagrams for all control, communication, and power wiring. Provide a 
schematic drawing of the central system installation. Label all cables and ports schematic drawing of the central system installation. Label all cables and ports 

wiring to control systewiring to control syste
d.d. Network riser diagrams of wiring between central control unit and control panels.Network riser diagrams of wiring between central control unit and control panels.

3. Controlled SystemsControlled Systems
a. Riser diagrams showing control network layout, communication protocol, and Riser diagrams showing control network layout, communication protocol, and 

wire types.wire types.
b.b. A schematic diagram of each controlled system. The schematics shall have all A schematic diagram of each controlled system. The schematics shall have all 

control points labeled with point names shown or listed. The schematics shall control points labeled with point names shown or listed. The schematics shall 
graphically show the location of all control elements in the system.graphically show the location of all control elements in the system.

c. A schematic wiring diagram of each controlled system. Label control elements A schematic wiring diagram of each controlled system. Label control elements 

layout, communication protocol, and wire types.

A complete bill of material of equipment used indicating quantity, manufacturer, A complete bill of material of equipment used indicating quantity, manufacturer, 
model number, and relevant technical.model number, and relevant technical.

installation and maintenance instructions for items listed below and for relevant installation and maintenance instructions for items listed below and for relevant 
items furnished under this contract not listed below:items furnished under this contract not listed below:

Central Processing Unit (CPU) or web serverCentral Processing Unit (CPU) or web server

Power supplies
Battery backupsBattery backups
Interface equipment between CPU or server and control panelsInterface equipment between CPU or server and control panels
Operating System software Operating System software web serverweb server
Color graphic softwareColor graphic software
ThirdThird--party softwareparty software

Schematic diagrams for all control, communication, and power wiring. Provide a Schematic diagrams for all control, communication, and power wiring. Provide a 
schematic drawing of the central system installation. Label all cables and ports schematic drawing of the central system installation. Label all cables and ports 

m.m.

Wiring diagrams and layouts for each control panel. Show Wiring diagrams and layouts for each control panel. Show termination numbers.termination numbers.
Schematic diagrams for all field sensors and controllers. Provide floor plans of all Schematic diagrams for all field sensors and controllers. Provide floor plans of all 
sensor locations and control hardware. Riser diagrams showing control network sensor locations and control hardware. Riser diagrams showing control network 

A complete bill of material of equipment used indicating quantity, manufacturer, A complete bill of material of equipment used indicating quantity, manufacturer, 
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The drawing shall show the specific location of all concrete pads and bases and 
any special wall bracing for panels to accommodate this work.

f. A complete description of the operation of the control system, including 
sequences of operation. The description shall include and reference a schematic 
diagram of the controlled system.

g. A point list for each control system. List I/O points and software points required to 
provide specified sequence of operations. Indicate alarmed and trended points.

4. Quantities of items submitted shall be reviewed but are the responsibility of the 
Contractor.

5. BACnet Protocol Implementation Conformance Statement (PICS) for each submitted 
type of controller and operator interface.

B. Project Documentation.
1. Upon completion of installation, submit record (as-built) documents for approval before 

final completion. Provide record documents in a digital format on suitable digital media 
such as a USB drive. The record documents shall be in standard Microsoft (Word,
Excel, etc.) or PDF file formats except as noted below. Record documentation shall 
include the following:

a. Project Record Drawings.
b. Testing and Commissioning Reports and Checklists.
c. Operation and Maintenance (O&M) Manual.
d. As-built versions of submittal product data.
e. Names, addresses, and telephone numbers of installing contractors and service 

representatives for equipment and control systems.
f.

off, handling alarms, producing point reports, trending data, overriding computer 
control, and changing setpoints and variables.

g. Programming manual or set of manuals with description of programming 
language and syntax, of statements for algorithms and calculations used, of point 
database creation and modification, of program creation and modification, and of 
editor use.

h. Engineering, installation, and maintenance manual or set of manuals that 
explains how to design and install new points, panels, and other hardware; how 
to perform preventive maintenance and calibration; how to debug hardware 
problems; and how to repair or replace hardware.

i. Documentation of programs operating in the system and object database that 
can be viewed using technician software tools furnished with system.

j. Graphic files, programs, and database to be viewed using technician software 
tools furnished with system.

k. List of recommended spare parts with part numbers and suppliers.
l. Complete original-issue documentation, installation, and maintenance 

information for furnished third-party hardware including computer equipment and 
sensors.

m. Complete original-issue copies of furnished software, including operating 
systems, custom programming language, operator workstation or web server 
software, and graphics software.

n. Licenses, guarantees, and warranty documents for equipment and systems.

language and syntax, of statements for algorithms and calculations used, of point 
database creation and modification, of program creation and modification, and of database creation and modification, of program creation and modification, and of 
editor use.editor use.

h.h. Engineering, installation, and maintenance manual or set of manuals that Engineering, installation, and maintenance manual or set of manuals that 
explains how to design and install new points, panels, and other hardware; how explains how to design and install new points, panels, and other hardware; how 
to perform preventive maintenance and calibration; how to debug hardware to perform preventive maintenance and calibration; how to debug hardware 
problems; and how to repair or problems; and how to repair or 

i.i. Documentation of programs operating in the system and object database that Documentation of programs operating in the system and object database that 
can be viewed using technician software tools furnished with system.can be viewed using technician software tools furnished with system.

j. Graphic files, programs, and database to be viewed using technician software Graphic files, programs, and database to be viewed using technician software 
tools furnished with system.tools furnished with system.

k. List of recommended spare parts with part numbers and suppliers.List of recommended spare parts with part numbers and suppliers.
l.l.

Upon completion of installation, submit record (asUpon completion of installation, submit record (as-built) documents for approval before built) documents for approval before 
final completion. Provide record documents in a digital format on suitable digital media final completion. Provide record documents in a digital format on suitable digital media 
such as a USB drive. The record documents shall be in standard Microsoft (Word,such as a USB drive. The record documents shall be in standard Microsoft (Word,
Excel, etc.) or PDF file formats except as noted below. Record documentation shall Excel, etc.) or PDF file formats except as noted below. Record documentation shall 

Testing and Commissioning Reports and Checklists.Testing and Commissioning Reports and Checklists.
Operation and Maintenance (O&M) Manual.Operation and Maintenance (O&M) Manual.

built versions of submittal product data.built versions of submittal product data.
Names, addresses, and telephone numbers of installing contractors and service Names, addresses, and telephone numbers of installing contractors and service 
representatives for equipment and control systems.representatives for equipment and control systems.

off, handling alarms, producing point reports, trending data, overriding computer off, handling alarms, producing point reports, trending data, overriding computer 
control, and changing setpoints and variables.control, and changing setpoints and variables.
Programming manual or set of manuals with description of programming Programming manual or set of manuals with description of programming 
language and syntax, of statements for algorithms and calculations used, of point language and syntax, of statements for algorithms and calculations used, of point 
database creation and modification, of program creation and modification, and of database creation and modification, of program creation and modification, and of 

Engineering, installation, and maintenance manual or set of manuals that Engineering, installation, and maintenance manual or set of manuals that 

The drawing shall show the specific location of all concrete pads and bases and The drawing shall show the specific location of all concrete pads and bases and 

A complete description of the operation of the control system, including A complete description of the operation of the control system, including 
sequences of operation. The description shall include and reference a schematic sequences of operation. The description shall include and reference a schematic 

A point list for each control system. List I/O points and software points required to A point list for each control system. List I/O points and software points required to 
provide specified sequence of operations. Indicate alarmed and trended points.provide specified sequence of operations. Indicate alarmed and trended points.

Quantities of items submitted shall be reviewed but are the responsibility of the Quantities of items submitted shall be reviewed but are the responsibility of the 

BACnet Protocol Implementation Conformance Statement (PICS) for each submitted BACnet Protocol Implementation Conformance Statement (PICS) for each submitted 

built) documents for approval before built) documents for approval before 
final completion. Provide record documents in a digital format on suitable digital media final completion. Provide record documents in a digital format on suitable digital media 
such as a USB drive. The record documents shall be in standard Microsoft (Word,such as a USB drive. The record documents shall be in standard Microsoft (Word,
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o. Recommended preventive maintenance procedures for system components, 
including schedule of tasks such as inspection, cleaning, and calibration; time 
between tasks; and task descriptions.

2. Load into the control system for access by the operator through any operator 
workstation closeout documentation. There shall be a menu or navigation tab to access 
the documentation. The documentation can be loaded into the control system in a pdf 
format. The following documentation shall be included:

a. As-built control diagrams including wiring diagrams and sequences of operations 
for each controller/piece of equipment.

b. All IOM data as follows:
i. IOM from each equipment manufacturer for each piece of equipment 

(AHUs, FCUs, Chillers, pumps etc.)
ii. IOM for each control module and end device installed in the system.

C. Training Materials: Provide course outline and materials for each class at least six weeks 
before first class. Training shall be furnished via instructor-led sessions, computer-based 
training, or web-based training. Engineer will modify course outlines and materials if 

materials at least three weeks before first class.

1.11 Warranty

A. Warrant work as follows:
1. Warrant labor and materials for specified control system free from defects for a period 

of 12 months after final acceptance. Control system failures during warranty period 
shall be adjusted, repaired, or replaced at no additional cost or reduction in service to 

service request.
2. Work shall have a single warranty date, even if Owner receives beneficial use due to 

early system start-up. If specified work is split into multiple contracts or a multi-phase 
contract, each contract or phase shall have a separate warranty start date and period.

3. If the engineer determines that equipment and systems operate satisfactorily at the end 
of final start-up, testing, and commissioning phase, the engineer will certify in writing 
that control system operation has been tested and accepted in accordance with the 
terms of this specification. Date of acceptance shall begin warranty period.

4.
be updated to the latest versions that are available from the manufacturer within 30 
days from the date of end of the warranty. These updates shall be installed and 
checked out before the end of the warranty.

5. Provide updates to web server software, project-specific software, graphic software, 
database software, and firmware that resolve the contractor-identified software 
deficiencies at no charge during warranty period. If available, Owner can purchase in-
warranty service agreement to receive upgrades for functional enhancements 
associated with above-mentioned items. Do not install updates or upgrades without 

6. Exception: Contractor shall not be required to warrant reused devices except those that 
have been rebuilt or repaired and factory recertified. Installation labor and materials 
shall be warranted. Demonstrate operable condition of reused devices at time of 

early system startearly system start
contract, each contract or phase shall have a separate warranty start date and pcontract, each contract or phase shall have a separate warranty start date and p
If the engineer determines that equipment and systems operate satisfactorily at the end If the engineer determines that equipment and systems operate satisfactorily at the end 
of final startof final start-up, testing, and commissioning phase, the engineer will certify in writing 
that control system operation has been tested and accepted in accordance with that control system operation has been tested and accepted in accordance with 
terms of this specification. Date of acceptance shall begin warranty period.terms of this specification. Date of acceptance shall begin warranty period.

4.4.
be updated to the latest versions that are available from the manufacturer within 30 be updated to the latest versions that are available from the manufacturer within 30 
days from the date of end of the warranty. These updates shall be installed and days from the date of end of the warranty. These updates shall be installed and 
checkchecked out before the end of the warranty.ed out before the end of the warranty.

5. Provide updates to web server software, projectProvide updates to web server software, project
database software, and firmware that resolve the contractordatabase software, and firmware that resolve the contractor
deficiencies at no charge during warranty period. If available, Owner can purchase indeficiencies at no charge during warranty period. If available, Owner can purchase in
warrawarra

IOM for each control module and end device installed in the system.IOM for each control module and end device installed in the system.
Training Materials: Provide course outline and materials for each class at least six weeks Training Materials: Provide course outline and materials for each class at least six weeks 

Training shall be furnished via instructorTraining shall be furnished via instructor-led sessions, computerled sessions, computer
based training. Engineer will modify course outlines and materials if based training. Engineer will modify course outlines and materials if 

t least three weeks before first class.

Warrant labor and materials for specified control system free from defects for a period Warrant labor and materials for specified control system free from defects for a period 
of 12 months after final acceptance. Control system failures during warranty period of 12 months after final acceptance. Control system failures during warranty period 
shall be adjusted, repaired, or replaced at no additional cost or reduction in servishall be adjusted, repaired, or replaced at no additional cost or reduction in servi

service request.service request.
Work shall have a single warranty date, even if Owner receives beneficial use due to Work shall have a single warranty date, even if Owner receives beneficial use due to 

up. If specified work is split into multiple contracts or a multiup. If specified work is split into multiple contracts or a multi
contract, each contract or phase shall have a separate warranty start date and pcontract, each contract or phase shall have a separate warranty start date and p
If the engineer determines that equipment and systems operate satisfactorily at the end If the engineer determines that equipment and systems operate satisfactorily at the end 

up, testing, and commissioning phase, the engineer will certify in writing 

Recommended preventive maintenance procedures for system components, Recommended preventive maintenance procedures for system components, 
including schedule of tasks such as inspection, cleaning, and calibration; time including schedule of tasks such as inspection, cleaning, and calibration; time 

Load into the control system for access by the operator through any operator Load into the control system for access by the operator through any operator 
workstation closeout documentation. There shall be a menu or navigation tab to access workstation closeout documentation. There shall be a menu or navigation tab to access 
the documentation. The documentation can be loaded into the control system in a pdf the documentation. The documentation can be loaded into the control system in a pdf 

built control diagrams including wiring diagrams and sequences of operations built control diagrams including wiring diagrams and sequences of operations 

IOM from each equipment manufacturer for each piece of equipment IOM from each equipment manufacturer for each piece of equipment 

IOM for each control module and end device installed in the system.IOM for each control module and end device installed in the system.
Training Materials: Provide course outline and materials for each class at least six weeks Training Materials: Provide course outline and materials for each class at least six weeks 

led sessions, computerled sessions, computer
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1.12 Ownership of Proprietary Material

A. Project-
but is not limited to:

1. Graphics
2. Record drawings
3. Database
4. Application programming code
5. Documentation

PART 2: PRODUCTS

2.1 Materials

A. Use new products the manufacturer is currently manufacturing and selling for use in new 
installations. Do not use this installation as a product test site unless explicitly approved in 
writing by Owner. Spare parts shall be available for at least five years after completion of 
this contract.

2.2 Communication

A. Control products, communication media, connectors, repeaters, hubs, and routers shall 
comprise a BACnet internetwork. Controller and operator interface communication shall 
conform to ANSI/ASHRAE Standard 135, BACnet.

B. All IP based controllers shall be capable of providing IPv4 and IPv6 protocol standards as 
defined by the Internet Data Communications Standard.

C. The owner shall furnish and install all communication media, connectors, repeaters and 
network switches/routers, and network devices necessary to provide a complete and 
workable high speed Ethernet communications/LAN network meeting or exceeding rec-
ommended control network specifications. The owner will provide an active IP/Ethernet 
port/drop within patch distance to each BMS server and BMS controller for connection to 
owner's LAN. BMS contractor will furnish and install all communications media, connectors, 
repeaters, switches/routers, and network devices necessary to provide a complete and 
workable serial network. Established network requirements such as labeling, testing, 
administration, and documentation must be provided to controls vendor prior to start of 
project.

D. Each controller shall have a communication port for temporary connection to a laptop 
computer or other operator interface. Connection shall support memory downloads and 
other commissioning and troubleshooting operations.

E. Internetwork operator interface and value passing shall be transparent to internetwork 
architecture.

1. An operator interface connected to a controller shall allow the operator to interface 
with each internetwork controller as if directly connected. Controller information such 
as data, status, and control algorithms shall be viewable and editable from each 
internetwork controller.

2. Inputs, outputs, and control variables used to integrate control strategies across 
multiple controllers shall be readable by each controller on the internetwork. 
Program and test all cross-controller links required to execute specified sequences 

ed control network specifications. The owner will provide an active IP/Ethernet 
port/drop within patch distance to each BMS server and BMS controller for connection to port/drop within patch distance to each BMS server and BMS controller for connection to 
owner's LAN. BMS contractor will furnish and install all communications media, connectorowner's LAN. BMS contractor will furnish and install all communications media, connector
repeaters, switches/routers, and network devices necessary to provide a complete and repeaters, switches/routers, and network devices necessary to provide a complete and 
workable serial network. Established network requirements such as labeling, testing, workable serial network. Established network requirements such as labeling, testing, 
administration, and documentation must be provided to controls vendor prior to staradministration, and documentation must be provided to controls vendor prior to star
project.project.

D.D. Each controller shall have a communication port for temporary connection to a laptop Each controller shall have a communication port for temporary connection to a laptop 
computer or other operator interface. Connection shall support memory downloads and computer or other operator interface. Connection shall support memory downloads and 
other commissioning and troubleshooting operations.other commissioning and troubleshooting operations.

E.E. Internetwork operator interface and value passing shall be transparent to internetwork Internetwork operator interface and value passing shall be transparent to internetwork 
architecture.architecture.

1. An operator interface connected to a controller shall allow the operator to interface An operator interface connected to a controller shall allow the operator to interface 
with each internetwork controller as if directly connected. Controller information such with each internetwork controller as if directly connected. Controller information such 

Use new products the manufacturer is currently manufacturing and selling for use in new Use new products the manufacturer is currently manufacturing and selling for use in new 
installations. Do not use this installation as a product test site unless explicitly approved in installations. Do not use this installation as a product test site unless explicitly approved in 
writing by Owner. Spare parts shall be available for at least five yearwriting by Owner. Spare parts shall be available for at least five year

Control products, communication media, connectors, repeaters, hubs, and routers shall Control products, communication media, connectors, repeaters, hubs, and routers shall 
comprise a BACnet internetwork. Controller and operator interface communication shall comprise a BACnet internetwork. Controller and operator interface communication shall 
conform to ANSI/ASHRAE Standard 135, BACnet.conform to ANSI/ASHRAE Standard 135, BACnet.
All IP based controllers shall be capable of providing IPv4 and IPv6 protocol standards as All IP based controllers shall be capable of providing IPv4 and IPv6 protocol standards as 
defined by the Internet Data Communications Standard.defined by the Internet Data Communications Standard.
The owner shall furnish and install all communication media, connectors, repeaters and The owner shall furnish and install all communication media, connectors, repeaters and 
network switches/routers, and network devices necessary to provide a complete and network switches/routers, and network devices necessary to provide a complete and 
workable high speed Ethernet communications/LAN network meeting or exceeding recworkable high speed Ethernet communications/LAN network meeting or exceeding rec

ed control network specifications. The owner will provide an active IP/Ethernet ed control network specifications. The owner will provide an active IP/Ethernet 
port/drop within patch distance to each BMS server and BMS controller for connection to port/drop within patch distance to each BMS server and BMS controller for connection to 
owner's LAN. BMS contractor will furnish and install all communications media, connectorowner's LAN. BMS contractor will furnish and install all communications media, connector
repeaters, switches/routers, and network devices necessary to provide a complete and repeaters, switches/routers, and network devices necessary to provide a complete and 

Use new products the manufacturer is currently manufacturing and selling for use in new Use new products the manufacturer is currently manufacturing and selling for use in new 
installations. Do not use this installation as a product test site unless explicitly approved in installations. Do not use this installation as a product test site unless explicitly approved in 
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of operation. An authorized operator shall be able to edit cross-controller links by 
typing a standard object address or by using a point-and-click interface.

F. Building Control Panels, and Controllers with real-time clocks shall use the BACnet Time 
Synchronization service. System shall automatically synchronize system clocks daily from 
an operator-designated device via the internetwork. The system shall automatically adjust 
for daylight saving and standard time as applicable.

G. System shall be expandable to at least twice the required BACnet objects. No additional 
licensing/software fees shall be required to add controllers, associated devices, and wiring.

H. System shall support Web services data exchange with any other system that complies with 
XML (extensible markup language) and SOAP (simple object access protocol) standards. 
Web services support shall as a minimum be provided at the workstation or web server 
level and shall enable data to be read from or written to the system.

1. System shall support Web services read data requests by retrieving requested trend 
data or point values (I/O hardware points, analog value software points, or binary 
value software points) from any system controller or from the trend history database.

2. System shall support Web services write data request to each analog and binary 
object that can be edited through the system operator interface by downloading a 
numeric value to the specified object.

3. For read or write requests, the system shall require user name and password 
authentication and shall support TLS (Transport Layer Security) or equivalent data 
encryption.

4. System shall support discovery through a Web services connection or shall provide 
a tool available through the Operator Interface that will reveal the path/identifier 
needed to allow a third party Web services device to read data from or write data to 
any object in the system which supports this service.

2.3 Operator Interface

A. Operator Interface. The web server shall reside on high-speed network with building 
controllers. Web pages generated by this server shall be compatible with the latest versions 
of Microsoft Internet Explorer or Edge, Google Chrome, Mozilla Firefox, and Apple Safari 
browsers. Any of these supported browsers connected to the server shall be able to access 
all system information. Mobile devices shall be recognized by the web server and shall 
supply the appropriate system content as needed. The Operator Interface (web server with 
client devices) shall conform to the BACnet Operator Workstation (B-OWS) or BACnet 
Advanced Workstation (B-AWS) device profile as specified in ASHRAE/ANSI 135 BACnet 
Annex L. This includes the ability to configure and/or reconfigure the system from the client 
device (change programs, graphics, labels, etc.).

B. Communication. Web server and controllers shall communicate using BACnet protocol, 
including BACnet/SC. Web server and control network backbone shall communicate using 
ISO 8802-3 (Ethernet) Data Link/Physical layer protocol and BACnet/IP addressing as 
specified in ANSI/ASHRAE 135, BACnet Annex J. Communication between the web server 
and client (workstation) shall be HTTP or HTTPS protocol utilizing HTML5 language. Use of 
Adobe Flash in any part of the communication infrastructure is not acceptable.

C. Hardware.
1. Web server and/or workstation. Industry-standard hardware shall meet or exceed 

times specified elsewhere in this document. The web server may also be configured 

Operator Interface. The web server shall reside on high
controllers. Web pages generated by this server shall be compatible with the latest versions controllers. Web pages generated by this server shall be compatible with the latest versions 
of Microsoft Internet Explorer or Edge, Google Chrome, Mozilla Firefox, and Appof Microsoft Internet Explorer or Edge, Google Chrome, Mozilla Firefox, and App
browsers. Any of these supported browsers connected to the server shall be able to access browsers. Any of these supported browsers connected to the server shall be able to access 
all system information. Mobile devices shall be recognized by the web server and shall all system information. Mobile devices shall be recognized by the web server and shall 
supply the appropriate system content as needed. The Operator Interfasupply the appropriate system content as needed. The Operator Interfa
client devices) shall conform to the BACnet Operator Workstation (Bclient devices) shall conform to the BACnet Operator Workstation (B
Advanced Workstation (BAdvanced Workstation (B
Annex L. This includes the ability to configure and/or reconfigure theAnnex L. This includes the ability to configure and/or reconfigure the
device (change programs, graphics, labels, etc.).device (change programs, graphics, labels, etc.).

B.B. Communication. Web server and controllers shall communicate using BACnet protocol, Communication. Web server and controllers shall communicate using BACnet protocol, 
including BACnet/SC. Web server and control network backbone shall communicate using including BACnet/SC. Web server and control network backbone shall communicate using 
ISO 8802ISO 8802
specspecified in ANSI/ASHRAE 135, BACnet Annex J. Communication between the web server ified in ANSI/ASHRAE 135, BACnet Annex J. Communication between the web server 
and client (workstation) shall be HTTP or HTTPS protocol utilizing HTML5 language. Use of 
Adobe Flash in any part of the communication infrastructure is not acceptable.Adobe Flash in any part of the communication infrastructure is not acceptable.

C.C.

level and shall enable data to be read from or written to the system.
System shall support Web services read data requests by retrieving requested trend System shall support Web services read data requests by retrieving requested trend 
data or point values (I/O hardware points, analog value software points, or binary data or point values (I/O hardware points, analog value software points, or binary 
value software points) from any system controller or from the trend history database.value software points) from any system controller or from the trend history database.
System shall support Web services write data request to each analog and binary System shall support Web services write data request to each analog and binary 
object that can be edited through the system operator interface by downloading a object that can be edited through the system operator interface by downloading a 
numeric value to the specified object.
For read or write requests, the system shall require user name and password For read or write requests, the system shall require user name and password 
authentication and shall support TLS (Transport Layer Security) or equivalent data authentication and shall support TLS (Transport Layer Security) or equivalent data 

System shall support discovery through a Web services connection or shall provide System shall support discovery through a Web services connection or shall provide 
a tool available through the Operator Interface that will reveal the path/identifier a tool available through the Operator Interface that will reveal the path/identifier 
needed to allow a third party Web services device to read data from or write data to needed to allow a third party Web services device to read data from or write data to 

object in the system which supports this service.object in the system which supports this service.

Operator Interface. The web server shall reside on highOperator Interface. The web server shall reside on high
controllers. Web pages generated by this server shall be compatible with the latest versions controllers. Web pages generated by this server shall be compatible with the latest versions 
of Microsoft Internet Explorer or Edge, Google Chrome, Mozilla Firefox, and Appof Microsoft Internet Explorer or Edge, Google Chrome, Mozilla Firefox, and App
browsers. Any of these supported browsers connected to the server shall be able to access browsers. Any of these supported browsers connected to the server shall be able to access 

controller links by controller links by 

time clocks shall use the BACnet Time time clocks shall use the BACnet Time 
Synchronization service. System shall automatically synchronize system clocks daily from Synchronization service. System shall automatically synchronize system clocks daily from 

designated device via the internetwork. The system shall automaticdesignated device via the internetwork. The system shall automatically adjust ally adjust 

System shall be expandable to at least twice the required BACnet objects. No additional System shall be expandable to at least twice the required BACnet objects. No additional 
licensing/software fees shall be required to add controllers, associated devices, and wiring.licensing/software fees shall be required to add controllers, associated devices, and wiring.
System shall support Web services data exchange with any other system that complies with System shall support Web services data exchange with any other system that complies with 
XML (extensible markup language) and SOAP (simple object access protocol) standards. XML (extensible markup language) and SOAP (simple object access protocol) standards. 
Web services support shall as a minimum be provided at the workstation or web servWeb services support shall as a minimum be provided at the workstation or web serv
level and shall enable data to be read from or written to the system.level and shall enable data to be read from or written to the system.

System shall support Web services read data requests by retrieving requested trend System shall support Web services read data requests by retrieving requested trend 
data or point values (I/O hardware points, analog value software points, or binary data or point values (I/O hardware points, analog value software points, or binary 
value software points) from any system controller or from the trend history database.value software points) from any system controller or from the trend history database.
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configuration, the workstation will also perform as a server supplying additional 
clients as needed. The following hardware requirements apply:

a. System storage shall have sufficient memory to accommodate:
i. All required system software.
ii. A DDC database to accommodate, as a minimum, twice the size of 

the delivered system database.
iii. One year of archival trend data based on the points specified to be 

trended at their specified trend intervals.
b. Provide additional hardware (communication ports, video drivers, network 

interface cards, cabling, etc.) to facilitate all control functions and software 
requirements specified for the DDC system.

c. Minimum hardware configuration shall include the following:
i. Quad Core Processor
ii. 4-24 GB RAM (size dependent on size of system)
iii. 500 GB hard disk providing data at 3.0 Gb/sec (size dependent on 

historical data storage requirements)
iv. 16x DVD+/-RW drive
v. Qwerty Keyboard
vi. Optical Mouse
vii. 24-inch LED Color monitor with 75Hz refresh rate and 1080P 

resolution to provide a minimum screen resolution of 1920 x 1080 
pixels.

viii. Serial (USB) and network communication ports, with cables as 
required for proper DDC system operation.

D. System Software.
1. Operating System. Web server shall have an industry-standard professional-grade

minimum requirements for their software. Acceptable systems include Microsoft 
Windows 8.1 or 10, Windows Server 2012 R2 or 2016 or 2019 or 2020, Red Hat 
Enterprise Linux 8.3, or Ubuntu Desktop 18.04 or 20.04 LTS.

2. Security. The web server application shall support Transport Layer Security (TLS) 
1.3 capable of encryption of up to 256 bit elliptical curve for transmitting private 
information over the Internet using HTTPS. Additionally, the web server shall have 
SHA-2 certificate support capability.

3. Database. System shall support any JDBC (Java DataBase Connectivity) compliant 
engine. This includes: MS SQL, My SQL, Apache Derby, PostgreSQL and Oracle.

4. The BMS system shall allow an unlimited number of concurrent users.
5. The BMS manufacturer shall provide all software and tools necessary to provide the 

following capabilities:
a. Create and/or edit any programming used in controllers
b. Create and/or edit any graphics used in the system
c. Software shall not be subscription based and be given to owner at time of 

turnover. If software is subscription based, manufacturer shall include 10 
years of subscription service.

d. The owner shall have the ability to install software on a minimum of five (5) 
additional owner furnished computers without additional licenses or fees.

minimum requirements for their software. Acceptable systems include Microsoft minimum requirements for their software. Acceptable systems include Microsoft 
Windows 8.1 or 10, Windows 8.1 or 10, 
Enterprise Linux 8.3, or Ubuntu Desktop 18.04 or 20.04 LTS.Enterprise Linux 8.3, or Ubuntu Desktop 18.04 or 20.04 LTS.

2.2. Security. The web server application shall support Transport Layer Security (TLS) Security. The web server application shall support Transport Layer Security (TLS) 
1.3 capable of encryption of up to 256 bit elliptical curve for transmitting private 1.3 capable of encryption of up to 256 bit elliptical curve for transmitting private 
information over the Internet using HTTPS. Additionally, the web server shall have information over the Internet using HTTPS. Additionally, the web server shall have 
SHASHA-2 certificate support capability.certificate support capability.

3. Database. System shall support any JDBC (Java DataBase Connectivity) compliant Database. System shall support any JDBC (Java DataBase Connectivity) compliant 
engine. This includes: MS SQL, My SQL, Apache Derby, PostgreSQL and Oracle.engine. This includes: MS SQL, My SQL, Apache Derby, PostgreSQL and Oracle.

4. The BMS system shall allow an unlimited number of concurrent users.The BMS system shall allow an unlimited number of concurrent users.
5. The BMS manufacturer shall provide all software and tools necessary to provide the The BMS manufacturer shall provide all software and tools necessary to provide the 

following capabilities:following capabilities:

requirements specified for the DDC system.
Minimum hardware configuration shall include the following:include the following:

24 GB RAM (size dependent on size of system)24 GB RAM (size dependent on size of system)
500 GB hard disk providing data at 3.0 Gb/sec (size dependent on 500 GB hard disk providing data at 3.0 Gb/sec (size dependent on 
historical data storage requirements)historical data storage requirements)

RW drive
Qwerty KeyboardQwerty Keyboard
Optical MouseOptical Mouse

inch LED inch LED Color monitor with 75Hz refresh rate and 1080P Color monitor with 75Hz refresh rate and 1080P 
resolution to provide a minimum screen resolution of 1920 x 1080 resolution to provide a minimum screen resolution of 1920 x 1080 
pixels.pixels.
Serial (USB) and network communication ports, with cables as Serial (USB) and network communication ports, with cables as 
required for proper DDC system operation.required for proper DDC system operation.

Operating System. Web server shall have an industryOperating System. Web server shall have an industry

minimum requirements for their software. Acceptable systems include Microsoft minimum requirements for their software. Acceptable systems include Microsoft 
Windows Server 2012 R2 or 2016 or 2019 or 2020, Red Hat Windows Server 2012 R2 or 2016 or 2019 or 2020, Red Hat 

Enterprise Linux 8.3, or Ubuntu Desktop 18.04 or 20.04 LTS.Enterprise Linux 8.3, or Ubuntu Desktop 18.04 or 20.04 LTS.

configuration, the workstation will also perform as a server supplying additional configuration, the workstation will also perform as a server supplying additional 

System storage shall have sufficient memory to accommodate:

A DDC database to accommodate, as a minimum, twice the size of A DDC database to accommodate, as a minimum, twice the size of 

One year of archival trend data based on the points specified to be One year of archival trend data based on the points specified to be 

Provide additional hardware (communication ports, video drivers, network Provide additional hardware (communication ports, video drivers, network 
interface cards, cabling, etc.) to facilitate all control functions and software interface cards, cabling, etc.) to facilitate all control functions and software 

include the following:include the following:
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6. System Graphics. The operator interface software shall be graphically based and 
shall include at least one graphic per piece of equipment or occupied zone, graphics 
for each chilled water and hot water system, and graphics that summarize 
conditions on each floor of each building included in this contract. Indicate thermal 
comfort on floor plan summary graphics using dynamic colors to represent zone 
temperature relative to zone setpoint.

a. Minimum graphics resolution shall be 1920 x 1080 for display of detailed 
system graphics.

b. Floor Plan Graphics. Floor plan graphics shall be capable of allowing the 

resolution.
c. Functionality. Graphics shall allow operator to monitor system status, to view 

a summary of the most important data for each controlled zone or piece of 
equipment, to use point-and-click navigation between zones or equipment, 
and to edit setpoints and other specified parameters.

d. Animation. Graphics shall be able to animate by displaying different image 
files for changed object status.

e. Alarm Indication. Indicate areas or equipment in an alarm condition using 
color or other visual indicator.

f. Format. Graphics shall be saved in an industry-standard format such as 
BMP, JPEG, PNG, GIF, or SVG. Web-based system graphics shall be 
viewable on browsers compatible with World Wide Web Consortium browser 
standards. Web graphic format shall require no plug-in or shall only require 
widely available no-cost plug-ins.

7. Custom Graphics. Custom graphic files shall be created with the use of a graphics 
generation package furnished with the system. The graphics generation package 
shall be a graphically based system used to create and modify graphics that are 
saved in the same formats as are used for system graphics.

8. Graphics Library. Furnish a complete library of standard HVAC equipment graphics 
such as chillers, boilers, air handlers, terminals, fan coils, and unit ventilators. This 
library also shall include standard symbols for other equipment including fans, 
pumps, coils, valves, piping, dampers, and ductwork. The library shall be furnished 
in a file format compatible with the graphics generation package program.

E. System Applications. System shall provide the following functionality to authorized 
operators as an integral part of the operator interface or as stand-alone software programs. 
If furnished as part of the interface, the tool shall be available from each workstation or web 
browser interface. If furnished as a stand-alone program, software shall be installable on a 
standard PC type personal computer with no limit on the number of copies that can be 
installed under the system license.

1. Automatic System Database Configuration. Each workstation or web server shall 
store on its hard disk a copy of the current system database, including controller 
firmware and software. Stored database shall be automatically updated with each 
system configuration or controller firmware or software change.

2. Manual Controller Memory Download. Operators shall be able to download memory 
from the system database to each controller.

Graphics Library. Furnish a complete library of standard HVAC equipment graphics Graphics Library. Furnish a complete library of standard HVAC equipment graphics 
such as chillers, boilers, air handlers, terminals, fan coils, and unit ventilators. This such as chillers, boilers, air handlers, terminals, fan coils, and unit ventilators. This 
library also shall include standard symbols for other equipment including fans, library also shall include standard symbols for other equipment including fans, 
pumpspumps, coils, valves, piping, dampers, and ductwork. The library shall be furnished , coils, valves, piping, dampers, and ductwork. The library shall be furnished 
in a file format compatible with the graphics generation package program.in a file format compatible with the graphics generation package program.

System Applications. System shall provide the following functionality to authorized System Applications. System shall provide the following functionality to authorized 
operators as an integral part of the operator interface or as standoperators as an integral part of the operator interface or as stand
If furnished as part of the interface, the tool shall be available from each woIf furnished as part of the interface, the tool shall be available from each wo
browser interface. If furnished as a standbrowser interface. If furnished as a stand
standard PC type personal computer with no limit on the number of copies that can be standard PC type personal computer with no limit on the number of copies that can be 
installed under the system license.installed under the system license.

1. Automatic System Database Configuration. Each workstation or web server shall Automatic System Database Configuration. Each workstation or web server shall 
store on its hard disk a copy of the current system database, including controller store on its hard disk a copy of the current system database, including controller 

Functionality. Graphics shall allow operator to monitor system status, to view 
a summary of the most important data for each controlled zone or piece of a summary of the most important data for each controlled zone or piece of 

click navigation between zones or equipment, click navigation between zones or equipment, 
r specified parameters.r specified parameters.

Animation. Graphics shall be able to animate by displaying different image Animation. Graphics shall be able to animate by displaying different image 
files for changed object status.files for changed object status.
Alarm Indication. Indicate areas or equipment in an alarm condition using Alarm Indication. Indicate areas or equipment in an alarm condition using 
color or other visual indicator.color or other visual indicator.
Format. Graphics shall be saved in an industryFormat. Graphics shall be saved in an industry standard format such as 
BMP, JPEG, PNG, GIF, or SVG. WebBMP, JPEG, PNG, GIF, or SVG. Web-based system graphics shall be based system graphics shall be 
viewable on browsers compatible with World Wide Web Consortium browser viewable on browsers compatible with World Wide Web Consortium browser 
standards. Web graphic format shall require no plustandards. Web graphic format shall require no plu
widely available nowidely available no-cost plugcost plug-ins.ins.

Custom Graphics. Custom graphic files shall be created with the use of a graphics Custom Graphics. Custom graphic files shall be created with the use of a graphics 
generation package furnished with the system. The graphics generation package generation package furnished with the system. The graphics generation package 
shall be a graphically based system used to create and modify graphics that are shall be a graphically based system used to create and modify graphics that are 
saved in the samsaved in the same formats as are used for system graphics.e formats as are used for system graphics.
Graphics Library. Furnish a complete library of standard HVAC equipment graphics Graphics Library. Furnish a complete library of standard HVAC equipment graphics 
such as chillers, boilers, air handlers, terminals, fan coils, and unit ventilators. This such as chillers, boilers, air handlers, terminals, fan coils, and unit ventilators. This 
library also shall include standard symbols for other equipment including fans, library also shall include standard symbols for other equipment including fans, 

System Graphics. The operator interface software shall be graphically based and System Graphics. The operator interface software shall be graphically based and 
shall include at least one graphic per piece of equipment or occupied zone, graphics shall include at least one graphic per piece of equipment or occupied zone, graphics 
for each chilled water and hot water system, and graphics that summarize for each chilled water and hot water system, and graphics that summarize 

floor of each building included in this contract. Indicate thermal floor of each building included in this contract. Indicate thermal 
comfort on floor plan summary graphics using dynamic colors to represent zone comfort on floor plan summary graphics using dynamic colors to represent zone 

Minimum graphics resolution shall be 1920 x 1080 for display of detailed Minimum graphics resolution shall be 1920 x 1080 for display of detailed 

Floor Plan Graphics. Floor plan graphics shall be capable of allowing the Floor Plan Graphics. Floor plan graphics shall be capable of allowing the 

Functionality. Graphics shall allow operator to monitor system status, to view Functionality. Graphics shall allow operator to monitor system status, to view 
a summary of the most important data for each controlled zone or piece of a summary of the most important data for each controlled zone or piece of 

click navigation between zones or equipment, click navigation between zones or equipment, 


