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THE INFORMATION IN THIS BOX IS NOT A PART OF THE CONTRACT AND IS FOR COUNTY USE ONLY 

 
Contract Number 

         22-200 A-1  

SAP Number 
 
 
 
 
 
 
 

Department of Public Health 
 
 
 
 

Department Contract Representative Michael Shin, HS Contracts 
Telephone Number  (909) 386-8146  

 

 
Contractor St. Mary’s Medical Center 

Contractor Representative Rosa Ramirez 

Telephone Number (760) 946-8145 

Contract Term March 15, 2022 – May 31, 2023 

Original Contract Amount $1,250,000 

Amendment Amount $0 

Total Contract Amount $1,250,000 

Cost Center  93002291000  
 

 

IT IS HEREBY AGREED AS FOLLOWS: 

 
AMENDMENT NO.1 

 
It is hereby agreed to amend Contract No. 22-200, effective June 14, 2022, as follows: 

 

ATTACHMENTS 
Replace Attachment A – Scope of Work with revised Attachment A – Scope of Work (Attached). 

Replace Attachment F – Budget with revised Attachment F – St. Mary’s Medical Center Budget 
(Attached). 

Add Attachment G: Business Associate Agreement 
Required Business Associate Agreement (BAA) between the Department of Public Health (DPH) known as the 
Business Associate, and St. Mary’s Medical Center (St. Mary’s), known as the Covered Entity. The BAA sets 
forth the terms and conditions pursuant to which protected health information (in any format) is used. 

 
The term of the BAA is effective April 26, 2022 and shall terminate on date that the last Agreement remaining 
in force between the parties is terminated or expires. 

 

Add Attachment H – Subcontract Justification 
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St. Mary Medical Center justification for subcontract partners through a non-competitive process. This 
decision was based on the need to quickly engage community partners with established experience in 
COVID-19 education, outreach and promotion of vaccines and testing. 

 

All other terms and conditions of Contract No. 22-200 remain in full force and effect. 

 
 
 

 
This Contract may be executed in any number of counterparts, each of which so executed shall be deemed to 
be an original, and such counterparts shall together constitute one and the same Contract. The parties shall be 
entitled to sign and transmit an electronic signature of this Contract (whether by facsimile, PDF or other email 
transmission), which signature shall be binding on the party whose name is contained therein. Each party 
providing an electronic signature agrees to promptly execute and deliver to the other party an original signed 
Contract upon request. 

 
 
 
 
 
 
 
 
 

SAN BERNARDINO COUNTY 
 St. Mary’s Medical Center  

(Print or type name of corporation, company, contractor, etc.) 

 

 

By   

Curt Hagman, Chairman, Board of Supervisors (Authorized signature - sign in blue ink) 

Dated:   Name 
 

Randall Castillo 

SIGNED AND CERTIFIED THAT A COPY OF THIS   (Print or type name of person signing contract) 

DOCUMENT HAS BEEN DELIVERED TO THE    

CHAIRMAN OF THE BOARD Title  Chief Executive Officer 

Lynna Monell 
Clerk of the Board of Supervisors 
San Bernardino County 

  (Print or Type) 

By   Dated:   
Deputy  

 Address  18300 Highway 18 

   Apple Valley, CA 92392 
 

 

FOR COUNTY USE ONLY 

Approved as to Legal Form 

 
 

Reviewed for Contract Compliance 

 
 

 
 

Reviewed/Approved by Department 

 
 

Adam Ebright, Deputy County Counsel Patty Steven, HS Contracts Manager Joshua Dugas, Director 

Date   Date   Date   
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SCOPE OF WORK 
 
 

 

Agency Name St. Mary Medical Center 

Service Promotion, Education and Outreach 

Term Through May 31, 2023 

Service Goal/Outcome COVID Promotion, Education and Outreach 

Service Area High Desert Region of San Bernardino County 

Population/Demographic to Be Served (Rural, LatinX, African American – communities with low vaccination rates) 

Setting Rural Desert 

 

Number of Clients to be served 286,100 
272,600 

 

 
SERVICE DELIVERY AND IMPLEMENTATION ACTIVITIES SERVICE AREA TIMELINE OUTCOME 

 

Promotion 

Engage marketing firm to conduct focus in low vaccination 
neighborhoods to inform messaging that will help change 
behavior of those fearful of vaccinations or who are misinformed 

 
Engage community in development of culturally, linguistically, 
and generational appropriate messaging in a variety of formats 
including innovative and creative advertisements 

 

High Desert Region 
San Bernardino 
County (Adelanto, 
Victorville, Apple 
Valley, Hesperia, 
Lucerne Valley, 
Pinon Hills, Phelan, 
Oro Grande, 
Barstow, and 
surrounding 
communities 

 

Through 
May 31, 2023 

 

Reach 250,000 community 
members through multi-media 
campaign 
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SERVICE DELIVERY AND IMPLEMENTATION ACTIVITIES SERVICE AREA TIMELINE OUTCOME 

 

Education 

Deploy Community Health/ Outreach Workers to offer 
community-based education on COVID safety, prevention and 
how to access resources including vaccination sites, testing, 
boosters, support resources and health care through presence at 
community venues, through virtual formats and in coordination 
with community partners 

 
 
 

Facilitate appointment scheduling during outreach and 
community education events 

 
 

Provide education to households where a member tested 
positive for COVID to prevent household spread 

 

High Desert Region 
San Bernardino 
County (Adelanto, 
Victorville, Apple 
Valley, Hesperia, 
Lucerne Valley, 
Pinon Hills, Phelan, 
Oro Grande, 
Barstow, and 
surrounding 
communities 

 

Through 
May 31, 2023 

 

Reach 20,000 residents in 
community settings and events 
throughout the High Desert 
region 

 
 
 
 
 

 
Assist in scheduling vaccines, 
boosters and testing 
appointments for 3000 
residents 

 

Educating 2,500 households 
impacting an estimated 10,000 

 

 
 

SERVICE DELIVERY AND IMPLEMENTATION ACTIVITIES SERVICE AREA TIMELINE OUTCOME 

 

Outreach 

Establish the High Desert COVID Response Coordinating Task 
Force to expand reach and leverage resources in a coordinated 
manner thereby minimizing duplication of effort and directing 
resources for greatest impact. 

 

Convene area health, pharmacy, social service, education, faith- 
based partners, and others for intentional and strategic 

 

High Desert Region 
San Bernardino 
County (Adelanto, 
Victorville, Apple 
Valley, Hesperia, 
Lucerne Valley, 
Pinon Hills, Phelan, 
Oro Grande, 
Barstow, and 

 

Through 
May 31, 2023 

 
 
 

Through 
May 31, 2023 

 

A coordinating council for the 
High Desert region that will 
extend beyond COVID for 
Engagement of multiple 
community sectors expanding 
reach through community 
partners 
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SERVICE DELIVERY AND IMPLEMENTATION ACTIVITIES SERVICE AREA TIMELINE OUTCOME 

collaboration to decrease number of COVID cases, COVID 
related mortality 

 
 
 
 
 

 
Provide outreach to 5 area homeless shelters to support COVID 
safety and prevention and promote access to vaccinations, 
testing and other needed resources 

surrounding 
communities 

Leveraging marketing and 
outreach of other partners such 
as IEHP, Kaiser, and others 

 

Coordinated High Desert 
outreach plan increasing 
access to vaccines, boosters, 
testing 

Through 
May 31, 2023 Reach 600 homeless 

community members 
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 BUDGET 

 Agency Name: St. Mary Medical Center  

 Service Name: Promotion, Education and Outreach  

 Service Area: High Desert Region - San Bernardino County  

 Term: Through May 31, 2023  

   

   

 
Budget Category Cost 

 Personnel  

 Project Manager(1.0 FTE) - This is a full -time position budgeted at $60 

/hour X 2947 hours. The project manager will work closely with the Project 

Consultant and be responsible for coordinating efforts of area community 

based organizations, health partners, area school districts, provide 

administrative and fiscal management of partnership contracts, 

monitoring, progress reporting, assist in project evaluation, prepare 

invoices, track expenditures, maintain calendar of project activities, 

coordinate work of community health workers and outreach/education. 

 
 
 

$ 176,820 

 Program Coordinator (1.0 FTE ) – This full time position is budgeted at 
$27.15 hour X 2947 Hours and will assist the Project Manager in fulfilling 
the scope of work, coordinate the work of the community health workers, 
prepare and maintain calendar or project activities and opportunities, 
integrate outreach teams with planned marketing efforts, assist with 
preparation of project reports. 

80,011 

 Administrative Support (.25 FTE) - This position is budgeted at $30/Hour 
X 1875 Hours and will provide administrative support for the project 
including invoice preparation, expenditure tracking, contract compliance, 
maintain project records and documentation. 

22,103 

 Employee FTE Calculation and Description  

 
TOTAL PERSONNEL (w/o Benefits)) 278,934 

 
Fringe Benefits (30% of Total Personnel)) 83,680 

 
TOTAL PERSONNEL 362,614 

 Supplies and Other  

 Supplies: Disposable Gloves $200 per case X 20 cases for total of 

$4,000 ( 90 pairs / case yielding 18,000 pairs of gloves) / Syringes to 

support vaccination clinics $190/ case X 40 cases ( 800 syringes /case 

yielding 32,000 syringes) for total of $7,600/, Band Aids $18 per case X 

320 cases for a total of $5,760 (100 band Aids / case yielding 32,000 band 

aids) /Hand sanitizer – 18oz bottles $35 per case X 300 cases for a total 

of $10,500 (yielding 1200 bottles) / Face Masks - 1000 Boxes X 

$3.99/Box for a total of$3,990 ( yielding 50,000 face masks) 

 
 
 

31,850 
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 Supplies: Educational Materials for prevention of Covid spread within 

families $40/ kit X 2500 kits. Kits include educational materials, 

thermometer, pulse oximeter, face masks, sanitizer, drop cloth for 

quarantining in the home, a box of gloves to help protect other family 

members in the home, resource lists with locations of vaccination and 

testing sites, available food resources and how to access care. An 

estimated 150 educational kits will be distributed monthly and impact 

10,000 household members. 

 
 
 

$100,000 

 Supplies: 2 Laptops or tablets for setting up vaccination /booster 
appointments while in the field. Community Health Workers will facilitate 
appointments for vaccines, boosters and testing. 

 
2,800 

 
Other: Contract with HC2Strategies for public health expertise, evaluation 

and facilitation of High Desert region community networks. This effort will 

be led by Public Health Consultant - Dora Barilla, DrPH, Public Health and 

Health Equity expert. Consultant will lead the facilitation effort in 

collaboration with St. Mary executive leadership, provide public health 

expertise, design evaluation plan and establish meaningful metrics, 

convene partners for collective action plan and leveraging resources from 

area partners, provide oversight of project service components, establish 

High Desert region data collection effort. (Consultant budgeted at 

20hours/month X $150/Hour X 16 months for sum of $48,000 , also includes 

500 hours of data analysis, evaluation support budgeted at $40/Hr. for sum 

of $20,000  

 
 
 
 
 

$68,000  

 Other: Contracted Marketing /Advertising Firm to develop robust 

multimedia and neighborhood level campaign encouraging testing, 

vaccination and safety based on focus groups with members of 

communities with the lowest vaccination rates, promote vaccination of 

youth and high risk populations. This is budgeted at $25,000/ month X 14 

months for innovative advertising such as print on grocery bags, school 

back packs, youth sized masks, partnership with area grocery stores to 

promote safety messaging, work with business partners such as 

encouraging vaccines, testing, mask use in venues such as barber 

chairs, restaurant menus, etc. 

 
 
 
 

382,000 

 Other:  El Sol Neighborhood Services ( Contracted )- Community 

Health Care Workers - conduct "boots on the ground" outreach and 

education throughout the High Desert region. Two full time community 

health workers budgeted at $11,167 / month X 16 months contracted from 

El Sol. Outreach workers will provide education in English/Spanish 

regarding COVID safety and prevention , they will facilitate appointments 

for vaccines, second dose, and boosters for community residents during 

outreach events. They will also direct residents to available testing sites. 

 
 
 

178,666 

 Other: S ym b a C en t e r ( C o n t r ac t ed ) Homeless Shelter Outreach 

- Covid Prevention Coordinating Partner, this agency partner will work with 

five area homeless shelters to prevent community spread by building the 

capacity of homeless shelters to screen, test, and establish quarantine 

procedures and protocols at each facility to limit exposure and help monitor 

those who test positive and work to facilitate vaccinations. This work is 

budgeted at $1500 / month X 17 months 

 
 

 
25,500 

 Other: Educational materials and collateral for outreach such as tote 

bags, resource lists, duplication and distribution of safety guidelines, to 

share at area schools, community events, faith - based partners, etc. 

 
38,500 



ATTACHMENT F 

Page 3 of 3 

 

 

 
TOTAL OTHER 827,316 

 SUBTOTAL (Total Personnel and Total Other) 1,189,930 

 Administration (limited to 10% of total service budget): 4.806 % this 

includes general administrative costs including general office 

supplies, office space, utilities, finance office support, use of 

copier/printer, phone, IT support and space for project staff, etc. 

 

60,070 

 

 TOTAL BUDGET (Subtotal Plus Administration) $ 1,250,000 

   

   

 Number of Clients to be Served   286,100 
 

   

 Cost Per Client $4.34 
 



ATTACHMENT G 

Page 1 of 7 

 

 

 

BUSINESS ASSOCIATE AGREEMENT 
 
Except as otherwise provided in this Agreement, St. Mary’s Medical Center (St. Mary’s), hereinafter referred to 
as Business Associate, may use, access, maintain or disclose Protected Health Information to perform functions, 
activities or services for or on behalf of the Department of Public Health, hereinafter referred to as the Covered 
Entity, as specified in this Agreement and the attached CONTRACT, provided such use, access, maintenance 
or disclosure does not violate the Health Insurance Portability and Accountability Act (HIPAA), 42 United States 
Code (USC) 1320d et seq., and its implementing regulations, including but not limited to, 45 Code of Federal 
Regulations (CFR) Parts 160, 162, and 164, hereinafter referred to as the “Privacy and Security Rules” and 
patient confidentiality regulations, including but not limited to, Title 42 of the Code of Federal Regulations Part 2 
and the requirements of the Health Information Technology for Economic and Clinical Health Act, as incorporated 
in Title XIII of the American Recovery and Reinvestment Act of 2009 (ARRA), Public Law 111-5 (HITECH) and 
any regulations adopted or to be adopted pursuant to HITECH that relate to the obligations of business 
associates. Business Associate recognizes and agrees it is obligated by law to meet the applicable provisions 
of HITECH. 

I. Definitions 

A. “Breach” means the acquisition, access, use or disclosure of Protected Health Information (PHI) 
in a manner not permitted under HIPAA (45 CFR Part 164, Subpart E), which compromises the 
security or privacy of the PHI. An impermissible use or disclosure of PHI is presumed to be a 
Breach unless the Covered Entity or Business Associate demonstrates that there is a low 
probability that the PHI has been compromised. A breach shall not include: 

1. Any unintentional acquisition, access or use of PHI by a workforce member or person 
acting under the authority of Covered Entity or the Business Associate, if such acquisition, 
access or use was made in good faith and within the scope of authority and does not result 
in further use or disclosure in a manner not permitted under the Privacy Rules; or 

2. Any inadvertent disclosure by a person who is authorized to access PHI at Covered Entity 
or Business Associate to another person authorized to access Protected Health 
Information at Covered Entity or Business Associate, respectively, and the information 
received as a result of such disclosure is not further used or disclosed in a manner not 
permitted under the Privacy Rule; or 

3. A disclosure of PHI where Covered Entity or Business Associate has a good faith belief 
that an unauthorized person to whom the disclosure was made would not reasonably have 
been able to retain such information. 

B. “Business Associate” means with respect to a Covered Entity, a person who: 

1. On behalf of such Covered Entity, but other than in the capacity of a member of the 
workforce of such Covered Entity creates, receives, maintains or transmits PHI for a 
function or activity involving the use or disclosure of Personally Identifiable Health 
Information, including claims processing or administration, data analysis, data storage, 
utilization review, quality assurance, billing, benefit management, practice management, 
and repricing; or 

 
 

2. Provides, other than in the capacity of a member of the workforce of such Covered Entity, 
legal, actuarial, accounting, consulting, data aggregation, management, administrative, 
accreditation or financial services to or for Covered Entity where the provision of the 
service involves the disclosure of PHI from such Covered Entity to the person. 

A Covered Entity may be the Business Associate of another Covered Entity. 
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C. “Covered Entity” means a health plan, a health care clearinghouse or a health care provider who 
transmits any health information in electronic form in connection with a transaction covered by 
the Privacy and Security Rules. 

D. “Data Aggregation” means, with respect to PHI created or received by a Business Associate in its 
capacity as the Business Associate of a Covered Entity, the combining of such PHI by the 
Business Associate with the PHI received by the Business Associate in its capacity as a Business 
Associate of another Covered Entity, to permit data analyses that relate to the health care 
operations of the respective Covered Entities. 

E. “Discovered” means a Breach shall be treated as discovered by Covered Entity or Business 
Associate as of the first day on which such Breach is known to such Covered Entity or Business 
Associate, respectively, (including any person, other than the individual committing the Breach, 
that is an employee, officer or other agent of such entity or associate, respectively) or should 
reasonably have been known to such Covered Entity or Business Associate (or person) to have 
occurred. 

F. “Electronic Protected Health Information” or “Electronic PHI” means PHI that is transmitted by or 
maintained in electronic media as defined in the Security Rules. 

G. “HIPAA” means the Health Insurance Portability and Accountability Act of 1996, Public Law 104- 
191. 

H. “HITECH” means the privacy and security Breach notification provisions applicable to Business 
Associate under Title XIII of ARRA. 

I. “Individual” means the person who is the subject of PHI, and shall include a person who qualifies 
as a personal representative in accordance with 45 CFR 164.502(g). 

J. “Individually Identifiable Health Information” means information that is a subset of health 
information, including demographic information collected from an individual, and; 

1. is created or received by a health care provider, health plan, employer or health care 
clearinghouse; and 

2. relates to the past, present or future physical or mental health condition of an individual; 
the provision of health care to an individual; or the past, present or future payment for the 
provision of health care to an individual; and 

(a) that identifies the individual; or 

(b) with respect to which there is a reasonable basis to believe the information can be 
used to identify the individual. 

K. “Privacy Rule” means the regulations promulgated under HIPAA by the United States Department 
of Health and Human Services to protect the privacy of Protected Health Information, including, 
but not limited to, 45 CFR Part 160 and 45 CFR Part 164, Subpart A and Subpart E. 

L. “Protected Health Information” or “PHI” means Individually Identifiable Health Information 
transmitted or maintained in any form or medium that (i) is received by Business Associate from 
Covered Entity, (ii) Business Associate creates for its own purposes from Individually Identifiable 
Health Information that Business Associate received from Covered Entity, or (iii) is created, 
received, transmitted or maintained by Business Associate on behalf of Covered Entity. Protected 
Health Information excludes Individually Identifiable Health Information in education records 
covered by the Family Educational Rights and Privacy Act, as amended, 20 U.S.C. Section 
1232(g), records described at 20 U.S.C. Section 1232g(a)(4)(B)(iv), and employment records held 
by the Covered Entity in its role as employer. 

M. “Security Rule” means the regulations promulgated under HIPAA by the United States 
Department of Health and Human Services to protect the security of the Electronic Protected 
Health Information, including, but not limited to, 45 CFR Part 160 and 45 CFR Part 164, Subpart 
A and Subpart C. 
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N. “Unsecured PHI” means PHI that is not secured through the use of a technology or methodology 
specified by the Secretary of the U.S. Department of Health and Human Services. 

O. Any terms capitalized, but not otherwise defined, in this Agreement shall have the same meaning 
as those terms have under HIPAA, the Privacy Rule, the Security Rule and HITECH. 

II. Obligations and Activities of Business Associate 

A. Prohibited Uses and Disclosures 

Business Associate shall not use, access or further disclose PHI other than as permitted or 
required by this Agreement and as specified in the attached CONTRACT or as required by law. 
Further, Business Associate shall not use PHI in any manner that would constitute a violation of 
the Privacy Rule or HITECH. Business Associate shall disclose to its employees, subcontractors, 
agents, or other third parties, and request from Covered Entity, only the minimum PHI necessary 
to perform or fulfill a specific function required or permitted hereunder. 

Business Associate shall not use or disclose PHI for fundraising or marketing purposes. Business 
Associate shall not disclose PHI to a health plan for payment or health care operations purposes 
if the patient has requested this special restriction, and has paid out of pocket in full for the health 
care item or service to which the PHI solely relates; 42 U.S.C. Section 17935(a) and 45 C.F.R. 
Section 164.522(a)(1)(i)(A). Business Associate shall not directly or indirectly receive 
remuneration in exchange for PHI, except with the prior written consent of Covered Entity and as 
permitted by HITECH, 42 U.S.C. Section 17935(d)(2); and 45 C.F.R. Section 164.508 however, 
this prohibition shall not affect payment by Covered Entity to Business Associate for services 
provided pursuant to this Agreement. 

B. Permitted Uses and Disclosures 

1. Except as otherwise limited in this Agreement, Business Associate may use PHI for the 
proper management and administration of the Business Associate or to carry out the legal 
responsibilities of the Business Associate. 

2. Except as otherwise limited in this Agreement, Business Associate may use PHI to provide 
Data Aggregation service to Covered Entity as permitted by 45 CFR Section 
164.504(e)(2)(i)(B). 

3. Business Associate may use PHI to report violations of law to appropriate Federal and 
State authorities, consistent with 45 CFR Section 164.502(j)(1). 

C. Appropriate Safeguards 

Business Associate shall implement the following administrative, physical, and technical 
safeguards that reasonably and appropriately protect the confidentiality, integrity and availability 
of PHI that Business Associate creates, receives, maintains or transmits on behalf of Covered 
Entity; and to ensure that any agent or subcontractor to whom Business Associate provides such 
information agrees to implement reasonable and appropriate safeguards to protect PHI in 
accordance with the Security Rule under 45 C.F.R., Sections 164.308, 164.310, 164.312, 164.314 
and 164.316: 

1. Implement policies and procedures to prevent, detect, contain and correct security 
violations; identify the security official who is responsible for the development and 
implementation of the policies and procedures required by this subpart for the Business 
Associate; implement a security awareness and training program for all members of its 
workforce; implement policies and procedures to prevent those workforce members who 
should not have access from obtaining access to Covered Entity’s Electronic PHI; 
implement policy and procedures to address security incidents; establish policies and 
procedures for responding to an emergency or other occurrence that damages systems 
that contain Electronic PHI; and perform a periodic technical and nontechnical evaluation 
in response to environmental or operational changes affecting the security of Electronic 
PHI, including conducting accurate and thorough assessments of the potential risks and 
vulnerabilities to the confidentiality, integrity and availability of Electronic PHI, that 
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establishes the extent to which an entity’s security policies and procedures meet the 
requirements of this subpart. 

2. Implement policies and procedures to limit physical access to Business Associate’s 
electronic information systems and the facility or facilities in which they are housed, while 
ensuring that properly authorized access is allowed; implement policies and procedures 
that specify the proper functions to be performed, and the physical attributes of the 
surroundings of a specific workstation or class of workstations that can access Electronic 
PHI; implement physical safeguards for all workstations that access Electronic PHI; restrict 
access to authorized users; implement policies and procedures that govern the receipt 
and removal of hardware and electronic media that contain Electronic PHI into and out of 
a facility and the movement of these items within the facility. 

3. Implement technical policies and procedures for electronic information systems that 
maintain Electronic PHI to allow access only to those persons or software programs that 
have been granted access rights as specified in 45 C.F.R., Section 164.308 implement 
hardware, software and/or procedural mechanisms that record and examine activity in 
information systems that contain or use Electronic PHI; implement policies and procedures 
to protect electronic PHI from improper alteration, destruction, unauthorized access or loss 
of integrity or availability; including but not limited to, encryption of all workstations, laptops 
and flash drives that store PHI. 

4. Enter into written agreements with agents and subcontractors to whom Business 
Associate provides Covered Entity’s PHI that impose the same restrictions and conditions 
on such agents and subcontractors that apply to Business Associate with respect to such 
PHI, and that require compliance with all appropriate safeguards as found in this 
Agreement. 

D. Mitigation 

Business Associate shall have procedures in place to mitigate, to the extent practicable, any 
harmful effect that is known to Business Associate of a use, access or disclosure of PHI by 
Business Associate, its agents or subcontractors in violation of the requirements of this 
Agreement. 

E. Reporting of Improper Access, Use or Disclosure or Breach 

Business Associate shall report to Covered Entity’s Office of Compliance any unauthorized use, 
access or disclosure of unsecured PHI or any other security incident with respect to PHI no later 
than one (1) business day upon the discovery of a Breach or suspected Breach consistent with 
the regulations promulgated under HITECH by the United States Department of Health and 
Human Services, 45 CFR Part 164, Subpart D. Upon discovery of a Breach or suspected Breach, 
the Business Associate shall complete the following actions: 

1. Provide Covered Entity’s Office of Compliance with the following information to include but 
not limited to: 

(a) Date the Breach or suspected Breach occurred; 
(b) Date the Breach or suspected Breach was discovered; 
(c) Number of staff, employees, subcontractors, agents or other third parties and the 

titles of each person allegedly involved; 
(d) Number of potentially affected Patients/Clients; and 
(e) Description of how the Breach or suspected Breach allegedly occurred. 

2. Conduct and document a risk assessment by investigating without reasonable delay and 
in no case later than five (5) calendar days of discovery of the Breach or suspected Breach 
to determine the following: 

(a)  The nature and extent of the PHI involved, including the types of identifiers and 
likelihood of re-identification; 

(b) The unauthorized person who used PHI or to whom it was made; 
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(c) Whether the PHI was actually acquired or viewed; and 
(d) The extent to which the risk to PHI has been mitigated. 

3. Provide a completed risk assessment and investigation documentation to Covered Entity’s 
Office of Compliance within ten (10) calendar days of discovery of the Breach or suspected 
Breach with decision whether a Breach has occurred. 

(a) If a Breach has not occurred, notification to Individual(s) is not required. 
(b) If a Breach has occurred, notification to the Individual(s) is required and Business 

Associate must provide Covered Entity with affected Individual(s) name and 
contact information so that Covered Entity can provide notification. 

4. Make available to Covered Entity and governing State and Federal agencies in a time and 
manner designated by Covered Entity or governing State and Federal agencies, any 
policies, procedures, internal practices and records relating to a Breach or suspected 
Breach for the purposes of audit or should the Covered Entity reserve the right to conduct 
its own investigation and analysis. 

F. Access to Protected Health Information 

Business Associate shall provide access to PHI in a Designated Record Set to Covered Entity or 
to an Individual, at the request or direction of Covered Entity and in the time and manner 
designated by the Covered Entity. If Business Associate maintains PHI in an electronic format, 
and an individual requests a copy of such information in electronic form, Business Associate shall 
provide such information in electronic form as required by of 45 CFR Section 164.524. 

G. Amendment of Protected Health Information 

If Business Associate maintains a Designated Record Set on behalf of the Covered Entity, 
Business Associate shall make any amendment(s) to PHI in a Designated Record Set that the 
Covered Entity directs or agrees to, pursuant to 45 CFR Section 164.526, in the time and manner 
designated by the Covered Entity. 

H. Access to Records 

Business Associate shall make internal practices, books, and records, including policies and 
procedures and PHI, relating to the use, access and disclosure of PHI received from, or created 
or received by Business Associate on behalf of, Covered Entity available to the Secretary of the 
U.S. Department of Health and Human Services, in a time and manner designated by the 
Secretary, for purposes of the Secretary determining Covered Entity’s compliance with the 
Privacy and Security Rules and patient confidentiality regulations. Anything provided to the 
Secretary shall also be provided to the Covered Entity upon Covered Entity’s request. 

I. Accounting for Disclosures 

Business Associate, its agents and subcontractors shall document such disclosures of PHI and 
information related to such disclosures as would be required for Covered Entity to respond to a 
request by an Individual for an accounting of disclosures of PHI. Further, Business Associate shall 
provide to Covered Entity or an Individual, in the time and manner designated by the Covered 
Entity, information collected in accordance with provision (F.), above, to permit Covered Entity to 
respond to a request by the Individual for an accounting of disclosures of PHI in accordance with 
45 CFR Section 164.528. 

J. Destruction of Protected Health Information 

Upon termination of this Agreement, Business Associate shall return all PHI required to be 
retained and return or destroy, with certification of destruction by an officer of Business Associate, 
all other PHI received from the Covered Entity, or created or received by the Business Associate 
or its subcontractors, employees or agents on behalf of the Covered Entity. In the event the 
Business Associate determines that returning the PHI is not feasible, the Business Associate shall 
provide the Covered Entity with written notification of the conditions that make return not feasible. 
Business Associate further agrees to extend any and all protections, limitations, and restrictions 
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contained in this Agreement, to any PHI retained by Business Associate or its subcontractors, 
employees or agents after the termination of this Agreement, and to limit any further use, access 
or disclosures to the purposes that make the return or destruction of the PHI infeasible. 

K. Breach Pattern or Practice by Covered Entity 

Pursuant to 42 U.S.C. Section 17934(b), if the Business Associate knows of a pattern of activity 
or practice of the Covered Entity that constitutes a material Breach or violation of the Covered 
Entity’s obligations under this Agreement, the Business Associate must take reasonable steps to 
cure the Breach or end the violation. If the steps are unsuccessful, the Business Associate must 
terminate the Agreement if feasible, or if termination is not feasible, report the problem to the 
Secretary of DHHS. 

L. Costs Associated to Breach 

Business Associate shall be responsible for reasonable costs associated with a Breach. Costs 
shall be based upon the required notification type as deemed appropriate and necessary by the 
Covered Entity and shall not be reimbursable under the Agreement at any time. Covered Entity 
shall determine the method to invoice the Business Associate for said costs. Costs shall incur at 
the current rates and may include, but are not limited to the following: 

1. Postage; 
2. Alternative means of notice; 
3. Media notification; and 
4. Credit monitoring services. 

M. Direct Liability 

Business Associate may be held directly liable under HIPAA for impermissible uses and 
disclosures of PHI; failure to provide breach notification to Covered Entity; failure to provide 
access to a copy of Electronic PHI to covered entity or individual; failure to disclose PHI to the 
Secretary of the U.S. Department of Health and Human Services when investigating Business 
Associate’s compliance with HIPAA; failure to provide an accounting of disclosures and failure to 
enter into a business associate agreement with subcontractors. 

N. Termination for Cause 

Covered Entity may, upon written notice to Business Associate, immediately terminate this 
agreement, and any related agreements, if Covered Entity determines that Business Associate 
has breached a material term of this agreement. Covered Entity may, upon written notice to 
Business Associate, allow Business Associate five (5) business days to cure such breach. 

III. Obligations of Covered Entity 

A. Covered Entity shall notify Business Associate of any limitation(s) in its notice of privacy practices 
of Covered Entity in accordance with 45 CFR Section 164.520, to the extent that such limitation 
may affect Business Associate’s use, access or disclosure of PHI. 

B. Covered Entity shall notify Business Associate of any changes in, or revocation of, permission by 
an individual to use, access or disclose PHI, to the extent that such changes may affect Business 
Associate’s use, access, maintenance or disclosure of PHI. 

C. Covered Entity shall notify Business Associate of any restriction to the use, access or disclosure 
of PHI that Covered Entity has agreed to in accordance with 45 CFR Section 164.522, to the 
extent that such restriction may affect Business Associate’s use, access, maintenance or 
disclosure of PHI. 

 
 

IV. General Provisions 

A. Remedies 
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Business Associate agrees that Covered Entity shall be entitled to seek immediate injunctive relief 
as well as to exercise all other rights and remedies which Covered Entity may have at law or in 
equity in the event of an unauthorized use, access or disclosure of PHI by Business Associate or 
any agent or subcontractor of Business Associate that received PHI from Business Associate. 

B. Ownership 

The PHI shall be and remain the property of the Covered Entity. Business Associate agrees that 
it acquires no title or rights to the PHI. 

C. Regulatory References 

A reference in this Agreement to a section in the Privacy and Security Rules and patient 
confidentiality regulations means the section as in effect or as amended. 

D. Amendment 

The Parties agree to take such action as is necessary to amend this Agreement from time to time 
as is necessary for Covered Entity to comply with the requirements of the Privacy and Security 
Rules and the Health Insurance Portability and Accountability Act and patient confidentiality 
regulations. 

E. Interpretation 

Any ambiguity in this Agreement shall be resolved to permit Covered Entity to comply with the 
Privacy and Security Rules and patient confidentiality regulations. 

F. Indemnification 

Business Associate agrees to indemnify, defend and hold harmless Covered Entity and its 
authorized officers, employees, agents and volunteers from any and all claims, actions, losses, 
damages, penalties, injuries, costs and expenses (including costs for reasonable attorney fees) 
that are caused by or result from the acts or omissions of Business Associate, its officers, 
employees, agents and subcontractors, with respect to the use, access, maintenance or 
disclosure of Covered Entity’s PHI, including without limitation, any Breach of PHI or any 
expenses incurred by Covered Entity in providing required Breach notifications. 
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Justification for Subcontracts 
 

St. Mary Medical Center selected Subcontract partners through a non-competitive 
process. This decision was based on the need to quickly engage community partners 
with established experience in COVID-19 education, outreach and promotion of 
vaccines and testing. These agencies are highly regarded, have a strong presence, and 
have earned the trust of the community making them ideal partners with us in this 
collaborative work to prevent the spread of COVID-19 and its variants. 

 
The following criteria were used in the selection of the subcontract partners: 

 

 Knowledge and familiarity of targeted neighborhoods 

 History of successful outreach work in the High Desert and vulnerable 
populations such as the homeless, limited English proficient and others 

 Experience with COVID-19 community education in diverse ethnic communities 

 Capacity to comply with county required insurance requirements, etc. 

 Mission alignment with St. Mary Medical Center 

 Agencies with established community trust 

 
Symba Center 

Symba Center is a faith-based, non-profit free clinic located in Victorville. Its core 
services are to provide primary care services for uninsured, underinsured, and 
homeless High Desert residents. The Symba Center has been in operation for 2 years 
and has already made an impact by serving more than 4000 High Desert Residents and 
garnering the community’s trust. At the peak of the pandemic – they kept their doors 
open and identified the need for developing, implementing, and monitoring COVID-19 
among the homeless populations. We intend to engage the Symba Center to provide 
COVID-19 prevention, outreach, vaccine promotion and work with the area’s 5 
homeless shelters to identify how to minimize exposure and spread of disease for 
homeless persons coming to the shelters, establishing screening, and testing protocols, 
creating plans for quarantining when needed and educating clients on how to keep 
themselves as safe as possible. This targeted outreach to homeless populations is 
important because this population is at higher risk for COVID-19 because they lack 
access to basic safety measures – like places to wash their hands, acquire hand 
sanitizer and face masks. This population also has higher risks for complications and 
hospitalizations and death. 

 
 El Sol Neighborhood Educational Center 

El Sol Neighborhood Educational Center (El Sol) was established in 1991 and has 
served vulnerable communities throughout the Inland Empire. They have demonstrated 
a successful track record of reaching mono-lingual Spanish speaking and people with 
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limited-English proficiency. This work revealed that more than 50% of their service 
participants do not have health insurance, and even when they have health 

 
 

insurance,75% do not have a health/medical home, or regular source of care. This is an 
important finding when you consider the high rates and incidence of COVID-19 among 
this population. 

 
El Sol uses the Community Health Worker/Promotor (CHW/P) model to build a 
grassroots public health workforce. The community health worker and promotor 
(CHW/P) model is a peer-to-peer empowerment approach in education, prevention, and 
early intervention for both social and health needs. The model is based on the 
recognition that the people best equipped to reach underserved communities are the 
very people from those communities. El Sol’s Community Health Workers have 
developed knowledge of COVID, and safety protocols based on CDC guidelines, 
established rapport with the community, and have lived experience in the High Desert. 
We intend to engage this team of Community Health Workers to further COVID 
outreach and education efforts, promote vaccinations and boosters, and work with St. 
Mary to achieve higher vaccination rates in the High Desert. 


