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THE INFORMATION IN THIS BOX IS NOT A PART OF THE CONTRACT AND IS FOR COUNTY USE ONLY

Sl Contract Number

I ) & .
) ’

'SAN BERNARDINO

‘, \ i Q OUNTY SAP Number

Department of Behavioral Health

Department Contract Representative  Eric Williams

Telephone Number (909) 388-0951

Contractor Netsmart Technologies, Inc.

Contractor Representative Blake Robinson

Telephone Number (913) 272-2136

Contract Term July 1, 2024 Through June 30,
2029

Original Contract Amount $22,479,308

Amendment Amount

Total Contract Amount $22,479,308

Cost Center 9204072200

Grant Number (If applicable)

IT IS HEREBY AGREED AS FOLLOWS:

WHEREAS, County requires to procure the Products and/or the Services that are the subject of this Contract, and

WHEREAS, County desires that such Products and/or Services be provided by Contractor and Contractor agrees to provide
these Products and/or perform these Services as set forth below;

NOW, THEREFORE, the County and Contractor mutually agree to the following terms and conditions:

This Contract consists of these General Terms and the documents that are referenced and hereby incorporated as though
fully set forth herein by a checked box below, and attachment hereto:
X Attachment A — NETSMART MASTER AGREEMENT
Attachment A-1 — Budget Schedule
X] Attachment A-2 — Third Party Pass Through Agreements
Attachment A-3 — Terms of Use Agreement
Attachment B — SCOPE OF SERVICE (STATEMENT OF WORK)
[X] Attachment B-1 — Source Code & Escrow Account Requirements
[X] Attachment B-2 — Change Order Process
X] Attachment B-3 — Invoices
X] Attachment B-4 — Unapproved Work
[X] Attachment B-5 — State of California Imposed Requirements
X State Contract No. 21-10106 Exhibit D — Information Confidentiality and Security
Requirements

IT Contract
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[X State Contract No. 22-20127 Exhibit F — Privacy Security Provisions
[X] State Contract No. 23-30118 Exhibit F — Business Associate Addendum

[ Attachment C — BUSINESS ASSOCIATE AGREEMENT

Attachment C-1 — Business Associate Addendum for Cloud Services

X Attachment D — CAMPAIGN CONTRIBUTION DISCLOSURE

In the event of any inconsistency between this Contract and any forms, attachments, statements of works, or specifications
which may be incorporated into this Contract, the following order of precedence shall apply: (i) this Contract; (ii) Attachments
to this Contract, as indicated above; and (iii) price lists, SOWSs, SLAs and other documents attached hereto or incorporated

herein.

A. DEFINITIONS
Unless elsewhere defined in this Contract, the following capitalized terms shall have the meaning ascribed herein:

A1

A2

A3

A4

A5

A.6

A7

A.8

A9

A10

A1

“Affiliates”: collectively, municipalities, school districts, and other tax districts within County
“County”: San Bernardino County

“Contractor”: the individual or entity identified as providing the Products and/or Services
“DRM": County’s Department of Risk Management

“Cffective Date”: the date of execution of the Contract

“EFT”: Electronic funds transfer.

“P.0.”: a purchase order specifying the types and quantity of Products, Services or Software ordered, the method
of delivery, the delivery date required and the location to which Products or Software are to be shipped or the
Services are to be provided.

“Products”: goods in the technology and consumer electronics category

“Services”: professional consulting, which may include implementation, design, customization, maintenance, help
desk or other services necessary or desired by County as specified in an SOW.

“Software”: computer programs, procedures, rules, routines, or subroutines and any associated documentation
pertaining to the operation of a computer system, including software designed to fill specific needs of a user;
software that controls the execution of programs, and software that provides services such as resource allocation,
scheduling, input/output control, and data management; application-independent software that supports the
running of application software; software designed to facilitate the operation and maintenance of a computer
system and its associated programs; and computer programs or routines designed to perform some general
support function required by other application software, by the operating system, or by the system users, such as
formatting electronic media, making copies of files, or deleting files.

“SOW": a statement of work or work order that identifies Services provided by Contractor, including a detailed
task list or specifications, the estimated period of performance, the fixed price or hourly rate to be charged for the
Services, together with any milestones, acceptance criteria and other information regarding the scope of work,
as mutually agreed by the Parties.

B. GENERAL CONTRACT REQUIREMENTS

B.1

B.2

Recitals
The recitals set forth above are true and correct and incorporated herein by this reference.

Contract Amendments

Contractor agrees any alterations, variations, modifications, or waivers of the provisions of the Contract, shall be
valid only when reduced to writing, executed and attached to the original Contract and approved by the person(s)
authorized to do so on behalf of Contractor and County.

W
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B.3

B.4

B.5

B.6

B.7

B.8

B.9

B.10

Contract Assignability
Without the prior written consent of the County, the Contract is not assignable by Contractor either in whole or in
part.

Contract Exclusivity

This is not an exclusive Contract. The County reserves the right to enter into a contract with other contractors for
the same or similar services. The County does not guarantee or represent that the Contractor will be permitted to
perform any minimum amount of work, or receive compensation other than on a per order basis, under the terms
of this Contract.

Attorney’s Fees and Costs

If any legal action is instituted to enforce any party’s rights hereunder, each party shall bear its own costs and
attorney fees, regardless of who is the prevailing party. This paragraph shall not apply to those costs and attorney
fees directly arising from a third-party legal action against a party hereto and payable under Indemnification and
Insurance Requirements.

Background Checks for Contractor Personnel

Contractor shall ensure that its personnel (a) are authorized to work in the jurisdiction in which they are assigned
to perform Services; (b) do not use legal or illegal substances in any manner which will impact their ability to
provide Services to the County; and (c) are not otherwise disqualified from performing the Services under
applicable law. If requested by the County and not in violation of applicable law, Contractor shall conduct a
background check, at Contractor's sole expense, on all its personnel providing Services. If requested by the
County, Contractor shall provide the results of the background check of each individual to the County. Such
background check shall be in the form generally used by Contractor in its initial hiring of employees or contracting
for contractors or, as applicable, during the employment-screening process but must, at a minimum, have been
performed within the preceding 12-month period. Contractor personnel who do not meet the County’s hiring
criteria, in County’s sole and reasonable discretion, shall not be assigned to work on County property or Services,
and County shall have the right, at its sole option, to refuse access to any Contract personnel to any County
facility.

Change of Address
Contractor shall notify the County in writing, of any change in mailing address within ten (10) business days of
the change.

Choice of Law
This Contract shall be governed by and construed according to the laws of the State of California.

Compliance with County Policy

In performing the Services and while at any County facilities, Contractor personnel (including subcontractors)
shall (a) conduct themselves in a businesslike manner; (b) comply with the policies, procedures, and rules of the
County regarding health and safety, and personal, professional and ethical conduct; (c) comply with the finance,
accounting, banking, Internet, security, and/or other applicable standards, policies, practices, processes,
procedures, and controls of the County; and (d) abide by all laws applicable to the County facilities and the
provision of the Services, and all amendments and modifications to each of the documents listed in subsections
(b), (c), and (d) (collectively, “County Policies”). County Policies, and additions or modifications thereto, may be
communicated orally or in writing to Contractor or Contractor personnel or may be made available to Contractor
or Contractor personnel by conspicuous posting at a County facility, electronic posting, or other means generally
used by County to disseminate such information to its employees or contractors. Contractor shall be responsible
for the promulgation and distribution of County Policies to Contractor personnel to the extent necessary and
appropriate. County shall have the right to require Contractor's employees, agents, representatives and
subcontractors to exhibit identification credentials issued by County in order to exercise any right of access under
this Contract.

HIPAA Compliance

Pursuant to the Health Insurance Portability and Accountability Act of 1996 (HIPAA) and the Health Information
Technology for Economic and Clinical Health (HITECH) Act, regulations have been promulgated governing the
privacy of individually identifiable health information. The HIPAA Privacy Rule and Security Rule specify requirements
with respect to contracts between a Covered Entity and its Business Associates. Coniractor shall comply with the
attached Business Associate Agreement (Attachment C). Contractor further agrees to comply with the requirements
of other federal and state law that applies to the information collected and maintained by Contractor for Services
performed pursuant to Contract.

%
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B.11

B.12

B.13

B.14

B.15

B.16

B.17

Primary Point of Contact

Contractor will designate an individual to serve as the primary point of contact for the Contract. Contractor or
designee must respond to County inquiries within two (2) business days. Contractor shall not change the primary
contact without written acknowledgement to the County. Contractor will also designate a back-up point of contact
in the event the primary contact is not available.

County Representative

The Board of Supervisors or his/her designee shall represent the County in all matters pertaining to the services
to be rendered under this Contract, including termination and assignment of this Contract, and shall be the final
authority in all matters pertaining to the Services/Scope of Work by Contractor. If this contract was initially
approved by the San Bernardino County Board of Supervisors, then the Board of Supervisors must approve all
amendments to this Contract.

Damage to County Property

Contractor shall repair, or cause to be repaired, at its own cost, all damages to County vehicles, facilities, buildings
or grounds caused by the willful or negligent acts of Contractor or its employees or agents. Such repairs shall be
made immediately after Contractor becomes aware of such damage, but in no event later than thirty (30) days
after the occurrence. If the Contractor fails to make timely repairs, the County may make any necessary repairs.
The Contractor, as determined by the County, shall repay all costs incurred by the County for such repairs, by
cash payment upon demand, or County may deduct such costs from any amounts due to the Contractor from the
County, as determined at the County’s sole discretion.

Debarment and Suspension

Contractor certifies that neither it nor its principals or subcontractors is presently debarred, suspended, proposed
for debarment, declared ineligible, or voluntarily excluded from participation in this transaction by any federal
department or agency. (See the following United States General Services Administration’s System for Award
Management website https:/www.sam.gov). Contractor further certifies that if it or any of its subcontractors are
business entities that must be registered with the California Secretary of State, they are registered and in good
standing with the Secretary of State.

Drug and Alcohol Free Workplace

In recognition of individual rights to work in a safe, healthful and productive work place, as a material condition of
this Contract, the Contractor agrees that the Contractor and the Contractor's employees, while performing service
for the County, on County property, or while using County equipment:

B.15.1 Shall not be in any way impaired because of being under the influence of alcohbl or an illegal or controlled
substance.

B.15.2 Shall not possess an open container of alcohol or consume alcohol or possess or be under the influence
of an illegal or controlled substance.

B.15.3 Shall not sell, offer, or provide alcohol or an illegal or controlled substance to another person, except
where Contractor or Contractor's employee who, as part of the performance of normal job duties and
responsibilities, prescribes or administers medically prescribed drugs.

The Contractor shall inform all employees that are performing service for the County on County property, or using
County equipment, of the County's objective of a safe, healthful and productive work place and the prohibition of
drug or alcohol use or impairment from same while performing such service for the County. The County may
terminate for default or breach of this Contract and any other Contract the Contractor has with the County, if the
Contractor or Contractor’s employees are determined by the County not to be in compliance with above.

Duration of Terms

This Contract, and all of its terms and conditions, shall be binding upon and shall inure to the benefit of the heirs,
executors, administrators, successors, and assigns of the respective parties, provided no such assignment is in
violation of the provisions of this Contract.

Employment Discrimination

During the term of the Contract, Contractor shall not discriminate against any employee or applicant for
employment because of race, religious creed, color, national origin, ancestry, physical disability, mental disability,
medical condition, genetic information, marital status, sex, gender, gender identity, gender expression, sexual
orientation, age, or military and veteran status. Contractor shall comply with Executive Orders 11246, 11375,
11625, 12138, 12432, 12250, 13672, Title VI and Title VIl of the Civil Rights Act of 1964, the California Fair

e ————————
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B.18

B.19

B.20

B.21

B.22

B.23

B.24

Employment and Housing Act and other applicable Federal, State and County laws and regulations and policies
relating to equal employment and contracting opportunities, including laws and regulations hereafter enacted.

Environmental Requirements

In accordance with County Policy 11-08, the County prefers to acquire and use products with higher levels of
post-consumer recycled content. Environmentally preferable goods and materials must perform satisfactorily and
be available at a reasonable price. The County requires Contractor to use recycled paper for any printed or
photocopied material created as a result of this Contract. Contractor is also required to use both sides of paper
sheets for reports submitted to the County whenever practicable. To assist the county in meeting the reporting
requirements of the California Integrated Waste Management Act of 1989 (AB 939), Contractor must be able to
annually report the County’s environmentally preferable purchases. Contractor must also be able to report on
environmentally preferable goods and materials used in the provision of their service to the County, utilizing a
County approved form.

Improper Influence

Contractor shall make all reasonable efforts to ensure that no County officer or employee, whose position in the
County enables him/her to influence any award of the Contract or any competing offer, shall have any direct or
indirect financial interest resulting from the award of the Contract or shall have any relationship to the Contractor
or officer or employee of the Contractor.

Improper Consideration

Contractor shall not offer (either directly or through an intermediary) any improper consideration such as, but not
limited to cash, discounts, service, the provision of travel or entertainment, or any items of value to any officer,
employee or agent of the County in an attempt to secure favorable treatment regarding this Contract. The County,
by written notice, may immediately terminate this Contract if it determines that any improper consideration as
described in the preceding paragraph was offered to any officer, employee or agent of the County with respect to
the proposal and award process. This prohibition shall apply to any amendment, extension or evaluation process
once a contract has been awarded. Contractor shall immediately report any attempt by a County officer,
employee or agent to solicit (either directly or through an intermediary) improper consideration from Contractor.
The report shall be made to the supervisor or manager charged with supervision of the empioyee or the County
Administrative Office. In the event of a termination under this provision, the County is entitled to pursue any
available legal remedies.

Informal Dispute Resolution

In the event the County determines that service is unsatisfactory, or in the event of any other dispute, claim,
question or disagreement arising from or relating to this Contract or breach thereof, the parties hereto shall use
their best efforts to settle the dispute, claim, question or disagreement. To this effect, they shall consult and
negotiate with each other in good faith and, recognizing their mutual interests, attempt to reach a just and
equitable solution satisfactory to both parties.

L.egality and Severability

The parties’ actions under the Contract shall comply with all applicable laws, rules, regulations, court orders and
governmental agency orders. The provisions of this Contract are specifically made severable. If a provision of
the Contract is terminated or held to be invalid, illegal or unenforceable, the validity, legality and enforceability of
the remaining provisions shall remain in full effect.

Licenses, Permits and/or Certifications

Contractor shall ensure that it has all necessary licenses, permits and/or certifications required by the laws of
Federal, State, County, and municipal laws, ordinances, rules and regulations. The Contractor shall maintain
these licenses, permits and/or certifications in effect for the duration of this Contract. Contractor will notify County
immediately of loss or suspension of any such licenses, permits and/or certifications. Failure to maintain a
required license, permit and/or certification may result in immediate termination of this Contract.

Material Misstatement/Misrepresentation

If during the course of the administration of this Contract, the County determines that Contractor has made a
material misstatement or misrepresentation or that materially inaccurate information has been provided to the
County, this Contract may be immediately terminated. If this Contract is terminated according to this provision,
the County is entitled to pursue any available legal remedies.

M
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B.25

B.26

B.27

B.28

B.29

B.30

B.31

B.32

B.33

B.34

Mutual Covenants

The parties to this Contract mutually covenant to perform all of their obligations hereunder, to exercise all
discretion and rights granted hereunder, and to give all consents in a reasonable manner consistent with the
standards of “good faith” and “fair dealing”.

Nondisclosure

Contractor shall hold as confidential and use reasonable care to prevent unauthorized access by, storage, disclosure,
publication, dissemination to and/or use by third parties of, confidential information that is either: (1) provided by the
County to Contractor or an agent of Contractor or otherwise made available to Contractor or Contractor's agent in
connection with this Contract; or, (2) acquired, obtained, or learned by Contractor or an agent of Contractor in the
performance of this Contract. For purposes of this provision, confidential information means any data, files, software,
information or materials in oral, electronic, tangible or intangible form and however stored, compiled or memorialize
and includes, but is not limited to, technology infrastructure, architecture, financial data, trade secrets, equipment
specifications, user lists, passwords, research data, and technology data. «

Notice of Delays

Except as otherwise provided herein, when either party has knowledge that any actual or potential situation is
delaying or threatens to delay the timely performance of this contract, that party shall, within twenty-four (24)
hours, give notice thereof, including all relevant information with respect thereto, to the other party.

Ownership of Documents

All non-proprietary documents, data, products, graphics and reports prepared by Contractor pursuant to the
Contract shall be considered property of the County upon payment for services (and products, if applicable). All
such items shall be delivered to County at the completion of work under the Contract. Unless otherwise directed
by County, Contractor may retain copies of such items.

Air, Water Pollution Control, Safety and Health
Contractor shall comply with all air poliution control, water pollution, safety and health ordinances and statutes,
which apply to the work performed pursuant to this Contract.

Records

Contractor shall maintain all records and books pertaining to the delivery of services under this Contract and
demonstrate accountability for contract performance. All records shall be complete and current and comply with
all Contract requirements. Failure to maintain acceptable records shall be considered grounds for withholding of
payments for invoices submitted and/or termination of the Contract. All records relating to the Contractor’s
personnel, consultants, subcontractors, Services/Scope of Work and expenses pertaining to this Contract shall
be kept in a generally acceptable accounting format. Records should include primary source documents. Fiscal
records shall be kept in accordance with Generally Accepted Accounting Principles and must account for all funds,
tangible assets, revenue and expenditures. Fiscal records must comply with the appropriate Office of
Management and Budget (OMB) Circulars, which state the administrative requirements, cost principles and other
standards for accountancy.

Relationship of the Parties

Nothing contained in this Contract shall be construed as creating a joint venture, partnership, or employment
arrangement between the Parties hereto, nor shall either Party have the right, power or authority to create an
obligation or duty, expressed or implied, on behalf of the other Party hereto.

Release of Information
No news releases, advertisements, public announcements or photographs arising out of the Contract or
Contractor's relationship with County may be made or used without prior written approval of the County.

Representation of the County
In the performance of this Contract, Contractor, its agents and employees, shall act in an independent capacity
and not as officers, employees, or agents of the San Bernardino County.

Strict Performance

Failure by a party to insist upon the strict performance of any of the provisions of this Contract by the other party,
or the failure by a party to exercise its rights upon the default of the other party, shall not constitute a waiver of
such party’s right to insist and demand strict compliance by the other party with the terms of this Contract
thereafter.

M
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B.35 Subcontracting
Contractor shall obtain County’s written consent, which County may withhold in its sole and reasonable discretion,

Services to County. At County's request, Contractor shall provide information regarding the subcontractor's
qualifications and a listing of a subcontractor’s key personnel including, if requested by the County, resumes of
proposed subcontractor personnel. Contractor shall remain directly responsible to County for its subcontractors
and shall indemnify County for the actions or omissions of its subcontractors under the terms and conditions
specified in Section E. All approved subcontractors shall be subject to the provisions of this Contract applicable
to Contractor Personnel. For any subcontractor, Contractor shali:

B.35.1 Be responsible for subcontractor compliance with the Contract and the subcontract terms and conditions:

and

B.35.2 Ensure that the subcontractor follows County’s reporting formats and procedures as specified by County.

B.35.3 Include in the subcontractor's subcontract substantially similar terms as are provided in Sections B.
General Contract Requirements and Section E. insurance and Indemnification.

Upon expiration or termination of this Contract for any reason, County will have the right to enter into direct
Contracts with any of the Subcontractors. Contractor agrees that its arrangements with Subcontractors will not
prohibit or restrict such Subcontractors from entering into direct Contracts with County.

B.36 Subpoena

In the event that a subpoena or other legal process commenced by a third party in any way concerning the Goods or
Services provided under this Contract is served upon Contractor or County, such party agrees to notify the other party
in the most expeditious fashion possible following receipt of such subpoena or other legal process. Contractor and
County further agree to cooperate with the other party in any lawful effort by such other party to contest the legal
validity of such subpoena or other legal process commenced by a third party as may be reasonably required and at
the expense of the party to whom the legal process is directed, except as otherwise provided herein in connection
with defense obligations by Contractor for County.

B.37 Termination for Convenience
The County reserves the right to terminate the Contract, for its convenience, with or without cause, with a thirty
(30) day written notice of termination. Such termination shall include all of the services described herein. Upon
such termination, payment will be made to the Contractor for services rendered, work in progress, and expenses

B.38 Time of the Essence
Time is of the essence in performance of this Contract and of each of its provisions.

B.39 Venue
The parties acknowledge and agree that this Contract was entered into and intended to be performed in San
Bernardino County, California. The parties agree that the venue of any action or claim brought by any party to
this Contract will be the Superior Court of California, County of San Bernardino, San Bernardino District. Each
party hereby waives any law or rule of the court, which would allow them to request or demand a change of venue.

San Bernardino, San Bernardino District.

B.40 Conflict of Interest
Contractor shall make all reasonable efforts to ensure that no conflict of interest exists between its officers,
employees, or subcontractors and the County. Contractor shall make a reasonable effort to prevent employees,
Contractor, or members of governing bodies from using their positions for purposes that are, or give the
appearance of being motivated by a desire for private gain for themselves or others such as those with whom
they have family business, or other ties. Officers, employees, and agents of cities, counties, districts, and other
local agencies are subject to applicable conflict of interest codes and state law. In the event the County
determines a conflict of interest situation exists, any increase in costs, associated with the conflict of interest
situation, may be disallowed by the County and such conflict may constitute grounds for termination of the
Contract. This provision shall not be construed to prohibit employment of persons with whom Contractor’s
officers, employees, or agents have family, business, or other ties so long as the employment of such persons
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B.41

B.42

B.43

B.44

does not result in increased costs over those associated with the employment of any other equally qualified
applicant.

Former County Administrative Officials

Contractor agrees to provide, or has already provided information on former San Bernardino County
administrative officials (as defined below) who are employed by or represent Contractor. The information provided
includes a list of former County administrative officials who terminated County employment within the last five
years and who are now officers, principals, partners, associates or members of the business. The information
also includes the employment with or representation of Contractor. For purposes of this provision, “County
administrative official” is defined as a member of the Board of Supervisors or such officer’s staff, County Executive
Officer or member of such officer’s staff, County department or group head, assistant department or group head,
or any employee in the Exempt Group, Management Unit or Safety Management Unit.

Disclosure of Criminal and Civil Procedures

The County reserves the right to request the information described herein from the Contractor. Failure to provide
the information may result in a termination of the Contract. The County also reserves the right to obtain the
requested information by way of a background check performed by an investigative firm. The Contractor also
may be requested to provide information to clarify initial responses. Negative information discovered may result
in Contract termination. Contractor is required to disclose whether the firm, or any of its partners, principals,
members, associates or key employees (as that term is defined herein), within the last ten years, has been
indicted on or had charges brought against it or them (if still pending) or convicted of any crime or offense arising
directly or indirectly from the conduct of the firm’s business, or whether the firm, or any of its partners, principals,
members, associates or key employees, has within the jast ten years, been indicted on or had charges brought
against it or them (if still pending) or convicted of any crime or offense involving financial misconduct or fraud. If
the response is affirmative, the Contractor will be asked to describe any such indictments or charges (and the
status thereof), convictions and the surrounding circumstances in detail. In addition, the Contractor is required to
disclose whether the firm, or any of its partners, principals, members, associates or key employees, within the
last ten years, has been the subject of legal proceedings as defined herein arising directly from the provision of
services by the firm or those individuals. “Legal proceedings” means any civil actions filed in a court of competent
jurisdiction, or any matters filed by an administrative or regulatory body with jurisdiction over the firm or the
individuals. If the response is affirmative, the Contractor will be asked to describe any such legal proceedings
(and the status and disposition thereof) and the surrounding circumstances in detail. For purposes of this provision
“key employees” includes any individuals providing direct service to the County. “Key employees” do not include
clerical personnel providing service at the firm's offices or locations.

Copyright

County shall have a royalty-free, non-exclusive and irrevocable license to publish, disclose, copy, translate, and
otherwise use, copyright or patent, now and hereafter, all non-proprietary reports, studies, information, data,
statistics, forms, designs, pians, procedures and any other materials or properties developed for the County (if
any) under this Contract and reserves the right to authorize others to use or reproduce such material. All such
materials developed under the terms of this Contract shall acknowledge the San Bernardino County as the funding
agency and Contractor as the creator of the publication. No such materials, or properties produced in whole orin
part under this Contract, excluding Contractors proprietary intellectual property and derivative works thereof, shall
be subject to private use, copyright or patent right by Contractor in the United States or in any other country
without the express written consent of County. Copies of all educational and training materials, curricula,
audio/visual aids, printer material, and periodicals, assembled pursuant to this Contract exclusively for the County
must be filed with the County prior to publication.

Iran Contracting Act

IRAN CONTRACTING ACT OF 2010, Public Contract Code sections 2200 et seq. (Applicable for all Contracts of
one million dollars ($1,000,000) or more). In accordance with Public Contract Code section 2204(a), the
Contractor certifies that at the time the Contract is signed, the Contractor signing the Contract is not identified on
a list created pursuant to subdivision (b) of Public Contract Code section 2203 as a person (as defined in Public
Contract Code section 2202(e)) engaging in investment activities in Iran described in subdivision (a) of Public
Contract Code section 2202.5, or as a person described in subdivision (b) of Public Contract Code section 2202.3,
as applicable. Contractors are cautioned that making a false certification may subject the Contractor to civil
penalties, termination of existing contract, and ineligibility to bid on a contract for a period of three (3) years in
accordance with Public Contract Code section 2205.

-
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B.45 California Consumer Privacy Act

B.46

B.47

To the extent applicable, if Contractor is a business that collects the personal information of a consumer(s) in
performing Services pursuant to this Contract, Contractor must comply with the provisions of the California
Consumer Privacy Act (CCPA). (Cal. Civil Code §§1798.100, et seq.). For purposes of this provision, “business,”
“consumer,” and “personal information” shall have the same meanings as set forth at Civil Code section 1798.140.
Contractor must contact the County immediately upon receipt of any request by a consumer submitted pursuant
to the CCPA that requires any action on the part of the County, including but not limited to, providing a list of
disclosures or deleting personal information. Contractor must not sell, market or otherwise disclose personal
information of a consumer provided by the County unless specifically authorized pursuant to terms of this
Contract. Contractor must immediately provide to the County any notice provided by a consumer to Contractor
pursuant to Civil Code section 1798.150(b) alleging a violation of the CCPA, that involves personal information
received or maintained pursuant to this Contract. Contractor must immediately notify the County if it receives a
notice of violation from the California Attorney General pursuant to Civil Code section 1798.155(b).

Executive Order N-6-22 Russia Sanctions

On March 4, 2022, Governor Gavin Newsom issued Executive Order N-6-22 (the EO) regarding Economic
Sanctions  against Russia and Russian entities and individuals. “Economic Sanctions” refers to sanctions
imposed by the U.S. government in response to Russia’s actions in Ukraine (https://home.treasury.gov/policy-
issues/financial-sanctions/sanctions-programs-and-country-information/ukraine-russia-related-sanctions), as
well as any sanctions imposed under state law (https://www.dgs.ca.gov/OLS/Ukraine-Russia). The EO directs
state agencies and their contractors (including by agreement or receipt of a grant) to terminate contracts with,
and to refrain from entering any new contracts with, individuals or entities that are determined to be a target of
Economic Sanctions. Accordingly, should it be determined that Contractor is a target of Economic Sanctions or
is conducting prohibited transactions with sanctioned individuals or entities, that shall be grounds for termination
of this agreement. Contractor shall be provided advance written notice of such termination, allowing Contractor
at least 30 calendar days to provide a written response. Termination shall be at the sole discretion of the County.

Campaign Contribution Disclosure (SB 1439)

Contractor has disclosed to the County using Attachment D- Campaign Contribution Disclosure Senate Bill 1439,
whether it has made any campaign contributions of more than $250 to any member of the Board of Supervisors
or County elected officer [Sheriff, Assessor-Recorder-Clerk, Auditor-Controller/Treasurer/Tax Collector and the
District Attorney] within the earlier of: (1) the date of the submission of Contractor’s proposal to the County, or (2)
12 months before the date this Contract was approved by the Board of Supervisors or Purchasing Department.
Contractor acknowledges that under Government Code section 84308, Contractor is prohibited from making
campaign contributions of more than $250 to any member of the Board of Supervisors or County elected officer
for 12 months after the County’s consideration of the Contract.

In the event of a proposed amendment to this Contract, the Contractor will provide the County a written statement
disclosing any campaign contribution(s) of more than $250 to any member of the Board of Supervisors or other
County elected officer within the preceding 12 months of the date of the proposed amendment.

Campaign contributions include those made by any agent/person/entity on behalf of the Contractor or by a parent,
subsidiary or otherwise related business entity of Contractor.

C. TERM OF CONTRACT
This Contract is effective as of July 1, 2024, and expires June 30,2029, but may be terminated earlier in accordance
with provisions of this Contract.

D. FISCAL PROVISIONS

D.1

D.2

D.3

The maximum amount of payment under this Contract shall not exceed $S22,479,308 and shall be subject to
availability of other funds to the County. The consideration to be paid to Contractor, as provided herein, shall be
in full payment for all Contractor’s services and expenses incurred in the performance hereof, including travel and
per diem.

Invoices shall be issued with a net sixty (60) day payment term with corresponding Purchase Order number stated
on the invoices.

Contractor shall accept all payments from County via electronic funds transfer (EFT) directly deposited into the

_————————,—,—————
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Contractor’s designated checking or other bank account. Contractor shall promptly comply with directions and
accurately complete forms provided by County required to process EFT payments.

D.4 County is exempt from Federal excise taxes and no payment shall be made for any personal property taxes levied
on Contractor or on any taxes levied on employee wages. The County shall only pay for any State or local sales
or use taxes on the services rendered or equipment and/or parts supplied to the County pursuant to the Contract.

D.5 Costs for services under the terms of this Contract shall be incurred during the contract period except as approved
by County. Contractor shall not use current year funds to pay prior or future year obligations.

D.6 Funds made available under this Contract shall not supplant any federal, state or any governmental funds
intended for services of the same nature as this Contract. Contractor shall not claim reimbursement or payment
from County for, or apply sums received from County with respect to that portion of its obligations that have been
paid by another source of revenue. Contractor agrees that it will not use funds received pursuant to this Contract,
either directly or indirectly, as a contribution or compensation for purposes of obtaining funds from another
revenue source without prior written approval of the County.

D.7 Contractor shall adhere to the County’s Travel Management Policy (8-02 and 08-02SP1) when travel is pursuant
to this Contract and for which reimbursement is sought from the County. In addition, Contractor is encouraged
to utilize local transportation services, including but not limited to, the Ontario International Airport.

E. INDEMNIFICATION AND INSURANCE REQUIREMENTS
E.1 Indemnification

Contractor will indemnify, defend, and hold harmless County and its officers, employees, agents and volunteers,
from any and all third party claims, costs (including without limitation reasonable attorneys’ fees), and losses for
infringement of any United States patent, copyright, trademark or trade secret (Intellectual Property Rights) by
any goods or services. If a credible claim is made or threatened, including without limitation the filing of a lawsuit
against County, or County receives a demand or notice claiming actual or potential infringement or
misappropriation of any Intellectual Property Rights, County will use reasonable efforts to notify Contractor
promptly of such lawsuit, claim or election. However, County’s failure to provide or delay in providing such notice
will relieve Contractor of its obligations only if and to the extent that such delay or failure materially prejudices
Consultant’'s ability to defend such lawsuit or claim. County will give Contractor sole control of the defense (with
counsel reasonably acceptable to County) and settlement of such claim; provided that Contractor may not settle
the claim or suit absent the written consent of County unless such settlement (a) includes a release of all claims
pending against County, (b) contains no admission of liability or wrongdoing by County, and (c) imposes no
obligations upon County other than an obligation to stop using the goods or services that are the subject of the
claim. In the event that Contractor fails to or elects not to defend County against any claim for which County is
entitled to indemnity by Contractor, then Contractor shall reimburse County for all reasonable attorneys’ fees and
expenses within thirty (30) days from date of invoice or debit memo from County. After thirty (30) days, County
will be entitled to deduct any unpaid invoice or debit memo amount from any amounts owed by County to
Contractor. This shall not apply to any judgment or settlement amount, which amounts County shall be entitled
to notify, invoice or debit Contractor's account at any time; and County, at its sole discretion, may settle the claim
or suit.

!

If, in Contractor’s opinion, any goods or services become, or are likely to become, the subject of a claim of
infringement of Intellectual Property Rights, Contractor may, at its option: (i) procure for County the right to
continue using the goods or receiving the services; (i) replace or modify the goods or services to be non-infringing,
without incurring a material diminution in performance or function; or (iii) if neither of the foregoing is feasible, in
the reasonable judgment of Contractor, County shall cease use of the goods or services upon written notice from
Contractor, and Contractor shall provide County with a pro-rata refund of the unearned fees paid by County to
Contractor for such goods or services.

E.2 Additional Insured
All policies, except for Cyber / Errors and Omissions and Professional Liability policies shall contain additional
endorsements naming the County and its officers, employees, agents and volunteers as additional insured with
respect to liabilities arising out of the performance of services hereunder. The additional insured endorsements
shall not limit the scope of coverage for the County to vicarious liability but shall allow coverage for the County to
the full extent of the eligible proceeds provided by the policy. Such additional insured coverage shall be at least
as broad as Additional Insured (Form B) endorsement form 1SO, CG 2010.11 85.
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E.3

E.4

E.5

E.6

E7

E.8

E.9

E.10

Waiver of Subrogation Rights

The Contractor shall require the carriers of required coverages to waive all rights of subrogation against the
County, its officers, employees, agents, volunteers, contractors and subcontractors. All general or auto liability
insurance coverage provided shall not prohibit the Contractor and Contractor’s employees or agents from waiving
the right of subrogation prior to a loss or claim. The Contractor hereby waives all rights of subrogation against
the County,

Policies Primary and Non-Contributory
All policies required herein are to be primary (where applicable under the policy) and non-contributory with any
insurance or self-insurance programs carried or administered by the County.

Severability of Interests

The Contractor agrees to ensure that coverage provided to meet these requirements is applicable separately to
each insured and there will be no cross liability exclusions that preclude coverage for suits between the Contractor
and the County or between the County and any other insured or additional insured under the policy.

Proof of Coverage

The Contractor shall furnish Certificates of Insurance to the County Department administering the Contract
evidencing the insurance coverage at the time the Contract is executed, additional endorsements, as required
shall be provided prior to the commencement of performance of services hereunder, which certificates shall
provide that such insurance shall not be terminated or expire without thirty (30) days written notice to the
Department, and Contractor shall maintain such insurance from the time Contractor commences performance of
services hereunder until the completion of such services. Acceptability of Insurance Carrier

Unless otherwise approved by Risk Management, insurance shall be written by insurers authorized to do business
in the State of California and with a minimum “Best” Insurance Guide rating of “A- VII”.

Deductibles and Self-Insured Retention
Any and all deductibles or self-insured retentions in excess of $10,000 shall be declared to and approved by Risk
Management.

Failure to Procure Coverage

In the event that any policy of insurance required under this contract does not comply with the requirements, is
not procured, or is canceled and not replaced, the County has the right but not the obligation or duty to cancel
the contract or obtain insurance if it deems necessary and any premiums paid by the County will be promptly
reimbursed by the Contractor or County payments to the Contractor will be reduced to pay for County purchased
insurance.

Insurance Review

Insurance requirements are subject to periodic review by the County. The Director of Risk Management or
designee is authorized, but not required, to reduce, waive or suspend any insurance requirements whenever Risk
Management determines that any of the required insurance is not available, is unreasonably priced, or is not
needed to protect the interests of the County. In addition, if the Department of Risk Management determines that
heretofore unreasonably priced or unavailable types of insurance coverage or coverage limits become reasonably
priced or available, the Director of Risk Management or designee is authorized, but not required, to change the
above insurance requirements to require additional types of insurance coverage or higher coverage limits,
provided that any such change is reasonable in light of past claims against the County, inflation, or any other item
reasonably related to the County’s risk. Any change requiring additional types of insurance coverage or higher
coverage limits must be made by amendment to this contract. Contractor agrees to execute any such amendment
within thirty (30) days of receipt. Any failure, actual or alleged, on the part of the County to monitor or enforce
compliance with any of the insurance and indemnification requirements will not be deemed as a waiver of any
rights on the part of the County.

Types and Limits

The Contractor agrees to provide insurance set forth in accordance with the requirements herein. If the Contractor
uses existing coverage to comply with these requirements and that coverage does not meet the specified
requirements, the Contractor agrees to amend, supplement or endorse the existing coverage to do so. Without in
anyway affecting the indemnity herein provided and in addition thereto, the Contractor shall secure and maintain
throughout the contract term the following types of insurance with limits as shown:

E.10.1 Workers’ Compensation/Employer’s Liability — A program of Workers’ Compensation insurance or a
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state-approved, self-insurance program in an amount and form to meet all applicable requirements of the
Labor Code of the State of California, including Employer’s Liability with $250,000 limits covering all
persons including volunteers providing services on behalf of the Contractor and all risks to such persons
under this contract. If Contractor has no employees, it may certify or warrant to the County that it does
not currently have any employees or individuals who are defined as “employees” under the Labor Code
and the requirement for Workers' Compensation coverage will be waived by the County’s Director of Risk
Management. With respect to Contractors that are non-profit corporations organized under California or
Federal law, volunteers for such entities are required to be covered by Workers’ Compensation insurance.

E.10.2 Commercial/General Liability Insurance — The Contractor shall carry General Liability Insurance covering
all operations performed by or on behalf of the Contractor providing coverage for bodily injury and
property damage with a combined single limit of not less than one million dollars ($1,000,000), per
occurrence. The policy coverage shall include:

Premises operations and mobile equipment.

Products and completed operations.

Broad form property damage (including completed operations).
Explosion, collapse and underground hazards.

Personal injury.

Contractual liability.

$2,000,000 general aggregate limit.

@mpaooTp

E.10.3 Automobile Liability Insurance — Primary insurance coverage shall be written on ISO Business Auto
coverage form for all owned, hired and non-owned automobiles or symbol 1 (any auto). The policy shall
have a combined single limit of not less than one million dollars ($1,000,000) for bodily injury and property
damage, per occurrence. If the Contractor is transporting one or more non-employee passengers in
performance of contract services, the automobile liability policy shall have a combined single limit of two
million dollars ($2,000,000) for bodily injury and property damage per occurrence. If the Contractor owns
no autos, a non-owned auto endorsement to the General Liability policy described above is acceptable.

E.10.4 Cyber Liability Insurance - Cyber Liability Insurance with limits of no less than $1,000,000 for each
occurrence or event with an annual aggregate of $2,000,000 covering privacy violations, information theft,
damage to or destruction of electronic information, intentional and/or unintentional release of private
information, alteration of electronic information, extortion and network security. The policy shall protect
the involved County entities and cover breach response cost as well as regulatory fines and penalties.

E.10.5 Umbrella Liability Insurance — An umbrella (over primary) or excess policy may be used to comply with
limits or other primary coverage requirements. When used, the umbrella policy shall apply to bodily
injury/property damage, personal injury/advertising injury and shall include a “dropdown” provision
providing primary coverage for any liability not covered by the primary policy. The coverage shall also
apply to automobile liability.

E.10.6 Professional Liability — Professional Liability Insurance with limits of not less than one million ($1,000,000)
per claim and two million ($2,000,000) aggregate limits
or
Errors and Omissions Liability Insurance ~ Errors and Omissions Liability Insurance with limits of not less
than one million ($1,000,000) and two million ($2,000,000) aggregate limits
or
Directors and Officers Insurance coverage with limits of not less than one million ($1,000,000) shall be
required for Contracts with charter labor committees or other not-for-profit organizations advising or acting
on behalf of the County.

/

If insurance coverage is provided on a “claims made” policy, the “retroactive date” shall be shown and must
be before the date of the state of the contract work. The claims made insurance shall be maintained or
“tail” coverage provided for a minimum of five (5) years after contract completion.

F. RIGHT TO MONITOR AND AUDIT
F.1 The County, State and Federal government shall have absolute right to review and audit all records, books,
papers, documents, corporate minutes, and other pertinent items as requested, and shall have absolute right to
monitor the performance of Contractor in the delivery of services provided under this Contract. Contractor shall
give full cooperation, in any auditing or monitoring conducted. Contractor shall cooperate with the County in the
implementation, monitoring, and evaluation of this Contract and comply with any and all reporting requirements

e e e e
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established by the County.

F.2 All records pertaining to services delivered and all fiscal, statistical and management books and records shall be
available for examination and audit by County representatives for a period of three years after final payment under
this Contract or until all pending County, State and Federal audits are completed, whichever is later.

G. CORRECTION OF PERFORMANCE DEFICIENCIES
G.1 Failure by Contractor to comply with any of the material provisions, covenants, requirements or conditions of this
Contract shall be a material breach of this Contract.

G.2 In the event of a non-cured breach, County may, at its sole discretion and in addition to any other remedies
available at law, in equity, or otherwise specified in this Contract:
G.2.1 Afford Contractor thereafter a time period within which to cure the breach, which period shall be
established at the sole discretion of County; and/or

G.2.2 Discontinue reimbursement to Contractor for and during the period in which Contractor is in breach,;
and/or

G.2.3 Withhold funds pending duration of the breach; and/or

G.2.4 Offset against any monies billed by Contractor but yet unpaid by County those monies disallowed
pursuant to Item “b” of this paragraph; and/or

G.2.5 Terminate this Contract immediately and be relieved of the payment of any consideration to Contractor.

H. NOTICES
All written notices provided for in this Contract or which either party desires to give to the other shall be deemed fully
given, when made in writing and either served personally, or by facsimile, or deposited in the United States mail, postage
prepaid, and addressed to the other party as follows:

San Bernardino County Netsmart Technologies, Inc.
Department of Behavioral Health - Program Support Joseph McGovern, EVP
Services, Deputy Director 11100 Nall Avenue

303 Vanderbilt Way Overland Park, KS 66211
San Bernardino, CA 92415 jmcgovern@ntst.com

Contracts Notice@ntst.com

Notice shall be deemed communicated two (2) County working days from the time of mailing if mailed as provided in
this paragraph.

. ENTIRE AGREEMENT
This Contract, including all Exhibits and other attachments, which are attached hereto and incorporated by reference,
and other documents incorporated herein, represents the final, complete and exclusive agreement between the parties
hereto. Any prior agreement, promises, negotiations or representations relating to the subject matter of this Contract
not expressly set forth herein are of no force or effect. This Contract is executed without reliance upon any promise,
warranty or representation by any party or any representative of any party other than those expressly contained herein.
Each party has carefully read this Contract and signs the same of its own free will.

K. ELECTRONIC SIGNATURES
This Agreement may be executed in any number of counterparts, each of which so executed shall be deemed
to be an original, and such counterparts shall together constitute one and the same Agreement. The parties shall
be entitled to sign and transmit an electronic signature ofthis Agreement (whether by facsimile, PDF or other mail
transmission), which signature shall be binding on the party whose name is contained therein. Each party
providing an electronic signature agrees to promptly execute and deliver to the other party an original signed
Agreement uponrequest.

[SIGNATURE PAGE FOLLOWS]
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IN WITNESS WHEREOF, the San Bernardino County and the Contractor have each caused this Contract to be

subscribed by its respective duly authorized officers, on its behalf.

SAN BE‘F%RDINO COUNTY
e ) Kowe_

Dawn M. Rowe , Chair, Board of Supervisors
SIGNED AND CERTIFIED THAT A COPY OF THIS

DOCUMENT HAS:BEEN,
CHAIRMAN@F ]
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FOR COUNTY USE ONLY

Netsmart Technologies, Inc.

(Print or typ g,g&ﬁ:gg}qration, company, contractor, efc.)
By > I Joseple MeLowern

(Atithorized sigriature - sign in blue ink)

Name  Joseph McGovern
(Print or type name of person signing contract)

Title  Executive Vice President
(Print or Type)

Dateg: 1712025

Address 11100 Nall Avenue

Overland Park, KS 66211

ravach as to Legal Form

Bevunie Upluold

iSaredtor Contract Compliance

Miclael Shis

Bonne UpHBH Stipervising Deputy County
Counsel

1/7/2025

Michael Shin, Contracts Manager

ate 11712025

viewedtpproved by Department
JGutrgna Yodiska

\——7DFAQ77EEARTARD

Georgina Yoshioka, Director

_— 1/7/2025
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ATTACHMENT A

MASTER AGREEMENT

This Master Agreement (“Agreement”) is effective July 1, 2024 (the “Effective Date”), between

Netsmart Technologies, Inc.
11100 Nall Avenue

Overland Park, KS 66211
(“Netsmart”)

San Bernardino County (“Client”)
State tax exempt: No

Attention: Joseph McGovern, EVP
Telephone No: (631) 968-2012
E-mail Address: jmcgovern@ntst.com
Legal notices to be sent to:

Contracts Notice@ntst.com

Attention: DD Julie Hale

Telephone No: (909) 388-0900

E-mail Address: dbh-contracts-
reports@dbh.sbcounty.gov

Legal notices to be sent to (if different):
Department of Behavioral Health

Deputy Director, Program Support Services
303 E. Vanderbilt Way '

San Bernardino, CA 92415-0026

dbh-contracts-reports(@dbh.sbcounty.gov

This Agreement sets forth the terms and conditions for the licenses, solutions, hardware and services provided by

Netsmart to Client.

Netsmart Technologies Inc.

San Bernardino County

BY:

DocuSigned by:

Joserle MeLonmn

(SIGNATURE)

Joseph McGovern

(PRINTED NAME)

Executive Vice-President

TITLE

1/7/2025

DATE

" Vambose.

(SIGNATURE)

Dawn M. Rowe

(PRINTED NAME)

Chair, Board of Supervisors

TITLE

JAN 14 1055

DATE
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TERMS AND CONDITIONS

1. DEFINITIONS

Each capitalized term used in this Agreement shall have the following meaning:

a.

—.

—

“Confidential Information” means all nonpublic information, whether disclosed by a party or its Affiliates or
their respective employees or contractors, that is designated in writing as confidential and falls within a recognized
exemption to the San Bernardino County Sunshine Ordinance, County Code of Ordinances Section 19.0101,
California Government Code 54950, and California Public Records Act (Government Code Section 7920.005).
Confidential Information may include: technical, financial and other information that is disclosed by either party
to the other, whether orally or in writing, any disputes, status reports, scheduling updates, workflows, forms,
reporting, Work Product, data (other than Protected Health Information which is protected in accordance with the
BAA), Documentation, all non-public information related to Netsmart products, services and methodologies.
“Confidential Information” does not include information (a) publicly available through no breach of this
Agreement; (b) rightfully acquired from a third party having a bona fide right to disclose or make the same
available; (c) independently developed or previously known by a party; or (d) Protected Communication.

“Data” means all information collected, stored, processed or generated through Client’s use of the Software
Services.

“Documentation” means the description and features of the Licensed Software and Software Services as set forth
on the Netsmart Wiki, which includes release notes. The Netsmart Wiki can be accessed via the application or
the NetsmartConnect support portal.

“First Productive Use” means the date that Data is being accessed or entered in the Software Services for
processing or review in Client’s commercial environment.

“Force Majeure” mean acts or events beyond its reasonable control, including but not limited to, acts of nature,
governmental actions, acts of terrorism, fire, labor, civil disturbances, pandemics, transportation problems,
interruptions of power supply or communications, breakdown of internet service provider and natural
disasters, any of which makes performance impossible.

“Hardware Configuration” means the hardware required to install and/or operate the Licensed Software or
Software Services as set forth at https:/wikihelp.ntst.com/Special:Userlogin?returntotitle=Req#tab=login,
Username: Netsmart Prospect and Password: Netsmart].

“Licensed Software” means the Netsmart commercial computer software programs in object code form listed in
a Purchase Agreement and their associated Documentation.

“Problem or Defect” means any failure of the Licensed Software or Software Services to operate in substantial
conformance with the Documentation.

“Protected Communication” mean those communications protected under 45 CFR § 170.403, Communications,
of the 21st Century Cures Act (the “Communications Rule”), regarding the usability, interoperability or security
of the Netsmart Licensed Software or Software Services; relevant information regarding users’ experiences when
using the Licensed Software or Software Services; Netsmart’s business practices related to exchanging electronic
health information; and the manner in which a user uses the Licensed Software or Software Services.

“Purchase Agreement” means a document executed by the parties (such as a quote or addendum) setting forth
the items being purchased by Client, which will be subject to and incorporated into this Agreement.

“Scope of Use” means a metric used to define the limits of the products and services as provided for in the
Agreement (i.e. number of concurrent users).

“Services” means the implementation, training, Software Services, Support Services and other services to be
provided by Netsmart under this Agreement.

“Software Services” or “SaaS” means the right to access the Licensed Software and/or Third Party Products in
a cloud computing environment in accordance with the SOW, together with the Support Services.

ATTACHMENT A - NETSMART MASTER AGREEMENT
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~

n. “Statement of Work” or “SOW” means the scope for the implementation of the Software Services.

0. “Support Services” means the application maintenance and support services provided by Netsmart for the
Software Services.

p. “Third Party Products” means any commercial software product or infrastructure acquired by Netsmart from
an outside vendor on behalf of Client.

q- “Work Product” means any documentation, technique, methodologies, inventions, reports, software, or
procedures developed, conceived or introduced by Netsmart during the course of this Agreement, whether acting
alone or in conjunction with Client or its employees, Users or others. Work Product does not include any Client
Confidential Information or Data.

2. SOFTWARE SERVICES LICENSE RIGHTS

a. Software Services License. Netsmart hereby grants Client a non-exclusive, royalty-free, non-transferable
subscription license to use the Software Services only:

i. for Client’s internal business purposes and not to process the data of any other entity; and
ii. to support the Scope of Use for the Software Services set forth on the applicable Purchase Agreement(s).

b. License Rights. The license rights granted in this section may be exercised by Client, its employees and
independent contractors (provided that such independent contractors are not competitors of Netsmart) (each a
“User”). Client shall be responsible for each User(s) compliance with the terms of this Agreement.

c. License Restrictions. Except as expressly stated in this Agreement, no other rights, express, implied or otherwise,
are granted to Client and Netsmart reserves all rights not expressly granted herein. Client will not permit the
Software Services or Third Party Products (i) to be disassembled or reverse engineered, (ii) to be sold, disclosed,
leased, subleased, lended or otherwise made available to others including third party hosting providers, (iii) to be
or attempted to be accessed, modified, make additions to or altered, (iv) make any derivations, adaptations, or
translations in whole or in part, (v) Client shall not transmit malware including but not limited to malicious codes,
viruses, Trojan horses or similar mechanisms, and/or (vi) to be used to develop functionally similar computer
software or to otherwise compete with Netsmart. No copies of the Software Services or Third Party Products may
be made by Client without the prior written consent of Netsmart except for backup purposes in accordance with
normal data processing practices. Client agrees to reproduce any copyright notices and/or other proprietary
legends, regardless of form, contained in, affixed to, or appearing on the Software Services and Third Party
Products.

d. Third Party Products. Third Party Products are licensed subject to the same restrictions as are set forth in this
Agreement. Third Party Products are also subject to and Client agrees to the pass through terms that apply to
those Third Party Products at https:/www.ntst.com/Ip/pass-through-terms. Notwithstanding the foregoing,
nothing contained in the third party pass through terms will diminish Netsmart’s obligations under this
Agreement.

e. Software Title. The Software Services are proprietary to Netsmart and are based upon and contain trade secrets
and other Confidential Information. Netsmart reserves title to the Software Services and all other rights not
expressly granted herein.

f.  Scope of Use Audit. Client acknowledges that Netsmart has access to view Client’s actual Scope of Use and will
periodically verify Client’s actual Scope of Use of the Software Services. Should this verification identify usage
of the Software Services in excess of the Scope of Use contracted for, Client agrees to true-up the Scope of Use
to the current usage levels.

ATTACHMENT A - NETSMART MASTER AGREEMENT
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3. SERVICES

a. Implementation. The Statement of Work will set forth the tasks to be performed by each party, the time frames in
which such tasks will be performed, and will identify the roles and responsibilities of the persons who will be
provided by Client to support the implementation.

b. Support Services. Netsmart agrees to provide Support Services in accordance with the terms set forth on Schedule
A.

c. Data Services. To the extent permitted by applicable law, Netsmart may (1) use and disclose Data as necessary
to perform, analyze and improve the Services; (ii) use and disclose Data to provide data aggregation services as
permitted by 45 C.F.R. § 164.504(e)(2)(1)(B), including use for statistical compilations, reports and all other
purposes allowed under applicable law HIPAA and (iii) deidentify PHI in accordance with the standards set forth
in HIPAA and use and disclose such deidentified data.

d. Data Security. Netsmart has a risk-based, independent third-party-audited Information Security Management
System (“ISMS”) designed to enable Software Services and Support Services to be delivered in a secure manner
and protect against threats to the security or integrity of Client’s Data. Netsmart aligns its ISMS with the National
Institute of Standards and Technology (NIST) cybersecurity framework. Netsmart annually agrees to undergo
SSAE18 SOC 2 Type 2 review of its data center operations and agrees to provide a summary of the report upon
Client’s request.

e. Suspension of Services. Netsmart may, upon advance written notice to Client, suspend Services without liability
to Client in the event of (i) a threat to the security of Netsmart’s systems, the Services, or (ii) Client’s undisputed
invoices are overdue and written notice has been provided by Netsmart, in addition to any other rights or
remedies, including termination of the Agreement.

4. PAYMENTS

a. Payments. Invoices are payable net sixty (60) days after invoice date. Additionally, Netsmart should only submit
invoices for Services/Deliverables agreed to in the payment document or applicable executed change order. The
invoices must be correct and complete, include the deliverable, contract number, date of delivery.

b. Taxes. The fees set forth in this Agreement do not include any taxes. Where applicable, taxes will be added to the
fees, and Client will pay amounts equal to any taxes (however designated, levied, or based) on such fees including,
but not limited to, state and local sales, privilege, property, use or excise taxes, but not including taxes based on
the net income of Netsmart. If Client is tax exempt, Client will provide Netsmart a certificate of exemption from
taxes.

5. WARRANTIES

a. Functionality Warranty. Netsmart warrants that the Software Services will substantially conform in all material
respects with the Documentation, provided Client is on the most current or next to most current version of the
Software Services and no modifications, additions or alterations of any kind have been made. In the event of a
breach of the foregoing warranty and provided Client is receiving Support Services, Netsmart will (i) correct any
reproducible Problems or Defects in the Software Services which prevent it from operating in substantial
conformance with the Documentation; or (ii) provide a commercially reasonable alternative that will substantially
conform with the Documentation in accordance with the Support Services provisions set forth in Schedule A. The
foregoing warranty will only apply if Client meets the Hardware Configuration. CLIENT’S EXCLUSIVE
REMEDY UNDER THIS SECTION AND NETSMART’S SOLE OBLIGATION IS TO MODIFY THE
SOFTWARE SERVICES TO ELIMINATE THE PROBLEM OR DEFECT. IN THE EVENT NETSMART
CANNOT MODIFY OR ELIMINATE THE PROBLEM OR DEFECT, CLIENT MAY TERMINATE THE
AGREEMENT PURSUANT TO THE TERMINATION SECTION AND SEEK ALL AVAILABLE
REMEDIES AT LAW AND IN EQUITY.

b. Services Warranty. Netsmart warrants that the Services will be performed in a professional manner in accordance
with the terms in this Agreement.
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¢. Disclaimer Of All Other Warranties. THE FOREGOING WARRANTIES ARE IN LIEU OF ALL OTHER
WARRANTIES AND CONDITIONS EXPRESS OR IMPLIED, WHETHER IN RELATION TO THE
SOFTWARE SERVICES, HARDWARE OR THE PROVISION OF ANY SERVICES INCLUDING, BUT NOT
LIMITED TO, THOSE CONCERNING MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE OR ARISING BY TRADE USAGE OR COURSE OF DEALING.

6. LIMITATION OF LIABILITY

a. LIMITATION ON DAMAGES. EXCEPT FOR A BREACH OF THE LICENSE RESTRICTIONS, IN NO
EVENT WILL EITHER PARTY BE LIABLE TO THE OTHER FOR ANY INDIRECT, SPECIAL,
INCIDENTAL, CONSEQUENTIAL, PUNITIVE, OR EXEMPLARY DAMAGES.

b. LIMITATION ON CUMULATIVE LIABILITY. EXCEPT FOR INDEMNIFICATION OBLIGATIONS FOR
PERSONAL BODILY INJURY, TANGIBLE PERSONAL PROPERTY, AND COSTS OF DEFENDING
INDEMNIFICATION OBLIGATIONS UNDER THIS AGREEMENT OR BREACHES OF
CONFIDENTIALITY OR BUSINESS ASSOCIATE AGREEMENT, SAFEGUARDING CUSTOMER DATA
AND PROTECTION OF SENSITIVE INFORMATION, LIABILITY ARISING FROM NETSMART’S GROSS
NEGLIGENCE, WILLFUL MISCONDUCT, OR VIOLATION OF LAW, OR OTHERWISE EXPRESSLY
PROVIDED IN THIS AGREEMENT, THE MAXIMUM AGGREGATE LIABILITY OF NETSMART TO
CLIENT FOR ANY ACTUAL OR ALLEGED DAMAGES ARISING OUT OF, BASED ON OR RELATING
TO THIS AGREEMENT, WHETHER BASED UPON BREACH OF CONTRACT, TORT (INCLUDING
NEGLIGENCE), WARRANTY OR ANY OTHER LEGAL THEORY, WILL NOT EXCEED AN AMOUNT
EQUAL TO ONE AND ONE-HALF TIMES THE FEES PAID BY CLIENT TO NETSMART DURING THE
PRIOR TWELVE (12) MONTH PERIOD PRECEDING THE EVENT GIVING RISE TO THE CAUSE OF
ACTION.

7. INDEMNIFICATION AND INSURANCE

a. Infringement Indemnification. Netsmart will defend, indemnify and hold harmless Client and its officer, directors,
employees and agents from and against third party claims, liabilities, obligations, judgements, causes of action
(the “Claim”), and associated costs and expenses (including reasonable attorneys’ fees) to the extent arising out
of an allegation that the use of the Software Services infringes a third party’s U.S. patent, trademark, copyright
or other third party intellectual property right. In the event such an infringement is found, Netsmart will at its
option and expense, and as Client’s sole and exclusive remedy, procure the right to continued use of the Software
Services, replace or modify the Software Services with a non-infringing program, or terminate the license of the
Software Services, and will refund to Client a pro rata refund of fees prepaid for Software Services not yet
provided. Netsmart’s indemnification obligations will not apply to the extent the Claim is based upon (i) the use
of the Software Services in violation with the terms of this Agreement; (ii) the use of the Software Services in
combination with other products or services not made or furnished by Netsmart, provided that the Software
Services alone are not the cause of such Claim; (iii) the modification, additions or alterations of the Software
Services or any portion thereof by anyone other than Netsmart, provided that the Software Services in unmodified
form are not the cause of such Claim,; or (iv) the use of Software Services not updated to the latest version offered
by Netsmart, where such version cures the infringement.

b. Intentionally omitted

c. Indemnification Process. Upon becoming aware of any matter which is subject to the provisions of the
Indemnification Section, the party seeking indemnification must (i) give prompt written notice of such Claim to
the other party; (ii) provide the indemnifying party with the authority, information and assistance to defend or
settle the Claim; and (iii) not materially prejudice the indemnifying party’s ability to defend or settle the Claim.
The indemnifying party has the right to control and defend the Claim at its own expense and with its own counsel
and to settle the Claim so long as such settlement does not require the indemnified party to pay any money or
admit any liability without the indemnified party’s prior written consent. The indemnified party will have the
right, at its option, to participate in the defense of the Claim with its own counsel at its own expense.

ATTACHMENT A - NETSMART MASTER AGREEMENT
Page 5 of 15



Docusign Envelope ID: 449D76FE-10D3-436C-9D27-775640EEDAAT

d.  Without in anyway affecting the indemnity herein provided and in addition thereto, Netsmart shall secure and
maintain throughout the Agreement term the types of insurance with limits as shown and under the requirements
set forth in Section E.11 of the contract, as attached hereto and incorporated herein.

8. TERM AND TERMINATION

a. Term. The Term of the Service(s) is set forth in the Contract.

b. Termination. Fither party may terminate this Agreement or a Purchase Agreement, if the other party is in material
breach by sending a written notice specifying each breach with reasonable detail, unless (i) the breaching party
has cured the breach within thirty (30) days of receipt of written notice, or (ii) with respect to a breach which may
not be reasonably cured within the 30-day period, the breaching party is diligently pursuing cure of, and cures the
breach as soon as practicable. In the event this Agreement is terminated due to a breach by Client, within thirty
(30) days of the date of termination of this Agreement, Client will erase from all computer storage any image or
copies of the Software Services, related documentation and will certify in writing to Netsmart that the original
and all copies of such property have been destroyed. In the event of termination, Client shall be responsible for
all fees related to software and Services rendered through the effective date ofsuch termination.

c. Survival. Notwithstanding any termination of this Agreement for any reason, the terms and conditions set forth
in the following Sections of this Agreement will survive and will be binding on the representatives, successors,
heirs and assignees of the parties: Limitation of Liability, Indemnification (with respect to claims arising prior to
termination), Confidentiality, and General Provisions.

9. CONFIDENTIALITY

a. Confidential Information. This Agreement is a public record under California state law. Any specific information
that is claimed by Netsmart to be Confidential Information must be clearly identified as such by Netsmart. To the
extent consistent with State law, Client will maintain the confidentiality of all such information marked
Confidential Information. If a request is made to view Netsmart’s Confidential Information, Client will notify
Netsmart of the request and of the date that any such records will be released to the requestor unless Netsmart
obtains a court order enjoining that disclosure. If Netsmart fails to obtain the court order enjoining disclosure,
Client will release the identified requested information on the date specified. Except as permitted in this
Agreement, neither party will, nor will they permit their employees, agents, attorneys or independent contractors
to, disclose, use, copy, distribute, sell, license, publish, reproduce, or otherwise make available Confidential
Information of the other party. Each party agrees to secure and protect the other party’s Confidential Information
using the same standard of care, but in no event less than reasonable care, that it uses to protect its own
Confidential Information. Each party agrees to require their respective employees, agents, attorneys, and
independent contractors who have a need to access Confidential Information to be bound by confidentiality
obligations sufficient to protect the Confidential Information. Either party may disclose the other party’s
Confidential Information to the extent required by applicable law or regulation, provided that, as permitted, it
notifies the other party in writing as soon as practicable prior to such disclosure. Notwithstanding the foregoing,
Netsmart shall not prohibit or restrict or engage, nor shall anything contained herein be construed to permit or
allow Netsmart to engage in a practice that prohibits or restricts Client from any Protected Communications that
are entitled to unqualified protection as defined and required under the ONC Final Rules (45 C.F.R. Parts 170 and
171). Client recognizes that Netsmart has a legitimate interest in the Protected Communications and that if
Netsmart is not made aware of the issues that may be detailed in a Protected Communication, Netsmart is not able
to resolve, correct or explain them. Netsmart encourages Client to report all such issues included in Protected
Communications through Netsmart’s standard support process. Netsmart reserves all rights to assert that any
prohibition or restriction imposed by Netsmart on Protected Communications is permitted because it is not entitled
to unqualified protection under 45 C.F.R. 170.403(a)(2)(i1).

b. HIPAA. The parties agree to comply with the Business Associate Agreement (“BAA”) attached as Attachment C
to the contract executed by the parties on July 1, 2024, and incorporated by reference.
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10. INTELLECTUAL PROPERTY

Netsmart retains all right, title and interest, including intellectual property rights and all other rights in the Licensed
Software, Software Services, Services and Work Product. Netsmart grants to Client a non-exclusive, non-transferable
license to use Work Product for Client’s own internal business purposes in conjunction with the Software Services
during the Term and for no other purpose.

11. FORCE MAJEURE

Except for obligations to pay for Services performed or products delivered, neither party will be responsible for delays
or failures in performance resulting from an event of Force Majeure. The delayed party will perform its obligations
within a reasonable time after the cause of the failure has been remedied, and the other party will accept the delayed
performance.

12. GENERAL PROVISIONS

a. QGoverning Law. This Agreement will be interpreted and enforced in accordance with the laws of the State of
California, without giving effect to the conflict of law rules thereof. Both parties agree this Agreement does not
constitute a consumer transaction. The parties agree that the venue of any action or claim brought by any party to
this Agreement will be the Superior Court of California, San Bernardino County, San Bernardino District. Each
party hereby waives any law or rule of the court, which would allow them to request or demand a change of
venue. If any action or claim concerning this Agreement is brought by any third party and filed in another venue,
the parties hereto agree to use their best efforts to obtain a change of venue to the Superior Court of California,
San Bernardino County, San Bernardino District. If any legal action is instituted to enforce any party’s rights
hereunder, each party shall bear its own costs and attorney fees, regardless of who is the prevailing party. This
paragraph shall not apply to those costs and attorney fees directly arising from a third-party legal action against a
party hereto and payable under Indemnification and Insurance.

b. Entire Agreement. This Agreement contains the entire understanding of the parties with respect to the matter
contained herein. There are no promises, covenants or undertakings contained in any other written or oral
communication. In the event of any conflict between or among the documents comprising this Agreement, the
latest dated agreement will prevail. This Agreement may not be modified except in writing and signed by
authorized representatives of the parties.

c. Notices. Any notices required or permitted to be sent hereunder will be in writing and will be sent, deposited with
the U.S. Postal Service (certified mail, return receipt requested). Notices to Client and Netsmart will be sent to
the addresses first set forth on the first page of this Agreement. Notices to Netsmart will be sent "Attention:
Corporate Counsel" and emailed to Contracts Notice@ntst.com. Notices will be effective upon the date when
delivery is either effected or refused.

d.  Waiver. A waiver or consent to any term, condition, right or remedy under this Agreement must be in writing to
be effective. Failure of either party to enforce any term or condition of this Agreement will not constitute a waiver
of such term or condition. No waiver or consent for any one matter will be a waiver or consent for any subsequent
or different matter.

e. Allocation of Risk. Each party represents and warrants that it is a sophisticated party. The prices paid, warranties,
warranty disclaimers, limitations of liability, remedy limitations and all other provisions of this Agreement were
negotiated to reflect and support an informed and voluntary allocation of risks between Client and Netsmart.
Client and Netsmart waive all protection of any federal or state trade practices statutes and expressly release any
and all claims Client or Netsmart could bring or file against the other party seeking to assert a claim for relief
under a federal or state trade, merchandising practices or consumer protection act statute.

f. Insolvency. In the event that either party will cease conducting business in the normal course, becomes insolvent,
makes a general assignment for the benefit of creditors, suffers or permits the appointment of a receiver for its
business or assets, or avails itself of, or becomes subject to, any proceeding under a Bankruptcy Act or any other
statute of any state relating to insolvency or the protection of rights of creditors, which is not discharged within
ninety (90) days, then (at the option of the other party) this Agreement will terminate and be of no further force

ATTACHMENT A - NETSMART MASTER AGREEMENT
Page 7 of 15



Docusign Envelope ID: 449D76FE-10D3-436C-9D27-775640EEDAAT7

and effect and any property or rights of such other party, whether tangible or intangible, will forthwith be retumed
to it.

g. Assignment. Client may not assign this Agreement or any of the licenses herein, without the prior written consent
of Netsmart, except to a public agency, commission, board, or the like, within the political boundaries of Client
and may delegate its duties in whole or in part without the consent of Netsmart. Netsmart may assign this
Agreement, in whole as part of a corporate reorganization, consolidation, merger, or sale of all of its assets,
provided that Netsmart provides Client with ten (10) days’ prior written notice of such assignment, or if legally
prohibited from providing prior notice, within 10 days after the effective date of the assignment, and Client has
the right to terminate this Agreement, if required by applicable law. Any permitted assignee will assume in
writing, all obligations of the assignor.

h. Exclusion. Netsmart acknowledges that to the best of its knowledge neither Netsmart nor its employees providing
services hereunder are listed on the Office of Inspector General (OIG) List of Excluded Individuals/Entities
(LEIE) as ineligible to participate in any federal health care program.

i.  Medicare Access to Records Clause. If this Agreement is deemed subject to 42 U.S.C. § 1395x(v)(1)(I) and 42
C.F.R. Part 420, Subpart D 420.300 et seq., then in accordance with such law, Netsmart shall, until the expiration
of four (4) years after the furnishing of any Medicare reimbursable services pursuant to this Agreement, upon
written request, allow the Comptroller General of the United States, the Secretary of Health and Human Services,
and their duly authorized representatives access to this Agreement and to Netsmart's books, documents and
records necessary to certify the nature and extent of costs of Medicare reimbursable services provided under this
Agreement.

j.  Publicity. Upon prior written approval, Client authorizes Netsmart to identify Client as a client, and to use Client’s
name and logo in any of Netsmart’s advertising copy, promotional material or press releases.

k. Intentionally omitted.

1. Practice of Medicine and Accuracy of Information. Client acknowledges and agrees that the Software Services
and Services are information management tools, many of which contemplate and require the involvement of
professional medical personnel. The duty to diagnose and treat a patient lies solely with Client and use of
information provided by Netsmart, in no way replaces or substitutes for the professional judgment or skill of
Client. Client is solely responsible for the accuracy, quality and legality of the content and Data it uploads and
any liabilities in connection therewith (including reasonable attorneys’ fees and disbursements).

m. Severability. If any provision of this Agreement is found to be invalid, illegal or unenforceable under any
applicable statute or law, it is to that extent deemed to be omitted, and the remaining provisions of this Agreement
will not be affected in any way.

n. Execution. This Agreement may be executed in two or more counterparts, each of which will be deemed an
original. The parties shall be entitled to sign and transmit an electronic signature of this Agreement (whether by
facsimile, PDF or other email transmission), which signature shall be binding on the party whose name is
contained therein. Each party providing an electronic signature agrees to promptly execute and deliver to the other
party an original signed Agreement upon request.

o. Headings. The headings of the paragraphs and sections of this Agreement are for convenience only and will not
control or affect the meaning or construction of any provision of this Agreement.

p. Executive Order N-6-22 Russia Sanctions. On March 4, 2022, California Governor Gavin Newsom issued
Executive Order N-6-22 (the EO) regarding Economic Sanctions against Russia and Russian entities and
individuals. “Economic Sanctions” refers to sanctions imposed by the U.S. government in response to Russia’s
actions in Ukraine (https://home.treasury.gov/policy-issues/financial-sanctions/sanctions-programs-and-country-
information/ukraine-russia-related-sanctions), as well as any sanctions imposed under state law
(https://www.dgs.ca.gov/OLS/Ukraine-Russia). The EO directs state agencies and their contractors (including by
agreement or receipt of a grant) to terminate contracts with, and to refrain from entering any new contracts with,
individuals or entities that are determined to be a target of Economic Sanctions. Accordingly, should it be
determined that Netsmart is a target of Economic Sanctions or is conducting prohibited transactions with

ATTACHMENT A - NETSMART MASTER AGREEMENT
Page 8 of 15



Docusign Envelope iD: 449D76FE-10D3-436C-9D27-775640EEDAA7

sanctioned individuals or entities, that shall be grounds for termination of this Agreement. Netsmart shall be
provided advance written notice of such termination, allowing Netsmart at least 30 calendar days to provide a
written response. Termination shall be at the sole discretion of Client.

q. California Consumer Privacy Act. Netsmart must comply with the provisions of the California Consumer Privacy
Act (CCPA). (Cal. Civil Code §§1798.100, et seq.). For purposes of this provision, “business,” “consumer,” and
“personal information” shall have the same meanings as set forth at Civil Code section 1798.140. Netsmart must
contact Client immediately upon receipt of any request by a consumer submitted pursuant to the CCPA that
requires any action on the part of Client, including but not limited to, providing a list of disclosures or deleting
personal information. Netsmart must not sell, market or otherwise disclose personal information of a consumer
provided by Client unless specifically authorized pursuant to terms of this Agreement. Netsmart must immediately
provide to Client any notice provided by a consumer to Netsmart pursuant fo Civil Code section 1798.150(b)
alleging a violation of the CCPA, that involves personal information received or maintained pursuant to this
Agreement. Netsmart must immediately notify Client if it receives a notice of violation from the California
Attorney General pursuant to Civil Code section 1798.155(b).

r. Campaign Contribution Disclosure. Netsmart has disclosed to Client using Attachment D - Campaign
Contribution Disclosure Senate Bill 1439, whether it has made any campaign contributions of more than $250 to
any member of the San Bernardino County (“County”) Board of Supervisors or other County elected officer
[Sheriff, Assessor-Recorder-Clerk, Auditor-Controller/Treasurer/Tax Collector and the District Attorney] within
the earlier of: (1) the date of the submission of Netsmart’s proposal to Client, or (2) 12 months before the date
this Agreement was approved by the County Board of Supervisors. Netsmart acknowledges that under
Government Code section 84308, Netsmart is prohibited from making campaign contributions of more than $250
to any member of the County Board of Supervisors or other County elected officer for 12 months after the
County’s consideration of the Agreement. In the event of a proposed amendment to this Agreement, Netsmart
will provide the County a written statement disclosing any campaign contribution(s) of more than $250 to any
member of the County Board of Supervisors or other County elected officer within the preceding 12 months of
the date of the proposed amendment. Campaign contributions include those made by any agent/person/entity on
behalf of Netsmart or by a parent, subsidiary or otherwise related business entity of Netsmart.

[SIGNATURE PAGE FOLLOWS]
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IN WITNESS WHEREOF, San Bemardino County and Netsmart Technologies, Inc. have each caused this
Agreement to be subscribed by its respective duly authorized officers, on its behalf.

SAN BERNARDINO COUNTY

] %m K pwe

NETSMART TECHNOLOGIES, INC.

DocuSigned by:

By g ﬁ“"f’(" MeSownn

Dawn M. Rowe , Chair, Board of Supervisors (Authorized Sinanye Y sign in blue ink)
JAN 14 107
Dated: Name Joseph McGovern
SIGNED AND CERTIFIED THAT A COPY OF THIS (Print or type name of person signing contract)

DOCUMENT HAS BEEN DELIVERED TO THE

Title Executive Vice-President

(Print or Type)

1/7/2025
Dated:
11100 Nall Avenue
Overland Park, KS 66211
Address
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Schedule A: Application Support Services

The following is a description of the Support Services to be performed by Netsmart during the time period in which
Client 1s purchasing Support Services.

1. Netsmart will support and maintain the most current version of the Licensed Software in substantial conformance
with applicable Federal laws. Client acknowledges and agrees that, in the event Client has chosen to utilize a less
than current version of the Licensed Software or has missed any mandatory upgrades, Client will bring the
Licensed Software up to  Netsmart's  then-current  version in  order for  Client
to maintain compliance with applicable Federal law.

2. Priority! issues must be called in directly to the Netsmart Support department. For all other concerns Client can
call or use Netsmart's designated online support system to log issues specifying a Problem or Defect in the
Licensed Software.

3. If self-hosted, Client will provide and maintain, at its expense, hardware and/or software to allow Netsmart to
access Client’s system remotely.

4. Netsmart will also provide Client with:

a. updates that are distributed without charge to other similar clients which reflect modifications and
incremental improvements made to the Licensed Software by Netsmart; ~

b. an opportunity to obtain enhancements to the Licensed Software for which fees are imposed on the same
terms as such enhancements are generally made available to other clients

5. Netsmart will provide a toll-free problem-reporting and support telephone line available 8:00 am. to 5:00 p.m.,
Central time Monday through Friday, exclusive of Federal holidays.

6. Client agrees to grant Netsmart access to the Licensed Software on Client’s system(s) for the sole purpose of
performing Netsmart’s obligations under this Agreement. Netsmart will ensure all connectivity to Client’s system
is through a single point of connectivity utility which audits Netsmart’s activity on Client’s system(s) when
Netsmart is connected to Client’s system(s). These audit logs are retained for 90 days.

7. [Ifreasonable analysis by Netsmart indicates that a reported Problem or Defect is caused by a problem related to
hardware used by Client, the hardware’s system software, or applicable software other than Licensed Software,
or Client 's misuse or modification of the Licensed Software, Netsmart's responsibility will be limited to the
correction of the portion, if any, of the problem caused by a Problem or Defect in the Licensed Software.

8. The Guardiant™ software diagnostic tool is included at no charge provided COUNTY is current on maintenance.
The Guardiant software monitors the health of COUNTY’s instance of the Licensed Programs, and provides
COUNTY information technology personnel with the ability to review technical configuration and metric data
including: configuration changes, support case activities, system usage, application events, licensing, user
activity, and installed updates in a dashboard view.

9. If analysis by Netsmart indicates that a reported problem is caused by a reproducible Problem or Defect, Netsmart
will use commercially reasonable efforts to provide Support Services in accordance with the following
prioritization of reported problems:
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Priority Definition

Priority 1: will be assigned when the Licensed Software or a material functional component thereof is non-
operational as a result of a defect, in the production environment only, such as the production system cannot
be accessed or utilized in any capacity, a direct patient safety issue is present, or a HIPAA compliance
violation as a result of a server incident or Netsmart application defect. Best efforts will be made to correct
Priority 1 problems, or to provide a plan for such correction, within one (1) business day. Notwithstanding
the above, Netsmart will work continuously toward resolution.

1-
Critical

Client’s Commitment:
¢ This case Priority must be called in directly to the Netsmart Support department.
¢ Client provides specific, detailed information required for troubleshooting/investigation.
¢ Client provides appropriate staff and resources to sustain continuous communication and work
effort as required.
o Without appropriate client resources, the case will be downgraded to Priority 2 after three business
days.

Priority 2: will be assigned to defects in the live production environment that have a significant negative
impact on daily operations but do not cause a “System Down”. A workaround may be available and/or the
capacity to maintain daily business functionality. Commercially reasonable efforts will be made to correct
Priority 2 problems, or to provide a plan for such correction, within five (5) business days. For the absence
of doubt, a production System issue with the Software that impacts the County’s ability to submit timely
claims to DHCS by a claiming deadline, the parties will work in good faith the resolve the issue under the
Priority 1 status protocols.
2 - High
Client’s Commitment:
o Client provides specific, detailed information required for troubleshooting/investigation.
¢ Client provides appropriate staff and resources to sustain continuous communication and work
effort as required.
o Without appropriate client resources, the case will be downgraded to Priority 3 after six business
days.

Priority 3: will be assigned for system defects that result in functions that have no major impact on daily
operations. An issue that allows the continuation of function, including issues in which a reasonable
workaround is available. Commercially reasonable efforts will be made to correct Priority 3 problems, or to
provide a plan for such correction, within ten (10) business day.

3- Client’s Commitment.
Medium e Client provides specific, detailed information required for troubleshooting/investigation.
¢ Client provides appropriate staff and resources to sustain continuous communication and work
effort as required.
o Without appropriate client resources, the case will be downgraded to Priority 4 after eleven (11)
business days.

Priority 4: will be assigned to cosmetic defects that do not affect system usability or non-defect related
requests including, but not limited to, system set up/configuration, training, functionality questions,
documentation, portal access, and upgrade requests. Commercially reasonable efforts will be made to
address Priority 4 issues, or to provide a plan for such correction, within fifteen (15) business day.
4 -Low Client’s Commitment.:

¢ Client provides specific, detailed information required for troubleshooting/investigation.

o Client provides appropriate staff and resources to sustain continuous communication and work

effort as required.
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Schedule A-1: Service Level Agreement for Software Services

1. Definitions.

i. Major System Change means a material change to the system, including a backend upgrade, operating system
upgrade, new release upgrade, SAN upgrade, database upgrade.

ii. Service Package means software designed to fix identified Problems or Defects in the Software Services,
including documentation and release notes made available with such patch or service pack.

iii. System Stabilization Period is the period during the seventy-two (72) hour window following the First
Productive Use and following a Major System Change.

2. Coverage.

This Section sets forth the System Availability commitments for Software Services. If monthly System Availability (as
defined below) falls below 99.9%, Netsmart will provide a credit against the Client’s next monthly recurring Software
Services fees to account for the downtime. The appropriate credit percentage (%) will be determined based on the
following table.

For the absence of doubt, Software Services include 24x7x365 Support Services for Priority 1 issues.

System Uptime % Credit %
>=99.0% and <99.9% 5%
98.0 t0 98.9% 10%
96.0 to 97.9% 15%
< 95.9 or below 25%

3. System Availability Calculation

a. Netsmart will calculate System Availability as set forth below for each month during the Term.

b. System Availability will be calculated as follows (and will be rounded to up to the next one tenth of a percentage
point):

System Availability = [ (Base Time - Unscheduled Downtime) / (Base Time) | x 100
Base Time equals the product of the number of days in the applicable month times 24 hours times 60 minutes.

Unscheduled Downtime equals the time (in minutes) during which the production system is not operational
(excluding “Scheduled Downtime”) from the Netsmart-provided hosting facility intemet connection based on the
measuring methodology documented below.

Scheduled Downtime equals the aggregate total of all minutes of planned and scheduled maintenance performed
during the month to perform any necessary hardware, operating system, network, database, application software
maintenance, repair, upgrades, and updates. Netsmart will work with Client to determine and use commercially
reasonable efforts to schedule downtime after regular business hours, during times that minimize the disruption
to operations. The amount of scheduled downtime may vary from month to month depending on the level of
change to the system such as the project implementation phase, adding new products, upgrading products, etc

ATTACHMENT A - NETSMART MASTER AGREEMENT
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Client is permitted to audit Unscheduled Downtime based on the methodology established below. Netsmart
agrees to cooperate with Client in connection with any audit of Unscheduled Downtime. This audit must take
place within 30 days of the month end.

Netsmart recommends that Client implement, on a timely basis, the Service Packages that will be provided to
Client by Netsmart on a periodic basis. Netsmart will advise Client on Service Packages that may enhance
performance and availability and will advise Client of the advantages of implementing the Service Packages as
well as the implication of electing not to implement the Service Packages. Netsmart will perform the technical
requirements needed for Client to use the Service Packages that Client elects to implement, at no additional
charge and as part of the recurring SaaS/Hosting fees. Client and Netsmart will work together to establish a
mutually agreeable implementation schedule for the Service Packages. Upon notice to Client that the system’s
performance and availability will be adversely affected if Client elects not to implement a Service Package, Client
will waive any credits set forth above, until such time as Client performs its obligations as necessary to implement
the required Service Packages.

Client must allow Netsmart to implement the latest Netsmart supported layered software version (i.e. OS, DBMS,
etc.) and patches within six (6) months of the general support announcement from Netsmart. Netsmart will advise
Client regarding the layered software enhancements as well as the implications of electing not to implement the
layered software enhancements. Netsmart will perform the technical requirements needed for Client to use the
layered software enhancements that Client elects to implement as part of the fees. Client and Netsmart will work
together to establish an implementation schedule for the layered software enhancements. If Netsmart provides
notice to Client that the system’s performance and availability will be adversely affected if Client elects not to
implement the layered software enhancements, Client waives its right to any credits set forth above until Client
implements the required layered software enhancements.

If Client is operating beyond the Scope of Use limits, Client waives its right to any credits set forth above until
Client is in compliance with Scope of Use.

During a System Stabilization Period, changes to the System may be required to achieve optimal performance
and Unscheduled Downtime or Scheduled Downtime minutes do not apply.

4. Exceptions

Client shall not receive any credits under this Schedule in connection with any failure or deficiency of System Availability
caused or associated with:

an event of Force Majeure;

Failure of access circuits to the Netsmart network, unless such failure is caused solely by Netsmart;

Scheduled maintenance, scheduled backups, scheduled restores and emergency maintenance and upgrades;
Issues with FTP, POP, or SMTP Client access;

Client's acts or omissions (or acts or omissions of others engaged or authorized by Client), including, without
limitation, custom scripting or coding (e.g., CGI, Perl, Java, HTML, ASP, etc), any negligence, willful misconduct,
or misuse of the Software Services;

E-mail or webmail delivery and transmission;

Outages elsewhere on the Internet that hinder access to your account. Netsmart is not responsible for browser or
DNS caching that may make your site appear inaccessible when others can still access it. Netsmart will guarantee
only those areas considered under the control of Netsmart: Netsmart server links to the Internet, Netsmart’s routers,

and Netsmart’s servers; and

Use of a VPN or similar connection which is not exclusively within Netsmart’s control at both ends of such
connection, and where the problem occurs in the part of the VPN which is not under Netsmart’s control.

ATTACHMENT A - NETSMART MASTER AGREEMENT
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5. Scheduled Maintenance. Netsmart reserves the right to establish a monthly maintenance window for the purpose
of upgrading, patching, modifying, and repairing portions or the entire cloud computing environment. The monthly
window is generally scheduled on the 3™ Sunday of the month, from 2:00AM — 5:30AM EST.

6. Credit Request and Pavment Procedures.

In order to receive a credit, Client must submit a request for credit to Netsmart Accounting at AR@ntst.com, within
thirty (30) days after the incident supporting the request. Each request must include Client's account number (per
Netsmart’s invoice) and the dates and times of the unavailability of the services. If the unavailability is confirmed
by Netsmart as an incident eligible for credit, credits will be applied within two billing cycles after Netsmart’s
receipt of Client's request. Credits are not refundable and can be used only towards future billing fees.

Notwithstanding anything to the contrary herein, the total amount credited to Client in a particular month under this
Schedule cannot exceed the total SaaS fees paid by Client for the month in which Services were impacted. Credits
are exclusive of any applicable taxes charged to Client or collected by Netsmart and are Client's sole and exclusive
remedy with respect to any failure or deficiency in level of services described in this Schedule if Client applied for
and received a credit. Nothing in this Schedule precludes Client from pursuing an alternate contract remedy for any
future incident that may occur.

ATTACHMENT A - NETSMART MASTER AGREEMENT
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Annual Subscription/Maintenance Costs FY 24/25 thru FY 28/29

Labs Quest

Product or Service Annual Annual Annual Annual Annual
Fees Fees Fees Fees Fees
FY24/25 FY25/26 FY26/27 FY27/28 FY28/29

AMA CPT Code Subscription (1697 Named $ $ $ $ $

Users) 41,254.28 43,316.99 45,482.84 47,756.99 50,144.83

KPI VPN $726.06 $762.37 $800.49 $ 840.51 $ 882.54

Crystal Reports Developer's Version $1,210.81 $1,271.35 | $1,334.92 | $1,401.66 | $1,471.74

Maintenance

Two Party Escrow Agreement $243538 | $2,557.15 | $2,685.01 $2819.26 | $2,960.22

Plexus Cloud Hosting - Avatar Data $ $ $ $ $

Warehouse - High Availability 61,400.43 64,470.45 67,693.97 71,078.67 74,632.61

Avatar Incident Tracking Maintenance $ 2,559.21 $2,687.17 | $2,821.53 | $2,962.60 | $3,110.73

OrderConnect Base Fee $3,643.80 | $3,82599 | $4,017.29 | $4,218.16 | $4,429.07

Avatar CalPM Maintenance $4,623.09 | $4,854.24 | $5,096.95 | $5,351.80 | $5619.39

Plexus Cloud Hosting - Avatar Identity and $ $ $ $ $

Access Management (NIAM) Centralized 47, 147.75 49,505.14 51,980.40 54,579.42 57,308.39

Model

Avatar Electronic Signature Maintenance $4,623.09 | $4,854.24 | $5,096.95 | $5,351.80 | $5,619.39

Avatar State Forms Reporting Module $4,623.09 | $4,85424 | $5,096.95 | $5,351.80 | $5,619.39

Maintenance

Avatar General Ledger Interface (GLI) $4,62428 | $4,855.50 | $5,09827 | $5,353.19 | $5,620.85

Maintenance

Avatar Web Services Suite Maintenance $4,62468 | $4,855.92 | $5,098.71 $5,3563.65 | $5,621.33

Plexus Cloud Hosting - Perceptive --Disaster $ $ $ $ $

Recovery - Concurrent User (467 Concurrent | 92,639.11 97,271.06 102,134.61 | 107,241.35 | 112,603.41

Users)

Plexus Cloud Hosting - Avatar - Disaster $ $ $ $ $

Recovery - Concurrent User (467 Concurrent | 778,479.66 | 817,403.64 | 858,273.83 | 901,187.52 | 946,246.89

Users)

Plexus Cloud Technical Account Management | $ $ $ $ $

- Avatar 289,406.25 | 303,876.56 | 319,070.39 | 335,023.91 | 351,775.11

Avatar Identity Manager Maintenance $5,07834 | $5,332.25 | $5598.86 | $5,878.81 | $6,172.75

CareConnect HIE Connector (CCD $5,840.52 | $6,132.55 | $6,439.17 | $6,761.13 | $7,099.19

Transactions) 1,000+ Users

Avatar RADplus Named User Maintenance $ $ $ $ $

(1697 Named Users) 72,346.93 75,964.28 79,762.49 83,750.62 87,938.15

CareConnect Immunization Connector 1,000+ | $5,840.52 | $6,132.55 | $6,439.17 | $6,761.13 | $7,099.19

Users

Plexus Cloud Hosting - Avatar Scriptlink $9,724,05 | $ $ $ $
10,210.25 10,720.77 11,256.80 11,819.64

CareConnect Lab Orders (Outbound) 1,000+ $5,840.52 | $6,132.55 | $6,439.17 | $6,761.13 | $7,099.19

Users LabCorp

CareConnect Lab Results (Inbound) 1,000+ $584052 | $6,132.55 | $6,439.17 | $6,761.13 | $7,099.19

Users LabCorp

CareConnect Lab Orders (Outbound) - Add'l $5141.76 | $5,398.85 | $5,668.79 | $5952.23 | $6,249.84

ATTACHMENT A-1 - BUDGET SCHEDULE
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CareConnect Lab Results (Inbound) - Add'l $5,141.76 $5,398.85 | $5,668.79 $ 5,952.23 $ 6,249.84
Labs Quest
CareConnect Syndromic Surveillance $ 5,840.52 $6,132.55 $6,439.17 $6,761.13 $7,099.19
Connector 1,000+ Users
Avatar CWS Maintenance $ 8,393.11 $8,812.77 | $9,253.41 $9,716.08 | $
10,201.88
Avatar MSO Maintenance $9,246.18 | $9,70849 | § $ $
10,193.92 10,703.61 11,238.80
Document Capture Maintenance - Powered by | $9,727.76 | § $ $ $
Perceptive 10,214.14 10,724.85 11,261.09 11,824.15
OrderConnect - Non-Prescribing User $ $ $ $ $
Subscription 12,907.32 13,552.69 14,230.33 14,941.84 15,688.93
OrderConnect - EPCS Subscription $ $ $ $ $
14,059.50 14,762.48 15,500.60 16,275.63 17,089.41
Avatar Data Warehouse Middleware $ $ $ $ $
Maintenance 16,178.57 16,987.50 17,836.87 18,728.71 19,665.15
Avatar HL7 Interface Maintenance $ $ $ $ $
17,340.04 18,207.04 19,117.39 20,073.26 21,076.92
Diagnosis Content on Demand Subscription $ $ $ $ $
21,533.15 22,609.81 23,740.30 24,927.31 26,173.68
Diagnosis Content on Demand Add-On $ 2,893.93 $3,038.62 | $3,190.55 $ 3,350.08 $3,517.59
KPI Dashboard - Large Clinic $ $ $ $ $
22,589.56 23,719.04 24,904.99 26,150.24 27,457.76
CarePathways Measures Reporting $ $ $ $ $
23,727.08 24,913.44 26,159.11 27,467.06 28,840.42
Avatar ProviderConnect 750 Annual $ $ $ $ $
Subscription 60,843.18 63,885.34 67,079.61 70,433.59 73,955.27
Plexus Cloud Hosting - Additional $ $ $ $ $
Environment 18,058.95 18,961.90 19,909.99 20,905.49 21,950.77
myHealthPointe 2.0 Essentials - Human $ $ $ $ $
Services 76,652.50 80,485.12 84,509.38 88,734.85 93,171.59
OrderConnect - EPCS Subscription - Users 76 | $2,478.44 $ 2,602.36 $2,732.48 $2,869.11 $ 3,012.56
-100
CarePOV Clinician $ $ $ $ $
77,147.84 81,005.23 85,055.49 89,308.26 93,773.68
OrderConnect - FULL SUITE - Prescriber $ $ $ $ $
Subscription - Users 76 - 100 14,059.50 14,762.48 15,500.60 16,275.63 17,089.41
OrderConnect - FULL SUITE - Prescriber $ $ $ $ $
Subscription 78,774.86 82,713.61 86,849.29 91,191.75 95,751.34
OrderConnect - Non-Prescribing User $ 2,460.41 $2,583.43 $2,712.60 $2,848.24 | $2,990.65
Subscription - Users 65 - 100
CareConnect Inbox Named User (1326 $ $ $ $ $
Named Users) 82,233.19 86,344.85 90,662.09 95,195.19 99,954 .95
Avatar Cache Enterprise Maintenance, Multi- $ $ $ $ $
Server, Platform Specific 168,550.20 | 176,977.71 | 185,826.60 | 195,117.93 | 204,873.82
Platform Hosting as a Service - PaaS $ $ $ $ $
324,366.53 | 340,584.85 | 357,614.09 | 375,494.80 | 394,269.54
Avatar RADplus Named User Maintenance $ $ $ $ $
(1697 Named Users) 245,060.48 | 257,313.50 | 270,179.18 | 283,688.13 | 297,872.54
Red Hat Jboss Subscription $ $ $ $ $
27,231.75 28,593.34 30,023.00 31,524.15 33,100.36
CareConnect Inbox Named User (371 Named | $ $ $ $ $
Users) 24,541.65 25,768.73 27,057.17 28,410.03 29,830.53

ATTACHMENT A-1 - BUDGET SCHEDULE
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Diagnosis Content on Demand Add-On $132.60 $ 139.23 $146.20 $ 153.51 $161.18
OrderConnect - FULL SUITE - Prescriber $ $ $ $ $
Subscription - Users 66-75 13,902.03 | 14,597.14 | 1532699 |16,093.34 | 16,898.01
OrderConnect - EPCS Subscription - Users $2451.30 | $2,5673.87 | $2,702.56 | $2,837.69 | $2,979.57
66-75
CareConnect FHIR Interface SaaS $9,009.00 | $9,45945 | $9,93242 | $ 3
10,429.04 10,950.50
Total Subscription/Maintenance Costs $ $ $ $ $
2,857,207.0 | 3,000,067.3 | 3,150,070.7 | 3,307,574.2 | 3,472,952.9
2 7 4 8 9

ATTACHMENT A-1 - BUDGET SCHEDULE
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Quarterly Subscription/Maintenance Costs FY24/25 thru FY 28/29

Pagg::nt Task Name Payment

07/01/24 Maintenance - FY2425Q1 (7/1/24 - 9/30/24) $714,301.75
10/01/24 Maintenance - FY2425Q2 (10/1/24 - 12/31/24) $714,301.75
01/01/25 Maintenance - FY2425Q3 (1/1/25 - 3/31/25) $714,301.75
04/01/25 Maintenance - FY2425Q4 (4/1/25 - 6/30/25) $714,301.75
07/01/25 Maintenance - FY2526Q1 (7/1/25 - 9/30/25) $ 750,016.84
10/01/25 Maintenance - FY2526Q2 (10/1/25 - 12/31/25) $ 750,016.84
01/01/26 Maintenance - FY2526Q3 (1/1/26 - 3/31/26) $ 750,016.84
04/01/26 Maintenance - FY2526Q4 (4/1/26 - 6/30/26) $ 750,016.84
07/01/26 Maintenance - FY2627Q1 (7/1/26 - 9/30/26) $787,517.68
10/01/26 Maintenance - FY2627Q2 (10/1/26 - 12/31/26) $ 787,517.68
01/01/727 Maintenance - FY2627Q3 (1/1/27 - 3/31/27) $ 787,517.68
04/01/27 Maintenance - FY2627Q4 (4/1/27- 6/30/27) $787,517.68
07/01/27 Maintenance - FY2728Q1 (7/1/27 - 9/30/27) $ 826,893.56
10/01/27 Maintenance - FY2728Q2 (10/1/27 - 12/31/27) $ 826,893.56
01/01/28 Maintenance - FY2728Q3 (1/1/28 - 3/31/28) $ 826,893.56
04/01/28 Maintenance - FY2728Q4 (4/1/28 - 6/30/28) $ 826,893.56
07/01/28 Maintenance - FY2829Q1 (7/1/28 - 9/30/28) $ 868,238.24
10/01/28 Maintenance - FY2829Q2 (10/1/28 - 12/31/28) $ 868,238.24
01/01/29 Maintenance - FY2829Q3 (1/1/29 - 3/31/29) $ 868,238.24
04/01/29 Maintenance - FY2829Q4 (4/1/29 - 6/30/29) $ 868,238.24

Total Subscription/Maintenance Costs FY24/25 thru FY28/29 $ 15,787,872.29

T R
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Hosting and Subscription Recurring Fees Related to Staffing Changes

Item
Description

Unit Cost

Total Cost

One-Time
Fee

Recurring
Annual
Fee

Payment
Terms

One-time

Uplift to Avatar NX

$206,000.00

$206,000.00

$ 206,000.00

Recurring

Bells Al

$257,000.00

$257,000.00

$ 257,000.00

Recurring

CareManager
{(Enhanced Care
Management)

$700,000.00

$700,000.00

$ 700,000.00

Recurring

Diagnosis Content
on Demand Add-
on (Sub)

$66.95

$8,234.85

$ 8,234.85

Recurring

Plexus Cloud
Hosting - Avatar -
Disaster Recovery
- Concurrent User

$ 1,584.00

$163,152.00

$ 163,152.00

Recurring

Plexus Cloud
Hosting - Avatar
Identity and
Access
Management
(NIAM) Named
Users

$ 26.40

$ 1,980.00

$ 1,980.00

Recurring

Plexus Cloud
Hosting -
Perceptive -
Disaster Recovery
(Concurrent User)
- Concurrent Users

$171.36

$ 17,650.08

$ 17,650.08

Recurring

Platform Hosting
as a Service -
Paa8 (Citrix) -
Concurrent user
access to Avatar

$ 599.99

$17,999.70

$17,999.70

One-time

Plexus Cloud Data
Copy

$600.00

$ 24,000.00

$ 24,000.00

One-time

Plexus Cloud Data
Scramble

$ 1,600.00

$ 32,000.00

$ 32,000.00

One-time

Avatar RADplus
Named User
License

$ 880.00

$ 66,000.00

$ 66,000.00

Recurring

Avatar RADplus
Named user
Maintenance

$ 184.80

$ 13,860.00

$ 13,860.00

Recurring

Annual AMA CPT
Code Subcription
{per Named User)

$22.20

$ 1,665.00

$ 1,665.00

Recurring

CareConnect
Inbox Named User
- Add-on
Subscription

$ 66.00

$ 4,950.00

$ 4,950.00

One-time

Professional
Services
{Netsmart)

$ 200.00

$ 20,000.00

$ 20,000.00

Payable
upon
approval of
quote and
final pricing
provided by
Netsmart

ATTACHMENT A-1 - BUDGET SCHEDULE

Page 6ol 7




Docusign Envelope ID: 449D76FE-10D3-436C-9D27-775640EEDAAT7

Recurring

OrderConnect
Prescriber
Subcription

$1,372.80

$52,166.40

$ 52,166.40

Recurring

OrderConnect
Non-prescriber
Subscription

$171.60

$1,716.00

$1,716.00

One-time

OrderConnect
ePCS Hard/Soft
Token

$ 75.00

$ 8,250.00

$ 8,250.00

Recurring

OrderConnect
ePCS Subscription

$241.92

$26,611.20

$26,611.20

One-time

ePCS Hard/Soft
Token Transfer

$60.00

$ 60.00

$ 60.00

One-time

ePCS Token
Shipping and
Handing

$ 20.00

$ 200.00

$ 200.00

Total One-Time
Fee

$ 356,510.00

Total Annual
Recurring Fees

$
1,266,985.23

TS
B e ]
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TABLE OF CONTENTS
Additional Terms

Name Drafter Date
American Medical Associate (AMA) pass through Terms Netsmart Date of contract Execution
Change Healthcare Solutions (CHC) third party pass through terms Netsmart Date of contract Execution
Hyland (formerly known as Perspective) Pass-Through Terms Netsmart Date of contract Execution
for Inclusion in Client Contracts
INTERSYSTEMS PASS THROUGH PROVISIONS AND Netsmart Date of contract Execution
TERMS OF SALE
MedAllies, Inc. third party pass through terms Netsmart Date of contract Execution
Wiley third party pass through terms Netsmart Date of contract Execution
The Laboratory Data Management Terms of Use Agreement Netsmart January 26, 2023
intelligent Medical Objects, Inc. third part pass through Terms Netsmart June 28, 2022
Intelichart third party pass through terms Netsmart April 4, 2017
Intersystems Corp third party pass thru terms Netsmart April 4, 2017
OrderConnectthird party pass through terms Netsmart April 4, 2017

[END OF DOCUMENTS INCLUDED BY REFERENCE]
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Vv Netsmart

American Medical Associate (AMA) pass throuah terms:

(8}

(b}

{c)

(clp

(e}

it

(ar

B

ATTACHMENT A-2
Third-Party Pass-Through Agreements

Licenzed Cantent is copyrighted by the Amencan Medical Association and CPT Is 3 registered trademark
ofthe A4,

Nelsman {*Licensee’), a5 a parly to a license agreement with the AMA, is autharized to sublicense Chenl
(“End User™) a limiled, non-exclusive, nan-Iransferable. non-sublicensable lizense far End User lo use
Licensed Canten! in Licensee's Licensed Froduci{s). for the sole purpose of internal use by End User
within the Territary. The sublicense granted hereunder shall avlomatically terminate vpon termination of
the Agreemeant between Licensea and AMA, unless prior written consent of AMA s chiined by Licensee
or & direct license between End User and AMA is entered (without any right 10 3 refund). Metwithstanding
the foregoing, End Users sublicense tor wWhich a Distribution Royalty has already been paid for the than-
eurrant annual release or prier relezses of such Licensed Cantent by the Licenses shall not terminate.

A separale reduced Distribution Royalty is due for each presious annual release of Licensed Content that is
distributed tagether with the than-currant annual releass of Licensad Content in 2 Licensad produsl, fo an
End User nat previausly licensed to usa such previous annual releasas{s), when such presvious refeasels)
are disfribided as discrete annual releases of the Licensad Content and the Licensed Product is marketed
as including multiple annual releases of Licensed Content.

End Wsers have an obligation to report any increases in usage during @ subsequent reporting period o
Licensee. Such increased usage reported by the End Wsar shall require Licensee to eporl and pay
additional Distribulion Royalties al the next scheduled due date for such increases.

The provision of updated Licensad Content in the Licensed Praductis) is dependent onh a continuing
contractual redationship hetween Licenses and the AMA .

End User is pronibited from making Licensed Conteni publicly available, creating derrative vorks
(including transkating), transferring, selling, leasing. licensing, or oherwise making available 1o any
unauthcrized party the Licensed Productis), or a copy of portion of Licensed Centent to apy upaulhorized
party, induding a subsidiary, affiiata, or other legal entity, howaver designated. for any purpose
whatsoever axcept as expressly permitted in this Agreament.

End Ussr expressly acknowiedges and agrees ta the extent permitied by applicable [aw, use of the
Licensed Cantent is ar End User's sole risk. The Licansed Content does not violate any copyright
or trademnark rights of any third party and will not knowingly violate any law. Except for the
foregoing warranty the Licensed Conlent js provided "as is" without warranty of any kind, either
expressed or irnplied, including, without lirnitation, the implied warranties of merchantability and
fitness for a particular purpose. The AMA does not directly or indirectly practice rmedicine or
dispense medical services. Fee schedules, relative value units, conversion factors and/or related
components are not assigned by the AMA, are not part of CPT, and the AMA Is not recermnmeanding
their use, The Licensed Content does nai replace the AMA's Current Procedural Terminofogy boak
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or other appropriate coding authotity, The coding Information contained in the Licensed Content
shautd be usod anly as o guide.

ib} Eng LUser is redueret 1o keep reoet ts wod submid repots mahiding information recessaty for the caloulation
of royaliies pavabie 1o the AMA by tne Loenses, of e garme lype o¢ requited of Licenses oruser g
fgrepmerd Al records and repors rouirsd dncer this Secpon shall e sujsct o audit by A4A

(1 Tra foliceary U8 Soearmmend? Eret Users nivles shall be wabided

U.S, Government End Users CPT & commearcial tecnningt data, whech was deveiopsd exciisively at
BxpEnse by the Amencan Megopl Assocation (AMA) 330 Morh Watesh Avenue, Ghicage,
G051Y This agreament does ot granb ihe Fiderl Government & dirett iverss 10 dse OFT hesed
52 20744 (Date Faghls - Generalh ard DF ARS 282 2277015 {Techmoal Data - Comereos)

1) Bt User must ensuee that anyoens with sulbonzed access 16 the Licensed Progustis) wil Somply wWith th
Howsinng of e Eng Use! Agraetmant

ik} kA enail be namsd ae 8 hird-party beneliziary of the End User Agreement

M Fewt ser mypressly consents Lo ihe feigase of s name to the AMS
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The conteuts of iz ExLibit | are the Carequality Comection Temes Lhat must be legally bindinz on every
Carcgielity Comuection. as ar term s delined below. Sposscring Tmplementes, as defined helow, st eosose tiy
these terms wre included, direcily or by veterence, in alegally erdforeeable agreenent or sy other legally
enforceable mechardsm selicted Iy Sponsoring Eaplementes (the “Enforcing Agreement”). T hiese lerms must Le
pressnted, diveetly o by reference, wthe Enforcing Agreemment as they appear s ns ExBibi 1, withone alleraion of
niestifieanion,

1. Definltions: As used herein, the following lermns have U Tollowing mearings:

i1 Adverse Secunly Event: The anautborized acquisition, access, disclosioe, or use of tndividually idertifiabile
health mbosmmation (as defined io the HIPAA Regulations) while sach snfommation is beng transmilied between
hoplementers or Curequality Cotnections pe specified by o Carequadity Implemenraon Guids md pursiane o o
valid CCA or Carequalicy Connection Temis, as applicable. but shall ot inelude (1) any unantlionized acquisiiion,
avceess, disclosme os use of escrypled dut i) any minlentional acquisitton access, disclosure, on ise ol healrth
indermation if (1y such acquisition. access. disclosure, or uge was niade in good fithand within 1he conrse snd seope
of the ciplovimend, or et an employee, as s member of (e workforee ol an End User, sl Q10 such Tieatth
infornativn is nat Oother acgnived, accessed, dischmsed o nsed by the Ead Uses; or i) any acquisiion, access,
disclosure o1 wse ol information that was not directly velated to nse of the Caregqimlity Elements.

1.3, Applicable Laws (i} If Organization is nol a Federl agency, all applicoble stahiles and regidations of the
Statelsyor jurisdictions) in which Organization vperates. as well as all applicalde Fedenl statutes, and wenbnions:
of (il Crgamzation is a Federsd agency, all applicalle Federl statites, regnlations, standards and policy
requirements of the Crgantzation agency.

i.3. Business Assocale: An organization at is defined as a “business associale” in 45 CFR § 160 103 ol the
TIPAA Regulations.

|4, Business Daytzy Monday through Friday exeluding federal o state halidays.,

L5, Carcqualily Commection: An organization that is properly bsted i the Canequality Direclory in accondance with
the requirements of Section 15 ot'the CCA

1.6, Careamalily irectory: A set ol imformation Uit tncludes endnes for all organizalions whe lave beenaecepies)
as Carequality Implemensers, along with ihose erganizaions” Carequality Connecitens, which serves as the
detinitive reference for identifying those organizations who are valid paticipants in exchange activities Urough rie
Carequality Elements, and for oblaining the information needed to establish technicul connectivity with such
argsizalions,

L7, Caequality Elements: Those elements thal Tave been adopted by Caregnality to snppon widespread
interoperatilily among mplementers meluding. b nat limited o, the Carequality Conmected Agreement. tlie
Careguality Connection Terms, the Carcguatity Directory, Implementation Guides, and the Carequality Polioes

1.8, Canegualily Palicies: Those palicies and procedires adopted by Carequality which are hinding on Carequality,
hmpementers, Coreguality Conmections or gl ol them,

20
1.9, Cageguality Use Case: A combinaion of g sel ol Tenctivas) necds mid g particndar vechimicsl sochitectne for

addressing those needs, for wiich the Carequalily Breerng Committee | Steering Comumitee” ) lae adopted an
Implementstion CGruoede.

”‘-——
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L1k Confidential Infommation: Propretary or confidential materials or information of a 12iscloser i any nedivm or
formmat that o Discloser labels as such upon disclosure oF given e imre of the information or the circurustances
giccronnding its disclosure, reasonably shold be congidered confidential. Wiih regpect o Careguality, Confidential
Intormalton also includes those conponents of the Carequality Elements that the Careguality Steering Committee
determines should be labeled Contidential. Notwithstanding any Jabel 10 the commary. Confidential Information does
uat Include any Contritntion {even 1f ineluded ina Carequality Element ¥ asy Ddformation which iz o1 hecosies
known publicly throneh no fawlt of a Rectprent: is learned of by a Recipient from a third pany emitled to diselose a;
i5 already known o a Recipient before receip from a Discloser as documented by (he Recipieat's wiillen reconds;
o, ig independently developed by Recipient withow reference 1o, reliance on, or uze of. Discloser's Confidestial
Infornuation

111 Contgbwion: Any submission by a Discloser to Careqnality infended by the Disclosgr io be considered for
incluston tn any of the Carequality Elenents, including comments submitted onay media, oral disoussvis al
mestings of any work gronp, conunittee or subscommittée or other Lypes of submissions.

112 Covered Enliny: Asporganizateos 1t is Jefined as a “covered sntty” ind3 C PR £ 160103 of the HIPAA
Regulations

113 Discloser: The entiry tha disclozes Confidential Infermation to a Recipient.

L1t Dispute: Any cantroversy, dispute, or disagrevment ansing ont of of velating (o the interprstation or
implementation of the Carequalily Elements.

L.15. End User: An individual or program genepsing a request tor inforniion, respatding, toa request fr
infommation, publishing informarion (o 8 list of recapients or receiving published informaion throngh the
Carequality Elements.

L16. Exchanege Actvity: Any nse of the capatality provided or supported by the Carequality Elements to exchange
inlormation among Inplemienters ar their Carequality Connection

| 17 _Governmenial Entitv: A loeal, stale or Federal agency.

118 HIPAA Reanlalions: The Standavds for Privacy of Wndividoally 1dentifiable Health Information and the
Secueity Standands for the Protection of Elecironic Prorecied Health Information (3935 CF.R. Partg 160 and 164
promulgaled Iy the U8, Department of Health and Human Services imder the Health Insumnce Portalility and
Acconntability Act (ITIPAN) of 1996, as in eBect onihie elective dae of the Erdorcing Agrecment and az may be
amended. modified or rennmbared.

119 Implementation Guide: A guide adopted by Carequality thit sets forth the teclmical specifications and
additional business rules that apply Lo mplementers amd Caregualtiny Commedians who declare suppon for a specific
Carequality Use Case, Additional business rules will inchinde, tan not be lisnited to, permined pupwses tor the
Carequalily Use Case, roles associaied with the Carequality Tise Cuse ikl zpaeifications on compliance with Seetion
8ol these Carequality Connection Terms (* Non-Discominalion’™).

120 dmplementer: An organization thal has signed the Caregualil y Connzcied Azreement and been accepted as
snch by Carequality.

.21 Orgamization Busineszs Rule: & daa sharing restriction that Organization has adopted for irselfand itz End
Users, An Crganization Business Rule may only be based on a policy decision that Organization has nade with
respect Lo the hamdling o patient data identilied as clinically or legally sugsilive, or (o the consent o st hogzation
Lh.k is r:.qum.d t share data with ather Impleruenters and C arequam)' Connections. It is nol necessary that the

@l pon Business Rule be requered by Applicable Law or be Dased on Applicable Law,

L
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1,22, Oreanization: The Carespidily Connection on which these Carequality Conmection Temis e buawhng

123 Recipient: The entity 1har receives Conlidestaal Tufonnation from i Discloser.

1.24. Sponsonng implenmenier: The emity tha is a pany 10 the Carequality Connected Agregment and is ansinne
that these Carequality Cognection Terms are legally binding on Organizatian, either directly throiah contract ar
somrie ol her pppropaiate relativnship watlt Oveanization, or by relying on one or more inlermedisres. This lenn s
nsed o distingnish iz specific encty from ofher implemenress, and applies to 1hat entity both donng 1Me penwt in
which i 15 seckipg Lo atlain Eaplementer gatns, and after i 15 accepied as an Implementer,

2. Recopnltion as a Carequolity Connection

2 1 Orgamigation. Upon Spansoring lmplementsr Jetermining (o its satisfaation et Oreanizetion his niet the
requireinianes o be a Carequality Connection i Sponsoting implementer’s inclusion of Organization in the
Careqoality Direciory, Crrganization shadl be recopnized us a Carequality Connection. subject to all obligatiens,
Lerms and conditions contained hevein and entitted Lol sights and benetits conferred npon Carequality Conneetions
including. im not limited 1o, inclusion in the Carequality Directory.

2.2 Sub-Opganization Entities. Sponsoring Inplementer may delegae 10 Crganization the authority o idenify 1o
Carequalily those of Qraaization’s snbgidsany and related entines that Creanization wishes 1o be listed in the
Carequality directory as Canequality Connections of Sponsorivg Implementer (* Sub-Organizazion Etities” ). Such
enlities include, ban are ool limited Lo, 2eparately braded Duginess divisions, individual hospitals, individual clinics
or medical offices, and viherwize-unatTilisred entties whe contract with Oganization by uge of Ciganization’s
electnnie health revond system, 1or al] Sub-Organtzation Entities thal Orgaimzation idesifies, it shall enswre tha
ench Sub-Organzation Tntity is legally reqnired o comply with these CC Tems. n addition. Crganizalion shall
work cooperatively with Sponsonng Tmplementer to assure that its Sub-Organizaion Estities are oot already lisied
in the Carequality Directony by ancther Canteqalily rgplementer.

3. Suspension and Terminotion,

31 Syspensiog Sponsonng fmplementer or Carequalily may stspemd Organization's ability to panticijrale in any
exclimge activity unidar the Carequelity Connection Temis inthe event that Sponsering lmplenenter or Carequality
deterntines, following completion of a preliminary investigation, that (1) Organization has breuched a nmtenal
provigion ofthese Caregnalily Connection Terms and Failed 1o cure such breach within fifieen (13} dayg or such
ather period of tine that 1he Panies have agreed o, of receiving notice of same; or (ii  there is a substantial
likelthood thiar Organizasion”s 0els of omissions ereale an anmedinie threat o will canse arreparable harm 1o
Carequality, Spoasoring Implementer, anceiier Implementer., Carequality Connection, End User or individual
(eollectively, a “Threat Condition™). Organization may provide nefice 1o Spojzoring mplementer tha it wishes 1o
temmpornly remeove el M rom the Caregquality Ditectory 1n the event that Organnzation or any of Onganizaion s
End Users canng comply with these Carequality Connedtion Tenns,

A2 Temunation. Sponsariug lmplemerrer may tesminate Organization's siatus as o Cagequality Connection with
inmizdiate effiect by giving notice to Organization 1£: (i) Organization is in paterial Lreach of any of thesc
Careuedity Comection 'Tenns ad Fails (o remedy such breach within 30 days afier recenving netice of siwh breacl;
ar (i) Creasnizution breaches a malenal provision of these Carequatity Cornection Terms whese such breaeh i nuot
capable of remedy . Snbject to the teoms of iy agreemen belween Organgzation and Sponsoring Implementer,
Orggsniizalion may volusstun 1y Lerminae iis stains s a Carequaity Conpection s sy line by providing wiillen
notice 10 Sponsoring Implemester snd 1o Carequalaty a2 lenst 60 prior 1o 1the effective dase of the enunation. The
nulice shall indivale Ure reason(s] for Ongassization deciding to lermenate 105 states as 8 Cansguality Comection. i1
Orgynzalion is a 1S, feders pzency, then the Contraet Dispnies Act CCRA™) A1 LLS.CLoseations 7101 ¢ seq,
shall govern alleged breaches ander these Carequality Comection T'erms.

;——-—
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4. Legal Requirements,

Ogpagization <hall, st all vimes, fully comply with all Applicable Law relating to these Carequality < onsiectton
Terms and the use oty Carequality Flements. To Rther support the priyvacy, confidentinlity, and securty ol
healt b anbormation exclimged pursiant Lo (hese Carequality, Connection Teems, Organizaion sgrees (hal when
acting us o Carequality Conmection, it will comply with the provistons of the HIPAA Regulaions thal are applicable
(o Hisiness Associates as a oo contractual standand of conduet even iF Organization 1s pol a Covered Enfily,
a Husmness Associate, or 2 Goverionental Entity. Notwathstanding any provision of these Caregpuatity Comectaom
Termis 1o the contrary, an Omzanizsion tat is o federal agency amd 1§ nol olierwise subject (o the HIPAA
Regulations shall not be required to comply with the ITIPAA Regnlations wnder these Carequality Conrection
Terms.

S Compliance with the nplementaton Guides aond Corequality Policies,

Oreanizaton shall suplement and maintgin suppont of at least one Carequality Use Case and shall mdicate to
Sponsaring lmplementer the Cizanizalion's rele in such Carequality Use Case (" Carequality Use Case Role”). For
#l] Cagequality Use Cazes snppored by Craanizaiion. Onzanization shall comply with all components (unless snch
cormpanents are designated as optional ) set fonh in the applicable Implemeniation Guide thae apply to (i) the
Onganization's Canequality Use Case Role or (3i) all Canequality Connections, Organization is encoursged, bt not
repred, vo comply with all optional components of the applicable Implementdion Guide(s), Organization also
agrees that, 105 not in compliance with all applicable components of the Tmplemenation Guidels) and all
Carequalily Policies applicable to Carequality Connections, Sponsonng [mplementer may exerdse its ght (o
sugpesd Oz zation inacconlance with Section 3. 1. Nacwithstanding any provigion ot Lhese Carequality
Compection Terms to the contgary, i Organization is @ U8, lederl azency, no chiange in policies or procedines <hall
apply 1o soch agency amil the agency hins received 60 days’ pnor wiiiien notice of the change and lias assented in
waiting to the change. It the agency does not assent o does not object lased on federal law 10 the changeds ) in
writisg within 60 days. the change(s) slall apply 1o Oie agency. Inthe event of an agency olijection based on tedernal
Law, i the oljection is not sesolved praor to the effective dae of die chinges | w which the agency objeats. the
agency may voluntanly and/or selectively suspend participation or Carequaliry muy snspend the agency ifthe

ency i imable 1o comply witli the change(s) peading contamied e ot woreach a resolinion.

it

2

6. Non Discrimlnation.

With sespect o lmptementens and Implemepters’ Caregliztd v Connections that have implemented the same
Carcguality Use Cage us Orgamzation and Osganization's End Users, neither Ovganization nor its Ead Users shal)
unkitivly or unreasonsbly it exchangze or isteroperability with snch huplementers or thear Cavequality
Connections, Each Carequalily Use Case's Tmplementation Guide will provide specilic requinsmens for complismes
with thiz requiremend in the context of Lhat Carequality Use Case.

T _Orpunizalion Avlonomy.

Tuthe extent that Organzation has adopted OQrgasization Business Rydes, Onganization s permiied [o comtipne
setng wscconlance with such Organization Business Rules, even il

ey vestaet Crggnizaion’s ability to sngpont exclsmge of information with other tmplemeaters or Carequalily
Contections or o meet the requirements of Section & above, provided that Crganization applies such Organzation
Rusiness Rules consistently with respect to cther Implementers and Carequality Consectivns and Lhe Organization
Business Rules do not impose conditions thal would nntairly or unreasombly linit imaropembility.

L
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8. Accanntability,

8.1, Crrganization Aceonmability. Crganizalion 2hiall be respogicible 1or suky banm to Carequality. its Spaasoring
hiplementer, ofher Cargqality Comnections ol its Spousoring fmplementer, oher Implemeners mud their
Careguality Comnections whicl harm is cansed by Organizstion’s, or ils Ead Users, acls and omissions.
Organizaton shiadl ot be responsilile Tor the acts or omissions of any Implementer ar other Carequality Conmection
Notwathstamding ary provision in ese Caregralily Conmection Teons o the cotiteary, Crgannzation shall nol Tw
liable For sy act or omission if' @ canse of action for such act or omission is ofherwise pratihited by Applicatile
L, This section shall not be constryed a¢ 2 hold hampless or indermification provision

8.2 Coreauialily Acceanability, CQreanizalion wild not hold Caregquality, ot anyone acting onits beball, eneltiding
it it linwited to ruermbens of the Steering Canmuities. Advisory Conneil, Rispute Resolwion Panel or any work
gronp, of snbeommliee, of any of tess or Carequaliny’ s comrmaers, employees or weenes linble Ror any damuges,
luzses, linlalities or injuries ansing fiom or relaled 10 these Carequality C'esinection Terms, This section ghall nol be
constrined as an indemni fcalion proviston.

8.3 Lunilation on Liability. Notwibstaeding anytlong snthese Carequality Connection Terns (o 1he co rary
exclnding section 8.4, in 1w evenl sbhall Caresuality’s. Sponsating Implementer's or Organization's lotal Lability 1o
each other anlall third panty bene Goaares arising Fom or relating ro these Carequality Commection Terms exeee] an
aggregal i ameoin waqual fo hree roblion dollass ($3,000,000), whether a elaim for any such lability or damages is
pruv sed npon breach of vontgact, treach of wanany, negligence, strict lability, or any ather theories of liabiliy,
even i Cthe entity whose conduer ereates the Linbilaty hus Ween appised of the possibility or Likelihood of such
damages ocening.

8.1 Faileral asencies, Notwittestanding any provision of these Corequality Conpection Terms te e contmry, it
Orgaitzation s 8 0,8, Tederal agency nothing in these Carequalily Connection Terms shall be construed 1o limit in
any way the sovereign inbaunity enjoyed by federl agencies or to limit the ability of the federal agency 1o seekto
recover damages from Carequality, lmplementers, or their Carequality Conmections.

9. Dispote Resalulion.

9.1 Orpadzation acknowledges tha it may be inits best ingerest (o resolve Diapuies between or anwong
Ogganization, or il End Ligers, and Carequality, other plemenders o their Carequality Connections through a
collabomtive, collegial process rather than thironugd civid liligation. Organization has reached this conelusion bared
upon the fact ihat the legal and factual issves involved in these Carequality Connectinn Tenns are unique, novel, and
complex and Lnmnted case Jaw exiss which addresses the legal issues Qual conlsd agise from these Cargquulity
Conmection Tenns or the Enforeing Agreemoest. Organizalion acknowledaes that Carequality hiss adopled a Bispule
Resolulion Process which Orgamzation agrees (o follow. Further, Organizalion sgrees o nse s best efTorts 1o
resolve Dasputes with Carequality, othier Careqaelily Connections andd theiv Tinplemeniens or wath ane her
Implementer divecily ifthe Dispwe does nol involve another Implememers’ Carequality Conneciions, through
discussions with thoss involyved insucli Dispite belone even submitling the Dispute (o its Implemester purspm Lo
the Dispute Resolulian Provess. 15 Organization reguires assistance in idenlifying contacl iformation torancdber
Careguality Connecticn, or an Implementer. it shiall seek thal sssistance from Sponsonng Tinplementer.

9 31 duspite using sts best elTore, Crganization connol resolve oy Dispute (hreugh diseusshons with the olher
panties involved, then Organization will notify the Sponsoning inplementes of the Dispule and sequest tiar the
Tmplementer initiate the Dispite Resalution Process. Orgamzalion is reuired to imdenake these elfons in the event
of g Dasprde before seeking any ofher recourse,

»—E
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93 Natwithstanding e above. Grganization may be relieved of its obligation 1o pasticipate in the Dispute
Resolution Process il Organization (11 believes (g another lmplementer’s or Careqatelity Connection's set or
onmussion will caise mr,p'unhlc hzerm Lo Organization or anather inganiation of individusl (e g beplemente,
Carequalily Conmnection, Ewd §ser or consisner) and (13) presies unmu\ljnh:- injunctive rebie! against such
Inipleacuter of Carcguality Connecton in g court of competenl jurisdiction. Orgarazation must infom ils
Sponsoning TugHementer of such action withim two busiess days of Bling for the injunciive reliel and of the resni
af the action within 24 hours of leaniing of same, 1E1he injunctve rebief soaght 1s nol granted and Organization
choeoses to pursue the Dispute, the Dispute must be submitted 1o e Crganization's Sponsoring Implementer in
accordance with the Dizpite Resolution Provess so tha the Sponsoring Implamenter can determine uext steps.

10. Cooperallon.

Onganizanion uderstands and acknowledges dial smmerons aclivities with respect to Cirequaliny =hall Bkely involve
its Spanzonng Implementer, other Implementers and thewr Carequality Connections, employess, agents, and third
parly congmcloss, vendors, or consultants, To the extent pot legally protubited, Organization shall: (a) respond ina
tmely meanner o inguiries frosn Carequality, its Sponsoring Implementer, sther Implementers or their Carequaliny
Conmections sboul posstlle issues selated to Hhe Carequalily Lise Caseis|in which Organzation is involved, {1y
collaburtively participate in discussions coordinated by C‘amqunlilv (0 address differing mterpretations of
reqiiremeals set forth inan :rpphmh]r. Emph.rm.nlalmn( wideds) prion Lo pursieng the Dispule Resolllion Process,
{¢) matke reasonable eflons Lo nofy i Sponsorng lmplettenter when pessigen il widespremd conngeinity
Failares are oecumng with ils Sponsonng lmplementer or with othier Iniplemaniers or their Carequality Connections,
so (hat all those affected can investigate the prablems and identify the reot canse(s) of the connectivity Fulures; (d)
work cooperalively, including withom lmiration tscilitating consact with other Iniplenenters or their Carequaliny
Coneetions, to udilress e root caseie) of persistent and widespreadd conmectivity failures: de i subyject to
Onganization’s nght to restsict or cengdition its copperation or discloswee of information in the Wterest of presenving
privileges in any foresecable dispuie or litigation or protecting Organazation’s confidential information, provide
reasonable infornttion 1o others in sappont of collaliortive effons 1o resolve issues or Dispites; (U provide
informtion and cther releviml assistance ko Spongorieg Tmplememer in conmection with this Sectivn 14, and (2)
subjéct 10 Crganization’s night Lo restrict o condition its cooperation or disclosire of information u e interest of
preserving privileges i oany fiveseesble Higation or rotecting Onganization’s Confidentsa] Information, providi
reasonable information 1o aid the etfans of Organization’s Spongoring Implarmenier, other Tmplemwent ers or thgir
Carequality Cosmections to understand, contain, and mitigate an Adverse Security Event. a1 (he request of sach
tmplementer or Carequality Connection. In no case shall Organization be required 1o disclose individnally
idenifiable health information in viclation of Appicable Law, In seeking another's cooperatio, Onganization shall
make all reasonable efforts to accommodate (e oher's schedules amld reisonable operional concemns,

11. Adverse Security Evenl Reporting,

L1 As 5001 as reasonably practicableg, but no kaer than five (3) business days afier determining that an Addverse
Secnrity Event has ecowrred and is Iik&:l)' 10 have an adverse ampact on an lnplementen(s) or Cangaqualily
Conmections), Crganization shall provide Sponsosing Implementer with notification ofthe Event through the
netErcat o prot ccol specitied by Sponsoting uplermenter, The notification shonld include sofficient mrummmm
Yor Sponsoring luplementer to andemstand the natse of the Adverse Secirily Event aod identity other tmplemenlers
or Carequality Connections that miay be impacted by che Adverse Secority Event. Notwithslanding the foregaing,
Organization agrees that (a) within one { 1) howr of leaming that an Adverse Security Event occurred and tha such
Evewt may involve an hmplementer or Carequality Connection Lhat is a Federal sgancy. it shall alert the Federal
ey in agcondance with the procedhres amd contacts provades] by such Federal agency, and () thar sithin twenty-
Four (24 ) hours afier determiniog that an Adverse Security Event has eccurred and is likely 1o have an adverse
ipipact o an lmplememm |or Carequality Connection(s) that 18 a Federal agency, Graanizalion shall providee a
aeucy in gecordimee with the procedures sl contacts provided by sueh Fedazal eenesy
mer annsl Carequdilyseranmst SECT et hedtion
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1.2 This Section 11 shall nod be deemed (o supersede Organizaon’s abligations (ifany ) ader relevant security
incidlent. breueh notification of confdentsalily provisions of Appleable Law. Compliance wilkidhis Section 18 shad)
net relieve Organization ol any other secunty incdent or Ieeach neposting requisement s under Applicable Law

tachuding, but not Teated (o, these related (o consimers

2, Aceepiable Use,

Carequality has ndopted perrmtted purpuoses for the use ol the Caegquality Elements thal are specifically sel ow o
the denplementaion Guide for each Carequality Use Case. Crgaimzation shall only cngage in exelange activilies
throtesh e Caregquetity Elemem s tor permied pruposes s defimed i the mplementation Guides, 07 Qrginization
does not comply with these permitted purposes or other applicable provistons in the Unplementalion Guide,
Carequality iy exercise ite nght w susperd Organization in accordance with Section 3 of these Carequality
Commection Tems, I Organizaton 8 s a Covered ity or Govermsuenal eneity. then () Organization may onky
nze the interoperabiity aailable tuough Carequality o transnl or receive informaiion v beha o is End Users
and not on s own behal and (31 Orgardzation will ot te-use, tealisclose; aggregate. de-identily or sell any
information transacted by its Bl Users for itz own bepelit unless its respective Carsquatiny Coanections or Eud
Users have given Organization the explicit waitten suthorily 1o do so

13, Coufidentialily.

130, Orgzation agrees 10 wse sy Confidesiad Intommation (Bt it oledimns salely for (he puspose of petfornnng is
abligations undler the Careqoality Connection Tems, and Fer no other prrpose, Qiganization will disclose the
Confudential infemnation ol receives only (o its employees and agents who regoine sieh knowledae and wse an the
ordimmry vonrse and scope of ieir cmployment or retertion, ind e obligatel to protect he confidentiality of such
Confidential Information In the event Creanization has any question about whether informaticn and'or naierials if
receives is Confidential dormation, it shall treal the smme a¢ i were Confidential Information. For the avoidance
of doul. the Carequality Elements that are not labeled as Confidential ntformation by the Carequalily Steeting
Comnutiee are n¥ confidential and are not covered by the provigionz of this section.

3.2 Organnzaton nay be given access o all or a portion of the Careguality Direclory by Sponsoring Inplenenter.
The Carequality Directory s intended 1o be used by hnplementers, Carequality Couneclions, and End Users (o
cremte and maimain opertionsl conmectivily under the Carequality Elemnerds, including tie development and
maintenance of effective nser inlerfices for relevant svsiers, Organization agrees tha it will only vse amd disclose
infornetion comtained in the Cavegnality Directory ds necessany to gdvance the imended wse of the Carequality
Directory. For example, Orzanizalion is permmiied (o disclose information confamed in the Carequalily Directory o
the personned of ity EMR vendor who are engased in assisting Orgamzation with establishing and maintzning
cowreclivity vin the Carcguabity Elements, Futher, Orzanization shatl ot ose (e informsation contined in e
Carequality Directary tor marketing or any torm of promotion ot its own prodicts and services, adess this use and
dizclozure s of an effort by Qrganization to expund, or otherwise iprove, connectivily via the Carequaliny
Elements. and any proination of Qreanization's own products or senvices is only iocidzizal 10 e prmary puimose.
In e event shull Ongandzanon use the mformaion colained in the Cargguality Dinectony s manner thin should be
reasonably expected 1o have o decmendal efteet on undiher Implernenter, Camenoality Conngetion, End User, o
other individual or organizal i

14, Contributions: [P Righis: Ownership of Malerfals: License.

Crganization acknowledees that sy copyrights, prtent vghts, tmde seoets, tmdemanks, sendee marks, e dress
wnd ofher fmellecrual propieny i or relwsed to Carequatlity including, bt ot timiled Lo, these Careguadity
conmection Terms, luplementaion Gudes, Careaquality Elenwds, Carequality Policies, relaled matenals,
infonnation, reports, processes (Uie “Carequalily 197, are protected under applcable United States law,

L
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Revognizing i the Cargquality 1P is the work produet of the membership of Carequality. and that Carequality is
the cellective representatave of all Tmplementers’ interests, (hese intellectual propeny Aglis we assered and held by
Carequality in its capacity as the representative of its total membershup and licensed 1o Craamzation hereunder, This
does not apply 1o Carequality trademarks, service marks or trade dress nights, wiiich are discoesed separuely below.
Crrgamization is enconraged o provide Contributions to Careguality and wsiderstands rhiae Carequality smist obtiin
certam rights i sweh Contribabions in vrder to melide the Contrilngzon i Canegquality 582, Noowathstanding any
prowision of thiese Carequality Connection Termis to the contrary. it Applicant is a U).S, Yederal agency and considers
certain informnaticon 10 be the miellectnal property ofthe ULS. governmenl, the agency shall ol contrilnge such
information nnless and nntil i has entered into s witen sereement with Carequality for the teanzter or license of
siteh intetleernal propeny rights.

14, 1. With respect 10 each Contribmtion, Organization represems tat: {a) no infonmation in the Contribmion is
confidentiaf (b Cavequality meay freely dizclose the idormation inthe Contgbution: and (¢ 1o tie best ol its
knowiedge, such Congitanion is free of encnmbrance as it relates (o che intellecrual propeny rehis of others.

14,2, Tothe exent tha 2 Contaibution or any porzon thereof is protected by copysght or ather nghts of anthorship,
Urrganization grams a4 perpaieal, irrevocabie. non-exclusive, rovalty-Iree. wald-wide. snblicensable vight and
license (o Carequality wder sl sucl copyrghis and olber nghis io e Comnbmtion 1o copy, modity, pulilish,
display and distribute the Contnbntion {in whole or pan) and 1o prepare denvative works based on or that
ineorponate all or part of sneh Contrilation, in each ease, for the puipose of incorporating such Comtrilazions uio
Hie Careguality 1P Organization also grmls Careguality the right: () vo regaster copynght in Carequality's name
any Carequality 1P even though it may include Comabwmions; and (B) v penmic others, @t Caregualily”s sole
discretion, Lo reproduce inowhile or o pan the resilting Carequality 19,

L4.3. Crganization shall sdantify to Carequality, through she izsnance ol a leiter of assirance, am ents of paten
applicaions which Crganization believes nay be applicable Lo any Carequality Element specifically incloding. b
not timited to, any Implementation Suaide. This assuranee shal be provided without cogrcion and shall rake the form
of'a general dischmimer o the effiset that e patent holdes wall sl esfirce any of s prasent or fuliore palent(s) thal
wonld he required to implement or use the Carequality Elemen relevant to any person or enlily asing the patent(s)
o cotply with sneh Carequality Element.

13,4, Sponsoring implementer grants ¢ Orgamzation @ pespetual, imevoeable, nonexciusive, sovaliy-free, world-
wide, right arud license to pse, the Carequaliy 1P for e puspose of esthancing i eropesability (neliding throngh
the maditicarion of its products and services 1o implement the Carequalily Vse Cages and conform Lo the
lplemengation Guades ) Crganization and its End Users have and will contanne Lo possess the wsage rights 1o the
Carequality 0? as anthonzed by Spossering Implementer”s Caequalbily Comnected Agreemend and these Carequality

‘onnection Termis. Qrganizaton reing ownership ol any Contritagion i provides, graming only the licanees
deserbid i las Section, Nething shall prevent Crgarization Toom (i) changine Orgamzgion’s leclmology, senices
vrany Conlribulion in any way, incliding to confirm to the requiremenls of an Jmplementat won Gurde ar (i)
makeng any change avatioble o any other person or entaty . Motwithstanding anyihing to the contrary in the
Carevpuality Connection Terms, all rght, title, and merest in any change 10 Crganization's lechnology, seraces or
any Contabution will acerie o the benefit of, and b2 owned exclusively by, Orgamzatton.

14,5 The trademarl=, services marks, trade dress, business names, company names, and logos owned by
Carequality, incheding withow Brtation CAREQUALTTY and all Carequadity loges, (collectively, the “Carequnlity
Maeks™pare go imponant paot of maintatnmg the stremgth and repriation of Carcguality sad ils effons b enable the
iteroperable excimnge of healtheare nfomialion. Crganizalion may not use e Carequality Marks 1o brand any o
Orpamizalion's prodicts of services and mazy nol sncorporate my Canequalbity Marks in any of Otgasizalion’s
donuin pames except 4 provided in Carcquality's publishesd guidetines ononse of tradenarks. Creanization shll not
sy For registaion of any imdemark. service mark, tracle dress. Dusiness name o comgrany name, o lego that
incorporales any Carequality Mark or any elemenst confesingly simiabar 1o any Carequabity Moark
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ATTACHMENT A-2 - THIRD-PARTY PASS-THROUGH AGREEMENTS

Page 10 of 76



Docusign Envelope ID: 449D76FE-10D3-436C-9D27-775640EEDAA7

In comnection with any non-trsdeniarls descriptive nse of Carequality Marks, Organization will use Uie regpasinition
gynibed @ o e trademark or service miark synibolg, TN or SAL 25 wore Fully set ot in the Caneqguality gundelines
on wse of tsademarks, maul indicate inhe text that the Carequatiny Mark ased is Bae repisteced tmadamark of
Carequality,” "'is the trademarik of Carequality,’” or is tle service nark of Carequality.” respectively,

15, Disclaliners.

Ongapnzaion aeknowledges e Implemensens and Caequality Comnections miy be added Lo v removed from e
Carequality Directory af any time; terefoie, Crzanization may nat rely apon the inclusion in the Carequality
Directory of a particular Implementes or Careguality Commection 1T 15 ENPRESSLY AGREED THAT IN MO
EVENT SHALL CARECQUALITY OR ORGANIZATION RE LIABLE TO EACH OTHER OR ANY THIRD
PARTY BENEFICIARY FOR ANY SPECIAL. INDIRECT, OONSEQUENTIAL, OR EXEMPLARY
DAMAGES, TMNCLUDING BUT NOT LIMITED T, LOSS GF PROFITS CGR REVERUES, LOSS OF UISE, OR
LSS OF INFORMATION OR DATA. WHETHER A CLAIM FOR ANY SUCH LIABILITY GR DAMAGES [S
PREMISED UPON BREACH OF CONTRACT, BREACH OF WARRANTY. NEGLIGENCE. STRICT
LIABILITY, OR ANY OTHER THECGRIES OF LIABILITY, EVEN IF THE ENTITY WIHOSE CONDUCT
CREATES THE LIABTLITY HAS BEEN APPRISED QOF THE PFOSSIBILITY OR LIKELIMOQOD OF SUCH
DAMAGES OCCURRING, NOPROVISICGN OF THE CCAL OR THE CAREQUALITY CONNECTION TERMS
SHALL BE CONSTRUED A8 AN INDEMNITICATION REQUIREMENT FOR ANY IMPLENMENTER OR
CAREQUALITY CONMECTION, INCLUDING BUT NOT LIMITED TO A FEDERAL AGERNCY, THAT 18
PRECLUDED BY LAW FROM INDEMNIFYING THIRD PARTIES.

16: Miscellaneous/General

16 1. Amendmens. These Carequality Connection Terms may be amended by Carequality from time Lo tinse, ubject
to the rquirements of Section 21,4 of the CCA, Sponsosing Implethenter will infarm Organization of such
amendments along with their elfective dare, which shall be st least ity (30) days aflie the date on which
Sponsarisg huplementer informs Oraauizaion of such amendimens,

14.2. Third Pary Beneficiary. Carequality, other Carequality Conngetions of the Sponsoring baplementer, other
Implergnders and their Carequality Connections shall be deemed third pary Leneficianies of these Carequaliry
Cormection Terms fon parpases of enforcng Organization’s comphgnce with these Careguatity Cormection Terme,

Carequalltyds Connected Agreament

This Careguality Connected Agreemernn (the * Apreement™ or "CCA™) 15 mude Dy and between {The " Applicant™ ) and
Carequality, Inc., o Viegini non-stock comoration “Careqoalily” | effective as af the date Carequaliiy execoles ilis
Agreement (Lthe " Efective Date” ). Applican and Carvequality may be refemed to it Lhis Agreementt as 3 “Pany™ o1
referred to colleclavely as "Parties”.

WHEREAS, Cavequality provades a stralegy, process smd mechamsms Lhal will support trusted, seoure,
interoperable exclange of lizalilicare informiation across seographies, vendor aftinilies, amd existing information
network relutionstaps ising defferent diats shanng networks,

WHEREAS, Curequalily suppors a collaboralive process among, industy and govenmen! to facililaic consensis
and develop the essential elepunts needed o allow this widespread commectivily.

WHEREAS. these orgaszations (hat elect (o engage 11 exclange activities ol (e Carequality Eleniesis and
exece a Carequality Connected Agreemen | Implementers™) will be able to infereparate with all cihier
Trplementens and avoid due peed (o goin eealtiple data excliange networks; and

WIHEREAS, Applicant. by signing Uis Agreament, aerees to be bound by its terms and become an baplementes il
dpproved ws sueh.

NOW, THEREFORLE, in consideranen of the premises set forth below and for other good and valuabhle
consideralivay, the receipd and sufficiency of which is hereby acknowledged, the Panics liereby azree as Tollows.

-
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L. Definirtuny: As used hersne the followmg terms have the Roltowing meanings:

i1 Adverse Securily Event! The umuthorized acquistiron. access, disclosime, or e of individually identitiable
health mlormation {os defined in the HIPAA Repgulations) while sach infommation is heing transmitied between
tmplenienters ar Careqpeality Connections ag specified by a Caresuality Iniplemenration Guide and pursuantto a
atlidl CCA, bt shall siot inchade (1) any wadhorzed acquisition, access, disclosnre or use of encrypred data; (1)
any wintentosal aequisition. sccess, disclosnre, o nse of iealth infbsmation i (T} such acquisition, access,
diselosure, or use was made in goad Fath and within the course anid gcope ofthe employmant, or if not an employee,
A mernber of the work(ree of s End User, and (00 snch hesthintormustion 3s not fimther seqiined, accessed,
disclosed or need by the End User, or (i) any acpusition, sccess, disclosure or nse of information i was not
divectly velated o ise of the Carequality Elements or this Agrecment,

1.2 Applicable Law: (i) 0 Applicant is not a Fedesal agency, all applicable states and regulations of the Staeqs) or
Jarisdictions) in which Applicant operates, as well as all applicable Federa statutes, and regulations; or (i) i€
Applicant s 2 Federal agency, all applicable Federal statures, regulations, standands and policy requiresienis of the
Applicant ageucy.

1.3 Applicant: The Party that fias signed the CCA and agreed to comply with its terms as 2 Carequality
Implementer. This term is nsed 10 distinguish the specific organization that is @ Pany (o this Agreement from cther
Tnplemetters, aml applics (o that Party bolb cuing the period in which it is seching 1o attisin lnplementer stius,
and afier it is accepted as an Inplementer,

LA Applicant Busisess Rule: A dga shoring restriction that Applican has sdopted for ilsetUand s customees,
parlicipands or olher constituent entities. An Applicnl Business Rule may only b based on a policy decision that
Applicant lias made with respect to the handling of patient data identified as clinically or legally sensitive, or o the
consent ar gutherizadson tat is requited 1o sliare gty with ofder Implementers and Carequality Comsiedtions. 1 is not
necessary thar the Applican Buosiness Rule be requiced by Applicable Law or be based on Applicable Law,

|5 Busingss Associate: An organization that is definad as a “hosinezs aszociae” in 45 T F.R_§ 160,103 of'the
HIPAA Regulations,

i6 Husiness Davis): Monday throngh Friday exclnding federal or state holidays.

L7 Caregualily Connection; An orgamizidion (hat is properly laed in the Carequality Direclory in sceordance with
the requirements of Sectron 13 of this CCA

L& Carequalily Connection Tevins: The terms sel forth in Exlibit |, and. ifapplicable. as further amended by
Carequality

(9 Carequality Directary: A set of information that includes entries for all organizations who have been accepled as
Cacequality Tmplemeniers, along wath these organizations’ Caregnality Comiections which serves ss the definitive
reference for ientifving those orgamizations who are yalid participamls in exchange activities throogh the
Careguality Elements, and lor obtaining the information needed o estallish leclmical conmectivity with such
organizations

‘_————
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10 Careguality Elements: Those elements thal kave been adapled by Cansquatbly to suppont widespread
interoperabilily among, Implementers including, bt noa limited wo, 1he Carequality Connected Agreement, the
Carequaliy Connection Terms, the Carequality Darecrory, kaplementation Gurdes, wnd the Carequality Policies,

i.11 Careguality Pobicies: Those policies and procediores adopied by Careguality which are linding on Carequalily,
implementers, Carequality Connections or all of them.

1.12 Cateagoality Use Case: A combination of a set of Tonctienal needs amd a pasticnlar teclmical architectune tor
adidressing those needs, lor which the Carequality Steering Committee | Sieering Committee™) has adopted an
b Hemmenation Gugle,

13 Confdential nformmsion: Progrictary or corlidential saterials or infomegion ofa Descloser inoany medinm or
formal that a Discloser labels as siwh apon disclosire or given the matace of the information oe the dnreumstmoees
surronnsling its disclosire, ressanatdy shonld be considensd confidentzal, With respect 1o Cargqualivy, Conlislemaal
Intormation alse includes theeze componenis of the Carequality Elements tha 1he Carequalily Steering Comnuites
determines shonld be labeled Contidenzial Notwithztanding any lalx] 10 the cosimary, Confidential Information <oes
not inclnde any Contdbation ¢even if inchuled in a Carequality Element § any information wliclh iz or becormes
ko gniblicty theongh so Fauli oF o Recipient: is learned of by s Recapient from ashind pamy entifed to disclose
i already known to a Recipient before receipl rosm a Discloser as dociumented by the Recipient’s wrillen reconds;
or, is independently daveloped Ly Recipiem withet reference (o, relisnce oi, or nse of, Dircloser's Confidemial

I formuation.

L1 Conmition: Any sitbanission by @ iscloser 1o Cavegsaatity incesded by the Discloser 1o be considered for
inchusion isany of the Carequalily Elemsents, inehading comments snbamitted on any medis, onsl discussions at
mectings of any work group, committee ar sub-comnetee or oler ypes of submissions,

118 Covarwld Entity: Anonganzaiion Ui 1 defived s a “covered entity” ind5 CER. § 160,103 of the HIPAA
Repulaions.

L.16 Discloser: The Paty that diseloses Contidensial Infommation 1o a Recipient.

117 Dispite: Any controversy, dispire, or disagreement ansing our of or relating 1o the imerpretation or
implementation of the Curequality Elements,

118 End User: An individiat) or program generating o request For informaion. respanding 1o a gequest for
infornutien, publishing infomuation 1o s list of recipients or recervine published informataon through the
Carequality Elemiems

1.19 Exchiange Actvity; Any vse of the capability provided or supporied by the Cacegratity Elements to exchanpe
infurnaion among Implementers or thuekr Carequality Clonmection.

120 Governmenal Exdity, A focatl, stale or Fedesstl agency

P21 HIPAA Repalations: The Standands for Privacy of ndiyvidially fdentifiable Healtl infommation and the
Secunity Staiklards for the Protection of Electronic Protected Health hformation (45 C F.R. Panz 180 and 164)
promulzated by the LTS, Depanment of Henlth amd Haman Servives under the Health Insurance Ponability and
Accauntability Act (HIPAN) of 1996, 25 in ettect on the Efiective Date of this Agreemerd and as may be amended,

. moxditied or renmbares.
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1.22 Iniplemensation Guide; A guide adopted by Carequality that sets forth the teclsical specitications and
additional business rules Chal apply Lo implementers and Canequality Commections whn declane support for a specific
Caregiedity Use Case. Additonal bosiness rides will inclucde, bud nat be lmited to, permmited puposes for the
Carequality Use Case, rules associated wath the Careguality Use Case and specilications on compliznee with Section
8 ot thts Agreamen! (*Non-Discriminaton''),

23 Toplemwgnter: An organization that has signad the Carequality Connected Agreement and been aceepted as such
by Carequality

L2 Recipient: The Pany that receives Confidantial formmtion romea Discloser

2. Recagnition of Applicant us an Bmplemenier

2.1 Applicant stall subreit an application. viss s b provided by Carequality, sceking (o be recognized us an
Implementer. The purpose of the applicaiion shatl be for Applicant 1o demonsteate, to the satisfaction of
Careqiality, thar Applicas is reasonably positioned 19 meet its obligations nnder this Agreement, All applications
wall b reviewed by Carequality nsing the review critens adopted by the Steenng Commaltee, Applicant warnls
sandl represents that: {i) information submitied o Carequality in connection with Apphicant's application and any
other documentation or wnfomation provided by Applicant to Carequality s, 1o the best of Applicant’s knowledge,
aconrate and complete: amd (i) il has the organizational infrasmctiure, legal asthonty and fimancial resowrcez 1o
cornply with the obligations i his Agreemient,

2.2 Careguality shall inform each Applicanl in wriling as Lo whether its application was accepted or rgjected. Upan
receiving written notice from Carequality tha Applicam has demonstrated that il is ahle to meet its oblipations
nnder this Agresment, Apican shall be recognized by Carequality sisan Implementer, subject (o all obligatisns,
terms and conditions contained herein and emitled 1o all ngles and benetits conterred upon Implementers inclidiog,
Lot rrob Reseil ek 10, 3mclusion in the Carequality Directory, Applicant shall nol represesd itself as an hnplomenter imtil
recervang suehownteen medice from Careguality,

2.3 applicant acknowledges that other Implemmenters will be peonitted o identily themselves as inplemerters if
such Implementens have demonstrated wo the satistaction of Carequality e they are ahle {o mcet their ebligatons
assueh,

APPLICANT ACKNOWLEDGES ANIY AGREES THAT CAREQUALITY MAKES WO REPRESENTATIONS
OR WARRANTIES THAT ANY ORGANIZATION IDENTIFYING I'TSELF AS AN IMPLEMENTER OR ANY
TECHMOLOGY PLATFORMS USED CR PROVIDED BY AN QRGANIZATION IDENTIFY NG ITSELT AS
AN IMPLEMENTER WILL BE SAFE, ERROR FREE, ACCURATE, INTERGPERABLE OR
UNINTERRUBRTED, a. Developing and maintaining tie Carequality Flements; and b, Developing and amending
aregquality Polivies,

3 2o
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3. Carequality Steering Connniltes,

Careguality has estalilishied the 8 cerng, Commiltes 1o serve as the governing body vver sl Carequality adivilivs
annd lss given i respons ality and authoniny over ithe nglis, respousibiliies asl obligatans of Careguality st fonl
in this CC AL Applican acknowledges 1he suthority of the Steering Commintee and herely grams to the Steering
Committee the Aght to provide govermaies, awversizhi, facilitation and soppodt for e liplententers by conducting
sctivities icluding, sl limited to, the tollowinge:

Tuthe extent permitied usler Applicable Law, this prant of autherity fo the Steering Commitlee 13 ungendiliona)
and does nol regitire nny further consideration or action by Applicant. The Steering Comitice shall hove thie
aihority wo unilaterally delegare to the Chairperson o the Steering, Comnitiee, @ sibcomuiittee of the Steanng,
Commnitles or Caresprality stalY any of the responsibililes granted (o Qe Steensg Committee herein, The Steerine
Conunille may engage conlractors (o peform specific duties associated with e exercise of the authonties and
respomsibilities granted to the Stesang Comumitter heee.

4. Fees,

Applicant shal? pay the fees set forth on Schedile | altached hergto @he “Fees”' ), Carequality shall imvoice Applicant
for all Fees in ecordance with Sehedule 1, Unless ol herwise ser forth dn Schiedule 1, invoices shall be due aml
pravable Iy Applicant within sty (60) dayz after receipt thercol nnless Applicant nofifies Carequalily in writing fiat
1L is disputing the inverce and identifics Lhe specific reasons it is disputing the mvoice. Celer ian with vegared 1o
iveived amauss thit are disputed in good ith, any eollection costs, atomey's fees or other expenses reasonably
ncurred by Careeutity i coflecting amonuls dug wiler this Agreemen ave the responsibility of Applican), enless
Applicant s a U, S, Federal agenecy, i which case such costs, tees. or otlier expenses will be the responsibilily of
Applicant only if awanded by o count of conpetent junisdiction, Applivant shall continue W invwr Fees duning any
period of' tinne by which Applicant is suspendesd pursuant to thiz Section or Section 5.3, In the event Applicane fails
to miake any wlispmted payment vequired heremnder, wpon st least ten (107 days prior wrinen aotice, Carequality,
withear limitation to any other remedy it niay have, may suspend Applicant’s ability (o patictpate inoany Exclange
Activily nnder this Agrecment, 1 Applican! makis paymen willun the 10 day potice pervd, Canequalily will nit
suspend Appliviant's abitity 1o panticipate iy Exclange Aciivity inder Hns Agieement for the non-payment. (1
Applicant isa 11,58, federal azency, il shall pay these Fees tha are spplicable 1o U8, federad agencies as sel forl i
Schedide §.

L Chatiees o Fees Schedule 1 nty e apdated by Carequality from time-o-ime s relstion w operalienal vosls
and other marked Factors in order 1o enswee 1he sustainability of the activities conducted under the Carequality
Elemients. In Tight of e foregoing, clemges 1o Schedule 1 aré ned sulject to the Amendmenl process sel forthin
Section 24 4. Carequality shall provide Applicane not less Ban nigery (904 days' advance written notice of wwy
weljustment s 1o the Feee set losth in Sehedile 1,

S, Teem and Terminnlion

S0 Term, This Agreement stusdl conmence on the Elfective Date and shipll contiange woit reanimsted i gecordsanee
with this Section.

‘___
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5.2 Termimation. Applican may (enmimste this Agreermenl af any time by providing ity (60 days poor wrillen
notice o Carequality, Carequality may terminate this Agreement with immediate eflect by giving netice o
Applicant i 2 (i) Applicant is i material hieach of any of the terms and conditions of Dos Agneement and faiks 1o
remedy soch breach within 30 diys afler recenving notcee of such breacly or (in) Appfticant breaches @ materal
proyision of this Agreement where such breach is niol capalile ohmwdy Carequalily ey rerminate this Agreenesn
by providing Applican) watlninety (401 days prior written notice i the event that Carequality ceases Lo support
inernperability tirongh the use of the Carequality Elements. I Applicant isa U S, tederal agency, then the Contrct
Drispwes Act (CDA" L AT US.C sections 7101 & saq., shiall govermn alle ged neaches mnder this Agreement .

5.3 Suspensivg.

331 Suspension by Carequsliny, Carequashity miay suspend Applicant’s abilivy to piticapate in any
Exclutnge Activity wnder (his Agreement in accondsnee willi Sechion 4 o in the event that Cargiqahiy detenmines,
following completion of & preliminany inmvestigation, that (1) Applicant has lreached a matenal provision of s
Agreement and failed to curg such breach within tifteen ¢ 15} days. or such other period of 1ime that ihe Panties have
agmzed 1o, of receiving nodice of same; of (1i} there is @ subsiantial likelihowd that Applicant’s acts or onmssions
creaie an immediate threat, or will canse irveparable hasm, to another Party, an implementer, Carequality
Connection, Fnd User, ogganization or individual (collectively, @ Threat Condition™). To e extent that Cavequatity
sdetermmnes that one of Applicant’s Carequality Conngetions has ereated a Threat Condition, Carequality may
sispend that Carequality Connection’s ability to pantcipate in any Excharge Activily nnder ibis Agreement. Except
for a suspension in accordance with Seciion 4, Careqiality will make w reasonable effort o no Ry Applicant m
atvance ol its intent Lo suspend Applicant o ene of Applicant's Carequality Connections. Upon suspension of either
Applicant or one of Apptican)’s Crequality Connections, Caequatiny will work collahortively with Applican 1o
resobve the issue leading (o the suspension,

5 3.2 Voluwary suspension by Applicant. Nolwithsanding (he foregoing. \pplu.ml may request tha
Carequality tempovarily saspznd Applicant’s alility (o pantcipate in any Exchange *\mmyundu this Agreeiend 11
ihe event that Applicant cannot comply with the terms and conditions of thiz Agreament

5.3.3 Selective suspension v Applicant. Applicant may deteriing that it must suspersd exchanging with
anolber Tmplementer with which 1l 33 otherwise required 1o exchange in accontance with Carequality Use se
Implementsstion Guede becase of reasorable and legitimate concerns seélaled (o the pravacy and secunty of
information that iz exclanged. I Applicant imakes thiz detemmination, it is required to notifv Carequality and the
Imgemenler it is suspemling promptly of its decesion and tee reasonis) Tor making e deciston, IE Applicant makes
thie decision 1o suspend, it is required within thirty {30} days o initiate the Dispute Resolution Process tn order 1o
resolve wihever issnes bed to the decision to suspend, or end ils suspension and resume exchanging with the o hey
Implenienter. Providgad tust Applicant selectively suspends exclrnging with another liplamenter in asconlance
with this Secrion 5.3.3, sich selective suspension shall not be degmed s violativn of Section 8.

A3 Notwithstanding anytlang Lo the contrary set forth hensin, Carequalily retains the sight Lo sispend any
Caregualily sctivity or Carequality Use Case (1) uporten (10) duys prior notice 1o Applicant 1§ Categuality
determues iy Carequality s inferests are threarencd or (1 immeedimely o Careguatity determines (il the safery or
security of any indivadual or of Confidential Information 18 Nesened.

5 3.5 The suspension of Applicant’s abilily (o panicipate inany Eschange Activity under this Agrezsnent
pursianl (o 1lns Sectéion §,3 has no effect on either Party’s obligations hereunder. Noiwithstanding the foregodng,
during any sispension punsusm 16 this Section 5.3, Applicant’s inabidity (o participate in amy Excliange Activily
ungler tiis Aarf‘enmm or comply with those ters of this Agreement thar require panicipation in any Exe Imuea

ceenied i breach of this Agreemet

> g
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54 Eitect of Termination, Upoy tepminatson of this Agreement for any reason, Carequality shall immedialely
remeve Applicayt and its Careguality Comuections from the Carequaliny Dircctony sl any olher lisls of
bnplementers thal Cargnality mainteine. Applicant shat] (1) yromptly remove all relerences that wdentily il us a
Carequality Implemanter from wll electronic media, and {ii) cease ail use ol any material. neluding Tl ol Bmited
to product mamals. marketing literatare, and web content tha identifies i1 as @ Carequality buplementer. Within
tweny (201 bustness days of temiination of thee Agreement, Applicant shall confien to Carequalicy. i writing. that
it has complied with ebis Section.

. Lepal Requlrements.

Lach Parry 2hall. at all iimes, fully comply with all Applicable Law relatng to this Agreement and the vse of the
Carequality Elements, To imher suppont the privaey, confidemtiality, amd secnmty of health imfommaticn exchanged
pustani (o this Agreement, Applicant agrees that shen acing 2= an lmplementer, ot witl comply with the provisions
of the HIPAA Regulations that wee applicable o Business Associates as a mininmum contractsal standind of conshuet
even if Applica is not a Covered Entity, @ Businegs Associate, or 2 Governmenral Entiny. Notwithstanding any
frrovision of this Agreerment to the contrary, an Applicant o Tmplementes it 1s o feden? agency sind is not
atherwise snbject o the HIPAA Regulations shall not be nequdred to comply with the HIPAA Regulalions ander this
Aareement.

7. Compliance with the Iimplesnentatlon Guides and Carequality Polices.

-

Beginning on a date to be pamnally agreed vpon Iy Applicant and Careguality, Applicant shall implement and
mainlgin support of @ leas one Cavequalily Use Case aid shiall indicute to Carequality the Applicunt™s vole in such
Carequality Use Case (" Carequality Use Casg Rale™ ), For all Carequality Use Cazes snpported by Applicans,
Applicant shall comply with all componeuts (nnless such componens are designared as optionaly set fortl in the
applicable Tmplenentation Guide it apply w41y te Applicant's Carequalily Use Case Role or (i) all
bplensenters, Applicinl i encouraged, Tl nol requires], o comply wilk gl optional components ol the applicable
Irplemwntation Guidets). Applicant shall also comply with all Camquality Palicies appiscable 1o Bnplemen ers smd
requre thal its Canequality Consections comply with all spplicable component s of the Dsplementation Guide(s) arl
Carequality Palicies, n (he event of's conflict between the terms ol this Agreement sl the aplementation
Cddeds) or Carequality Policies, the terms of this Agreemient shall control, Notwithstanding any provision ofthis
Agreemment o the contrary, if Applicant or Carequality Connection i g WS, federl agency, ro clamge in polices or
procedunes shiall apply 10 =uch sgency uitil the agency has meceived 60 davs' prior wiitten notice of the change and
hits azsenced in wilting 1o dhe change. 1Nthe apency does not assent or does not abject based on tederal law o (he
clange| s ) inwriting within 60 days, the changels | shall apply 1o the ageney, Inthe event of an agency objeciion
based on federal Law, i the oljection is nad wsolved prios 1o the eecive date of e changedsy o which the agency
abiects, the gewey may volunanly aiior selectively sngpend participion, oF Carequality iy snapeskl (he seesey
ifthe agency is unsble to comply with the cliangers ) pending contined elfors 1o reach a resolution,

8. Non_Discrhaination.

With regpect to linplemenress and aplementers” Carequality Conneclioas that have implememed the same
Carequality Use (%aze as Applicant and Appbesm™s Carequality Conpections, neither Applivant nor its Carequality
Conpections shall untairly or unreasenably limit exchange or butevoperalility with such Implementers or their
Carequality Comections. Bach Careguality Use Case’s Implementgion Guide will provide specific requirements for

- compliance with this requisenent in the comest ot thar Camquality Use Caze.

N 'Netsmart
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9. Applicanl Aulpnomy,

Tothe extent thug Applicant hos adoped Apphican Busmess Rules. Applicant is pemiittesd (o contmie acing 1
accardance with such Applican Business Rules, even if they restnct Applicant’s alality 10 support exclange of
information with other Implessenters or to meet the requirements of Section & above, provided thar Applicant
applies such Applicant Buosiness Rules cousistently with respect (o other Implementers amd the Applici Business
Rules do nod impose unfur or unreasonable conditions that wonld anfasrly or nereasonably limit imesoperability,

10, Accouptabliiy .

1.1 Applicant Accountabilily,

1011 Siatemnent of General Prnciple. To the extent nol probilited by Applicalde Law, Applicant shall L
respssible forits sos amd omnssions ad nol For the acts or smissions of any otficr Inplementer. Notwathstanding
any poovigion inthis Agreenent to the contrary, Applicant shall sot be liable for any act or osussion i s canse of
action for such act or omission is otherwise prohibited by Applicable Law. This section shall net be construed as a
hold hanmless or indemuni fication provision

10.0.2 Marns 0 Carequality, Subject (o Sections 103 and 19 oF this Agreement thit exclude cenain types of
danuiges orlinat overall daneges, Applican shall be responsitile for liam suffered by Carequality (o the exten that
the harm was cansed by Applicans s breach of this Agveenent,

111 1.3 Harm 1o other Implementers. Sltbjccl 10 Sechioms 11,3 and 19 of s Agresmuy that exchade vertian
typez of damages or limit overall daymages. Applicant shall be responsible for hamn suffered by another lmplenenter
10 the extent tuyt the Juan was cavsed by Applicast s willlil or reckless act or intertaonal auscondsct in cach case
in breavh of a Section of this Agreenent to which 1he other Implemenies ts o third pany beneficiany pursuang {0
Section 206 of this Agreement .

1024 Tmplementers with no Curequalicy Conmections, 10 Applicat does nod designate any Carequality
Conmections By a specific Carequaliny Use Case, then Applicant shall be responsible to other Implementers’
Carequality Cosnections for harm siffered by other Implementens’ Carequalily Cormectons o the extent that 1he
Nawrn was cansed by Applicant’s will ik aet erdnteatiomal nascondiet in breach of 1lns Agreement. IF Applicant
choeses (o boti destpnate Carequality Conngctions for a specific Carequality Use Case and also directly engsee in
the excharge of information esing Lhe same Carequalily Use Case, \hen Applicant shall bre responsible 1o other
tmplementer's Carequality Connections for hami suftered by ather Implementer’s Carequality Comneclions to the
estent thar the am was cansed by Applieant™s willful acl or intentional misconduct in ieach of this Azrecmenl
while pumtcipating in the Carequality Use Case direcily and not thiowgh its Carequality Connestions In all cases,
Applecant’s liabidity shall be sulject 1o Sections 10.3 apd 19 ol this Agreement thal exclide cestain iypes of
amiages or limal overall damages.

if.1 5 Federal asoncies, Notwithstanding any provision ol this Agresment 10 the condnary, if Applicant s a U5,
Tederal agency it is imdersiood and agreed that nothing in tis Agreerment shall limit the sovensgn smmmily
gnjoyed by the spency or lumil 92 legal nghl to recover daneges against Carequality, Tmnplementes, or their
Carequality Connections, IF Applicant is a U S, federal agency, then Applicant shall not have any indermnification
abligations 1o Careguality or (o any other lmplementer, theie Caregnality Connections or any thind pary in
connection withi this Agreement. No provision of the CCA. or the Carequality Connection Terms, shall be construsd
asan indemmifeation regquarement for sy federtl agency.

S
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(0.2 Carcguality Aveomualaliy, Applicun las agreed (o comply with this Agseement. Accondingly, Apphicant will
not hold Caneqnality, or anyone acting on ils belmlf, inchuding It ool limited to members of the Sieenug
Comumatier, Advisory Commeit ar any work group er subcommitice, its contractors, coployees or agents liabbe for
Ay daniges, lesses, liabidities or injunes atimng from o related (o thiz Agreement. exce 1o the extent that such
darnages, losses, linbilities or injunes are 1he direct resalt of Carequality™s breach of this Agreenent. Ths seciaon
shall net Le constroed a3 @ hold hannless or indemni tieation provision.

L3 Limitation on Liability. Notwithstandiog anything in this Agreement to the contrary, in no eveat shall 2ither
Carequalivy's or Applican’s reral labilily roeach other and all tlord pany beneficiages aging from or Rluisg ro
this Agreement exceed an aggregate mmonnt equal 1o Birce million dollars (83,000 000, whether a clam for any
such labikty vr dmages s premised ipos breach of contract, leeach o warmty, neglipence, striet lialalily, or any
ather theores of fiatalny, even if sneh Pany lias been apprsed of the possitility or likelihood of sucl daniages
GUCUETHIE,

11, Cooperation.

Applicant understamds and acknowledees that nismeroas actvilies with respuct o Uis Aareement shall 1l
imvolve cther Implesmenters mid their Carequality Conmections, erployees, gaents, ad ibinl pry contectons
verclons, or consitltns, Vo the extent ot legally prohibites], Applicant shall: (8} resporut in avamely manmer to
inquiries from Caequality, Implementers or ther Carequality Connections alow possible issies redmed 1o Uw
Carequality Use Cases) snpported by Applicant: () eollaboratively panicipate in discossions coordinated by
Carequality to address Jdiffering, inrerpretations of requireniends get. Lot in an applicable lmplememation Guide(s)
prior to pussping the Dispute Resolution Process; {c) make reasonable etfons to notify other ITmplemeniers when
perststent and widespread vonnectivity failures are occurring with those Implementers or their Carequality
Commections sothal all those aftected can investigate the problems amd identify the rool canse(s) of the conecuvty
filires; () work coopermively including. withow limitation, Feilitalimg contaat belween other lmplementers or
their Carcguality Connections and Applicants” Carequality Conneclions, to address the root canseds) of peragenl
and widespread connectivity Gaibires, () snbject o Applicant's right 10 restric) or condilion its cooperalion o
disclosure of infommion in1he interest of preserving privileges i any foreseeable dispite or livigation or proteciing
Apphicanl’s confidential mformation, provide reasonable information (or direct its Caregqualily Connecions ko do
30) 1o other Implementers in support of collaborative effons io resolve issues or Dispares: () require that
Applicant's Carequality Connections will provide information and other relevant assistance to Applicant in
compection with this Section |12 amd (2) subject 1o Applicant's right 10 restrict o condilien its cooperation or
disclosure of inlomiion i1l nterest of preserving prvileges inany Toreseeatile litigation o prodecting
Applicant’s Confidential information, provide reasonable information (o zid the efforts of oty mplementers or
their Caregrality Connections Lo undersjmd, contain, amd mitigate an Adverse Security Event, nt the reqiest of such
tpeamnetier of Crrcaguitity Comeelion oo case shall Applicant be requited o disclose individuwally adenrifiable
healll information in violarion of Applicable Law. 1o seeking an lmplememer’s cooperation, Applican shall niake
all reasonable efforts 10 accommodate the Implementer's schedules and reasonable opertiomal concems.

12. Atdverse Securily Evemt Reporting,

2.1 As soom as reasonably practicable, bt s later than live (5) busmess days aller detenninag that an Adverse
Security Event has occurred and is dikely 10 have an adverse impact on an Implementens) or Caregualily
Conmection]s), Applicant sl provide 3 poiesion o Carequatiny sud all Tmplementers e ave Ghely impacied by
the Event, The aotification sheuld include sufticient infornmtion for the recipient of the notiftemion 1o wuderstand
the rature of the Adverse Secirity Evenl. Applicant shall supplemont the infarmation contained in the notiication
sailahle and cooperme with other lmplementers and their Carequalily Comnections iy aceondanee

e
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Notwithstanding the forepeing. Applicant agrees thiat (1) witldn ene {1 ) hour of Jearoing that an Adverse Security
Ivent occiared and thal such Event may involve an Implementes or Carequality Connectson teat is a Federal
agency, o shall alert the Federal agency inaccordance with the procedures wed contacts provisled by soch Federal
sgency and (W that within dwenty-fonr (24 ) howes after detevamning (hat s Adverse Seennty Event has ocenried
and i likely 1o lave an adverge imgsct on an Ilmplementen s or Carequality Connectionys) that 12 a ederal agency,
Apphicant shall provide a notification to all such Implesaenters or Carequality Conngctions that are likety impacted
by the Event in sccordance with the provedures amd contacts provided by such Federal agency.

122 Section 12,0 shall not be deemed (o snpersede Applicant™s obligations (ifany) under relevant secunty incident,
Breach notficazion or confidentiality provisions of Applicable Law, Compliance with Section 12.1 shall not relieve
Applicans ofuny o ler secnrily invident or bresch repodting requirernents under Applicalde Law inelidisg. Tt o
limited 1o, those relared to individuals,

12.3 Applicant shall have in place a weponing protocel for its Caequality Cormections to nodfy Applicant off
Adverse Security Evente thal have ocenmed, sl shall clesrly comupmmente this protecol 1o 11 Carequality
C'onnections,

13. Accepiable ise,

{a) Carequality has adopied pernitied proposis for the sse of the Carequalily Elemessts that me specifeally sel oul
10 the Implementation Guide for each Carequality Use Case. Applicant shall andy engage in exchange activilies
throteh the Careqpuality Elements for permitted parposes as e fined tn the Implementation Guides, 10 &pydicant or
its Carequality Connectiens do not comply with these permitted purpozes or other applicable provisions in the
Implementsstion Guide, Carequalily may exercise its ght to suspend Applicant oy its relevant Carequalilty
Connections in accordsce with Section 5.3 (h) If Applicant is not 5 Covered Enity or Governmental Entity. then
(1) Applican may vse the imeroperability avadlable trough Carequality only for g permitted parpose @s set forlin
the relevant Implementation Gaide, or ctherwise within the Carecuality Etements, which may anthosize an
Implementer 1o use inforrmalion for speci fie pampoeses that enliance the effectiveness or the effidiency ofan
Implementer's petwork. and (i Applicant 2hall not, forits own benetit, re-use, re-disclose, ngerepme, de-identify or
sell any mformmstion ransnuitted or received by its Carequality Connections or Erd Users through the use of e
Carequality Elements prrswanl to a valid CCA unless s tespective Canegqaality Connections or End Usens Tave
given Applicant the explicil wntten anthonty to do so. For the aviddapee of dould, an Implersienter shall not be
vonsidered to be acling *for ils own benefil”, rezardless of any compensation for services or other valug it receives
a5 a result of its acttons, of (i) the Implementer is acting & a Business Associate fora cosiomer or member of s
nelwork Lo do something Hat the customer or member s alfowed to doatself, as permmitted by te wrllen sgreement
Between the Inplementer and its customer or member or some other writing that is legally enforceable. or (i) the
bpleamnenter is aking action wilth sespect to a patiend s soformation at the direction of thal patient or thal patignt’s
Personal Regresertative, as defined by e ITIPAA Regulations. {¢)Nothing in thig Section shall reg(nict Applicans
from having different srrangements oulside of Casequality provided et Applecant can still comply with this
Agreement, This Section shall nol prohidin Applicant from compiling general volume statstics (sueh as query
volumes or nimiber of records exclumzed) abont its, its Cargquality Comnections” or its End Usgs' exclinge
aclivities condacted throvgh the Carequality Elements including with other Implementens, their Carcgualily
Comnections or Epd Users, Notwithstamding the foregoing, to the extent such statisiics identify any other
Implementer or Carequatity Connection. Applicant shall nod disclose such staristics to any thivd pagy withoul the
poor wntten consent ot soch Enplernenter o Caregqualil v Connection,
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14, Informatlon Handilue Transpareney,

Priur o besmy recogaized as an nplementer, and duing the semainder of the Term, Applecan will make goblicly
availhle an accure statement of s nformation leusling pactives (he = Stacement of nformiion Handling
Practices™ ). For example, a Statement of Iufornmation Handling Pracucss may be o Natice o Privacy Practices as
defined t the HIPAA Regulations or may consig of a stalement that Applicant does nof landte informatson mlhe
vourse ol exchange activities dmangh the Carequality Elements. Any Staement of forpwtion Hadling Practices
sl clestrly disclose if the Applicant offers products and services Lo its customer ansd network menibers whiclh
ivolve aveess 1o, nse angd sedisclosuce of inforation ihian Applicant obains by virmue of beang, an implemienter.

158 Carequallty Counections

13,1 Apphican s responsible Tor whentifyang those of its enstomers, prrdicipants or othier constibuent entilies. ol any,
that wish Lo be inchuded in the Carequalily Directory as Carequalily Connections, Applicant maiy delegate thes
responsibility w its current Carequality Connections co their intermediary entilies as approprive. Belore listing any
ennty in the Carequality Directory as ity Carequaliry Conngetion, ApjAicant mus! confirm that the entity doss nor
duplicate. in terms of the healtheare infermation content it provides, ancither data source thal is already a
Caregiality Comnection of a diferen baplementer, Yor the same Use Case, ane shalt not Bist inthe Careguality
Parectory g4 its Carequatity Connection any such duplicative ey, For e xample, (0 provider organization is 4
Carequality Connection of p health infommmeion exchange (HIE) and, vig the HIE, pravides aceass 1o information
nlimately seurced from s electronic health reconl [EHR) sysiem, then that providey organizaion may nol aleo be a
Carequatity Coanection of its EUR vendor 1w provide access Lo substantially similar data. As o fander example. if's
providler organization wses two dilleent EHR systems within dillesent pans of its exeiprise, these dwo EHR
systems are distine data sowrces and are notl doplicative for purposes of this Section, and these systems nuay be
represented sepamtely in e Carequadity Direclony by different Bnplementers. For Janty, Caregualily Loneclions
are periitted Lo cliange Implementers, bul may not have an active lisling in the Directory by two Implementers tor
ihe sme Use Cage at the same time. Applicant shall cooperate with other Implemeniers o avoid duplication of
Diarectory listings in such coses, and shall make reasonable effons to facilitate ransitions front one Tmplemenies to
another. Applicant acknowledges Lhat it st sipply e lorr ion tat Cavequalily mdicates is necessary Lo complels
W Cstrequuhiny Ditvectory entry for eaell Carequality Connection, in exler for that Careguality Connection to b lisled
inthe Carequality Darectony. Cargquadity g lementalion Goides sy spealy padionlar teclncal anchiteciines or
approaches o maipimmng information aboul partivipating Carequality Conpectaons smd making it available as part
of the Carequality Directory, w wlich case Applicant shall corply with the requirements of the relevant
Inplesnentation Guides. Carcaualisy expressly relies upon Applican! to mwintain information alom s Carequality
Conueciion: oz nge walh the *Z‘meqim]irj' Directary, and Carequality expressly disclaims any responsibiliny o venty
the accuracy of the informalion

5.2 Prio b incliuging sy organizsion in ) he Carequality Directory as ity Carequality Commection, Applicant shall
require such Carequality Comections to, at a minimmm, comply with the Carequality Connection Tenng, Applicant,
or a snfermnedioy entily, can do this, dsrectly or indirectly, throagh an agrecment that is legatly bhinding on the
Carcquabily Comection or through wollen policies and procedurvs (hat incorporare the Cuareogumality Coimection
Terms withon any chiange to sieh terme, For clanty, the previons seidence does no probishit Applecam fom
enfuorcing sddittonal terms or pelicies beyond the Careguality Conmection Temis, as long a2 these Lerms or pelivigs
vlo nol contradict . contravene, or oilierwize madermine the Careguality Connection Terms, witly respact 1o exclange
activities Birough the Carenmality Elemems . Applicant represents that every organization that it identifies 1o
Carequality a8 a Carequality Connection is lezally obligated (o eomply with the Carequality Connection J'erms.

*——
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Subject 1o the requirenienis of section 214 of'this Agreement the Carequality Steeting Commiites miy amend
Exhibit Lal any e, As per the requirements of Section 204, Careguslity will provade the Bl test of sueh
amendments al lerst sixty (60) days prior 1o the effective date of the amendiments, Applicant, in ten, stiall infom its
Carequality Connections of such amendiments, and make a full copy of the updsed Carequality Connection Terms
aviilable o its Carequality Connections wilhan thisty 1 30) davs of receiving the opdaled Carequalily Connevizon
Terms from Carequality. Applicard shall further inform its Carequaliry Connections if oljections rissed under
Section 2.4 will prevent the smendments from going into effeci.

153 Applicant shall employ g process by which Applicant, or its designee {including one or more of'its Carequility
Conniections, 3s st forh in the next sereence), validates suflivient information fo npiquely identify each End User
of o Carequalily Commectzon gnor to ensbling such End Uses 1o ise the interoperalilily affonled by this Agreemes
Applicant may fil [il this responsilality directly or indirectiy Iy contractnally obligating w8 Carequality Conngctions
o i subconttaclor Lo Bl (his responsibility,

154 Applicant shall maintain and exéngse the abiliy to suspend or leaminate 8 Carequabity Commection if such
Carequality Connection fails o comply with the Carequality Connection Temts o is otherwise subject to
suspension by Carequality.

16, Confidentiality

160 Applicant and Carequality cach agree o use (he oflier Party’s Confidentid Infotnsion only as anihonzed in
this Agrecment solely for the purpose of pecfonmdeog its obligalions under this Agresment, and for no olbier prerpase
Each Panty lereto may act as 4 Discloser and o Recipient, accordingly. A Recipgent will disclose te Confidential
Information it receives only 1o ils eaployeds aal sgents who regitire sieh knowledee and ise i (he onlinary eonsse
and scope of thear employmen or retention, and ave obligated to protect the confidentality of such Contidential
Infonmation ina mamer substantially equivalens (o the terms teguired horoin for eatment of Gonfidentiel
Infornation. Othernwize, a Recipien agrees not o discloge the Confidential Information received to anyone. In the
event 9 Recipien has any question ahow wheiher informarion and‘or materials it receives is Confidentinl
Information, it shall ireat 1he sarne as iFit were Confidential Information. For the avoidance of doubt, ihe
Carequality Tlements that are not labeled as Contidential Informrmtion by the Carequalily Steenng Commnulles are
ned conficlenial and are o covered by the provisions of 1is Sectiow,

16,2 Atter Carequaliny’s accepiance of Applicant's application to be @ Carequality Tmplementer, Carequality sliall
prronadle Applicant with aceess to the Curequality Rirectory, The Carequality Divectary is imtengled 1o be used by
Irplementers, Carequality Comnections, and End Users 1o creaie @ud maantain operdional cormectivity wider the
Carequality Elements. including the development and maintenance of effective user interfaces for relevant systems.
Carequality is providing Applicant with access to, and the right to nse, the Carequality Directory ou the express
condition that Applicant enly use and disclose intormation contatned in the Carequalily Directory ag necessary o
advance the intended ise of the Canequalily Directory, For example, Applicant is pamitted 1o disclose information
cenrained in the Carequality Directory to the personned of a Carequality Connection’s EHR vendor who are engagedd
in assisting the Carequality Conmection with establishing sl maintaimng conuectivily via the Carerudity
Flements, Fueher, Applicant shall not nse the information contaimed in the Careqnality Direclony for marketing or
any Form ol promation of thets own proddaces and sendces, unless this use and disclosine s pan ol an effort by
Applicant o expand, or oherwise improve, colnectivity via the Carequality Elements. and any promotion of
Applicant’s own prodicts or services ts only incidental (o the primary prrpose, oo event steall Applicant nse the
information contained in the Carequality Divectory in a nuumer that would be ressonably expected o have a
detrimental effect on anather Pany, Impleroenter, Carequality Conngction. End User. or other individual or
OTallizalion.
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17 Caurequality Monitoring,

Careqguality, teongh its agents, employees aad independent contractors, in ordes 1a confism compliance with this
Agreement. sl have the rght, b net the obligation. to monitoer exchunge wciivines enables by the Caseguality
Clements, Applicanl agrees toocooperate with Carequadity tn these monitoring activifes and o provide, al
Careqnality's reasonable reqnest. information in the fartherance of Carequality's monionag isclocing, bin net
himited 1o, andil logs of exchange transactions And sunumary repons of exchange activities, o the exien that
Applicue possesses such infomiaion. Nething in iz Section shall be construed as limitisg or moditying
Apphicant’s responsibililiey for perforniance measiuce reporing o demonstration of compliang ¢ fos 2 sperific
Carequality Use Case, as onthoed v dal Ca'equality B se Case's Implenpesdation Guidie, Nothing in this Agrecinesa
shall be constmad to allbow Carequality 1o Tave direct access Lo the ingorma jon #ystems of any Applicant o
Careguality Comiectizg)

18 Coniributions: 11 Riplits: Ownership of Materiads: License

Applicant ackuowledees thar any copynghts, patent rights, trade secrets. wademarks, service marky, trade dress, amd
olier imellectual propeny in of related to Careaquality tncluding. b not limited Lo, this Agrespunl and all Exhibils,
huplementation Guides, Carequality Elements, Carequality Policies. relsted materials. informastion, sepons,
processes (e " Caregnatiy 7Y, are protected wnder applicable United States taw. Recognizing 1hat the Carequality
135 the work prodict of the membership of Cunsquality, asd that Casequality is the collectiye nepresigitative of all
impleneniers' inlerests. these inlellectual propeity rights are asserted and held by Carequality i its capacity as the
representanve of its fonsd membenship amd Heensed fo Applicant hereunder. Thig does ot spply to Caregiality
trademarks, service marks or (rade dress fghts, wlitch ave dizcossed separately in Section 18,6 below. Applicant is
cicouraged (o provide Contributions 10 Canegualily md understands that Corequalily must olfain ventain rights in
such Contrililions i order 10 include the Contbution in Carequatity [P, Noowithstanding any provision of this
Agreement 1o e contrary, it Applicant is o U.5. federal agency and considers cemain infonmarion 1o he the
intellecrnal propenty ofthe U.S. povernment, 1he agency shall ned contribute such information unless and untal il has
ertlered into = wiilten agrecmes) with Careqimlity Sor the transfee or license of such mtellectual properly nghs.
18 1 With respect Lo each Cotritagion. Applicant represents that: (@) no information in the Connbotion is
contidential: (by Carequality may freely disclose Uhe information in e Contribition amb (e to the best ofits
knowledze, sich Contribution is free of encumbrance as i elales 1o e tellectial property nghts of vthirs.

8.2 'To e extent at g Commbution oo any pordon thercol is protecied by copynight or alhice nghils of withoeshdp.,
Applicans grams a perpetoa, irrevocalde, non-exclusive, royalty-free, world-wide, sublicensable nght and license wo
Caveguality under all such copyrights and other riglis in the Contribintion to copy, nodify, publisly, display and
distribute the Contriintion Lin whate or pan | and to prepare derivative works Imsed on or that incorporate all or jran
of sl Contilsition, i each euse, for the pupose of incorprorsting sueh Contributions inte the Carequadity 19
Apphcant alko grants Carequatily the nght: (a ) to register copyright in Canequalily’s name any Carequalily [17 vven
thongl it may inchule Contnhions: and (b o peanit others, 2t Carequality s sole discretion, Lo repmodiece m whole
o in pent the resudting Carcqualivy 12,

183 Applicanl shall idestily o Careguality, (hrowgh the isswance of a leller ol assurance, any' palents or galent
applications whicl Applicane believes pay be applicable 1o any Conerbution nsade by Applicird within any
Carequaliey Element specitically including. bul nod limited to, any Implementation Guide, This assurance shall b
provided withow coercion and shali take the Form of a general tiselaimer (o the effect te the patent holder will i
enforce any of is presenl or ftioe patent (5] thal would be requived 1o implement or we the Carequality Element
relevint 1o any person or entity nsing the patensp Lo comply with such Carequality Elemen.
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18.4 Carequality gramis to Applicant a perpetnal, sresocable, nos-exclusive, moyalty-tree, world-wide, suldivensable
right and license to use, modify, reproduce, prepan dedivative wotks ol and disseninate the Carequalilty 1P for the
papose of ephancise ineeroperstulity dncliding drongh the modi ficaion of its praglaces and sendices to implemen
the Carequalily Use Cases and conforn (o (e Tmplementation Guides) and 1o olherwise exercise any and all of its
rights under this Agreement. Applicant and its Carequality Connections wkl Ensd Users hive and will continue to

poszess the nsage rights 1o the Carequality [P as o horized by 1his Azreement and the Carequality Connection
Terms.

18,5 Applican setains ownerslip of any Contribigion it provides, graming only tlie icenses described uy 1his
Seclion, Nothing shall prevenl Appdicant from (i) clianging Applicant's techinology, services or any Contibution i
Ay way, inchiding w conform to the requiresents of an Implementgion Guide or (i) making any change available
to any ather person ot entity. Motwithstanding anything (o the eontrany in (las Agreement, all nght, tde, and interedt
L any change to Applicant's techinology, services or any Contrilntion will aceme 1o the benefit ol and be owned
exclusively by, Applicaan.

18.6 The tradermarks, services miarks, Uade dress, bistoess names, company names, and logas owned by
Carequality. including withiout limitation CAREQU AL ITY and all Carequality logos, (callectively, the “Carequality
Marks™) st an Smporant pa of maintaining the strength and repiation of Carequality and its efons 10 enable fhe
inferoperable exchange of healtheun: information, Applicant may pot nse the Carequaliny Marks 10 brand any ol
Applicant's prodicts or services and may not incorporate any Carequality Marks in any of Applicant™s domain
names except as provided i Carequality’s priblished guidelines on use of trademarks, Upon Applicil being
recognized by Caregualiry as an linplementer, Applicant «hall be entitled to use and display * Carequalis y
pplementer” withds its prnted marketing matertals, mcluding on Applicant’s website, 1o mdicale that Applecan
has been seceped by Carequality as an Implerenter under this Agregment provided that such vse s nt izleading
o ilgecurate. No otwer rights are granied wider this Sectione Applicant shull ned apply for registration of dny
trademark. service mark. trade dress, buginess name or company name, or logo that incosporates any Carequality
Mk or any element contisingly simitar to any Carequality Mark. In connection with aty nos-4mdemsrk,
descriptive use of Carequality Maks, Applicant and its Carequality Connections will use the registration symbol
or the trademark or service mek symibels, rior =, s more 00y se0ont in the Carecuality guidelines onowse of
trademarks, and indicate o the text that the Casequality Mask ased “is the registered trademark of Careglalily,” “is
the trademark of Carequality,” or “is the service mark of Carequality,” respectively

19 Mscluimers,

Apphicant acknowledges that other Implememers and Carequality Conneclions may be added to or remove from
(he Corequality Directory ab soy (ime; therefore, Applicant may nof rely npon the melugion in the Careqatity
Crrectory of a paticalar lmplementer or Carequality Connection. 1T 18 EXPRESSLY AGREED THAT IN N
EVENT SHALL CAREQUALITY OR APPLICANT HBE LIABLE TOUACH OTHER OR ANY THIRD PARTY
BENEFICIARY FOR ANY SPECIAL, INDIRECT, CONSEQUENTIAL, DR EXEMPLARY DAMAGES,
INCLUDING BUT NOT LIMITEDR 10, LOSS OF PROFITS OR REVENUES. LOSS OF 115K, OR LOSS OF
INFORMATION OR DATA, WHETHER & CLAIM FOR ANY SUCH LIABILITY OR DAMAGES IS
PREMISED LPON BREACH OF CONTRACT, BREACH OF WARRANTY, NEGLIGENCE, STRICT
LIABILITY . OR ANY OTHER THEORIES OF LIARILITY. EVEN IF THIE PARTY HAS BEEN APPRISED OF
THE POSSIBILITY OR LIKELHIOOD OF SUCH DAMAGES OCCURRING, WO PROVISION GF THE CCA,
OR THE CAREQUALITY CONNECTION TERMS, SHALL BE CONSTRUED AS AN INDEMMNIFICATION
REQUIREMENT FOR ANY IMPLEMENTER. INCLUDING BUT NOT LIMITED TO A FEDERAL AGENCY.
THAT 1S PRECLUDED BY LAW FROM INDEMNIFYING THIRD PARTIES.

5
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20. Dispute Resolution,

20.1 Applican ackuowludaes thal it may be inils best interest (0 sesolve Daspites between on anmong, Applicant or
Applicant’s Catequality Comnections, wid Carequality. aher Inglemeners or tieir Careguality Cosmections through
@ collaborative, colleginl process rather shan drough eivil litigation. Applicant has resched tus conclusion tased
apet the fact thian the legal and facoual issues involved in s Agreement swe uniqne. novel, and complex and fundted
vasze baw exists which addresses the legal izsues tha could anise fror thiz Agreement. Therefene, Applicant stall
sulineit Digpures to the non-binding dispite resolition process estatdished by Carequality (~Dispule Resolution
Process™ ) {Exhibit b Applicant also agrees 1o direct i Carequality Connections 10 use their best ¢ Yonis 10 reselve
issies that gy anse between ts Carequality Connectsons sd ofher Implementers’ Carequalily Conneclions or
otlier Implementers 1o the extendt that such Implementers do not have Careguality Conneclions throngh imformal
dlisvassions helore seeking 1o invoke the Dispute Resoltion Process, naddivion, Applicant sgrees tha iFsueh
intorinal discussions do nel =uccesslully resolve e issies afler good failli effont s, then before a Dispute is
suliwilted wo e IHspute Resolution Process, Applicand will seek 1o facilitate the infonnal resolation of such wssies
slireetly heaween itselt and the other aftected Implememen(s). To the extent thar such issues cannol be reselved
through cooperation between Applicant and the wther Implementer(s), Applicant on behal! of its Casequality
Clonnection may chocse to snbinit the Dispnie 1o ihe Dispuie Resolution Process, Under no eireamstances will the
Dispine Resohaion Process give Caequalily any power to assess nionefary damsages aganst Applicant, Applican’s
Careguality Connections, or any other Implementer or Carequaliny Connection, Except m sceordance witl Seation
2002, 80 Applicanl refises to panicipate in the Dispale Resolation Proecess, such sefiissl ghall constinte o nilerial
breach of this Agreement ond may be grounds for temmmation i accordance with Seclion 5.2,

20.2 mediate njunctive Reliel, 20028 Nodwilhstsushing Section 2001, Applicant may be relieved ol its ohligacion
to panticipate in the Dispute Resolution Process it Applicant (i) believes that another Implenenter’s or Carequality
Conmection’s acl or omission will cause imeparable hamm to Applicimt or aother organization or individual {e.g,
Implementer. Carequalily Comnection. End User or consumer) and i) pursuves immediate injunctive relief agnins
such Implemenier or Carequality Connection i a conn of comperent jusdiction, Applicant mst inforn
Carequality of such acicn within two business daye of filine for the injnnctive relief and of the resalt of the avtion
within 24 howrs of leaneng of same. Notwithstanding any provision of this Agrecmesd Lo the contrary, 8 Applicant
isa U8, tederal agency, federal low shiall govern whether s when equitalile rediel miay be granieql:

2002 2 1tk inganctive rehiel soughl an Section 20.2(a) s ot grnited and Applrcamt chiooses to porsie e Dispule,
e Dispte must Le sidimitted o the Dispute Resolition Process in accordance with Section 2401

20.3 Activities dutine Dispmte Resolalics Process. The pendencey of a Dispute under this Agrecment las o eifec
on either Pary's obligations hereunder, unless Applicant suspends or ternunates ils righis in accordance with
Section 8.2 or 5.3 oris suspended in accordance with Section 5.3,

202 Jmiplementation ol Asreed Upon Resoluion. If, wany poigt diing the Digpite Resolition Process, Apprican
and all of the other paties to the Despuie aceept 2 proposed resolntion ab'the Dispute, Applicant and Carequality
each agrees (o vmplement the terms of tie esolitson to e agreed upon thnelane.

20.5 Kesenvation af Riglns, I, followang the Ispiote Resohition Provess. i the opinion o Spplicat. e Dispie
Rezobution Process faled (o adequately resobve the Dispute, Applicant may pursue any remedies avealable ta st in g
volut of congpeten jurisdiction.
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21. Miscellaneons General

21.1 Auhorily 1o Execals, Applican! warrants amd represents Chat 31 has the Tl powes and aithanity 1o execite thas
Agreement and thal any representative of Applicant who executes his Agreement s [l power and anthonty w da
so on belal ot Applicant.

21.2 Matices. Al Notices Lo be made under this Agrezment shall be geven in writing to Applicant and Carequeality s
the addresses set forth following each Pany’s sigratire. and strll be deemed ghven: (1) upon delivery. if personally
delivered, Qi) npon the date indicated on the retum receipl, when sent by (he United States Postdl Service Cenified
Mail, retum receipl requested; and (3115 by facsimile teleconumumettion or other fomt of electiomic bamsmession,
inpon receipt when the Notice is divected 1o a facsimile telecommmication niwmber or electranic mail address listed
Iy the Party andd the sending Fwsimile machine or electronic mazl address receives confimaion of receipt by the
receiving facsmile machine or elecirome mail address

21.3 Goveming Law, o sed Jnrizdiction. I the event of a dispue berween thie Panies, the applicable Federal
wnil Stale conflicts of Ll provasions (han gevens the operstions of the Parties shall derenmine govermng T 1 any
Party o a1 slispute is a U.S. federal agency. only Federal law shall apply,

214 Anensdment. This Agreement, and any anachmens or exhibite incorporated by reference o this Agrezmant,
may be amended by Carequaliry from 1ime totine provided thal Carequality first provides nidice and an
apparumly o movide feedback op the drafl proposed amendment sod @1 opportirmty o olject in accordance witk
this Section, Carequality will provide Notice of any propozed amendmene to Applicant and all other mpletenters at
leust wineny (9101 catendar days pror fo the proposed elective date of tie aendment. Careguadity will sceep
Feedissek on the deaft proposzd amendment from Applican) and ail other Impletgenters for twent y-one (21 ) calenda
days, anid will provide final 1ext of the proposed sunendment (o Applicant and all other Implementer's no later Liam
SNty {60 calendar days prior to the effective date of the amendment. Applicant shatl have thisty (30) days from the
date ofthe publication of the Anal rext 10 advise Carequalily inwnling ifthe Applicant ohecee (o the proposed
amendment and the specific reazons for its objection. 18 more than one-thied { 1/3) of all Implementers object o the
proposed smepdinest, Lhen the amendimen) shall st go into effect. Ctherwase, the mmendment shall be efleetive al
the end of the ninety (90) day potice period. Applicant shall be requarsd 1o sign any amendment approved in
secordance wilh this seclion or ferminsee paicipstam by providing al Jeast sisey (60) days prior witien Notice of
swch termgation to Carequality. Mo amendment to s Agreement shall e proposed o Applicant wiless snch
amendment ig proposed Lo all other Implementers. Notwithstanding the foregoing. if' Carequalily determines, based
o advice from legal connsel, tal an amendment 85 regquared inoeder for Careguality to rema in complianes: with
Applicable Law, Carequaliry is nid required to provide Applicant and ofher Ingplemnesders with an opporanily o
object o the amendment . However, Carequality shall sl be veguived 1o provide sivy (60) days advance notice of
the wnendinent.

215 Applicalde Law. Notwithstanding anmything hesein to e contracy, Applicant shiall no be requiced to do or
unden ake nny aetion of oinissyon that would canse Applicant 1o violate its Applicable Law.

21.6 Third Pars Beneficony, Each tmpiementer shall be deemed g ibird pany teneficiacy of this Agreement or
prpozes of enforcieg Applican’s compliance wath Sections 7.8 100, 10013 1112013, 13 and 20 of this
Agreement. 0 the event thisl Applicant does ol desipnate any Carequmlity Consections or that Applicant engages in
exchange directly with other buplementers’ Carequality Comneclions in a specific Carequality Use Case even
though it lias Carequality Congections tor that spicafic Carequality Lise Case, then each implementer’s Care guality
Congections shall be deemei s thted paty beneficiary of this Azreement solely for the purposg of enforcing

. Applicant's compliance with Section 10.1.4 oftlus Agreenent.
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217 assignmment. Wong olles Azreement. including bt not limited 1o any of the rights created by this Agreement.
shedd) b assignable by either Pany whether by operdtion of law or olbierwise withond the poor willen approval of
the cthwer Party,

21.8 Foree Majeure. Neithier Pary shall be responsible fur any delavs or tailures in perfonmnce caised by the
vccwsrence of events o ol her circimstsees Gl are beyond ins resonable conerol afler the exercise of commercially
reasonable efTonts to eithier prevent or mitigate e effect of any such accunence or evenl.

21.9 Sevemnbility. [Fany provision ol thes Agreement shall be adjndged by any court of competent jimsdiclion (o be
unengorcesble or invalid. thay provision shall be modi fed 1o the mimesnm exienl necessany (o achieve the pirpose
origimally intended, 1F possible, and 1he remaiming provisions of this Agveement shall remain in Rl force and efect
and enforceable, the provision camal e modifed to aclueve Uw rupose orginally imended it shall be severel
from the sgreewent and the renaingnsg provisiong of this Agreement shall remain in fill force and effeel and
enforcenble,

2010 Sunaval of Raghis and Chlipations, All Sections, which by ihetr naonuwe are mean 1o sonave this Agresmont,
shall sivive expiration or lermination of this Agreemen).

2000 Connterpans, This Agrecment may he execited i ome or more connterpans, each of which shall be
considered an ofginal countespan, amd shall beconwe a Wnding agneement when each Panty shall Iave execwed one
SO .

21.12 Captions, Captions appearing m thas Agreemenl ase For cosvermence only mud shall noe be deemies] o expluin.
limit or wwplity the provisions of this Agreement,

21:13 Independenr Panies. Nothing consained in this Agreemenl shall be deemesl or connied as erealing a joint
venture or parnerskdp between Applicant and Carequality. Excegt as specifically set tonh Tierein, neither Pany slrall
have the power (o controd the sctivities and openttions of, or contrachislly band o commit. 1he othes Pay and their
status with respect toone another 15 Lhal ofindependent contmetors.

211 Bnlire Aoreement, Waiver. This Agreement, together with all attaclunems, exhibitz and wtifscts incorpomited
by reterence. conlaing the entire nnderstanding of the Parties with regard 1o the subject matter contained hevein. The
Exilure of esther Pany to entoree at any time any provision of this Agreemens shall not be constred 1 be a waiver of
sich proyisiv, nor in any way allec) the vabidily of this Agreerpent or any par heeeol or the nght of such Panty
therenfler i enforce wach and every such provision. Ne waiver ol any bresich of this Agreement shall be held to
constilile o wanver of any ofbier or subsequent breaehe sor shall aay delay by eilher Pany (o exencise any vight ander
this Azreement operate as a wwver of wuy such right,

2115 Eillect of Agreemesd. Fxcepd as rovided in Sections 2.3 and 19 {"Dsclaimens™ Y and Section 20 ("Dispale
Resolution™y notling in this Agreement shall De constried to restaet Applican's tght to pursie bl remedies
avatlible vnder law for damages or ofher reliel aisimg from sots or ondsstons of Carequality of other buplementers
or Carequality Connections related (o ths Agreement, or to linit oy rights, inonunities or dedenses (o which
Applicant may be estitled vnder Applicatile Law.

2116 Prapniy, In the everst of ay contlict oF inconsisteney between s provision in e body of tis Agreemend and
sy exhibil or stachmen ereto, the terms comamed e body of this Agreemenl shall preval,

2117 Time Peoseds. Any of the ine periods specilied @ tles Agreemen! may be changed pursuamt Lo the muanisl

_Iirrcﬁ consent of the Parties
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21.18 Remedies Cumulative. The rights and remedies of the Parties provided in this Agreement are cumulative and
are in addition to any other nghts and remedies provided Dy law.

Updated: July 2022
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Vv Netsmart
Chapge Healthcare Solutions {CHC) third party pass through terms:
END USER LICENSE AGREEMUENT

The followving temms apply 1o the Servives:

[ Definitions,  Yor all purposes of this Agreenent, the fallowing temms shall have the
follmving meanings:

1.1 S AMate™ shall mean any entity owied or controlled by, under commuon ownership o
controd with, or which owns or controls either pay to thes Awreement or any of its subsidinries.

1.2 =Company™ meass Change lealtheare Solutions. 1.1.C.
1.3 IR shall mean the Software, Services mnd Materinls providid hereunder,

1.4 SNaterials™ ghall mean all specilications and written materials {includig bt msl limated
1oy and all imaining mterialz, designs and design documents, informatson manuals, and all other
documentition} provided 1o End User by Company with respect 1o the Services provided
hercunder,

135 “Payers” shall mean those eolitics that receive Transactions subnilted by End lser
throngh the Serviees, as identilied Trom time Lo time by Company,

L6 “Services™ shall mean the transaction processing and other services performed by
Company o ene obits Affilknes from time to time for End Liser.

17 =Seftware™ shudl mean those computer sollwore programs (whether i source or pbjvc
cade o) 1o be provided by Compuny hereunder o fhe purpose ol Tacilitaing the Services, il
applicable,

1.8 *Treausactions™ sl wean biteh sod real-tme heahbeare transpctions submitted by End
User tn Company tor transimission 1o 4 Paver. whether or not a Paver aceepts or favinably
adjudicites such trimsactions.

z. Ripht_to Use the Services.  Subgect to the terms and conditioms of this Agreement.
Company grants o Lnd User a pon-exclusive and non-translerable leense [or the term of this
pereement 10 bse the specified Services, including the machise readable object code version of e
Softwase, i appheable, only at the End User owned or controlled Pacilities for the internual aise of
End Ulser for the processing of Transactions. This license prant 1o Fnd User also includes the right
0 use the Matenials o the Facilitics solely to assist Lnd User in 115 use of the Services. No rights
are pranted 1o the [P except as explicitly set forth in this Agreement. End User shall not remove
any of Company’s copyright. trademark. or other contidentiality notices rom (he Software ar
Magrials,
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3. Transuction Rejection Rate. Netsmart's End Users are subjeot 1o the Transaction rgpection rate
of three percent (3%4),

4. Expenses For Use of the CHC Services. CHC is not responsible for Netsmant™s End Users’
expenses for acquiring, operating or maintaining hardware and sefltware for use of the CHC
Services or modifications or enhancements 10 Netsimarn s platform,

5. Information. Fod Users have no entitlements 1o and may not deconpile, disassemble or reverse
engineer or otherwise atlempt e discover souree eode or other infonmation concerning the
Licensed Solware,

6. Fees. Company and Netzmurt shall be entitled av any time swithout prior notice to pass through
any access fees andor invrease i communications tariils related to the Services, ineluding,
without limitadion, govermnent-imposed aecess Vees, hees resulting from changes in regulation o
siatote, any third pasty-imposed acoess ees. or any other fees assessed againit Comapany and
outside of Company's censonable control. Company shall make available to End User upon reguest
doctsmentition relating to such pass<hrough fees in connection with the Serviees,

6.1 Frd User shall be responsible for iny taxes or charges bowever called, including bt nes
limuted 10 any registeation fees. assessments, sales, use, personal property. ad valorem. stamp.
documentary, excise. telecommunication and other luxes {excluding any laxes imposed on
Company’s income ) imposed by any federal, state or focal government or regulatory suthority with
respect to the performance of the Services v delivery of the Materials by Company pursuant o
this Agreement, whether such is imposed now or later by the applicable suthority, even i such
imposition gccurs afler the receipt or use hy End User of the applicable 1P, the invoicing by
Company for the applicable 1% or the termination of this Agreement. I End Uiser is tax-exenipl.
End User must submit with this Agreament evidence of fts lax-exempt status.

6.2 End User acknowledges that End User bas not relied on the e availability of any

programs, servives, finctionality, features or updutes in entering into the payment obligations in
this Agreemet,

7. Endd Uiser Obligations,

7.1 End Plser agrees to trmsmit Transactions through the Seevices, i applicable, only in
acvondance with the requirements, procedures. data element standards, formats. codes. protocols
and edits set forth in the then applivable companion guides and Materials.

7.2 Fod User shall execwte any and all applicable documents and comply with any and all

applicable procedures, rules and regulations which Company, the applicable Paver, or applicable

Jaw may require for wansmission by Company of Transactions to such Payer’s svstem, inchuding

without limitation, rules governing record retention. non-discrimination, and error resolution as

promulgated by the Serviees, MasterCard, VISA. the seithernent bank, snd insurance carriers, each

as amended from time to Ume. Eod User also shall adhere o such rules and repulations as are
PAGE 2 OF B
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rerpuived by govermmental agencies having porisdiction, wluding the Depuriment of Health and
Huwman Servives ("HIANTY End User shall provide ] supporting documents utd  sritton
acknowledgements reguested by Company necessany 1o comply with said niles and regulations, In
furtheranes thereof, o submitting cligibility Transavtions Lo State Medivaid programs. End Vser
hereby agrees 1o the Tollowmg: £a) aveess to eligibility information shadl be restricied 1o the sole
purprase of verification of Medicad eligibihity where Medicaid paviment For medical services has
been reguested by wthorized purtivs or where otherwise permuitted by federal or state statwe or
regnlation: (hy verification of eligihiliny under the gysem is not » guarsntes of pavinent, und the
records s 1o e recipient’s eligibibity status shall be the Naal authonty; (©) Ead User indenities
amed holds harmless ench State, its agents and employees, from any and all clamis by stch End User
or ooy recipivid Who i agerieved by the actions of End User hereunder; (J) End User is an
approved Medicaid provider in each Kuate o which it submits eligibility Transactions. and has
supphivd s correct Provider Identifieation Number for cach such Nue on the signatory page
fereter amd (o) bnd User agrees to abide by the Fedas! and Stue sepubstions regurhing,
confidentiality of infonnation,

73 Lo User heveby oppoints Company as s attamay-in-faut Tor the Hnited purpose of using
the ntommation End User provides o suboit electrome Transactions and-or sign hard copy {paper)
Travsactons on End User™s behalf o third-panty Pavers or processors, incliding bat not linored 1
commercial insurers, Medicare, Medivasd, and govermens agencies, and. where approprime,
agenies or carmiers covering work-related accident or iHness benefits, where Fad Ulser's signuture
is required Tor Transaction processing. Lnd User acknowledges that Company is uot responsible
for the conmtent or adjidication of any insurance claim, and End User retains all lability on such
chiims and agrees to indemuity and bold Company harmless on accoum of all such claims,
including the reconcilintion or adjustment of any claim.

T4 B User shall only submit Transactions 1o the Services on behall of physiciang ot
supphiers that have executed appropriste written authorizations tor such submission, and o trae
copy of such authorization shall be fumished w Compuny upon sequest. End User shall maintain
cach claamy, i applicable, or a period of seventy-two {72) months 1 such mannee as 10 assure that
such elaim can be assdcimted or identified with a claim form from the applicable physician or

supplier.
7. 5 Fasd User shall retain records relative 1o End User’s use of the Services in accordance

with sound business practives, and Company may request aceess during nommal business hours
upon reasonable advance notice Lo such pecords as are reasonably necessary 19 e Xamine Fad User’s
comphiance with s abligations hereunder,

7.6 Wetsnuart or iy supphier may suspend Services without Babiliy if Netsman s Ead User
wsises Hhe Services or violates the ferms and condiions of & Netsmort Fod User Agreement,

8. Representations and Warranties, Company represemts annd warrants that the Services
provided hereunder shall be provided (13 withoant material defeet and (1) in a professional and
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workmanlibe manner. In the event Gun a docomented and reproducible Taw inconsistent with this
warranty is discovered. Compamy’s sole responsibility shall be to use commercislly reasonable
efforts o correct such Taw in 4 timely mamner. This warranty does oot apply to (i) any media or
documentation which has been subjected 10 damage or abuse; (i) any clrim resulting s whole or
in part from changes in the operating characteristics of computer hardware or computer operating,
i the iteraction of e Software andior the Services with fion-Company soflware o sybipment;
{iviany clain resulting from a breagh by End User of any of its obligations hercander; or (v errors
of defects caused by End User, ils agents, coptractors, employees or apy third panty not controlled
by Company.

2, Limitations of Lishility.

9.1 Company’¥ REPRESENTATIONS AND WARRANTIES ARLE THOSE SET FORTH
IN ARTICLE R OF THIS AGREEMENT. Company  DISCLAIME  ALL  other
REPRESENTATIONS  AND  WARRANTIES,  INCLUBING  WARRANTIES  OF
MERCIHANTABILITY OR FETNESS FOR A PARTICULAR USE, Company does nol guarintes
e paviment or the timing of payment of any clams submilted through the Services. Pavment
remains the responsibility of the particular Paver of health care services and/OR supplier to which
the End User is submitting. IN NO EVENT SHALL either party BE LIABLE FOR INCIDENTAL,
CONSEQUENTIAL OR SPECIAL DAMAGES, INCLUDING BUT NOT LIMITED TO LOST
PROFITS, EVEN IF such pady 1IAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES, Company’8  AGGREGATE LIABILITY TO END USER UNDER THIS
AGREEMENT AND WITH RESPECT TO the ip FURNISHED HEREUNDER (WHETHER
UNDER CONTRACT. TORT, OR ANY OTHER THEORY OF LAW OR EQUITY) SHALL
NOT EXCEED, UNDER ANY CIRCUMSTANCES. THE price PAID BY END LSER TO
Company FOR THE PARTICULAR IP INVOLVED DURING THE ONE YEAR PRECEDING
ENDUSER'S CLAIM, THE FOREGOING LIMITATION OF LIABILITY REPRESENTS THE
ALLOCATION OF RISK OF FAILURE BETWEEN THE PARTIES AS REFLECTED IN THE
PRICING HEREUNDER AND IS AN ESSENTIAL ELEMENT OF THE BASIS OF THE
BARGAIN BETWEEN THE PARTIES,

9.2 Inthe event that any information to be transmitted through the Services is nol transmitted
by Company or is not accurately tramsmitted us a resull of Compamny’s Failure to perform the
Services in accordance with the terms of this Agreement. and such results in damage to End User.
then Company™s sole obligation and Hability to End User for such event (subject to reasonable
mitizgation by Fod User and the timitation of Hability sel {orth in Section 9, 1), shall be limited
furpishing credits on subseguent invoices from Company 1o End User in an pmound equal to Bnd
Liser™s actual damages incurred for reconstructing or retransmitting the data, including reasonable
out-ol-pockst expenses hat Ead User con domonstrate it has sustained and that are directly
atteibwlable to such fidlure, End User further agrees that Company shall not be lable in any way
For any inaceurscy resufting trom errors or amissions or the negligent or other wronghyd acts of
any employee or agent of End User or its AfTiliates.  Any claim against Company by End User
murst be asserted in writing within ninety (903 davs atier Company should have transmitted
FAGE 4 OF B
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seenrate information received from End User or the trapsmission of maccurate infonpation on
which the claim is based, as applicable. End User hereby agrees w promptly supply to Company
documentation reasonably requested by Company o support any claing of End Elser, THIS
SECTHON STATES THE ENTIRE LIABILITY OF Company WITH RESPRECT TO CLAIMS
THAT INFORMATION  WAN NOT  TRANSMITTED OR WAS  TRANSMITTED
INACCURATELY BY Company.

93 Company agrees 1o wmdemnilfy, defend and hold End Uiser harmless from and agminst any
losy, elainy, judgment. Hability, damage, action or cause of action, including repsonable allomeys”
lees and court costs, diveatly resulting from a third party claim that End User’s proper use of the
1P infringes or misappropriates the intellectuial properly rights of o thisd pany: provided. however,
that Company shall bave no obligaoon to indemnifv. defend or hold End User hannbess with
respect Lo such third party claims unless End User prompily notifies Company in writing of the
claim. aflows Company 10 exclusively control the defense of such clam, and cooperites with
Company in the defense of the clam or i any rélated settement negotiations. Such indemniy
shall not apply 1wy claim arising out of G the combimtion, operation or use of the TP with iy
product. duts or apparatus ot furnished by or on behall of Company or not specibied by Company
in writing, (b) End User's modification of the 1P, () use of the TP i n manner that contlicis with
the preseribed uses i the applicable Malerials, (d) use of the 11 other than in aceordance swith this
Agreement. of (yuse of other than a currept releuse of any Software, ICan infringement claim has
been brought, or Company believes such an infringement ¢hiim 13 reasonably hikely, Company
maty, at its sole option and expense, (1) use oomumercially reasonable efTorts to procure the right to
continue using the infringing 1P, {it) replace or adifv the same so that it hecomes non-infringing:
or {iii terminate End User’s right to use the infringing 1P and refund to End User all anmioumnis paid
by End User for the applicable 1P during the one yeur preceding Company™s refund, and if the
infringing IP 15 the onby [P contracted for bereunder. fermunate this Agreement. THIS SECTION
2.3 STATES COMPANY'S ENTIRE LIABILITY TO END USER WITH RESPECT TO ANY
INTELLECTUAL PROPERTY INFRINGEMENT CLAIMS BROUGHT BY ANY THIRD
PARTY AND SUCH LJIARILITY I8 FURTHER LIMITEDR 1BV THE TIMITATIONS
APPEAREING IN SECTION 9.1 ABOVIL

G4 Company shall have no vesponsibility for determining the aceuracy of any cladim
subsnitted. for settling disputed claims, for settling disputed payments. for settling disagreements
o disputes hetween o Paver and Prnd User, For any hability for the acts of a Paver and/or Fnd User
that vielate the Nocial Scourity Act and related regulations andior gndelines. or for any liabiluy
foreseanble or otheryise oceurng bevond Compaoy’s transmission of data.

9.5 Any clainn or canse of action asing out of, based on. or relating o this Apreement not
presented by End Elsersvithin one (17 vear from the discovery of the elaim or cause of action shall
be deemed waived, End User shiall use commercially reasonable ¢fforts to mitigate dumages for
which Compuny may becomne responsible under this Agroement.

9.0 Nedther party shall be vesponsible for delays or failures in performance resulting from acts

i
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or events bevond its reasonable control, including but not tmited 1, acts of nature, povemmental
actions, fiee, labor difficulties or shortages, civil disturbances,  transportation  problenss,
interruptions of power, supply or communications or nuatural disasters, provided such party takes
reasonable efforts to minimize the effect of such ucts or evenls.

1 Termoand Riphts Upon Termination,
Upon expiration o tennimution of this Agreement For my reason. (0 all license rights granted End
Llser hereunder shall terminate and () End User shall immediately cease using the 1P and Services,

. Miscellaneous.

TLE The parties shall comply with all applicable laws, and each party shall secure any leense,
permiit or suthorization required by law in connection with those aspects of the mansmibssion
process for which it is responsible under this Azreemient, End User shall conduct o)l marketing,
advertising, and solicitations of End Usars in compliance with applicable local. siste, and tedernl
ordinanees, laws, stalutes, regulations and codes. including the Telephone Consumer Protestion
Act of 1991, as smended {"TCPA ") snd The Controlling the Assault of Non-Solicited Pomography
And Marheting Actof 2003, as amended ("CAN-SPAM™).

1.2 The parties will act as independen comractors, and this Agreement does nol constiline
vither party as the agent or partner of the other pany,

113 Bach party represents and warrants that, as of the Effective Date. neither i nor its midical
stalf, partners, officers, directors, or emaplovecs are or have been (1} ssnctioned {or, or convivled
of, a crimimal offense related 10 health care or {31) burred, suspended or terminated from
participation in a stwte or federal health care program.  Each party agrees that, shoald it or its
mudical stalf, partners. officers. directors, or employees become so sunctioned. convicted, barred,
suspended or teeminated, this Agreement will sulomatically ternunate,

Hd o Wand 1o the extent required by Section PE33(v 1D of Tithe 42 of the Usited States
Codde, untit the expiration of Tour () vears affer the terminntion of this Agreement, Company shal
make available, upon written request by e Seeretary of B8 or the Comptroller General o' the
United States General Accounting Office, or any of their duly authorized representalives, a copy
of this Agreament and such books, documents and records as are necessary 1o cenify the nawre
and extent of the costs of the Services provided hereunder. Company further agrees that, in the
everst it carries out uny of s duties under this Agreement dwough 3 subcontract with o related
organizatton with a value or cost of Ten Thousand Dollurs ($10.000.00) or more over a twelve
{120 monih period, such subeontract shall contain a sinvilar regquirenyent for the subcontracior,

113 Netsmart's Supplicr, Change Hoealtheare, s a thind party benefiviary for enforcoment of the

terns in these End User Pass Through Provisions and the limitation of liability @ this Agrecimem
with respect 1o enforcement of the terms in these End User Pass Through Provisions,
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Intelichart third party pass through terms:

ARTICLE | - DEFINITIONS
‘Dacumantation” maans thosa matenals provided to Client that descnbe the
function and use of the Portal, including without limitation the anling user guide
tor the Portal, as updated from time to time,
“InteliChart’ or "Supplier means InteliChar, LLC, a North Carclina hmited liabilty
company.
“Netsmart Agreementl” means a writtan agreemeanl batwaan Netsiman and Client,
including all schedutes, exhibils, and addenda therelo, pursuant to which Clienl (s
purchasing subscriptions to daccass and use the Partal
“Order Form™ means a Netemant order form submitted by Client in order to (i)
purchase additional User subscriptions to the Portal, andfor {iii) purchase
Services from Netsmart Each Order Form shall be in a form acceptable to
Netsmart and shall not be deemed effective unless accepted in writing by
Netsmart in ils sole discretion. The terms of each such Order Form are hereby
incorporated by reference.

ARTICLE Il - SUBSCRIPTION AND SERVICES
{a)  Subscription Purchasas, During the Tarm Netsmart shall make the Portal
available to the Chent pursuant to, and in accordance with, the Terms, the
Netsmart Agreement and each of the applicable exhibits, schedule(s) andior
Order Forms thereto. Client agrees that iis subscnplicns hereunder are neither
contingent on the delivery of any future funclionality or features in the Portal nor
dependenl on any oral or written public comments made by Nelsmart regarding
future functionality or features in the Portal. For avoidance of doubt, Client
acknowladges and agreas thal its right to access and use the Partal is
subscription-based and is not being provided pursuant any perpelual license
grant included within the Netsmart Agreement: pravided, however, that the
restriclions and limitations imposed on the Licensed Programs included in the
Netsman Agreement shall apply to your access and use of the Poral,

{b) User Subscriptions. Unless otherwise specified in an applicable Order
Form, (i) the Pertal shall be purchased as Liser subscriplions and may te
accessed by no mare than the number of Users purchased by Client from
Netsmart, (i) additional User subscriptions for the Portal may be purchased
during the term of the Netsmart Agresment by submithng an Qrder Form, and (i}
the additional User subscriptions for the Portal shall terminate on the same dates
as the then-existing subscriptions for the Portal. User subscriptions are for
deslgnated Users and cannot be shared or used by more than one User but may
be reassignad to new Users raplacing former Lsers who no longer require
ongoing use of the Portal.
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. {c)  Reservation of Righls. Subject to the limited rights expressly granted

heraunder, Netsmarl reserve all rights, litle and interest in and to the Portal,
insluding all related intellectual praperty rights. Na rights are granted to Client
hereunder other than as expressly set forth harein,

{d)  Client Responsibilities. Client shall (i) be respansible for its User's
compliance with the Netsmart Agreement, {ii) be solely responsible for the
accuracy, quality, integrily and legality of the Patient Data and of the means by
which Client acquired the Patient Data, (i) use commercially reasonable efforls
lo prevent unauthorized access to or use of the Portal, and nolify Netsman
promptly of any such unauthorized access or use, (v) use the Portal anly in
accordance with the Documentation and ail applicable federal and state laws and
regulations, (v) not make the Portal available to anyone other than its Users, its
administrative personnetl and Client's patients, provided that in each such
instance that Client shall ensure that such individual (A) shall use the Portal only
in accordance with the Decumentation and all applicable jederal and state laws
and regulations and (8) shall not access andfor use the Portal in order to build a
compeatitive producl or service, copy any featuras, functions or graphics of the
Portal, or moniter the availability andior functionality of the Portal for any
benchmarking or competitive purpesas, (vi) not sall, resall, rent or lease the
Partal, (vii) nol modify, alter, revise. decompile, disassemble, reverse engineer,
create derivative works or altempt o derive the source code of the Partal, (viin)
not use the Portal to store or transmit infringing, libelous, ar otherwise unlawful or
tortious material, or to store or transmit material in violation of third-party privacy
righls, {ix} not store or transmit any material containing software viruses, warms,
time bombs, Trojan horses or other harmful or malicious code, files, scripls,
agents or programs, (x) not interfere with or disrupt the integrity or parformance
of the Portal, (xi} no! attempt to gain unauthonzed aceess to the Portal or their
related systems or networks, or (xii) not access the Portal in order to build a
competitive product or service, copy any features, functions or graphics of the
Portal or manitor the availability and/or functionality of the Portal for any
benchmarking or competitive purposes.

(e)  Patient Data. As between Netsmart and Client, Client exclusively owns
all rights, title and interest in and 1o all of the Palient Data. Client hereby grants
Netsmart and IntsliChart a non-exclusive, unrastricted royally-frea license to
distnbute, modify, transmit, display and otherwise exploit any de-identified
infarmation contained in the Patient Data, in any medium, ncluding without
limatation, incorparating such de-identified information into Netsmart's andfor
InteliChart’'s national data repository, as well as submission and sublicense of
such de-identified information to third parties for independent studies and
analyses, provided, however, that Netsmart's and InteliChart's right to distribute,
madify, transmit, display and otharwise exploit cerlain persanally dentifiable
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P—-————

atrenl Data of Client submitted to the Portal shall be governed by subject to,
and exploited in a manner consisiant and acceptable with then-current HIPAA
regulations

Articla I} - WARRANTIES AND INDEMNIFICATION
{a) Disclaimer. EXCEPT AS EXPRESSLY PROVIDED IN THE NETSMART
AGREEMENT NEITHER PARTY MAKES ANY WARRANTIES OF ANY KIND,
WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, AND EACH
PARTY SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES. INCLUDING
ANY WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE, TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW.

{b)  Netsmart Breach Client acknowledges and agrees that should Netsmart
discontinue provisions of services under the Netsmart Agreement, or materially
breach its resaller agreement with InteliChart, then Client may negotiate diractly
with InteliChart to obtain subscriptions/licenses andfar services previously
provided by or through Netsman.

{c)  InteliChart Remedies. Client acknowledgas and agrees that if Client has
vreached the terms of the Nelsmart Agreement as it relates ta the Portal,
IntaliChart may exercise and enforce in Netsmart's name all of Netsmart's rights
under the Netsmart Agreement, subject ta the terms of its reseller agreement
with Netsmart.

{d)  Indemnity by Client, Client shall defend InteliChan from and against any
Claim made ar brought by a third party against InteliChar allaging that (i) tha
Patient Data, or (i) Client's misuse of the Ponal infringas or misappropriales
such third parly's United States patent, copyrigit, tredemark. or trade secrat
rights. and shall indemnify InteliChart for any damages finally awarded against,
and for reascnable attorney s fees incurred by, InteliChart in connection with any
such Claim; provided that InteliChart, as applicable, (x) promptly gives Client
wrilten notice of the Claim, (y) gives Client sole control of the defense and
seltlement of the Claim {provided that Client may nol saltle any Claim unlass the
seltlement unconditionally releases InteliChart of all liability), and (2) provides o
Clisnt all reasanable assistanca, at Client's expanse

{g) LIMITATION OF LIABILITY, CLIENT ACKNOWLEDGES AND AGREES
THAT IN NO EVENT SHALL INTELICHART HAVE ANY LIABILITY TO CLIENT,
WHETHER BASED ON CONTRACT, TORT, NEGLIGENCE. STRICT
LIABILITY, PRODUCTS LIABILITY OR OTHERWISE. CLIENT AGREES THAT
THE PORTAL IS A DOCUMENTATION TOOL ONLY, AND THAT THE PORTAL
IS NOT INTENDED TO PROVIDE DIAGNOSES, PRACTICE GUIDELINES.
ADVICE, OR PROTQCOLS FOR DELIVERING MEDICAL CARE  CLIENT

¥~
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l FURTHER AGREES THAT NOTHING IN THE PORTAL OR ANYTHING ELSE

PROVIDED PURSUANT TO THE NETSMART AGREEMENT CONSTITUTES
OR IS INTENDED TO BE MEDICAL ADVICE OR A SUBSTITUTE FOR
MEDICAL KNOWLEDGE OR JUDGMENT CLIENT FURTHER AGREES IT
SHALL BE SOLELY RESPONSIBLE TO ENSURE THAT THE
DOCUMENTATION OF MEDICAL CARE PRQVIDED BY IT, ITS AFFILIATES
OR THEIR RESPECTIVE EMPLOYEES, AGENTS, THIRD PARTY
CONTRACTORS, AND SUPPLIERS IS ACCURATE AND THAT ALL BILLING
INFORMATION DELIVERED BY CLIENT TO ANY INSURANCE COMPANY,
GOVERNMENTAL AGENCY, OR OTHER PAYOR SHALL BE ACCURATE AND
COMPLETE, NEITHER NETSMART NOR ITS VENDORS SHALL HAVE ANY
RESPONSIBILITY AS A RESULT OF THE NETSMART AGREEMENT FOR
DECISIONS MADE OR ACTIONS TAKEN OR NOT TAKEN IN RENDERING
MEDICAL CARE OR FOR INFORMATION PROVIDED TO ANY INSURANCE
COMPANY, GOVERNMENTAL AGENCY, OR OTHER PAYOR

ARTICLE IV - MISCELLANEOUS
{a)  Assignment. Client shall have na right to transfer, assign or sublicense
any of its nights, interests or obligations with respect (o the Pertal to any third
parly and any altempt to do so shall be null and void

{b)  Conflicting Terms. In the event of any conflict, overtap and/or
contradiction of terms between the Netsmart Agreement and the Terms, these
Terms shall prevail.

‘-——-
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Intetligent Medieul Objects, [ne. thivd party pass through teris:

This product(s) comtains the IVIO Problew 1T teaminolopy products ¢"Servicee™) rom Intelligent Medical Ciyjects,
Inc. (“IMOYT) The Service and the Netsman Soflwiee Application are separate products provided by sepaate
entitics,

Every eftont has teen made (o ensurc dhat e information provided in the Service is acewrade. up-lo-date, and
complete, b no guarantee 15 made 1o that eleet, i addition, the information contained herein may be time-
sensitive,

The Senvice does not endorse drags, diagnase paticnts, or recommend therapy. The Service 15 an informational
resouree desipned 1o asdist licensed healtheare pracimmeness in caing [ their patients. Health practinoners should
wse their professional judgment in using the information provided, The Service is not a substilate for the care
provigled Ty licensed healtheare pracitioners. INVIO does not assume any sesponsibility For any aspect o healiheare
administered with the aid ol informalion the Service provides.

License Grant

The license oranted herein is a non-exelusive, non=transterrable license (o wse the Saviee worldwide during the
term o the agreement subjeet 10 the derms ol this EUL AL This licenye includes the righls t: 1) nse the Service
sodety in conjunclion with the Neisman Sotiware Application, and (ii) use of the Service tor internal purposes ina
non=productionion=clinical senting fo back-up, avchival, supporl, testing, training, and demonsirations puarposes.

Ruslrielions

End User shall not eause or permit others 10 copy, duplicale, redistabute, loan, rent, retmnsanl, publish, license o
sublicense or otherwise timsfer or commercially exploil, the Service in whole or parl. Eng User shall not prepare
denvalive works or incorporate 1he Service, inswhole or part, in any olher system or work or reverse engineer
tlecompile, disassemble, decrype, transbate, abter, or madify the Service, in whole or part.

PVhsclaimer of Warrantics

THE CUSTOMER ACKNOWLEDGES THAT THE SERVICE 18 PROVIDED ON AN “AS-157 BASIS.
EXCEPT FOR WARRANTIES WHICH MAY NI BE DISCLAIMEDR AS A MATTER OF LAW, IMO MAKES
NO REPRESENTATIONS OR WARRANTIES WHATSOEVER EXPRESS OR IMPLIED, INCLUDING B
NOT LIMITED 19O REFRESENTATIONS OR WARRANTIES REGARIING TT1E ACCURACY OR NATURE
OF THE CONTENT OF THE SERVICE. WARRANTIES OF TTTLE. NONINFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURINISE,

T SERVICE HAS BELN DESIGNEDR FOR USE IN THE UNITED STATES ONLY AND COVERS ONTY
DRUG PRODUCTS USED IN PRACTICEIN THE UNITED STATES. INIO PROVIDES NO CLINIC AL
INFORMATION OR CHECKS FOIR DRUGS NOT AVAILARLEFOR SALE IN THE UNITTED STATES.
CEINICAL PRACTICE PATTERNS OUTSIDE THE UNITED STATES NMAY DIFFER SUBSTANTIALLY
FRONM INFORMA NON SUPPLIED BY THE SERVICE, INO DS NOT WARRANY THAT USES VT TSIDE
THE UNITER STATES ARE APPROPRIATE,

The End User acknewledges that Updates 1o the Servive are at the sole discretion of IVO, INO makes no
representations or warrantics whatsoever, express or implicd. with eespect o the compatibility of the Service, oc
futare releases thereof, with any computer hardware or soltware, nor does INC represent or warcant the continuidy
of the Features ar the Gacilities provided by or threweb the Serviee as belweon various rebeases thereol.

‘-——;
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Any warrantics expressly provided herean do not apply i (1) the Eand User alters, mishandles or improperly uses,
stores or installs all, or any part, of the Service, {i1) the T Elser uses, stores, or installs the Service vn a compuiter
system which Gails fo meet the specilicions provided Tw INO, or (i ) the breach ol waranty arises out ol orin
vunncelion with acts or omtissions ol pepsens of entities other than IMO.

Assumption of Risk, Disclaimer of Liahiliy, Indemnity

THE END USER ASSUMES ALL RISK FOR SELECTION AND USE OF THE SERVICE AND CONTEN
PROVIDED THERLEIN, INIO SHALL NOT BE RESPONSIBLE FUR ANY ERRORS, MISSTATEMENTS,
INAUVCURACIES OR OMISSIONS REGARIING CONTENT DELIVERED THROUGH THE SERVICE OR
ANY DELAYS IN OR INTERRUPTIONS OF SUCH DELIVERY, ’

FHE END USER ACRKNOWLEDGES THAT IMEY () HAS NOCONTROL. OF OR RESPONSIBILETY FOR
PHE ENDUSERS USE OF THE SERVICE O CONTENT PROVIDED THEREIN, (B HAS NO KNOWLEDGE
OF THE SPECIFIC OR UNIOUE CIRCUMSTANCED UNDER WHICHE 1T SERVICE OR CONTEN
PROVIDED THEREIN MAY BE USED BY THE END USER. (C) UNDERTAKES NO OBLIGATION 1O
SUPPLEMENT OR UPDATE CONTENT OF THE SERVICLE, AN (13 HAS NO LIABILITY 1O ANY
PERSON FOR ANY DATA OR INFORMATION INPUTINTO THE SERVICEC BY THE END USER.

IMO SHALL NOT BE TIABILE TO ANY PERSON (INCLUDBING BUT NOT LINMITED TO THE END USER
AND PERSONS TREATED BY OR 03N BEHALF OF THE END USER) FOR. AND THE ENT? USER AGRELS
TOINDEMNIFY AND HOLD HARMLESS FROM ANY CLAIMS, LAWSUIRES, PROCEEDINGS, COSTS,
ATTORNEY'S FEES, DAMAGES OR OTHER LOSSES (COLLECTIVELY “LOSSES™) ARISING OUT OF OR
RELATING TO (A) THE END USER™S USE OF THE SERVICE OR CONTENT PRUOVIDED THEREON OR
ANY EQUIFMENT FURNISHED IN CONNECTION THEREWITIL AND (15) ANY DATA OR INFORMATION
INPUT INTO THE SERVICE BY ENIYUSER, IN ALL CASES INCLUDING BLUT NOT LIMITED TO LOSSES
FOR TORT, PERSONAL INTLRY, MEDIC AL MALPRACTICLE OR PRODUCT LIABINITY . FURTHER
WITHOUT LIMITING THE FOREGOING, IN NO EVENT SHALL INMO BE LIABLE FOR ANY SPECIAL,
INCINENTAL, CONSEQUENTIAL, OR INDIRECT DAMAGES, INCLUDING DANMAGES FOR LOSS OF
PROFUTS, LOSS OF BUSINESS OR DOWN TIME, EVEN 1F INO HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES, THE INFORMATION CONTAINED WETHIN THL SERVICE IS
INTENDED FOR USE ONLY BY PHYSICIANS AND OTHER HEALTHCOARE PROFESSIONALS WHO
SHOUT D RELY ON THEIR CLINICAL DISCRETION ANIDJUDGEMENT IN DIAGNOSIS AND
FREATMENT, AS BETWEEN THE END USER AND INO, THE END USER HEREBRY ASSUNMES FULL
RESPONSIBILITY FOR INSURING THE APPROPFRIATENESS OF USING AND RELYING UFON THE
INFORMATION IN VIEW OF ALL ATTENDANT CIRCUMS TANCES, INDICATIONS, AND
CONTRADICTIONS.

Liability of INC 1o the End Usct

Under no circumstance shall IMO be liable o the End User or any other person Los any direer, indisect, or
exemplary, special, or consequential dimages arising owt of or relating 1o the End User's use ol or inability 10 use
the Service or the content of the Service provided theecin or any equipment famished in conneation therewith
IMO s total Tiabilities in conmection with this Agrecment are lmated 1o the Fees received by INO unider this
agreement specifically relating 1o the End Liser's service or product which is the subject of the elmm.

End Uyer Dcumentation
End Ulker is vesponsible Tor generating any user documentation refated to the Services
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Secunly
nd User shall establish the appropriate fivewalls and sccunly systoms, such that the Service 18 aceessed only by the
defined End Users and 15 not wsed inan unauthorized oumner.

Copyright Nolices
End User shall identily IMC: as the sonree and copynzht bolder tor the Senvice. Further, End User agiees not 1o
obscure the IMC copyright notice in any instance,

DSALIV-TR License Reguired
Customer asd Fnd User acknowledge that wse of e INIC Problem [T products v End Users requidnes a DSM-IV-
TR license tor cach End nser trom the American Psycliatiic Association.

The Costomer and Eod User represent and warrant that they have, and will maintain for the tern of the agrecment,
APA DSM-IV-TI and DSN-3 codes licenses dirctly from the APA or an autharized reseller for Customer™s Lnd
Lsers,

SOLELY FOR CUSTOMERS ACCESSING THESERITCE Vi HOMECARE:

Third Party Content

tay  CPT% Coartens, ENTIUSER acknowledues that use of IMO® Procedure IT tenminefogy requires CPT
Editorial Conlenl licenses thal are separate from the license granted herein, End User acknowledges amld
aprees 10 the CPT Paitorial Content terms and conditions set forth at www.e-imo,com/CIFT, which may
updated trom time 10 ime.

(b SNOMED CT™ Content. Nhe Scrvice includes SNOMED Clinical erms (SNOMED C'ER) which is used by
permmission of the Intemational Health Terminology Standards Deyelopment Organisation (THTS1X0), All
nphis reserved. SNONED CTR was orginally created by ‘The College of American Pathologists.
SSNOMED™ and “SNOMED CT7 are registered irndemarks of the ITETSDO,

W) Other Content, END-USER acknowledges that the Service includes additional third-party content, ENI2-
USER agrees to the temms and conditions st fonh al www.e-imiacom/LOINC, which may be updated fram
time to fime,

Liphitad Avgaset 16, 2000
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INTERSYSTEMS PASS THROUGH PROVISIONS AND TERMS OF SALE

h

LICENSE AND SUPPORT SERVICES AGREEMENT

This License Agreemenl s between InterSystems (Inlersvsiems™) and the end user customier ("you™,
the “Customer™ or th e”End User™). This License Agreement shall bot be binding untl an order form
fws been flly execite.

As of the date specifiad on the Order Form or, if no date 15 specified, on the date the Order Form has
been fully executed (the “Effeetive Date™), InterSystems heraby grants 1o vou a nontransferable and
nonexelusive heense (the *License™) Lo use the InferSystems product(s) mamed m e Order Fonm (the
“Licensed Software™), provided all fzes set forth on the Order Fonm are paid, for infernal use within
vour organtzation i the conduet of your business, You may use the Licensed Soltware only in
conjunetion with the myAvatar application / solution (AP Software”™), Unless othenwise provided on
the Cirder Form, you may not use the Licensed Software to provide serviees 1o vour customers or other
third partics or to exclhiange data or infornration with third parties, No License shall be granied upon
the physical delivery of uny software fo you. For the avoidunce of doubl, the “Licensed Software”
shall not include any open source or Tird party soflwire tat may be shipped with, installed with o
usad i compunetion with InterSystems” proprietary soflware.

1 you acquire the License diveetly from InterSysiems, then the Order Form is exeented by you and
InterSystems. and vou are responsible for payving all fees specitied therein to InterSystems. H vou
acquite the License via a thind party (a “Partner™), then the Order Form is exeeuted by the Partner and
InterSystems, and the Partner is responsible for paving all fees specified therein to InterSystems. From
time 1o time, the size andfor seope of your License may be adjusted, which adjustment will 'be retlectad
ina new Order Form.

Vour License is subject 1o InferSystems™ stundard Termis and Conditions in effcet from Hing o ime.
relating 1o the Licensed Software (*Prodiet Terms"). The Product Tenis can be found at
wWWwW Intersystens.com/ote,

Your Qrder Form will specify whether this License is u paid-up or a subscription license, 'The tenm of
a paid-up License shall be 30 years from the Eflective Date (“Livense Term™). The License Tenn of'a
stbsenplion License begins on the Effective Date and is renewed automatically from year (o year on
the anniversary of the Effective Dale unless proper notice of non-renewal is provided. The License
Term of s paid-up or a subseription License is subjeet to earlier termination in wecordanca with seehon
11 Lalow,

The Licensed Software may only be used on servers operated by you or on your belwalf You may not
sublicense the Licensad Software or otherwise make it available to third parties excepl as explicitly
povided herein,

s
vV Netsmart

ATTACHMENT A-2 - THIRD-PARTY PASS-THROUGH AGREEMENTS

Page 54 of 76



Docusign Envelope ID: 449D76FE-10D3-436C-9D27-775640EEDAA7

9

10,

Setwure Upslate s Techmceal Assistanes sgivices (CSuppor Szrvices™) shall ba provided in
accordance with the Product Temms and pocing in effect on the date suel Support Services are
invoicad. Support Services are renewad automatically from year o vaar on the amversary of the
Eflective Date unless proper notice of non-reneweal 18 provided.

liter Systems herely wirtants 1o vou thil (3 e Licensed Softwars will oparate substantaliy in
accordance with InterSystems™ documantation relating therete for one yzar o the Effective Dale or
the end ol the Licanse Tarm, whichaver oceurs fivst, andd (19) all Support Servaces shall be perforned in
a competent, workmandike and professional suannzr by personnel with seficient traimng and
expenence comensurale with ther roles o provide he senaees in the manmer and hme required, and
in i rmer consistent with industry standards. The [oregoing wamanties are condilioned upon (he use
of the Livensed Software stretly in aceordunce with lnterSystems” documieniation snd instruelivns,
and the absenee of any misuse, dumage, alteration or modification Hereol. INTERSYSTENMS SHALL
NOT BE DEEMED TO HAVE MADUE ANY OTHER REPRESENTATION OR WARRANTY,
EXPRESS OR IMPLIED, ASTOTHE CONDEUION, MERCHANTABILITY. TITLLE, NONX-
INVRINGEMUENT, DESIGN, OPERATION OR FITNESS FOR A PARTICULAR PURPOSE (OF
THE LICENSED SOFTWARE OR SUPPORT SERVICES, Your exclusive remedy i o breach of
the ahove warrantizs shall be for InterSystems to use reasonable efforts to repair, replace or re-perfonm
any gon-contornnng Licensed Software or Support Services, as applicable. THE LINUTED
WARRANTY HEREIN DOES MOT INCLUDE SUPPORT SERVICES AND ISNOT A
SUBSTITUTE FOR SUCH SERVICES, WITICIIN THE CASE OF A PAID-UP LICENSE. ARE
AVAILABLE FOR A SEPARATE FEE,

11 the event of i claim that the Licensed Software thit has not been altered, modified, nususad or
damaged infringes upen the intellectual property rights of a third party when used in aceordance with
InterSysrems” documentation and wistruetions, interSystems shall either (a) modity the Licensed
Software, (b) procure u lieense for you to use the Licensed Software or (¢) termimale your License, at
InlerSyslems’ sola diseretion. 11 (a) and (b are nod commercially reasonable, hrerSystems™ will
refimd (i) Lor subseription livenses all pre-paid, unused Tees paid by Pariner and (D) For s paid ap
license, a pro-rata refimd of the license fees paid depreciated on a three vear straight line basis, in
exchange for return of’ the Licensed Seftware. TTus Seetton © shall constitute vour sole remedy and
[nter Syslems” maxtmumm Liability for cluims ansing wunder tus Seeton 9,

InterSystemns” lability Lo you shall in no event exceed the portion of the [ec revaved by InlesSystems
in respect of the specilic Liceused Software or Support Seivices on scconnd of which sueh Tiability
arose, In ne event stall InterSystems be liable to voo for any special, incidental, exemplary, indireet
or consequentinl dunages or lost profits,

Fither party may terminate s License Agreement with 30 days advance written notice wpon the other
prarl v material breacls i the brenediis not cungd doring Ui penod. Eitlier parly may teriminale this
license Apszement immediately upon written notice 1o the othier party if'the othar party declares
bankrptey, makes an assignment for the benetit of ereditors, or ceases w funclion 2s a going conearn,
In addition. you may termakle Gus License Agreetent upen 30 days advance wiitlen notice if
InterSyslems disconlimies support [or the platform on wlich the Licensed Soflware operales. A
subscription License shiall fermingate autonuitically on the last day of the inal pericd for which
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13,

16,

Intzr Systems has reczived the proper fze. You shall be Hadle for oll fzes relaling (o Licensed Sollware
of Suppert Services provided paorn to ermination, and Sections 11_12, 13, 14 and 15 hereof shall
survive lermination or expimation of this License Agreement, Your rights lo use the Licensed Soflware
cease inunedialely npon ternunation or expiration of this License Agreement.

The Licensed Soltwure and relited documetution ane and shall retrain the sole property of
InterSysteins, Yon agree not to (1) decomipile, disassemble, or raverse engineer the Licensed Sofhwars
or (1) digelose to others the Licensad Soflwarz or any data or intormation r2lating o e Licensed
Software. In addition, you agree not to use or disclose any confidential information provided to vou
by InterSystems or ils alfibates contmned in or relating lo the Licensed Software, Support Services or
this business relulionship, You agree to allow InferSystams or ils representatives do andil your usa of
the Ligensed Software upon 3 days advanes notice by InteeSysterns, You agree (o provide ueeess 10
vour prentises and otherwise couperate with InterSystems in such andit

The parties are and shall be independent contractors 1o one another. and this License Agreement shall
nod crente an ageney, partnership or joint venture batween the parties. Netther party nor its cioployees,
aeenils or representatives shall be deerned 10 be an agent or employe: of the other party and cach party
aeknowledges il it s nol wthordzed 1o Lind or 1 any way comnnd the other party 1o any lezal,
Gnanciad or any other obligation.

This Licensa Agreement shall be governed by and constroed in aecordanes with the laws ol and the
parties agree to submit to exclusive junsdiction of the Commonwealth of Massachusetts, LISA,

You agrea 1o comply with all applicable laws, inclisding, but not limited to: 1.8, export contral or
simiilar laws with respect to the distribution of the Licensed Software, Support Services and techmical
data: the US Foreign Cormupl Practices Act and any other anti-cormuplion laws: and applicable data
protection laws. Without InterSystems” prior written consent. you may not allow the Licenseil
Software, Support Services or fechical data 10 be exported to or used in o country or regron where 4
license, permit or spachal permission is requised. The English version of this Licanse Agreement shall
control unless otherwise required by local Law,

This document. us well as the Product Terms in effect as ol the Eifzetive Date (or. in the case of
Support Services. as of the date such Support Serviees are provided), constitte the enbire igreetent
(the “License Agreement™) between vou and [nterSystems relating 10 your use of the Licensed
Softyvare and reeaipt of Supporl Serviees and superssies any prior undsrstandings between us as well
as any purchase orders or similar dociwments that may be submitted to InterSystems. InterSystems
shall have the rigl to transfer or assign this License Agreement withoul your consent or prior notice 1o
vou. You ntey nol assign s License Agreersent without InterSvstems” pror wrilten vonsent. This
License Ageernent may only be modified o amended by aowniting signeid by both paities.,

Versian 2 - Mardh 2021
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—-—-——*

Intersystems Corp third party pass thru terms:

Any Sublicense Agreement belween the VAR and a User shall contain the
follawing terms and conditions:

1. No Represeniations or Warrantias.

INTERSYSTEMS DOES NOT MAKE AND SHALL NOT BE DEEMED TC HAVE
MADE ANY REPRESENTATION OR WARRANTY, EXPRESS OR IMPLIED, AS
TO THE CONDITION, MERCHANTABILITY, TITLE, DESIGN, OPERATION OR
FITNESS FOR A PARTICULAR PURPOSE OF THE LICENSED SOFTWARE
OR ANY OTHER REPRESENTATION OR WARRANTY WHATSOEVER,
EXPRESS OR IMPLIED, WITH RESPECT TO THE LICENSED SOFTWARE,

2. Limitation of Liability.

InterSystems shall have no liability of any kind to the User, whether direct or
indirecl, for any loss or damage suffered by the User of its employees, agents or
rapresentatives, or customers or patients using the facillties or retaining the
services of the User, as a result of or arising out of the Licensed Sofiware.
WITHOUT LIMITING THE GENERALITY OF THE FOREGOING, IN NO EVENT
SHALL INTERSYSTEMS BE LIABLE FOR SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES BASED UPON BREACH OF WARRANTY,
BREACH OF CONTRACT, NEGLIGENCE, STRICT TORT, OR ANY OTHER
LEGAL THEORY EVEN IF INTERSYSTENS HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES, SUCH DAMAGES SHALL INCLUDE,
WITHOUT LIMITATION, LOSS OF PROFITS, LOSS OF SAVINGS OR
REVENUE, LOSS OF USE OF THE LICENSED SOFTWARE OR ANY
ASSQCIATED EQUIPMENT OR SOFTWARE, COST OF CAPITAL,

COST OF ANY SUBSTITUTE EQUIPMENT, FACILITIES OR SERVICES,
DOWNTIME, THE CLAIMS OF THIRD PARTIES (INCLUDING, WITHOUT
LIMITATION, CUSTOMERS OR QTHER PERSONS USING THE FACILITIES
OF THE USER), AND PROPERTY DAMAGE,

3. Proprietary Rights and confidentiality.

{a) The Licensed Software and related materials (including. without limitation, the
System Documentation) and shall remain, the sole property of InterSystems or
one or more of its affiliates. No right to print or copy, in whole or In part, any such
Licensed Software, System Documentation or related materials is granled
hereunder except as herein expressly provided.

(b) EXCEPT AS EXPRESSLY PROVIDED IN THIS AGREEMENT, THE USER
AGREES NOT TO (1) DECOMPILE, DISASSEMBLE OR REVERSE ENGINEER
THE LICENSED SOFTWARE OR (ll) USE OR DISCLOSE OR DIVULGE TO
OTHERS ANY DATA OR INFORMATION RELATING TO THE LICENSED

‘——— :
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l SOFTWARE AND/OR THE TECHNOLOGY, IDEAS, CONCEPTS, KNOW-HOW

AND TECHNIQUES EMBODIED THEREIN,

(c) The obligation of confidentiality and nonuse described In Section 3(b) above
shall not be deemed to Include disclosure or other use of such data or
information to the extent that the User can prove the same Is or become publicly
known within the public domain (other than by acls attributable to the User or any
of its officers, agents, shareholders, employees or representalives).

Infarmation shall not be deemed lo be in the public domain by reason of the
peneral licensing and other commercial disposition of the Licensed Softiware by
InterSystams in the ordinary course of its business. The exislence of a capyright
notice shall not cause, or be deemed or construed as causing, the Licensed
Sofiware or System Documentation to be published copyright work or to be in the
public domain,

{d) Nothing cantained in this Section shall prohibit the User or any of its officers,
agents, shareholders, employess or reprasentatives from:
(i) using his or its general tachnical skills when not otherwise inconsistent
with the lerms hereof; or
(i} disclosing dala or information pursuant lo any enforceable
administrative or judiclal order, provided, however, that the User first
notifies InterSystems of the entry or existence of such order and of the
User's intention to comply with ils terms. Dala or information shall not be
desmed to be |n the public domain solely by reason of any such order,

(e) The User further agrees:
{i) except for back—up securily purposes, not to copy, reproduce or
duplicate, or allow to be copied, reproduced or duplicated, in whole or in
pari, the Licensed Software, System Documentation or any related
materials without the prior writter consent of InterSystams;
(il) not to provide or otherwise make available any Licensed Software,
System Documentation or related materials in any form lo any other
Person or organization, without the prior written consent of InlerSystems;
and
(iii) that it will take appropriale aclion wilh its officers, agents,
shareholders, employees or representalivas, by instruction, agreement or
otherwise, lo setisfy its obligalions under this Agreement with respect to
use, copying, modification, and protection and security of the Licensed
Software, System Documentation and related materials. Without limiting
the generality of the foregoing, the Customer shall in any event devote the
same degree of care o protecting the Licensed Software and Syslem
Documentation as it devotes to the protection of its own confidential and
progrietary information.

e
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. (f) In the event of any breach or threatened breach of the provisions of this

Section, InterSystems shall, in addition to ali other rights and remedies available
to it at law or in equity, be entitled to a temporary or permanent decree or order
restraining and enjoining such breach and the User shall not plead in defense
thereto that there would be an adequale remedy at law, it belng hereby expressly
acknowledged and understood that damages at law will be an inadequate
ramedy in the event of such a breach or threatened breach.

{g) I, having complied with the foregoing provislans of this Section, the User has
actual notice of any unauthorized possession, use or knowledge of any part of
the Licensed Saftware or physical embodiment thereol, or of the System
Documentation any ather Information made avallable pursuant to this Agreement
by anyone else other than Persons authorized by this Agreemant to have such
possession, use or knowledge, the User agrees to notify InterSystems promptly
of the circumstances surrounding such unauthorized possession, use or
knowledge.

{h) The User shall not remove or destroy any proprietary markings or proprietary
legends placed upon or contained within the Licensed Software or any related
materials or System Documentation in the User's possession.

e
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MedAllies, Ing, its subsidiaries, and its affiliated entitnes {(collectively, “Med Alligs") has authorized tie Netsmarn
Campanies Lo enles mto agreements uader winch end nsers will have access 1o MedAllies' propnetay technology
and services compasng an interopeeable health information imfsstnicone (the “NedAllies Network™ ). Such aceess
is governud by these terms and conditians, and wlilch are Incorporated by reference Inta your agrevioval
with Netsmart.

1. Certification, MedAllies. pursuant 10 11s certification authority wader tie Darect Project, Baunched m
March 2010 as a par of the Nationwide Health Infomeation Network ("Direct network'), issues digital cenificales
(" Centificates” 1o end users of'the Medadlies Network, whe age health care providers ("Direct subsenlers or Direct
enabided Subscribers”). By incorporariong these ierms into youwr Commect Agreemen with Netsneny, you amhornize
MedAllies 1o perfomy certain digital certificate-related duties that are nonnally reserved for Centificate snbjects.
ustally an endity’s coupmenl, persommel. or agenis, These doties include mangging keys, regisenng devices, aml
antenticating persomnel with MedAdlies and its Cenificate systems, and installing, configurng, and mamaging
iscied Cenilicates.

a. Cenificases. Vou authonize MedAlliss 1o request Tertificates in your name and for your wse and benefit,

b Aathenzedon. Yoo auhorize Medallivs o vaqnest, i=soe, ven fy, use, and nisge Cenilicstes und
cormesponding key sets, You suthonze MedAllies' emiployees and agents (o conanunicate reganking the
management of key sets and Centificales, and LI the reles related to Centificate issuance. Y ou are
responsible for all Centilicaies requested by MedaAllies on your behal i until you send Med Allies wrillen
natice that the abonzations provided under this Section | are sevoked. You hereby authorize MedAlics

and il enmloyees L)

1. Request Cedaficates for domains and enuil addresses owned or contiolled by you, and you represent
that yon have the exelnstve nght 1o use the domain or email address ineladed in each Centificate, and

1. Request Cerfificates naming you or your gquipment, employees, agents, or contractors as the subject,

¢. Duration The andhorizations granted wder this Seetien | will be efiective daring the periad of me For
wliel you pay ihe applicable fees for access 10 the MedAllies Network, nnless stherwise terminated in
accordanve with the tesms and conditions herein. Centificates shall be authonized fora penad not to exceed
three |3) years.

e

Access. In these terns and conditions, “yon" refers 1o an individual or organization accessing or using the
Med Allies Wetwork. You shall hove access o, aud may wtilize, the MedAllies Network only in accordance with
these terms and congditionz and the Netsman agreenient._

3. Use. You e solely responzilde o all data and indformeation you submit to or theeugl the Med Adlies Netwerk:
I comnection with your aveess to and use of the MedAllies Network:, you shall camply with all applivable laws,
regulations. mles. mul policies of all relevant junsdictions. Inaddition, i connection with your nge ofthe
Med Alties WNelwork, you shall not:

a allow, ur use the MedAllies Netwodk in any way thal woudd allow, any thivd pasty's anaitherized aceess (o
the MedAllies Network

s
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b represent yonrselr ez anothier or as a fictitiows individunl;
o, dhsrupt or interfere witly the MedAlbies Network, or the operation or avaitability thereat

i rransit any inlaw il fdnlent, libelons, defamatory, discene, pomogmaphic, profane, thearemng,
abusive, meful, offensive, larassing, or otherwize objectionable informmation or conten of any kind,
including. but not limted 5o, any transnussions conslituding or nvouraging comduel thar would constiture a
criminal offense, give rise to civil liability, or otherwise violate any applicable local, stale, national, or
toreipn Lo,

v post or lesand! any mformation thal vielates or infiinges in any way upon the ghts of others.

£ post or st any unsoliciled advertisemens, solicitations, cham letters, prymmid schemes, investnenl
opporumigs or schames, or her ungolicited conmuercial comumunieations. or engage i spxing or
Aooding, or any denial of seivice llack,

post or tansmit sy data ar information, in violwion of applicable law, ont of the country in which you
reside:

e

b post or transmit any dalyn or sollware thad canuet be exported withon! pror govermment sdhorizalion,

i post or st any zoflware or other information tiai contains a vims, trajan boise, worm. or olther
disabiling device or harmil conponent; amd

i- modify, decompile, disassemble or reverse engineer the MedAllies Network or any software related theyelo.

4. Dirvectory. Youmnborize MedAdlies o List you as a subzeriber in the Medallies directory with identifying
infonnalion necessary o penmdl any Direct enabled subscriber on e MedAllies Network or any ot her
aceredited Direct network, As @ subscaber, youmay, by submntiing 3 wiitlen reoguest 10 MedAlies, opl ont of
being listed i the directory, MedAllies hall not use your directory information in conjunction with-any mesns,
progrant or device, or permid any olhier person 1o use your directory infommation in conguncon with s means,
progeam, or device, including, but nod limited to, adverisang, inslant messaping, and pop-np ads, to salicit
bisiness or o ifluence or atterngi 10 influence for comumgrcial pumioses (Lirough ceonomic incentives or
otherwise) any diagnostic or treatment-relmed decizion of'a health care provider.

S Termlnation. Medallics may immediately teminate (with no cure period) access to and nse of the Med Allies
Netwoelk, A6 (1) you Bl i reqnired by applicable law, (1o be licensal regirlered. or otherwise anthorized by g
povermmental authority to provide health care services: or (i) you violate the ittellectual propeny protection
provisions conlained Tierein and de nob mmediately stogr the violstion. Inall other coses of o mialenul breacl of
these s and conditions, MedAllies will provide you witlt s reasonable pedod of time Lo adjus! clinival and
operstional processes favolving the exchange of secure messages i the wrmination of these terms ansd conditions
would othenwise impact health and satety of your clients, 15 you Fil to cure any malerial breach within the
reasonble perod of vine provided By MedAllies s o cwre pesicd, then MedAllies nmy immedeately termuanale the
use of the MedAlies” Network services.

-
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o, Suspension. MedAblies may trmediately suspendd your aceess 1o the MedAllies Netwark, in MgdAllies
sole discretion, if MedAllies reasonably detennines through verifialde docimentation that such access poses a
patient safety or concem possible neanthorized access to or disclosare of protected health information as defined
wder HIPAA, HTECH and the regulations promulgated inder such legislation, or an immuediate theesl (o the
comtisest operation of the MedAllies Network. '

7. Limitations of the MedAllies Network, The MedAllies Network i intended 1o be nsed (o transmil
messages lietween participants in the MedAllies Network (“Participanis™), including Panicipants that are health care
providers. There may be errors or omissions in the heallh information wransmitted through the MedAllies

Network. MedAdlies does notand camnot independemly veri iy or review any information transiitted through the
MedaAllies Network for acouracy or completeness. You theretore acknowledee thal:

a  MedAllies makes no representations or wamraniies ol any Kind with espect 1o the acciracy or compleleness
of any information or data iransmined through the MedAllies Network;

b MedAllies is not a health plan of a luealih care provider;

oo informmation received throngh the MedAlics Network 15 nol i substitute for a health care provides's
professional judament; and

& any decision with regard 1o the appropriateness of treatment. or the validity or reliability of intormation
transmitled through the Med Allies Network. 1s the sole responsibility of the applicable patient's heslth care
provider,

Updated: Janwary 2017
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- OrdarConnect third party pass through terms:

MANDATORY DISCLAIMER ON DiD PUBLICATIONS AND SERVICES:
Information provided by the DID publishers is believed to be accurate, up-to-date,
and complete, but no guarantee is made by any of the DID publishers to that
effect, In addition, the drug information contained therein may be time sensitive,
The DID publishers do not endorse drugs, diagnose patients or recommentd
lherapy. The DID services are informational resources designed lo assist
licensed healthcare practitioners in caring for thelr patients and/or to serve end-
usars viewing this service as a supplement to, and not a substitute for, the
expentise, skill, knowledge and judgment! of healthcare practitioners, Healthcare
practitioners should use their professional judgment in using the information
provided. DID information is not a substitute for the care provided by licensed
healthcare practitioners, The absence of a warning for a given drug or drug
combination in no way should be construed to indicate that the drug or drug
combination is safe, effective, or appropriate for any given patient. In connection
with the use of RED BOOK information In Drug Information Data, Licensee
acknowledges and agrees thal THE PRICES CONTAINED IN RED BOOK ARE
BASED ON DATA REFPORTED BY MANUFACTURERS. THE DID
PUBLISHERS HAVE NOT PREFORMED ANY INDEPENDENT ANALYSIS OF
THE ACTUAL PRICES PAID BY WHOLESALERS AND PROVIDERS IN THE
MARKETPLACE. THUS, ACTUAL PRICES PAID BY WHOLESALERS AND
PRQVIDERS MAY WELL VARY FROM THE PRICES CONTAINED IN THE
DATABASE AND ALL PRICES ARE SUBJECT TO CHANGE WITHOUT
NOTICE.

‘———-.
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Perceptive third party pass through terms:

DOCUMENT CAPTURE/IMAGENOW PRODUCT SUITE

END-USER LICENSE AGREEMENT

IMPORTANT: READ THE TERMS AND CONDITIONS OF THIS LICENSE
AGREEMENT CAREFULLY BEFORE INSTALLING THE SOFTWARE AND
THE ACCOMPANYING USER DOCUMENTATION. THE SOFTWARE AND
THE USER DOCUMENTATION ARE COPYRIGHTED AND LICENSED (NOT
SOLD). BY INSTALLING THE SOFTWARE, YOU ARE ACCEPTING AND
AGREEING TO THE TERMS OF THIS LICENSE AGREEMENT. IF YOU
ARE NOT WILLING TO BE BOUND BY THE TERMS OF THIS LICENSE
AGREEMENT, YOU SHOULD PROMPTLY AND PERMANENTLY REMOVE
FROM YOUR SYSTEM AND RENDER INACCESSIBLE THE SOFTWARE
AND THE USER DOCUMENTATION AND RETURN AIL CDs AND OTHER
MEDIA CONTAINING THE SOFTWARE AND THE USER
DOCUMENTATION WITHIN A REASONABLE PERIOD OF TIME (NOT TO
EXCEED 30 DAYS), AND YOU WILL RECEIVE A REFUND OF YOUR
MONEY. THIS LICENSE AGREEMENT SHALL SUPERSEDE ANY AND AL
LICENSE AGREEMENTS GOVERNING ANY LICENSES OF THE
SOFTWARE PREVIOUSLY GRANTED BY LICENSCR (AND ITS
PREDECESSORS IN INTEREST) TO YOU, AND ANY SUCH LICENSE
AGREEMENTS ARE HEREBY AMENDED AND MODIFIED TO CONFORM
TO THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT.

. Ucense Grant. Perceptive Software, Inc. {"Licensor") hereby grants to
you, and you aceept, a perpetual, nonexclusive and nontransferable license to
use the computer programs provided 1o you by Licensor with this License
Agreement in the original, unmodified, machine-readable, object code form
only, as delivered by Licensor, including, without limitation, any data
structures created by such programs and all upgrades, enhancements,
updates and new version releases of any of the foregeing that may be
provided by Licensor to you from time to time (collectively referred to as the
"Software"), and the accompanying User Documentation (the "User
Documentation”), only as authorized in this License Agreement and for the
purposes conlemplated by the User Documentation.

.Licensed Rights.

{a) Per-szeal Client Licensing. If you licensed cliant seat licenses of the Software,
the client component of the Software may be used only on computers that you
own, lsase or otherwise contrel (or in the evenl of the inoperabllity of 8 computer,
on your backup computar only unlil such operability is restored) equal o the
number of cllent seat licenses of the Software that you have purchased. In

-——
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addition, the licansed clian! component of the Sofiware may be useqy only with the
licensed servar component of the Software. You may not use the Software on any
additional computers, on two or more computers, or in a local area network (LAN)
or other nelwork, either in a multi-launch or remote sharing environment,
without purchasing additional license rights.

{b)  Cancument Client Licansing, if you licensed concurrent licenses of the
Saftware, you may install the cllent component of the Software on any
computers you own, lease or otherwise control {or in the event of the
inoperability of a computer, on your backup computer anly until such operability is
restored). However, the number of cancurrent licenses of the Software that you
operate at any time with the licensed server component of the Software shall not
axcead the number of cliant seal licenses that you have purchased.

(¢) Server Licensing. Use of the server companent of the Software, Including all
data struclures, dala elements, and ather data typas, Is restricled lo a single
computer that you own, lease, or otherwlsa contral (or In the event of the
inoperablliity of a computer, on your backup camputer only untll such operabllity is
restored), unlass you purchase additional setver llcenses. In addillon, any such
licansed server components of the Soltware may be used only with the licensed
cllent components of the Software,

(d) Agent Licensing. The sgant components of the Software may be used only
on computers you own, lease, or otherwise conltrel (or in the event of the
inoperability of 8 computer, on your backup computer only until such operability is
reslored) equal to the number of agent seat licenses of the Software that you
have purchased. In addition, the licensed agenl components of the Software
may be used only with the lleensed sarver companent of the Software. You
may not use the agent components Software on any additional computers, on
two or more computers, or in 8 LAN or other network, either in a multi-launch or
remote sharing environment, without purchasing additional license rights.

(e) Feature Licensing. You may operate the feature component of the Seftware
only with the llcensed server component of the Software. You may nol use the

feature component of the Sofiware on Bny additional compulers, on two or more
computers or in a LAN ar other network, aither In a mulli-launch or remota sharing
environment, without purchasing additional liconse rights.

(f) Transaction Licensing. Certain components of the Software are licensed
under a transaction license model. Ifyou purchased a license to use such
campanents of the Software, you may use the transaction componant of the
Software only to execute the number of transacijons that you have purchased,
and such transactions must occur within the purchased transaction period. In
addition, the transaction component may be used only with the licensed salver
compenent of the Sofiware, You may nol use the transaction caomponen! of thae
Software on any additional computers, an two ar more computers or in a LAN or
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- other nelwork, efther in 2 multi-launch or remole sharing environment, without

purchasing additional liceanse rights.

(g) Overdraft. You may elect ta include an overdraft featura with the concurrent
license model and the transaction license model of the Saftware. The overdraft
feature musl be renewad annually. Hyou license tha Software with the overdrafl
Teature, by accepting the overdraft capabililies of Ihe Software license you agres o
pay an annual fee for the overdralt capabllity, provide quarterly reports to Licensor
detalling the number of times the overdraft fealure was usad within such
quarter, and pay to Licensor with such quarterly reports the overdrafl iees
associated with such licanse averdrafts, The quarterly reports and payment of
associated overdrafl feas must be received by Licensor within thirty (30} days
following the last day of each calendar quarter. Your falfure to timely provide such
reporis or pay such overdrafi fees will be a breach of a matarial term of thlg
Licanse Agreement, parmiliing Licensor to terminate this License Agreement.

(h) Subscription Licensing. You may license the Soflware on a subscription
basls, Ifyou do so, your righls to Install and use the Software as otherwise
provided in this License Agreement shall ba limited to the term of your
subscription and shall be subject to the lerms of any other agreement between
you and Licensor concerning the Sofiware. Your rights shall also depend upon
your timaly payment ta Licansor all subscription fees due for each subscriptian
license of the Software. If you fsil to timely pay your subscription fees, this
fallure will canstitute 3 brasch of & mate1'ial term of this Licansa Agreemunt and will
permit Licensor to tel:1ninate this License Agreement. If Licensor also provides
you with the central Software application environment and associated
infrastructure for your use of the Software, you shall be antitied to possession
only of the licensed client component of the Sofiware. This Licanse Agreemant and
your limited license to use the Software will te 1:1ninale upon the expiration, without
renewal. of the teriu af your subscription, unigss this License Agreement is
tarminated earlier.

(i} U.S. Government Entities. |f you are a U.S. Government antity your usa,
duplication or disclosure of the Sofiware and Usar Documentation is subject lo the
following restricted rights clause: The Software and User Dacumentation are each
"commercial component,” as that term Is defined in 48 C.P.R. §2,1C1, consizsting
of "commercial compuler software” and "computer software documantation,” as
such terms are defined In 48 C,P.R, §252,227-7014(a}{1) and 48 C.P.R. §252.227-
7014(a)(5), respectively, and used in 48

C.P.R. §12.212 and 4B C.P.R, §227.7202, as applicable, and all as amended from
time 1o time, Consistent

with 48 C.P.R. §12.212 and 48 C.P.R. §227,7202, and other relevant sections
of the Code of Federal Regulations, as applicable, and all as amended fram time
{o Ume, all U.S, Government entitias acquire the Soflware and User Documentation
wilh anly the rights explicitly sel forth in this License Agreamant.

4, Coples of Software; Fail Over; Test Environment Subscription Services.
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Upon loading the Software into your computer or computers as permitted
above, you may retain any Installers and executables that Licensor has made
available to you, but you may use them anly for backup purposes. You may maka
one copy of the Software on a CD (or on diskettes, lape, a network file server or
other media) for the purpose of backup only in the event the Installers or
execulnbles are damaged or destroyed and one copy of the U set Documentalion
for backup purposes only,

You also may install the Software on a back-up server or server clusler nade to
ensura servar or syslem fail over of your Software environment in the event of he
failure and non-avallability for productive use of your Software environment (a "Fall
Over Event"). pravided, that (a) you may Install the Software for server or system fail
over only on a backup server or server cluslar node for system fall over, {b) such
Software must ramain darmant until the occurrance of a Fajl QOver Event, () your Use
of such Soflware must immediately cease upon the cessation of the Fail Over
Event, and (d) you may not use such Softwara in excess of your licensed righls or
in violation of the terms of thie Licenss Agreement, Your right 1o use the Soltwere
for syslem fsil over {s conditioned upan your cooperation with Licensor in creating
a hardware fingerprint profila of the hackup sedver or server cluster node upon
which you Install such Software and your continuing obligation to updals and correct
such hardware fingarprint profils as changes to the backup server or clustar node
hardware occur. Your right to instsll and malnlaln the Soltware for system fall ovar
will expira upon the first to occur of (x) your modification of your Software
snvironment such that you no longer need a copy of the Soflware for server or
system fail over, (y) Licensor's modification of the Soltware to permit fail over
vperation of the Software absant the need for a copy of the Sofiware for sarver or
system fall aver, or (z) the t@1:1nination of this Licenss Agreemenl.

Licensor offers tesl environment subscription selvices lo enabla you lo test
the Software, including upgrades, enhancemants end new releases of the
Software, in a lest environmant to analyze the aparation of the Software prior (o
making changes n your production environment. If you elect to utilize such lest
enviranment subscription services you shall not use such test environment for
productive use ar otherwise for use In excass of your licensed rights or in violation
of the terma of this License Agreement. If pursuant to the ulilization of such lest
enviranment subscription services you replicate your production environment en
saparate server facilities, your right to use such services is conditioned upon
your cooperation with Licansor in creating a hardware fingerprint profile of the
server facilities upon which you replicate such anvironmant and yow: continuing
obligation to update and correct such hardwars fingerprint proflie ms changes to
the backup sarver or server cluster node hardware ocow:. Yow: rght lo wtillze
such lest environment subscription services will explra upon the nen-renewal of
the elecled lest enviranment subscription se1vice or the termination of this License
Agreamesnl.

4. Restrictions. Excepl as specifically authorized under Section 3 abave,
nelther you nor any person under yow. authorily or control may make any copy
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of the Software, the User Documentation or any porion thareof, Any such
copies of the Software or the User Documentation shall include Licensor's
caopyrighl, trademark and other propristary notices. Under no circumstance are
you or any person under yow: authorily or control permitted to use the Software
or User Documentation or to make or use any copies thareof in excess of yow:
licensed rights. You shall account for and keep a record of each copy you make of
the Soflware or Usar Documentation, where the copy [s located and the name of
the custodian of the copy. You musl provide this record to Licensor upon
Licensors request,

You shall not veluntarity or Involuntarily in any farm or manner assign, transfar or
pledge the Schware, User Documentallon or other rights under this Licensa
Agreerment to any olher person or entity, including, withaut limitation, any
assignmant or transfer incldant 1o yow: marger or consolidation with another antity,
or any assignment or transfer by operation of law, without Licensor's prior written
consent. Furthermare, you shall nol sublicense, lease, network, rent, loan,
distribute ar share your license of the Software, User Documentation or other
rfights under this License Agreemant with any other persan or entity, including,
without limltation, any use of lhe Software or User Dacumentation to pravide
hosted seryices or to oparale a sarvice bureau, ar publish, disclose or otherwlse
display In writing, electronically or otherwise any part of the Software, User
Documentation or such other rights without Licensor's p1 or written consent in
each such instance, Any such assignment, sublicense, transfer, pledge, lease,
network, rental, loan ar sharing of yow: license or any other rights under this
License Agrearmnent absent Licensor's prior written consenl shall be void and of no
force or efiect and, as will any such publication, disclosure or dispiay, shall cause
the Immediate tarmination of this License Agreement and yow: license and rights
under this Licenae Agreement.

You shall not revarse engineer, decompile, disassemble, re-engineer, reverse
assamble, raverse compile or otherwise transtate or creale, attempl lo create or
permit, allow or assist any othar person to reverse englneer, decompile,
disassemble, re-engineer, reverse assemble, reverse compile or otherwise
translate or create the source code of the Software or ils struclural framework.
You shall not modify, enhance or creale derivativa works based upaon the
Software in whole or In part, including, without limilation, any derivative warks
based upon the database structures of d1e Software, nor shall you otherwisa
change Lhe Softwars, ar any of the foregoing without the prior written consent of
Licensor in each such instance, which consent may be withheld or conditioned
within Licensor's sole discretion. You agree that any modification, enhancemant,
derlvative work or other improvement lo the Soltware andfor the Usar
Documentation developed by Licensor, you, your employeas or independent
contractors, whether with or without the consant, advice ar support of Licensaor,
shall be the exclusive property of Licensor, and yau hereby assign to Licensor all
such rights, tide and interest therein and agree to make such further
assignments and take any other affirmalive actions as requested by Licensor
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from time lo time to further manifest such assignment. Any such modified,
enhanced or darivative varsions of the Software and/or the User Dacumentation
will not constitute software oF User documenlation different from the Software
andfor the Usor Dagumenlation, and, as such, shall be subject to and
governad under the terms and conditions of this License Agreement.

3. Licensor's Rights. You acknowledge and agree that as between you and
Licensor, the Software and the User Documentation, including any
maodifications, revislons or enhancements thereto or derivative works thereof,
are Licensor's proprietary products protected under law. You further
acknowledge and recognize as betwean you and Licensor, Licensor's
exclusive right, title and interest In and to the Software and User
Gocumentation, including any and all assoclated patent, copyright, tradematk,
trade secret or other proprietary rights. This License Agreement does not
convey to you an ownership Interest in or to the Software or the User
Documentation, but only a limited right of use in accordance with this License
Agreement, which right is terminable in accordance with the terms of this
License Agreement.

6. License Fees. The licanse fees paid by you for the Sofiware are paid In
consideration of the licenses granted under this License Agreement.

7. Term. This License Agreement is effective upen your installation of the
Software and shall continue until terminated in accordance with this License
Agreement. You may terminale this License Agreement at any time by
discontinuing all use of the Software and User Dotumentation, retuming to
Licensor all originals and coples of the Software and Usar Documantation,
including any extracts therefrom, with the exception of your meta data and
associaled objects, and all media containing the Softwara, User
Documentation and/or such extracts, and permanently removing and
rendering inaccessible from your system all installations and copies of the
Software and User Documentation. Licensor may terminate this License
Agreement in the event you breach any material term of this License
Agreement and such breach continues for a peried of thirty (30) days
following Licensor's written notice to you of such breach; provided, however,
that in the evenlt your breach is not of a nature to be remediable, or Is the resull
of your willful, reckless or grossly negligent act or omission, then Licensor
may lerminate this License Agreement upon Licensor's written notice to you of
such breach. Upon termination of this License Agreement, your rights to use
the Software and User Documentation will terminate and you shall immediately
discontinue all use of the Software and User Documentation, return to Licensor
all originals and copies of the Software and User Documentation, including
any extracts thersfrom, with the exception of your meta data and associated

‘-—.
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objects, and all medja containing the Sotware, User Documentation or such
extracts, and permanently remove from your system and render inaccessible
all installations and copies of the Software and User Documentation.

8. Limited Warranty, LICENSOR WARRANTS, FOR YOUR BENEFIT ALONE,

FOR A PERIOD OF NINETY (90) DAYS FROM THE DATE OF
COMMENCEMENT OF THIS LICENSE AGREEMENT (REFERRED TO
AS THE "PERFORMANCE WARRANTY PERIOD") THAT INSTALLERS
AND/OR EXECUTABLES MADE AVAILABLE BY LICENSOR TO YOU
ARE FREE FROM DEFECTS IN MATERIAL AND WORKMANSHIP,
LICENSOR FURTHER WARRANTS, FOR YOUR BENEFIT
ALONE, THAT DURING THE PERFORMANCE WARRANTY PERIOD THE
SOFTWARE SHALL OPERATE SUBSTANTIALLY IN ACCORDANCE WITH THE
FUNCTIONAL SPECIFICATIONS IN THE USER DOCUMENTATION UNDER
NORMAL, PROPER AND INTENDED USAGE AND THAT THE SOFTWARE
DOES NOT CONTAIN ANY COMPUTER WORMS, VIRUSES OR OTHER
HARMFUL CODE OR DISABLING DEVICE OR ANY UNLAWFUL,
DISCRIMINATORY, LIBELOUS, HARMFUL, OBSCENE OR OTHERWISE
OBJECTIONABLE MATERIAL OF ANY KIND (THE "PERFORMANCE
WARRANTY"). LICENSOR DOES NOT WARRANT THAT THE SOFTWARE
WILL MEET YOUR NEEDS OR THAT IT WILL BE ERROR-FREE IN ALL
CIRCUMSTANCES.

LICENSOR FURTHER WARRANTS, FOR YOUR BENEFIT ALONE, THAT {A)
LICENSOR HAS THE RIGHT TO POSSESS, USE AND LICENSE THE
SOFTWARE TO YOU FOR THE PURPOSES CONTEMPLATED HEREIN
AND STATED IN THE USER DOCUMENTATION AND

(B) THAT TO LICENSOR'S KNOWLEDGE, THE SOFTWARE DOES NOT
INFRINGE ANY COPYRIGHT, TRADEMARK OR TRADE SECRET OF
ANY THIRD PARTY (THE "NON-INFRINGEMENT WARRANTY"),
PROVIDED, HOWEVER, THAT NOTWITHSTANDING ANY OTHER TERMS OF
THIS LICENSE AGREEMENT TO THE CONTRARY, LICENSOR SHALL HAVE
NO OBLIGATION TO YOU WITH RESPECT TO ANY CLAIM THAT ARISES
FROM (A) ANY MODIFICATION OF THE SOFTWARE BY YOU OR ANY THIRD
PARTY; (B) YOUR COMBINATION, OPERATION OR USE OF THE SOFTWARE
WITH ANY SOFTWARE, HARDWARE, PRODUCT, OR APPARATUS
INSTALLED IN YOUR APPLICATION ENVIRONMENT FOLLOWING THE
INSTALLATION OF THE SOFTWARE; OR (C) YOUR USE OF ANY THIRD
PARTY SOFTWARE OTHER THAN IN ACCORDANCE WITH THE LICENSE
AGREEMENTS FOR SUCH SOFTWARE, WHETHER OR NOT SUCH LICENSE
AGREEMENTS ARE PROVIDED TO LICENSOR,

IF DURING THE PERFORMANCE WARRANTY PERIOD A DEFECT IN THE
SOFTWARE OR THE INSTALLERS AND/OREXECUTABLES APPEARS OR

-___
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l THE SOFTWARE 1S OTHERWISE NONCOMPLIANT WITH THE

PERFORMANCE WARRANTY, OR IF DURING THE TERM OF THIS
LICENSE AGREEMENT THE SOFTWARE IS NONCOMPLIANT WITH
THE NON- INFRINGEMENT WARRANTY, YOU MAY RETURN THE CDs OR
OTHER MEDIA CONTAINING THE SOFTWARE AND THE USER
DOCUMENTATION TO LICENSOR FOR, AT LICENSOR'S OPTION AND
EXPENSE, EITHER (I) REPLACEMENT, (ll) REPAIR OF THE SOFTWARE
AND DELIVERY OF A NEW INSTALLER AND/OR EXECUTABLES, OR
(Itl) FAILING THE FOREGOING TWO OPTIONS, A REFUND OF ALL
LICENSE FEES PAID BY YOU WITH RESPECT TQO THE DEFECTIVE
SOFTWARE OR MEDIA CONTAINING THE SOFTWARE AND THE USER
DOCUMENTATION, INWHICH EVENT YOU WILL RETURN TO LICENSOR

ALL ORIGINALS AND COPIES OF THE SOFTWARE AND
USER DOCUMENTATION, INCLUDING ANY EXTRACTS THEREFRCM
{WITH THE EXCEPTION OF YOUR META DATA AND ASSOCIATED
OBJECTS) AND ALL MEDIA CONTAINING THE SOFTWARE, USER
DOCUMENTATION OR SUCH EXTRACTS, AND PERMANENTLY
REMOVE FROM YOUR SYSTEM AND RENDER INACCESSIBLE ALL
INSTALLATIONS AND COPIES OF THE SOFTWARE AND USER
DOCUMENTATION; PROVIDED, HOWEVER, THAT IF ANY SUCH
NONCOMPLIANCE WITH LICENSOR'S WARRANTIES AS SET FORTH IN
THIS SECTION 8 IS NOT A RESULT OF DEFECTIVE MEDIA, THE OPTION
SET FORTH IN CLAUSE (I) OF THIS SENTENCE SHALL NOT BE
AVAILABLE TO LICENSOR. YOQU AGREE THAT THE FOREGOING
CONSTITUTES YOUR SOLE AND EXCLUSIVE REMEDY FOR BREACH
BY LICENSOR OF ANY OF THE WARRANTIES MADE UNDER THIS
SECTION 8. LICENSOR SHALLHAVE NO OBLIGATION TO MAKE
REPAIRS OR OFFER REPLACEMENTS OR REFUNDS TO THE EXTENT ANY
DEFICIENCY IN ERFORMANCE OR INFRINGEMENT, AS THE CASE MAY
BE, SHALL RESULT, IN WHOLE OR IN PART, FROM CATASTROPHE,
YOUR FAULT OR NEGLIGENCE, FROM IMPROPER OR UNAUTHORIZED
USE, MAINTENANCE OR MODIFICATION OF THE SOFTWARE, USE OF THE
SOFTWARE IN A MANNER FOR WHICH IT WAS NOT DESIGNED, OR BY
CAUSES EXTERNAL TO THE SOFTWARE SUCH AS, BUT NOT LIMITED TQ,
POWER FAILURE OR ELECTRIC POWER SURGES.

THE SOFTWARE MAY INCLUDE THIRD PARTY SOFTWARE LICENSED BY
LICENSOR AND SUBLICENSED TO YOU. ANY OTHER TERMS OF THIS
LICENSE AGREEMENT TQ THE CONTRARY NOTWITHSTANDING, YOUR
RIGHTS IN SUCH THIRD PARTY SOFTWARE, INCLUDING ANY
REPRESENTATIONS OR WARRANTIES CONCERNING SUCH THIRD
PARTY SOFTWARE, SHALL BE AS GRANTED BY THE ORIGINAL
MANUFACTURER OF SUCH THIRD PARTY SOFTWARE UNDER THE
LICENSE AGREEMENT FOR SUCH SOFTWARE, A COPY OF WHICH
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l LICENSOR WILL PROVIDE TO YOU UPON REQUEST. LICENSOR MAKES NO

REPRESENTATIONS OR WARRANTIES CONCERNING ANY SUCH THIRD
PARTY SOFTWARE, WHETHER EXPRESS OR IMPLIED, INCLUDING,
WITHOUT LIMITATION, ANY WARRANTIES OF NON-INFRINGEMENT.

EXCEPT FOR THE WARRANTIES SET FORTH ABOVE, THE INSTALLERS
AND/OR EXECUTABLES, THE SOFTWARE AND THE USER
DOCUMENTATION ARE LICENSED "AS IS" AND, TO THE MAXIMUM EXTENT
PERMITTED BY APPLICABLE LAW, LICENSOR EXPRESSLY DISCLAIMS ANY
AND ALL OTHER WARRANTIES, WHETHER EXPRESS OR IMPLIED,
INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. ANY
IMPLIED WARRANTIES THAT CANNOT BE DISCLAIMED ARE LIMITED TO
NINETY (80) DAYS OR TO THE SHORTEST PERIOD PERMITTED BY
APPLICABLE LAW WHICHEVER |S GREATER.

9. Limitation of Liability. ANY OTHER TERMS OF THIS LICENSE
AGREEMENT NOTWITHSTANDING, EXCEPT FOR A PARTY'S
INDEMNIFICATION OBLIGATIONS TO THE OTHER PARTY AS PROVIDED IN
THIS LICENSE AGREEMENT OR IN ANY OTHER AGREEMENT BETWEEN
YQU AND LICENSOR CONCERNING THE SOFTWARE, UNDER NO
CIRCUMSTANCES SHALL YOU OR LICENSOR BE LIABLE TO THE OTHER
OR ANY PERSON CLAIMING THROUGH THE OTHER, WHETHER IN
CONTRACT, TORT OR OTHERWISE, FOR ANY LOSS OF PROFITS, LOSS
OF USE OF EQUIPMENT, LOSS OR CORRUPTION OF DATA OR INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY OR CONSEQUENTIAL DAMAGES, OR
FOR ANY PAYMENT RELATED TO OR AS A RESULT OF SUCH LOSSES OR
DAMAGES ARISING QUT OF OR OTHERWISE RELATED TO THIS LICENSE
AGREEMENT, THE SOFTWARE OR USER DOCUMENTATION, WHETHER OR
NOT ADVISED OF THE POSSIBILITY OF SUCH LOSSES OR DAMAGES AND
WITHOUT REGARD TO ANY DETERMINATION THAT ANY REMEDY
SPECIFIED IN THIS LICENSE AGREEMENT FAILS ITS ESSENTIAL
PURPOSE. NEITHER PARTY'S CUMULATIVE LIABILITY TO THE OTHER
PARTY OR TO ANY PERSON CLAIMING THROUGH THE OTHER UNDER
THIS LICENSE AGREEMENT SHALL EXCEED AN AMOUNT EQUAL TO
THE LICENSE FEES PAID BY YOU TO LICENSOR FOR THE SOFTWARE.

19. Indemnification. You agree to hold harmless, indemnify and, at
Licensor's request, deiend Licensor, its affilistes and their respective
officers, direclars, agents and employeas (collectively, "Licensor Parties")
from and against any and all claims (including liabilities, damages, losses, costs
and expenses and reasonable atlomeys' fees) lo the extent arising out of any
action or proceeding brought by a third parly against any one or more of the
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. Licensor Parties related to (2) any act or omission by you which is a breach by

you of any terms of this License Agreemenl, or (b) your willful misconduct or
negligent acts or omissions.

11. Intellectual Property. You recognize, as between you and Licensor,
Licensor's ownership in and title to all trademarks and/or service marks
ownad by Licensor, including DOCUMENT CAPTURE, IMAGENOW, IMAGE
NOW, WEBNOW, CAPTURENOW, ISCRIPT and PERCEPTIVE SOFTWARE,
including any and all common law and registered rights throughout the world
{hereinafier the "Tragemarks”).You alsc recognize, s between you and
Licensor, Licensor's ownership in and 1o any and all copyrights, patents, trade
dress, trade secrels andfor any other intellectual property rights related to the
Software and the User Documentation (hereinafter “[ntal

Rights"). No right, license or interest is granted for any Intellectual Proparty
Right unless expressly provided herein, and Licensar reserves all rights therein.
Na right, license or interest in or to any of the Trademarks is granted hereunder,
and you agree that you shall assert no such right, license or interest with
respect to such Trademarks. Furthermore, you shall not contest the validity of
any of the Trademarks or Intellectual Property Rights, claim advarsely to
Licensor any right, title or interest in and to the Trademarks or Intellectual
Property Rights and shall not use, register, apply to register or aid a third party
in registering the Trademarks or Intellectual Property Rights during the term
of this License Agreemant or any time thereafter. If Licensor considers it
advisable to record you as alicensee of the Trademarks, you agree o cooperate
in such procedura and to exacule any documents submitted to you for this

pUrpose,

12. Notices. Any nolices, demands or other communications required or
permittad under this License Agreement shall be in writing and shall be deemed
to have been given: (a) upon receipt if dellvered personally; (b) five (5) days
afler deposit in the mall if sent by U.S, cerdified mail, postage prepald, retum
receipt requested; and {c) upon receipt if delivered to a recognized overnight
courier or delivery service which provides international service, fees prepaid; in
each case addressed 1o the party for whom it is intended at the address for such
party as last provided lo the other.

13. Governing Law. This License Agreement shall be construed and govemed
in accordance with the intemal laws of the State of Kansas, U.5.A. without
regard to Its rules of conflict or choice of law pravisions thal would require the
application of the laws of any other jurisdiction. The parties hereto agree to
submit to the exclusive jurisdiction end venue of the District Count of Johnson
Caounty, Kansas,

U.S.A. and the Federal District Court of Kansas located in Kansas City, Kansas,

s
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- U.S.A, for any matter

arising under o7 ralated to this License Agreement. In each case, this License
Agreament shall be construed and enforced without regard to the United
Nations Convention on the International Sale of Goods.

14, Costs of Litigation. If any action is brought by either perty to this License
Agreement against the other party regarding the subject matter hereof, the
prevailing .party shall be entitled to recover, in addition to any other relief
granted, reasonable attomeys’ fees and costs and expenses of investigation
and litigation,

15. Severability. Should any term of this License Agreement be declared void
or unenforceable by any court of competent jurisdiction, such declaration shall
have no effect on the remalning terms hereof.

16. No Walver. The fallure of ejther party to enforce any rights granted
hersunder or to take action against the other party in the event of any braach
hersunder shall not be deemed a waiver by thal party as to subsequant
enforcement of rights or subsequent actions in the event of fulure breaches.

17. Export Laws. You acknowledge that the export laws and regulations of the
United States and other relevant local export laws and regulations apply 1o the
Software, the User Documontation and other technical dats provided to you undar
thiz Licensa Agresment,

18. Miscallaneous. No amendment, modification or waiver of this License
Agreement or any provision hereof shall be effective unless it Is in writing and
signed by a duly authorized representative of you and Licensor. This License
Agresment, together with any other agreement between you and Licansor
conceming the Software, represents the entire agreement between Licensor and
you conceming the Software and User Documentation, and any and all other prior
agreaments, representations, stalements, negollations and undertakings with
respect to such subject matter, are terminated and superseded hersby; provided,
however, that in the avent of any confiict between the lerms of this License
Agreement and any such other Agreement between you and Licensor, the terms
of this License Agreement shall control.

Licensor, upon thirty (30) days written niotice to you and nol more than once
during each calendar year during the tenn of this License Agresment and once
during the one (1) year periad following the termination of this License
Agreement, al Licensor's expense, may enter upon your premises during your
regular business hours to audit your use of the Software. Yau agres to
cooperate with Licensor's audit and provide reasonable assistance and access 1o
information. If pursuant to any such audil Licensor discovers any excess
unlicensed use of the Softwara, you agree to pay within thirty (30) days of written
notification an amount equal to the sum of (a) the license fees and support and
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. malntenances fees which Licensor would have recaived if your excess unlicensed

use of the Software had been licensed, (b) interast on such fees from the date
such additional fees should have been pald at the rale of twelve parcent (12%)
per annum or the maximum inlerest rate permitted by law, whichever is lower,
and (c) all costs and expenses incumred by Licensor in conducting such audit. if
you fail to pay such amount within thity (30) days of being Invoiced for such
amount, Licensor may terminale your licenses of the Sofiware and any
maintenance and suppor! of the Software, You shall be responsible for any of
your costs incurred in cooperating with any such audi.

This License Agreement shall bind and inure to the beneffl of the parties, s
applicable, and their respective permitted successors and assigns.

Except for actions for nonpayment or violation of Licensor's nghts in the
Software, Trademarks or Intelleclval Property Righls, no action, regardless of
form, arising out of or relating to this License Agreement may be brought by
either party more than two (2) vears after lhe cause of action has accrued,
Excep! as otherwise provided in this License Agreement, all remedias of the
parties hereunder are non-exclusive and are in addition to all other available
legal and equitable remadies.

Neither party shall be responsible or llable for fallure to fulfill its obllgations
under this License Agreement (excep! for payment of any purchase price or
other fees) due to any major unforesesable event beyond the control of, and
not caused by the fault or negligence of, such party or its agents, inciuding,
withaut limitation, an act of God, fire, earthquake, flood, explosion, action of the
eloments, war invasion, lerrorism, insurrection, rlot, mob violence, sabolage.,
Inability 1o procure equipment, facilllies, matenials or supplies in the open
markel, failure of power, failure of transperiation, strike, lockout, action of labor
unions, condemnation, requisition, law or order of governman, civil or military
authorities; provided that the party failing to perform in such event shall promptiy
resume or remedy, as the case may be, the performance of its obligations
hereunder, as soon as praclicable.

The headings and captions of the sections and paragraphs of this License
Agreement are for convenlence of reference only and are not to be used to
modily or Interprel this License Agreemant. The terms of Sections 2, 4, 5, 7,
8, 9,10, 11, 12, 13, 14, 15, 16, 17, 18 and 19 of this License Agreement
shall survive the termination of this License Agreement, The controlling
language of this License Agreement is English. If you have recaived a
translation of this License Agreement into another language, it has been
provided for your convenience only.

The Uniferm Computer Information Transactions Act does not apply to this license
ofthe Software
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Wiley third party pass through terms:

Copyright ta all Treatment Planner Datasets by John Wiley and Sons

The Wilay Treatment Planner Datasels are designed (o pravide accurate and aulhoritative infermation in
regard to the subject matter covered, They are licensed with the understanding that the publisher is not
engaged in rendering professional services. |f legal, accounting, medical, psycholegical, or other expert
assislance is required, the services of a competen! professional person shauld be sought. The
TREATMENT PLANNER DATASETS AND ALL INFORMATION THEREIN ARE PROVIDED "AS IS"
AND EXPRESS AND IMPLIED WARRANTIES AND REPRESENTATIONS OF ANY RIND, INCLUDING
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR ANY PARTICULAR PURPQOSE,
OR QUALITY ACCURACY, COMPLETENESS ANDI/OR SUITABILITY ARE DISCLAIMED.
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ATTACHMENT A-3

Terms of Use Agreements
ARG, TR AR Setect HOM

The Laboratory Data Management Terms of Use Agreement

The Laboratory Data Managernent Terms of Use Agreement {"EULA") i & Tegasl agreemant made this 1/26/2023,
betwaen You (hereinafter referred te as "Cliant”™) and Laboratory Corpesation of Amenica Hoidings (hersinafter referred
to &6 "LabToro") for Chent's use of the Laberatory Data Managament systam, As waed in this agreement, the tem
"Clignt” includes the medical group practice, the ardering physician or other parsen as designated by appticable laws,
ruless and regulations

WHEREAS, both parties acknowledge the mutual aparational efficiencies thet can be derivad from automated
laboratory resulls transmission and retriaval, usa of Cliert pabient demographics for test erdenng and off-hours
reporing, anc

WHEREAS, the parties desire to enter into an agreement whereby Lablomp will provide Laboratory Data Managemsant
Software andfor Hardware ("LDM" System) to Chent as set forth heresn and Cient will use the LOM System of
LabCorp; and

WHEREAS, Client acknowledges tha Restricted Use of the LDM System as hereinafter provided.
The Parties hereby agree a5 follows:
A. LDM System

1. The Laboratory Dats Managermeart Systarn ("LDM Systern') may congist of any or all of the software,
hardware and components identified in this Sectien AL:

a. jpterface. After acceptante of this Agrearnent by Client, and subject to confirmation and
acceptance by LabCorp, LabCorp agrees to arrangs with Clients Software Vendar, Change
Haalthcare {"Vendor") for the purchase, instatlation and any aspplicable and temporary initial
mamienance of the "Interface” described as follows: either a Uni-directional Interface developed by
Vendor which allows LabCorp to electronically transmit patient test results into Cliert’s System, or
a Bi-Directional interface developed by Vendor which allows LabCorp to electronically transmit
patient test results into Chent's System and allow LabCorp to electronically receive laboratory test
requasitions sant from Chent's systemn, The type of inteface arvanged & at the sole dscration of
LabCorp.

b, Necessary Bauinmant, LabCorp may provide Client, 81 no additonal charge, paripheral eguipmant
as well as LebCorp Reguisition Forms, LabCorp Report Paper and Labels, and Printer Ribbons or
Laser Printer Cartridges {as applicabla). Client shall use such equipment and supplies for the sole
purposes of crdering referenca laboratory tests, and the receipt of reference laboratory test results,
from Lablorp via tha LDM Systerm.

Cliant shall pravide, at its own cost, all telephone service {whether local or long distance), modems,
phane lines, computers and other equipmen?, software, [nbernet access and any other items or services
necessary for Client to use the LDM System.

2. Ownershin of LDM Systemn. The LOM Systemn shal! be made available to Client's facility(ies) and may not
be moved or removed without LabCorp's price written consent, Clignt shall attach and at all ttmes keep
affixed such labels as Lablarp may direct to show Lablorp's or a third party vandor's oemership interest
ins the LDM Systenn, Client hereby grants LabCorp the right to inspect the LDM System at any reasonable
tima and Client shall not make any alterations, additions or improvemants to the LDM System without the
prior gensent of LabhCorp. Client shall bear the entire Ask of all loss, theft damage or othar interruption or
termination of use of the LDM System from any cause whatspaver, during any term herecf and until the
LM System is returned o Lablorp. Client shall prompily notify Lablorp in writing of the ooturrence of
any of the above events.

8. Support, Maintenance and Installation

1, Client agress to cooperate with LabCorp and applicable vendors in the installaticn of the LDM System, In
the event Client fails to cooparate with such development and/or to implemant the LDM Systemn within six
{6) manths from the date the Vendor provides the 1LDM System to Client, Lablorp in its sofe discretion
may immedistely tarminate this Agreemeant without furthar nctice. [f this Agreement terminates a5 a
result of Chent's failure W cooperate and/or impfement the LDM System, Client agrees to reimburse
LabTarp the total cost of the Interface within thirty( 30) days of terminaticn of this Agreamant.

2. Client shall be responsible for all maintenance, support, upgrade costs and service and ather fees whah
are related to Cient's system. For the purposas of this Agreemant, "Chent System” shall mean any
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current or future hardware and/for software purchased, leased or otherwise arranged for by Client foe
Client's use whether or not LabCorp arranges for the provision of the LDM System desoribed herein,
inchuckng tut not Bmited to, Client’s: operating system, office or practice management system, EMR
scftware, word processing software, accounting software, e-mail software, central processing unit
{"OPUTY, montor, kevbosard, printer, router, and scanner.

<. Compliance with All Laws and Restricted Use

1. LabCerp is randenitting result reports 1o Client's Vendor, ard into Vendor's system, st Client's directicn
and authorization and Client maintains the relationstip with Vendor, The LDM System shall communicate
axclusivaly with LabCerp, shall relate directly to laboratory sarvices being provided by Lablorp 1o Client
and shall not be used by Chent for any other purpsse, Cliert is baing provided the LDM System for the
sole purpose of receving LabCorp test results and use of Client patient demographics for test ordering via
tha LOM System. Client agrees it shall make ro other usa of the LDM Systers and agress further to
exgoute ard abide by the terms contained in any additional egreament required by Lablorp of any LOM
System software and hardware verdor,

2. It is the intent of the parties hereto to comply with ali feders!, state and lonal statutes, reguiations and
ordinances, including but Aot limited to the Mealth [nsuranoe Portability and Accountability Act of 1936
{"HIPAL"), Section 1877 of the Sodial Secunty Act {commonly known as the "Stark Provisions") and the
arti-kickback provisions set forth in the frawd and abuse sections of 42 U.S.C. 1220{a}, a5 well 25 and
any regulations issued thereunder and any applicable similar state laws and regulations. The parties
agren that pursuant to this Agreement, LabCorp shall only provide tems, devices, or supplies that are
usad solely to crder or communicate the results of, tests or procedures provided for Clisnt, and that any
banedit, corsideration or remuneration confarrad upon by Client by virtue of this Agreement is not
conditioned upon the referral of Medicare or Medicaid testing to LabCorp.

3. Should etther party reasonably conclude that any portion of this Agreement 15 or may be in vickation of
such requirements or subsequent enactments by federal, state or local authorities, this Agreement shall
tenninate immedistely by wirittan notice thereof to other party unless the parties agres to such
medifications of the Agreement as may be necessary to establish compliance with all federal, stete, ard
local statutes, regulations and ardinances, Otherwise, if Client fails to comply fully with the requirements
set forth in this Section C, LabClarp shall have the right to immeadately resnove the LDM System, damand
renayment, and terminete this Agresment,

£. Warranty/Liability

1. Client agress that any claims related to the establishment or functioning of the LDM System shall be
brought to the attention of LabCorp. LebCorp shall not be responsible for any claim in connaction with the
establishment or parforenance of the LOM System. Client hereby express refesses LebCorp and agrees to
indemnify and LabCorp harmless from any and all claims, including any and all claims for property
damaga, personal injuries and/for consequential, punitive or other damages which arise, or are alleged to
hawe ansen, in cornection with the establishmant, operation or functioning of the LDM Systemn to the
aextend that such costs and liabilities are proximately caused by the negligence or miscondust of Client,

2. Unless otherwisa specifically agreed to by the parties in a Web-Based Laboratory Servicas Agresment,
Client represents and warrants that it shall not use the LDM System, or other L.abCorp cannectivity
soiutions, to provide or support web-based laboratory testing services directly to patients or consumers,
sither through its own website(s) o, in support of the other websites that offer such direct to consumer
tasting. In the event of & braach of this section, LebCorp may immediately terminate this Agreement and
disconnect tha LOM System.

E. Term and Termination

1. This sgreement shali remain in force and effect for successive annuat periods unless terminated, Chent
and Lablorp shall have the right to terminate this Agreement, with or withouwt case, by giving the othar
party a 30 day prior written notice. In addition, if Chert shoudd at any time discontinus using LabCorp's
faboratory services, the parties acknowiedge that there shall be no further need for Chent to have the
LD#M System and this Agreemant chall terminate immediately.

2. Cient agraes that, in the event of the tevmination of tns Agreemant, with or without cause, by either
party, the LDM System will be returned to LabCorp, 8% Lablorp's expanse, and client shall returmn or
destroy all copies of any docurmentation and materials sccompanying the LDM Systerm.

F. Assignment

Client may not assign this Agresment without the prior written consent of LabCorp,

klips.ficanician changehealthedre oo n
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G. Entire Agreement

Tris Agresrnent consbitules 1 entlis Ederstanding betwenn the parws e ato with respect 1o the gubpea
ratter bacsn and no amendment or medification of s terms shall be valig o binding upan any party uniess
reducesd to whting and signed by authorized represertatwes of the partiss harsto, dny appdicabb: prowsasns
required by federsl, state, or facal law arg bereby Incorporabed by reterence, This ELULA supgreediss eny previces
ELLA that may hayve beon execimmd Detweaen Chent ard LatCom.
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[END OF TERMS OF USE AGREEMENT)]
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ATTACHMENT B
Scope of Service (Statement of Work)

s Provide software license subscriptions

e Provide software maintenance and support services including technical support

« Provide software updates needed to comply with Federal and State mandated changes

s Provide recurring services and support associated with a Contractor Hosted solution which entails the
management of the hardware, software, and database that will reside on Contractor premise for access

by County

¢ Provide disaster recovery services (with Avatar failover to the secondary data center completed within
four hours)

» Provide additional software licenses, subscription services and technical consulting on an “as approved”
basis by the County

o County will submit a written request for a quote
o Netsmart will provide a written quote “Scope of Work”

o County will review and provide written approval

[END OF SCOPE OF SERVICE (STATEMENT OF WORKJ)]

e ——
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ATTACHMENT B-1
Source Code & Escrow Account Requirements

1. Source Code.

If the Source Code is released to the COUNTY pursuant to the Escrow Agreement release conditions (Exhibit G)
CONTRACTOR grants COUNTY the nonexclusive, nontransferable right to use a copy of the Source Code as
described Section 2.

1.1 COUNTY may use, modify and reproduce the Source Code for the purpose of maintaining the
System/installation. COUNTY shall not secure the Source Code to modify or maintain the System for any other
entity, or to create new software programs or functions.

1.2 COUNTY shall maintain the secrecy of the Source Code and shall not disclose it to anyone outside of the
COUNTY. However, COUNTY may allow a Third Party access to the Source Code for the purpose of maintaining
the System installation, as jong as the Third Party signs an agreement protecting the confidentiality of the Source
Code.

1.3 The use of the Source Code would be limited to the license rights of COUNTY as established in this Contract.
2. Escrow of Source Code

The Source Code associated with the Licensed Programs shall be deposited in electronic media form and
validated annually, with an escrow company pursuant to an escrow agreement. CONTRACTOR currently uses
Iron Mountain as its Escrow company. A copy of the Escrow Agreement is attached hereto as Exhibit G.

CONTRACTOR agrees to deliver into escrow, and COUNTY is entitled to receive System Source Code, including
Updates, Upgrades, new versions, and Documentation pursuant to the terms and conditions of the Escrow
Agreement.

2.1 CONTRACTOR shall add COUNTY to the Escrow Agreement with Escrow Company as a beneficiary. The
Escrow Agreement shall govern the terms of the deposit of the Source Code and COUNTY's entitlement to
receive the Source Code.

[END OF SOURCE CODE & ESCROW ACCOUNT REQUIREMENTS]
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ATTACHMENT B-2
Change Order Process

1.1 Change in Programs.

The Parties acknowledge that the government programs supported by this Contract will be subject to continuous
change during the Term of this Contract. Except as provided for in this Attachment, CONTRACTOR has provided
for or will provide for adequate resources subject to the Maintenance and Support provisions of Attachment A for
federal law changes, and at no additional cost to COUNTY, will comply with State of California mandated changes
during the Term of this Contract, subject to the Change Order process described in this Attachment. If COUNTY
adopts a local law, rule or regulation relating to the functions, features and output of the Software and not to the
general operation of the CONTRACTOR’s business, COUNTY will notify CONTRACTOR in writing prior to the
application of such law, rule or regulation to the Software. The Parties agree to meet and discuss any impact to the
Software and if necessary, address any change and costs through the Change Order Process described herein.

1.2 Identifying Changes.

in consideration of CONTRACTOR's knowledge, experience and expertise related to the implementation of
Electronic Health Records such as the System, CONTRACTOR agrees to advise COUNTY of any changes in
applicable Federal or State law, regulation, codes, policies or guidelines of which it becomes aware and the potential
impact of such changes on the performance of the Services or Deliverables or COUNTY's use of the Services or
Deliverables. CONTRACTOR agrees to timely notify COUNTY of such changes and must work with COUNTY to
identify the impact of such changes on how COUNTY uses the Services or Deliverables. In the ordinary course of
business, if COUNTY becomes aware of any material changes in applicable law, regulation, codes, policies or
guidelines affecting this Contract, COUNTY will promptly notify CONTRACTOR of the changes and work with
CONTRACTOR to identify the impact of such changes on how COUNTY uses the Services or Deliverables.

1.3 Change Order Procedures.

1.3.1 Change Request. If either Party believes that a change (whether in the processes, procedures,
standards, Services, time frames, costs or Deliverables) is necessary or desirable, such Party shall submit
a written Change Request to the other Party.

1.3.2 Change Response. If COUNTY initiates a Change Request, within twenty (20) business days of
CONTRACTOR's receipt of such Change Request, CONTRACTOR shall provide to COUNTY a written
statement describing in detail: (a) the impact on any System performance, if any, and the modifications to
the System that will be required as a result of the Change Request including changes in Services and/or
Deliverables; (b) the name and identification of CONTRACTOR's personnel to be assigned and the work
hours required to accomplish the Change Request and (c) an estimate of the cost to implement each
Change Request (collectively, the “Change Response”). If CONTRACTOR submits a Change Request to
COUNTY, such Change Request shall include the information required for a Change Response. COUNTY
shall accept or reject any Change Response or CONTRACTOR-initiated Change Request, as applicable,
within twenty (20) business days after receipt of same from CONTRACTOR.

1.3.3 Change Order. Subject to Section 1.3.2, if COUNTY accepts a Change Response or CONTRACTOR-
initiated Change Request in writing, such Change Response, together with COUNTY's Change Request,
or such CONTRACTOR initiated Change Request, the Parties wili complete a “Change Order” which shall
become part of this Contract. If COUNTY rejects CONTRACTOR's Change Response or CONTRACTOR-
initiated Change Request, CONTRACTOR shall proceed to fulfill its obligations under this Contract. Without
first obtaining COUNTY’s prior written approval in accordance with the Change Order procedures set forth
in this Section 1.3 (Change Order Procedures), which approval COUNTY may withhold in its sole discretion,
CONTRACTOR shali make no Change which may: (a) increase COUNTY's total cost of the Services and/or
Deliverables; (b) require changes to COUNTY’s Systems, facilities, software, utilities, tools or equipment;
(c) require COUNTY fo install a new version, release, upgrade of, or replacement for, any software or
equipment or to modify any software or equipment excluding software or hardware that is no longer
supported by its manufacturer (i.e. Windows); (d) have an adverse impact on the functionality,
interoperability, performance, security, accuracy, speed, responsiveness, quality, or resource efficiency of
the Services and/or Deliverables; (e) have an adverse impact on the schedule for and the delivery of
services and/or products by COUNTY to its clients and customers; or (f) violate or be inconsistent with the
applicable Laws.

ATTACHMENT B-2 - CHANGE ORDER PROCESS
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1.3.4 Administration of Change Orders. The CONTRACTOR Project Manager and the COUNTY Project
Manager shall negotiate in good faith any Change Request. If the Parties reach an agreement in writing,
the Change Request will be presented for review and approval as follows:

1.3.4.1 Change Requests with no cost shall be presented to the COUNTY Project Manager for
initial approval and the COUNTY Executive Team for final approval, and if approved, the
CONTRACTOR shall begin to work on the approved Change Order,;

1.3.4.2 A Change Request that does not change the term of the Contract and/or is in an amount
that does not exceed twenty five thousand dollars ($25,000) shall be presented to the COUNTY
Director of Behavioral Health; provided however, that if the aggregate amount of all approved
Change Orders exceeds five (5) percent of the total original Contract amount, any additional
Change Requests must be presented to the Board of Supervisors for consideration and approval;
and if approved, the terms of this Contract shall be modified accordingly and the CONTRACTOR
shall begin to work on the approved Change Order.

1.3.5 Effectiveness of Change Orders. CONTRACTOR shall not be entitied to rely upon the effectiveness
of any Change Order unless such Change Order has been approved in writing by the authorized individuals
identified in Section 1.3.4 or the Board of Supervisors.

[END OF CHANGE ORDER PROCESS]
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ATTACHMENT B-3
Invoices

CONTRACTOR shall submit correct invoices to the COUNTY Project Manager during the Project and
during Maintenance for all charges, and other amounts to be paid by COUNTY hereunder. All invoices
submitted must meet with the approval of the COUNTY Project Manager during the Project and the
COUNTY Business Applications Manager during Operations, Maintenance and Support or their
designees prior to payment. CONTRACTOR shall only submit invoices for Services or Deliverables.
COUNTY will return incorrect or incomplete invoices to CONTRACTOR for correction and reissue. The
Contract number must appear on all invoices, bills of lading, packages, and correspondence relating to
this Contract. Invoices must reference this Contract and provide detailed information and in a format as
requested by COUNTY, including without limitation:

1. CONTRACTOR name, address, telephone number and federal tax identification number;

2. An itemization of each Deliverable, Critical Milestone or Services provided;

3. The Deliverable, Critical Milestone or Services provided for which payment is sought and the
Acceptance date triggering payment;

4. Applicable Charges;

5. Date of delivery and/or date of installation, as applicable;

6. Any other Project costs with a detailed itemization of such costs, if applicable;

7. Sales or use taxes, if applicable;

8. Credits and offsets, if any; and

9. Total amount due.

Contractor shall submit detailed, correct invoices for each Deliverable listed in ATTACHMENT A-1 in the
amount noted, in triplicate and in accordance with COUNTY’s standard invoicing requirements or other
procedures agreed to in writing by the Parties to COUNTY Project Manager for all Charges and other
amounts to be paid by COUNTY hereunder.

invoices shall be mailed to: DBH BHMIS Project Manager
303 East Vanderbilt Way
San Bernardino, CA 92415

CONTRACTOR shall only submit an invoice for Payment Events after they have received approval of the
Deliverable from the COUNTY Project Manager. All invoices submitted must meet with the approval of
the COUNTY Project Manager or his/her designee prior to being forwarded to COUNTY Fiscal for
payment. Invoices shall include all information reasonably requested by COUNTY, including, without
limitation, this Contract name and number, Federal Tax ldentification Number, itemization of each
Deliverable or Service provided for which payment is requested, corresponding COUNTY Acceptance
dates for each Deliverable or Service, cross-reference to the approved item in ATTACHMENT A-1,
method of delivery for all software provided to COUNTY, sales and use taxes, the calculation and legal
and regulatory bases for any such taxes, Holdback amounts, if applicable, and total amount due.

COUNTY shall have the right to dispute any invoices submitted for payment by CONTRACTOR if
COUNTY believes the Charges are inaccurate or incorrect in any way. COUNTY shall use reasonable
efforts to provide a Notice to CONTRACTOR within ten (10) business days after receipt of an invoice,
specifying the reasons why COUNTY believes the Charges are inaccurate or incorrect, but COUNTY
shall not be in breach of the Contract if it fails to provide CONTRACTOR such Notice.

In the event of any dispute with regard to a portion of an invoice, the undisputed portion shall be paid as
provided herein. COUNTY shall pay CONTRACTOR undisputed amounts within sixty (60) days of receipt
of a correct invoice. Notwithstanding any other provision of this Contract, the COUNTY may withhold all
payments due to the CONTRACTOR, if the CONTRACTOR has been given at least thirty (30) days’
notice of any deficiency(ies) and has failed to correct such deficiency(ies). Such deficiency(ies) may
include, but are not limited to: failure to provide services described in this Contract; Federal, State, and

ATTACHMENT B-3 -INVOICES
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County audit exceptions resulting from noncompliance; and significant performance problems as
determined by the COUNTY Department of Behavioral Health (DBH) Director or his/her designee.

[END OF INVOICES]
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ATTACHMENT B4
Unapproved Work

if the CONTRACTOR provides any goods or services to County other than the work required under this
Contract, or if the CONTRACTOR submits invoices for payment in respect of any work, other than
Maintenance and Support Services and Hosting Services, without first having obtained an approved
System Change Request by COUNTY Project Manager in respect of such work, the same shall be
deemed to be a gratuitous effort on the part of CONTRACTOR and CONTRACTOR shall have no claim

whatsoever against COUNTY therefore.
[END OF UNAPPROVED WORK]

]
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ATTACHMENT B-5
STATE OF CALIFORNIA IMPOSED REQUIREMENTS

The COUNTY is required to include certain confidentiality and security terms from various State
Contracts, which terms apply to this Contract. As a result, the terms of:

(i) Exhibit D, information Confidentiality and Security Requirements, attached to State Contract
No. 21-10106 (COUNTY Contract No. 21-743), between COUNTY and the State Department of
Health Care Services (also known as the Performance Contract);

(i) Exhibit F, Privacy and Security Provisions, attached to State Contract No. 22-20127 (COUNTY
Contract No. 22-1094), between COUNTY and the State Department of Health Care Services
(also known as the Specialty Mental Health Services Contract); and

(i) Exhibit F, Business Associate Addendum, attached to State Contract No. 23-30118 (COUNTY
Contract No. 23-1361), as amended, between COUNTY and the State Department of Health
Care Services (also known as the Substance Abuse Disorder Services Contract) are hereby
incorporated into this Contract and CONTRACTOR agrees to adhere to the incorporated
provisions with respect to information confidentiality, privacy and security requirements.

The incorporated exhibits referenced above are attached hereto collectively as Exhibit D. Any breach of
the State confidentiality and security terms is a material breach, subject to termination. During the term of
this Contract, the attached provisions may change if the State of California imposes new or amended
requirements upon COUNTY. If this occurs, COUNTY will provide any such new or amended
requirements to CONTRACTOR.

[END OF STATE OF CALIFORNIA IMPOSED REQUIREMENTS]
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STATE CONTRACT NO. 21-10106
Exhibit D
Information Confidentiality and Security Requirements

County of Ban Baroardinn
21010706
Fage 10! 7
Exhibit D
infermaiton Confidentiality and Seounity Requlremonts

1 Definitions. For purposes of this Exhibit, the following definitions shall apply:

A, Publlc information: information that is not examipt from disciosure under the provisions
of tha Caiifarnla Public Reconds Acl (Governmant Codp seclions 6250-6265) or oihar
applicable slale or fedaral laws.

8. Confidential Information: Information tha! is exempt from disclosure under the provisions
of the California Public Records Act {Govemment Code seciions 8250:8255) or other
applicable state or federal laws.

C. Sensitive Information: Information that requires zpecial precautions fo protect from
unauthorized use, acosss, discdosure, modificstion, loss, of delelion, Sensilive Information
may be either Public Information or Confidential Information. It is information thal requires
a fugher than normal assuranee of accuracy and complotenass, Thus, the wey faclar for
Sensitive Information is thal of integrity. Typically, Sensitive Information includes records
of agency financial ransactions and regulalory actions.

U Personal Information: Inforration tal Tdentifins or descrives an individuel, including, but
notlimited to, their narme, soclal security number, physical description, homs sddress, homa
lelephone number, education, financial matters, and medical or employment history, itls
DHCS' poliey to consider all Information about individuals private unless such
information is determined to be a public record. This information must be prolecied
from inappropriate access, use, or disclosure and must be mede accessible 1o data supjects
upon request. Personal Infurmation includes the following:

Notlce-triggering Personal information: Specific ilsms of personal infarmation {name plus
Social Security number, driver license/California identification card number, or financial
aecount numbar) that may tigger a requirement (o nolify individuals if 1 s acquired by an
bnauthorized parson. For purpoees of this provizion, idemtily shall instue, but not be hmted
e pame, Wenlifying number, symbol, or other dentifing pariculsr assigned % e
midividusl, such as finger or volce print or @ photograph, See Civl Code sections 176828
and 179882,

2 Nondisclosure. The Coniraclor and iis employess, agents, or subcontractors shall protect
from unauthorized disclosure any Personal information, Senslive Information, ar Confidantial
Information (hereinafler identified as PSCH).

3. The Contractor snd ils employess, agents, or subooniraciors shall not use any PECI for any
purpose other than camying nul the Contractor's obligstions under 1his Agreemant.

4. The Coptraclor and its employess, agents, or subcaniraciors ahall promptly transmil fo the
DHCS Program Contract Manager all requests for disslasure of any PECI not emsnating from
the pemson whi iz the sublsct of PEGIL

5 The Contraclor shall nol disclose, exaept a8 othenvise specifically permitied by this Agresrmaent
or aulnorized by the person who is the subjiec! of PSCL any PSCI to anyone olher than DHES

DHZE 18R 35
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County of San Bemardino
140408
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Exhibit D
information Confidentiality and Securily Reguinements

without prise wiitten authorization from the DHCS Program Contract Manager, excep! {f
disclosure s required by State or Faderal taw.

& The Contractor shall sbsarve the following reguramanis:

A Sateguards. The Contrastar shall smplement adminsirative, physicel, and technical
safeguards thet reasonably and appropriastely protect the confidentiaiity, ntegrity, and
avaitabliity of the PSCH Including elevtronic PSCI thal it oreales, recejves, malnlalng, uses,
or iransmits on bahalf of DHCS, Contractor shall develop and imaintain a wititen information
privacy ams securlly program that includes administrative. technlcal and  phyeical
saleguards apgraptiate lo the size and complexity of the Conlractor's operations and the
nature and scope of its activities, Including at & minimum the following safeguands:

1) Personna! Controls

8. Employee Tesining. Al workforcs members who assist in the perdormanca of
functions or agtivities on behalf of DHCS, or access o disclose DHCS PSCL, must
complete informatinn privacy and security tralning, at jeast annually, st Business
Assoclate's expense. Each workloree member who receives information privacy and
security tralining miust sign 8 cenification, indicating the member's name and the dale
on which the training was completed. These cerllifications musl be relalned for o
petiod of six (8) years following contract termination,

b, Employes Discipline. Appropriate sancions must be apped sgainst workforce
marnbem who Taill 16 comply with privacy policies and procedures o any provisions
of thess requiremants, including termisation of employmant where appropriats.

¢, Confidentiality Statement, Al perascns thal will be working with DHCS PSCI must
sign a confidentiality statement that mcludes, at 8 minimum, Genaral Use, Security
and Privacy Saleguards, Unaccepable Use, and Enforcement Policles, The
slatement must be signed by the wotkloice mermber prior o access 1o DHCS PSGIL
The statamant must be repewad annually, The Contractor shall retsin each person's
written confidentiality slatement for DHCS Inspection for & penod of six (8) years
foliowing contract tenmination.

d. Background Check. Before a member of ihe workioree may acosss DHCS PSCIL
@ thorouph background check of that worker must be conducled, with evalustion of
the resulls (o assure that there iz no indication {hal the worker may present a sk to
the security or integrity of confidential data or a visk for theft or misuse of confidantial
date, The Contractor shall retain each workforce member's batkground check
tacumentstion for & period of three (3) years Inllowing coptract tanmination,

2} Technical Securlty Controls

n. Workstation/Laptop encryption. All workstalions and laptops that process and/or
store QHCS PSCI must be encrypted using a FIPS 140.2 cedified algarithm which

Ay SN 21T
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Exhibit D
Intormation Confidentiality and Security Requiremants

ks 128bit or higher, such as Advanced Encryplion Standard (AES), The encryplion
solutian must be full disk unless spproved by the DHCS information Securily Office.

b. Server Security. Servers conlaining unencrypted DHCS BSCI must have suffiolen
adripisirative, physical, and technical controls in place to protect thel dala, based
ugen @ sk sssessmentsystem seourly roview,

c. Minimum Necessary. Only the minimum necessary amoun! of DHCS PSCI reguired
o parform necessary businezs funclions may be copied, downloaded, or exported,

d. Remowvahle media devices. Al eluclionic filas that conlain DHCS PSCH dala muy
be encrypled when stored on any removeble medis o ponlable device (e USE
thumb drivee, flopples, CO/DVD, smanphones, backup tapes ete)). Encryption must
be = FIPS 140:2 carlified algorittom wivich is 12851 or higher, such as AES,

Antivirus software. Allworkstations, laptops snd other systems that process andlor
store DHCS PECH mist mstall and actively use comprehansive anti-virus sofiware
saltivn wilh awlomatic uptales scheduled af leas! daily.

2]

-

£ Powch Managemend, Al workstations, laplops and other systems that process
andior store DHCS PSCT must have critical security patches appliad, with system
mboot if necessary. Thare must be 8 documenled pelch manapement protess
which delermines installation tmeframe based on sk sssessmen! and Vendor
recommendations. Ala maximum, aif spplicsble paiches must be Installed wilhin 30
dayve of vendor rélgasn.

9. Usar IDs and Password Controls. All users must be issusd 8 unique user name
Tor accessing DHCS PSCIL. Usamama must be promplly disabled, deleted, or the
pasmword changed upon the transfer or termination of an employee with knowledge
of the password, 8l magimum within 24 howrs. Pssswords are nol lo be shared.
Fasswords musl be af least elght characters and mus! be & non-dictionary weord,
Passwonds must not be stored in readable format an the cempiider, Passwords must
be changed every B0 days, prefarably every 60 days. Fasswords must be chenged
if revesled or compromised, Passwords mugt be composed of charadlers from at
leas! three of the fallowing four groups from the slandard keyboard:

Upper case loliare 14-Z)

Lower case letlers (a-2)

Arabic numerals {0-8)

Non-alphanumenc charasiers {puncluation symbol)

L T

h.  Data Destruction, When no langer needed, sll DHES PSC) must be cleered,
purgnd, of destroyed consistent with NIST Special Publication 800-88, Guidalines
for Media Sanilization such that the PSGl cannot be retisved.

Do Pt S0
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L System Timeout. The system prowding access to DHCS P3O must provide an
automatic Umeoul, requidag re-authentization of the user session alter no more than
20 minutas of inactivdy.

J. Warning Banners. Al sysiems providing access 1 DHCS PSCI must disphay 8
waming banner staling thal data s confidential, systems ares lopgsd, and system use
is for busingss purposes only by authorized users, User must be directed fo Jog off
the system {f thay do not agree with theae requirsments.

k. Systemn Logging. The system rousl mainiain an aulomated audll trasl which can
identify the user or system process which initiates a request for DHCE PECH orwhich
allers DHCS PSCHL The audil wall must be date and thae stamped, must log both
successful and failed accesses, must be resd only, and must be restricled ©
aulbonzed users. ) DMCS PSCE s stored in 5 delabase, dgalabase lngping
funclionaily must be enablad, Audit trail data must be srchived for al least 3 years
after ocouprence,

. Access Controls. The system providing access 1o DHCS PSClmust use role based
accass cantols Tor all user authentications, enforcing the principla of loast privilege,

m. Transmission sncryplion. Al dals transmigsions of DHCS PSCH outside the
sEouTE IMemal network must be encrypted using 2 FIPS 140-2 cariilizd algoriltim
which iz 12BbI or bigher, such as AES. Encryption can be end ‘o end at the nehvork
{evel, or the data fles contalning PSCI ean ba encrypied. Thiz reguiremant pentains
to any lype of PSCin mallon such as wehsite aceess, Hle transler, and E-Mall.

1. intrusion Detection. All systerns involved in sccessing, holding, transparting, and
protecting DHCE PSCH that are accesstble via the Internet must be protected by &
comprehansive intruston dalection and pravention solition.

3} Audit Contrals

2. System Security Reviaw. All systems procaseing andfor steting DHES PSCI must
have at teapt an annual system risk assessmentfzecurlly reverw which proviges
assurance that adminlstrative, physical, ano lechnical controls are funclioring
effectively and providing adeguste levels of prolection. Reviews should include
yalnerabilly scaaning tools,

b. Log Reviews. All syslems processing andfor glofng DHCS PSCI must heve s
rouling procedurs in place 1 review system logs for vnauthorized aocess,

4. Change Control. Al sysiems processing sndfor stotng DHCS PEC) must have a
documented change control procedune thal ensures sepatabtion of dutias and
protects the confidentiality, integeity ant) availabilly of dala.

Drls IaR it
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4} Business Continuity / Disester Recovery Controls

a. Emergency Mode Operation Flan. Contractor must establish a documented plan
to enable continuation oi critical business processes ang prolection of the seclrty
of slectronic DMCS PSCI In the evand of an emerpency. Emergency means any
thcumstance or situstion thal causes nomiel computer operalions o become
unavailable for use in perorming the work required under this Agresment for mote
than 24 hours,

. Dats Backup Flan, Conlracior must have ssiablished documanteg procedures lo
backup DHCS PSC) to rairtain retrlevable exact copies of DHCS PSCIL The plan
must Include a regular schedule for making backups, storng backups ofelte, bn
Inventory of backup medi, end an estimate of the amount of time nocded lo restore
OHCS PSCI should it be lost. At 2 minimum, the schedile must be 8 wegkly ful
backup and monthly offsite storde of DHCS dala,

5) Paper Document Controls

2, Supervision of Data. DHCS PSCI In paper form shall not be feft unatiended at any
time, unfess it is locked in a Fle cabined, file room, desk or office. Unaliended moans
that information is no! being observed by an employer authorized to steess the
information. DHCS PSCH In paper form shall not be Jeft unatiended &t any time in
venicles or planes and shall not be checked in baggage on commerchl aimplanes.

b. Escorting Visitors. Visitors to aress where DHES PSCI ie contalned shall be
ascored and DHCS PSC) shall be kept out of stght whils visitors are in the area

¢. Confidential Destruction. DHCS PSGI must be dispased of through sonfidential
means, such ag cross out shredding and pulerizing,

d. Removal of Data. DHCS PSCI must not be removed from the premises of the
Contracior exaspl with express ywiitten penission of DHEGS.

. Faxing. Faxes containing DHCS PSCH shall not be left unatiendsd and fax machines
shall be In secure aress. Faxes shall contain & confidentiality stalement nolifying
parsons receiving faxes in arrol lo destroy them. Fax rumbers shall bs varified with
the intended rechlent before zending tha fax,

I. Malllng. Wailings of DHCS PSCI shall be sealed and secured from damage or
inappropriate viewing of PSC! to the extant possible, Mailings which include 500 or
mare individually idenfifiable records of DHCS PSCH in 3 single package shall be
sent using & lracked mailing method which Includes verlfication of delivery and
m@e;pg unlass the prior wntten permission of OHCS 1o use anolher melhod is
oblajned,

N SR Y

]
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B, Security Gfficer. The Contractor shall deslgnate a Sacusity Dificer to vversee 15 dats
spcurily program whe will be reaponsibla for carrving out s privasy and secunly progrmms
and lor commusicating on ascurily mailars with DHCS,

fBHscovery snd Notiflcation of Breach. Notice o DHCS,

{1} To polify DHCE immediately upon the iscovery of 8 suspactad securily incatent (hat
involves deba provided to DHCS by ths SBonial Securty Admiristration. This nedifeation
will be by Wwlephone call plus emall or fax upon the discovery of the brapch, (2} To
notify DHOS within 24 hours by emall or fax of the discovery of unaecured PSC! s
electionic media of Inany elhar media o the PSCHwas, or s reasonably belisved 10 have
bean, accescud of acqulved by an unauthorzed peison, any suspectad seculity ingident,
inrusian o7 unauthorlized access, use or disclosum ol PSCI in violalion of this
Agresman! and thie Addendum, or polanhal loss of confidential dsis affecting thiz
Agresment. A breach shall be weated as dlecovered by the contmétor as of (ke fral
day on which the braach [z known, ar by exercising reasonable difigence would have
baen known, o any person {ofher than the persan commithng [he breach) who 15 an
smployae, officer or viher agent of the contration.

Motice shall be provided 1o the DHCS Program Contiact Manager, the DHCS Privacy
Oftiger and the DHGE Informalion Security Officar. I the insiden! ncours after pusiness
hoirs or on & weekend o holiday and involvez data provided to DHCS by the Social
Securily Adriinistrabion, notice shall be provided by calling the DHCE EITS Sewvice
Desk. Molice shall be made wsing he "DHCS Prvany Innident Report” for, including
all information known st the time. The contractor shall use the most cumment verslon bt
thig form, which i posted on the DHCS Privacy Otfice website hawew.dhos s gov, then

select “Privicy” in the k2@t column and then ‘Business Use” near the middie of the page)

or UsE i Kk
bt fivawwy dhes ca govitormsandiubsfaws sy PeussiDHE SBusinesshsyociabes Only
HEDY

C. Upon ascovery of a treach of suspaclad secutily incidenl, intrigion ar unapihonizes
acoess, wse of diacloaure of PRI, the Contractor shall take
1) Prompl correntive aelion $o mitgate any fisks of damages ivolved with the breach ana
1 profect the oparating enviranment and

%) Any action peHalhing to such unalthorized digclosure requied by applicatle Fedessl
and Slate hews and regulations.

investigativa of Breach, The Ceonliadlor shall immedislely invastipale such securty
ingidant, braach, or unauthorized use or disclosure of PECL 1f the initial repart did not
ingtude all of the requested information marked with an asterisg, than wWithin seventy-two
(YZ) hours of the discovery, The Cortiactor shall sibmit an updated "DHCR  Privacy
Incident Report” containing the infarmation marked with an astersk and all other applicable
nfgtmation lsted an the torm, 10 the axtant kpown 3t that bme, 1o the DHCES Propram
Contmal Managar, the DHCE Pravacy Olficar, and the DHCS Intormabon Buadrity Officer

)

e ]
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E. Written Report. The Contracior shsli pravide a writlen raport of the nvesligstion o the
DHCS Program Contract Manager, the DHCS Privacy Dfficer, and the DHCS Informstion
Secunty Officer, If all of the required Information was not included in the DHCS Privacy
Inckdent Report, within ten (Y0} working days of the discovery of the breach or unauthorized
use or disclosure. The repod shalf include, but not be fimited 1o, the information specifiad
above, 38 well as o full, detalled eorrective action plan, Including information on messures
that were taken lo hall andfor comajn the Improper ust o Wisclosurs.

F. Natlfication of Individuats. The Contractor shall notily Individusls of the bresch or
unauthorized use or disclosure when notfication Is vequired urider stete or federal law and
shali pay sny costs of such notifications, as well as any cosls associated with the breach,
The DHCS Piogram Coniraet Mansger, the DHCS Privecy Officer, and the DHCE
Information Securily Officer shall spprove the tme, manner and content of any such
polifications,

7. AHect on lower tier transactions. The terms of this Exhibit shajl aspply i afl conlracts,
subcontracts, and subswards, regardiess of whether they are for the acquisition of senvices,
goods, or commodiies. The Contracior shall incorparate the conlenis of thig Exhibi Into sach
subcontract or subaward to its agents, subcontractors, or indispendent consuliants.

B. Contact Information. To direct communicatians to the above referanced DHES sialf, the
Contractor shall inftiste contact 35 hdicated harin, DHGS resenvet the right 1o make chanpes
to the contact informalion below by giving written notice 1o the Contrastor, Said changes shal
riol require an amandmant o this Exhiblt or the Agreamant 1o which it Is ncarsorated.

" DHCS Program  DHCS Privacy Dificer ! DHCS Information Security
Contract Manager | ‘ § Oificer
See the Scope of - Privacy Offices " Information Security Officer
Work exhibit for - tlo Office of Legal Services ' DHCS Infarmation Secunty

i Program Conlract {Department of  Heslth Cam  Office

- Manager information | Services R0, Box BE7413, WS 8400

P.O. Box 897413, MS 0011 Sacramanto, CAS5880-7413

" Saceamento, TA 956800.7413

Email ; i
privaeyofficermdhea.ca.gov | Telephone: (TS0 Help Desk

‘ ; 4 ‘ (816 440-7000 o1
Telephone. {818) 445-4646 {800) 5750874

Audits and Inspections. From tine to Ume, DHCS may inspect the faciities, syslema, booke
and records of the Contracior to maonifor compliance with the safeguards required in the
Infermation Confidentialty and Secunty Reduliements (ICSR) exhibil, Conlractor ghall
promplly remady any violation of any provision of this IDSR edbil. The fact thal DHES
tnspects, or fails 1o inspect, or has the right to nspecl, Contractor's facikties, syslems and
pracefiines does not relleve Gontracior of s respons bilty 1o comnply with this ICSR sxhiit.

FHECE PSH 2ty

]

[END OF STATE CONTRACT NO. 21-10106 EXHIBIT D — INFORMATION CONFIDENTIALITY AND
SECURITY REQUIREMENTS] g
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1, This Agreement has been delermined to constitute a business associate relatlenship under the Health
Insurance Portability and Accountsbillty Act and ils implementing privacy and seourity regulations at 45
Code of Fetderal Regulations, Parts 180 and 164 (collectively *HIFAA”) only to the extent that Contractor
parforms functions or activities on behalf of the Department pursuant to this Agreament that are describod
in the definftion of “business assoclate”, including, but not imited to, utilization review, quality assurance, of
beneft management

2. The term “Agrosment” as used in this document refors to and includes both this Privacy and Security
Provisions and the contract to which this Privacy and Ssourity Provisions is alfached as an exhibit.

3. For purposes of this Agreemeant, the term "Business Associate” shall have the same maaning as set forthin
45 CFR section 160,103,

4. The Depanment of Health Care Services (DHCS) intends that Contractor may creale, ricejve, maintain,
transmit or aggregate certain information pursuant o the terms of this Agreemeant, some of which infermation
may constitute Frotected Heakh Information (PHI) andior confidential infermation protected by Federal
and/or state laws,

4.1 As used in this Agreement and Unless otherwise stated, the term “PHI" refers te and includes both "PHI"
as defined at 45 CFR saction 160.103 and Peisonal Information (Pl} as defined in the information
Practices Act at California Civil Code section 1788 3(a). PHI includes information in any form. Including
papet, oral, and electronic, The term PHI, as used in this exhibit, shall maan PHI accessed by Contraclor
in a database maintained by DHCS, received by Contractor fromthe Department, or acquired, or oreated
by Contracter in connection with performing the functions, activities, and services on behalf of DHCS a5
specified in this Agreemant.

4.2 As used inlhis Agreement, the term” confidential inforration” refers to information not otherwise defined
as PHI in Section 4.1 of this Agreement, but to which state andfor federal privacy andior security
protections apply.

5. Contractor, on DHCS's bahalf, provides sorvicos of arranges, performs or assists in the performance of
functions or activities on behall of DHCS, and may creste, recelve, maintaln, transmit, aggregste, use or
disclose PHI {collactively, “use or disclose PHIY) in order to fulfill Cantractor's obligations under this
Agrecment. DHCS and Contracter are each a party to this Agreement and are referred 1o, collectivaly, as the
“parties.”

6. The terms used in this Agreament, but not otherwise defined, shall have the same meanings as those terms
in HIPAA, Any reference to statutery or regulatory language shall be to such language as in effect or as
amanded.

7. Permitted Uses and Disclosures of PHI by Contractor. Except as othenwize indicated in this Agreemaent,
Contractor rmay use or disclose PHI, inclusive of de-identified data derived from such PRI, only to perform
functions, activities or services specified in this Agreement on behalf of DHCS, provided that such use or
disciosure would not viotate HIFAR, or other applicable faws if done by DHOS.

7.1 Specific Use and Disclosure Provisions. Except as othenvise indicated in this Agreement, Contraglor
may use and disclse PHI I necessary for the proper management and admimstration of the Contractor
or ta carry out the legal responsibilities of the Contractor. Contractor may disclose PHI for this purpose
i the dizclosure is required by law. or if the Contractor obtains ressonable assurances from the person
to whom the infarmation is disclosed that it will be held confidentially and used or further disclosed only
as requirad by law of for the purpeases for which it was disclosed to the person, and the person notifies
the Contractor of any instances of which it is avare that the confidentiality of the information has been
breached.
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8. Compliance with Other Applicable Law

8.1 To the extent that other state and/or federal laws provide additional, stricter and/or more protective
(callectively, rmore protective) privacy andlor security protectians ta PHI or other confidential infermation
covered under this Agreement beyond those provided through HIPAA, Contractor agrees:

8.1.4

8.1.2

8.2

83

To camply with the more protective of the privacy and security standards set forth in applicable state
of federal laws to the extent such standards provide a greater degrec of protection and security than
HIPAA ar are otherwise maore favarable to the individuals whase information is concerned; and

Tao treat any violation of such additional and/or more protective standards as & breach or security
incident, as appropriate, pursuant to Section 17 of this Agreement

Examples of laws that provide additional andfor stricter privacy protections to cerlain types of PHI
and/or conlidential information, as defined in Section 4. of thiz Agraement, include, but are not limited
to the Information Practices Act, Califorma Civil Code seclions 1798-1798.78, Confidentiality of
Alcohel and Drug Abuse Patient Records, 42 CFR Part 2, Welfare and Institutions Code section 5328,
and California Health and Safety Code section 118455,

If Contractor is a Qualified Service Organization (QS0) as defined in 42 CFR saction 2,11, Contractor
agrees to be bound by and comply with subdivisions (2){i) and (2)(ii) under the definition of QSO in
42 CFR sectlon 2.11.

Additional Responsibilities of Contractor

9.1 Nondisclosure, Contractor shall not use or disclose PHI or other confidential information other than as
permitied or required by this Agreement or as required by law.

9.2 Safequards and Security,

9.21 Contractor shall use safeguards that reasonably and appropriately protect the confidentiality,

integrity, and availability of PHI and other confidential data and comply. where applicable, with
subpart C of 45 CFR Part 164 with respect to electronic protacted health information, to prevent
use or disclosure of the information other than as provided for by this Agreement, Such
safeguards shall be based on applicable Federal Information Processing Standards (FIPS)
Publication 199 protection levels.

8.2.2 Contractor shall, at a minimum, utilize a National Institute of Standards and Technology Special

Publication (NIST SP) 800-53 compliant security framework when selecting and implementing
its security controls and shall maintain continuous compliance with NIST SP 800-53 as it may

be updated frem time to ime, The current versien of NIST SP 800-53, Revision 5, is available
online at hitps:/iesre nist gov/publications/detaillsp/B800-53/rev-5/final; updates will be avallable
online at desre nist gov/publicatio

8.2.3 Contractor shall employ FIPS 140-2 validated encryption of PHI at rest and in motlon unless

Contractot determines it is not reasenable and approptiate to do so based upon a risk
assessment, and equivalent allernative measures are in place and documented as such, FIPS

140-2 validation can be determined onling at Jesre nist goviprojects! ographic- tle-
validation-pregramyvalidated-modules/search, with information about the Cryptagraphic Module

Validation Program under FIPS 140-2 available online at
hitps.ilcsic. nist.goviProjacts/cryptographic-medule-validation-program/fips-140-2, In addition,
Contractor shall maintain, at a minimum, the most eurrent industry standards for tranamission
and storage of PH| and other confidential information.
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92 4 Contractor shall apply security patches and upgrades, and keep virus softwate up-te-date, on all
systems an which PHI and other confidentis! information may be used.

§.2.6 Contractarshall ensure that ail mombers of its workforce with sccess to PHI andior other
confidential information sign 2 confidentislity stelement prior to access to such date. The
statement must be renewed annually.

5.2.8 Contractor shell identily the security official who is responsible for the development and
implermentation of the policies and procedures required by 45 CFR Part 164, Subpart C.

9.3 Contractor's Agent. Contractor shall ensure that any agents, subcontractors, subawardess, vendors
or othars (collectively, "agents™ that use or disgiose PHI angfor confidential information on behalf of
Contractor agree to the same reskrictions and conditions that apply to Contractar with respect to such
PHI andfor confidential information,

10. Mitigation of Harmful Effects. Contractor shall mitigate. 10 the extent practicable, any harrful effact that is
known to Contracter of a use or disclosure of PH) and other confidential information in violation of the
requirernents of this Agreement,

11. Access to PHL Contractor shall make PHI avallable in nocordance with 45 CFR section 164.524,

12. Amendment of PHI. Contractor shall make PHI available for amendment and incorporate any amandments
te protected health information in accordance with 45 CFR section 164,528,

13. Accounting Tor Disclosures. Cohtractor shall inake avallable the information required lo provide an
accounting of disclosuras in accordance with 45 CFR section 184.528.

14. Compliance with DHCS Obligations, Ta the extent Contractor is to carry out an obligation of DHCS under
45 CFR Pag 164, Subpart E, comply with the requirements of the subpad that apply to DHCS in the
parformanca of such obligation,

15, Access to Practices, Books and Records, Contractor shall make its imternal practices, books, and records
relating o the use and disclosure of PHI an behalf of DHCS available to DHES upan reasonable request,
and to the federal Secretary of Health and Hurman Senfices for purposes of determining DHCS' compliance
with 45 CFR Part 164, Suibpart E.

16. Return or Destroy PHI on Termination; Survival, Al termination of this Agreement and any slccassor
agreements, if feasible, Conlractor shall return or destroy all PHI and other confidential information received
from, or created or received by Contractor on bahall of, DHCS that Contractor still maintains in any formand
retaln no copies of such information, If return or destruction is not feasible, Contractor shall notify DHCS of
the conditions that make the return or destruction infeasible, and DHCE and Contractor shall determine the
terms and conditions under which Cantractor msy retain the PHIL I such return or destruction is not feasible,
Cantractor shall extend the protections of this Agreement to the information and fimit further uses and
disclosures to those purposas that make the return or destruction of the informistion infeasible .

17. Breaches and Security Incidents. Copbractor shall implement reasenable systems for the
discavery and prompt raporting of any breach or security incident, and take the following sleps:

171 Notice lo DHCS.

17.1.1 Contracior shall notdy DHCS within 24 hours by email {or by telephone if Contractor 13
unable to ermait DHCE) of the discovery of
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17.41.1  Unsecured PHI if the PHI is reasonably belicved to have been accessed or
acquired by an unauthorizad person;

17.11.2  Any suspected security incident which risks unauthorized access to PHI and/or
other confidential information;

17.11.3  Any inlrusion ar unauthorized access, use or disclosure of PHI in violation of this
Agreerment; or

17114 Potential I6ss of cenfidential data affecting this Agreement.

17.4.2 Notice shall be provided to the DHCS Pragram Centract Manager {as applicable), the DHCS
Privacy Office, and the DHCS Information Security Office (collectively, "DHCGE Contacts”)
using the DHCS Contact Information at Section 17.6, below.

Notice shall be made using the current DHCS "Privacy Incident Reporting Form™ ("PIR Ferm™,
the inttial notice of a socurity incident or breach that is submitted is referred to as an “Initial
PIR Form") and shall include all information known at the time the incident is reported, The
form is available online at

hitlps dwenw dhes oz gowformsandputsiawsipnviDocuments/ifnvacy - noden)-Repord- RIS pdf |

Upan discovery of a breach or suspected security incident, intrusion or unauthorized access,
use or disclosure of PHI, Contractor shall take:

17.1.2.1 Prompt action to mitigate any risks or damages invelved with the security incident or
breach; and

17.1.2,2 Any action pertaining to such unautherized disclosure roquired by applicable Federal
and State law.

Investigation. Contracter shall immediately investigate such security incident or confidential breach,

Complete Report. To provide a3 complete report af the investigation to the DHCS contacts within ten
{10} working days of the discovery of the security incident ar breach, This "Final PIR" must include
apy applicable additional infermation not included in the Initial Form. The Final PIR Form shall include
an assessment of all known factors refevant te a determination of whether a breach cccurred under
HIPAA and other applicable federal and state laws, The report shall alse include a full, detaited
corrective action plan, including its implementation date and information on mitigation measwres
taken to halt and/or contain the improper use or disclosure. If DHCS requests information in addition
to that requested through the PIR farm, Contractor shall make reasonable efforts to provide DHCS
with such information. A "Supplemental PIR™ may bs used to subimit revised or additicnal information
after the Final PIR is submitted, DHCS will review and approve or disapprove Contractor's
determination of whether a breach occurred, whether the security incident or breach is reportable to
the appropriale entities, il individual notifications are required, and Contractor's corrective action plan.

17.31 I Contractor does not compiete a Final PIR wathin the ten (10) working day timeframa,
Contractor =hall request approval from OHCS within the ten {(10) werking day timeframa of a
new submissien timeirame for the Final PIR.

Netification of Individuals. If the cause of a breach is attributable to Contractor or jts agents,
Cantractor shall notify individuals accordingly and shall pay all costs of such notifications, as well as
all costs associated with the breach. The notificatians shall comply with applicable federal and state
law. DHCS shall approve the time, manner and content of any such notifications and their reviewand
approval must be obtained before the notifications are made.

ATTACHMENT STATE CONTRACT NO. 22-20127 EXHIBIT F PRIVACY AND SECURITY PROVISIONS
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17.6 Responsibility for Reporting of Breaches ta Entities Other than DHCS. If the cause of a breach
of PHI is altributable to Contractor ar its subcontractors, Cantractor is respensible for all required
reporting of the breach as required by applicable fedarsi and state law.

417.6 DHCS Contact Information. To diroct communications to the above referenced OHCS staff, tha
Cantractor shall Initiate contact as indicated here. DHCS reserves the right to make changes to the
contact information balow by giving written notice to Contractor. These changes shall not require
an amendmaent to this Agreement.

DHCS Program DHCS Privacy Office DHCS Information Security Office
Contract Manager

Sew lhe Score af Work Privacy Oflice rtormatian Secunly Olfice

exhibit for Frogram oo Olfice of HIFAA Comphance DHCE Informatian Security Office
Cantract Managsr Cepanment of Health Care Serwces | PO Box 957493 MS G400
informazn PO Boy 967473, MS 4727 Sactamentn, 1S4 G5806-7413

Sagramenma 4 958597412
Era) inoolent=fieihes ca gov

Email |noigemsiBancs o6 guy

Telephone  (073) 4952645

18. Responsibility of DHCS, DHCS agrees to not request the Contractor to use or distlose PHI in any manner
that would not be permissible under HIPAA andior cther applicable federal andfor state law.

19, Audits, Inspection and Enforcement

19.1 Fromtime ta time, DHCS may inspect the facilities, systems, books and records of Contractor to monitor
compliance with this Agreemsnt. Contractor shall prompily remedy any viclation of this Agreement
and shall certify the same to the DHCS Privacy Officer in writing. Whether or how DHCS exercises
this provisien shall not in any respect relieve Contractor of s responsibility to comply with this
Agreemant.

19.2 If Contractor is the subjact of an audit, compliance revigw, investigation or any preceeding that is related
ta the perdormance of its obligations pursuant to this Agreement, or is the subject of any judicial or
administrative proceeding alleging & violation of HIPAA, Contractor shall promptly notify DHCS unless
it is legally prohibited from deing so.

20. Termination

20.1  Termination for Cause. Upon DHCS' knowladpe of a vislation of this Agreement by Contractor,
DHCS may in its discretion;

20.11 Provide an opportunity for Contractor to cure the violation and lerminate this Agreement i
Contractor doas not de so within the time specified by DHCS; or

20.1.2 Terminate this Agreement f Contractor has violated a matenal term of this Agreement.

20.2 Judicial or Administrative Proceedings. DHCS may terminate this Agreemant if Contractor is
found to have violaled HIPAA, or stipulates or censents te any such conslusion, in any judicial er
administrative procesding.

21. Miscellaneous Provisions

_— e ——————————e——————
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Disclaimer, DHCS makes no waranty or reprasentation that compliance by Contractor with this
Agrﬁemeni will satisty Contractor's business needs or compliance obligations, Contractor is selely

esponsible for all decisions made by Contractor regarding the sefeguarding of PHI and other
mnﬁdenﬂat infarmation.

Amendment.

21.24 Any provision of this Agreament which is In conflict with current or fulre applicable Federal or
State laws is hereby amended to conform to the provisions of those Iaws. Buch amendment of
this Agreament shall be effsctive on the effective date of the laws necessitating it, and shell be
binding on the parties even though such amendmeant may not have been reduced to wiiting and
formally agread upon and execuled by the parties,

21.2.2 Failure by Contraclor to take necessary actions renuired by amendments 1o this Agreement
under Section 21,2.1 shall constitute a matenal violation of this Agreement,

Asgsistance in Litigation or Administrative Proceedings. Contracior shall make itseff and iis
emplpyees and agents available to DHCS at no cost to DHCS to testify as withesses, or othenwise,
in the event of litigation or administrative proceedings being cormnmenczed against DHCS, its dirsctors,
officers andior employees based upon claimed viclation of HIPAA, which involve inactions or actions
by the Contracter,

No Third-Party Beneficiaries. Nothing in this Agreement is intended to or shall confer, upeh any
third persof any rights or remedies Whatsoever.

Interpretation. The terms and conditions In this Agreement shall be interpreted as broadly as
necessary to implement and comply with HIFAS and other applicable laws,

No Waiver of Obligations, No change, waiver or discharge of any habilty or oblipation hereunder
on any one of mere cccasions shall be deemed a waiver of performance of any continuing or other
ohligation, or shall prohibit enforcemaent of any obligation, on any sther otcasion,

[END OF STATE CONTRACT NO. 22-20127 EXHIBIT F PRIVACY AND SECURITY PROVISIONS]
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Exhibit F
Business Associate Addendum

This Agreement has been delermined to constitule a business associale
relationship under the Health Insurancs Portability and Accourtability Act
{HIPAA} and its implementing privacy and security regulations at 45 Code of
Federal Regulations, Parls 160 and 164 (colleclively, and as used in this
Agreement)

The term “Agreement” as used in this document refers 1o and includes both this
Business Associate Addendum and the cantract to which this Business Associate
Agresment 15 atlachad as an exhiblt, i any.

For purposes of this Agreement, the term "Business Associata” shall have the
same meaning as sel forth in 45 CFR section 160,103,

The Depariment of Health Cara Services (DHCS) intends thal Business
Associale may creale, receive, mainfain, transmil or aggregate certain
information pursuant 1o the terms of this Agreement, seme of which information
may constitute Protected Health Information (PHI) and/or confidential information
protected by Federal and/or state laws. '

4. As used in this Agreement and unless ptherwise staled, the term "PHI"
refers to and includes both "PHI™ as defined 21 45 CFR saction 160,103
and Personal Information (P1) as defined in the Information Practices Act
(IPA} st California Cwil Code section 1788.3(a). PHI includes mformation
in any form, including paper, oral, and electronic.

4.2,  As used in this Agreemant, the term “confidential information” refers to
information not otherwise defined as PHI in Section 4,1 of this Agreement,
but to which state andfor federal privacy andfor security protections apply.

Contractor (however named sisewhere in this Agreement) is the Business
Assaciate of DHCS acting an DHCS's behalf and provides services or arranges,
performs or assists in the pedormance of functions or activities on behalf of
DHCS, and may creale, receive, maintain, transmit, agaregale, use or disclose
PHI (collectively, “use or disclose PHI) in order lo {ulfill Business Assodiale's
abligations under this Agreement. DHCE and Business Associate are each a
party to this Agreement and are nollectively referred lo as the "parties.”

The terms used in this Agreement, bul not otherwise delined, shall have the
zame meanings as those terms in HIPAA andfor the IPA, Any reference fo
statutory or reguiatory language shall be to such language as in effect or as
amended,

DHCS HIPAA BAS (Revised 06/2023) Page 1 of 12
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7. Permitted Uses and Disclosures of PHI by Business Associate

Except as otherwise indicated in this Agreement, Business Associste may use of
disclose PHI, inclusive of de-identified data derived from such PHI, oniy to
perform funclions, aclivities or services specified in this Agreement on behall of
DHCS, provided that such use or disclosure would not violate HIPAA or other
applicabtle taws if done by DHCS.

7.1.  Specific Use and Disclosure Provisions.

Except as otherwise indicaled in this Agreement, Busiress Assoclate may
use and disclose PHI if necessary for the proper management ang
administration of the Business Associste or to carry out the legal
responsibiliies of the Business Associate. Business Associate may
disclose PHI for this purpose if the disclosure is required by lsw, or the
Business Associale obtains reasonable assurances from the person {o
whom tha information is disclosed that it will be held confidentially and
Lised or futher disclosed only as required by law or for the purposes for
which It was disclosed to the person, The person shall notify the Business
Associate of any instances of which the person is aware thal the
confidentiality of the information has been breached, unless such person
is a treatment provider nol acting 25 3 business associsle of Business
Associate.

8. Compliance with Other Applicable Law

8.1, Tothe exient that other state and/or faderal laws provide additional,
stricter and/or more protective (collectively, more protactive) privacy
and/er security protegtions to PHI or other confidential information covered
under this Agreement beyond those provided through HIPAA, Business
Associale agress:

81.1.  Tocomply with the more prolective of the privacy and security
standards set forth in applicable stste or federal laws to the
extem such standards provide a greater degres of protection
and security than HIPAA or are otherwise more favorable to the
individuals whose information is concerned; and

BA.2.  Totreat any violation of such additional andlor more protective
standards as & breach or securily incident, as approprialg,
pursuant to Seclion 18. of this Agreement.

8.2. Examples of laws thal provide additional and/or stricter privacy pratections
ta cedain types of PHI and/or confidential information, as defined in
Section 4. of this Agresment, include, butl are not imited to the Information
Practices Act, California Civil Code sections 1788-1798.78, Confidentiallty
of Alcohel and Drug Abuse Patient Records, 42 CFR Part 2, Welfare and

DHCS HIPAA BAA (Revised D6/2023) Page 2 012
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Inatitutions Caode section 5328, and Calilormia Health and Salety Code
seclion 118455,

8.3. Il Business Assaciate is a Qualified Service Organization (Q50) as
defined in 42 CFR seclion 2.11, Business Associate agrees to be bound
hy and comply with subdivisions (2)(1) and (2)(1i) under the definition of
Q50 In 42 CGFR saction 2.11

9, Additianal Respansibilities of Business Assaociate
9.1, Nondisclosure

B.1.1. Business Associate shall not use or disclose PHI o other
confidential information ather than as permitted or required by
this Agreemeant ar as raquired by law.

9.2, Safeguards and Security

9.2.1. Business Assoaiate shall use safeguards thal reasonably and
appropriately protect the confidentiality, integrity, 2and availability
of PHI and other confidential data and comply, whir
applicable, with subpart C of 46 CFR Part 164 with respect to
electronic protected health infformation, to prevent use or
disclosure of the Information other than as provided for by this
Agreement, Soch safeguards shall be basad on applicable
Fadaral Informatlon Processing Standards (FIPS) Publication
199 profection levels.

9.2.2. Business Associate shall, at a minimum, utllize a National
Institute: of Standards and Technology Special Fublication (NIST
5P) B00-53 compliant securlty framawork when selecting and
implementing its security controls and shall maintain continuous
compliance with NIST SP 800-563 as It may be updated from
time lo time. The current version of NIST 5F 800-53, Revision
5! s available online; updates will be available online through
the Computer Security Resourca Center website?.

9.2.3. Buginess Associate shall employ FIFS 140-3 validated
encryption of PHI at rest and in mation unless Business
Associate determings (L is nol reasonable and appropriate {o do
so based upon a rlgk assessment, and equivalent alternative
measures are in place and documented as such. FIPS 140-3
validation can be determined onling through the Cryptographic:
Module Validation Proaram®. In addition, Businoss Associate
shall maintain, at a minimum, the most current industry

ks e nist govipublicationsfdetiil/sp/800. 53 rev- S|
hitps oo njsl govipliblications/spio0
s os i, nist aoviprojectsicrypieniaphie-maodge-vabidatinn-piogramlyalidated-madlas/seareh

CHGS HIPAA BAA (Revisod 05/2023) Page 3 of 12
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slandards for transmission and storage of PRI and other
vorifidential information.

824, Business Associate shall apply security palches and upgrades,
and keep virls software up-to-date, on all systems on which PHI
and other confidential information may be used

8.2.5 Busingss Associate shall ensure that all members of its
workforce with access o PHI andfor other confidential
information sign a confidentiality slatement prior 1o aceess o
such data. The statement must be renewead annually.

9.2.6. Businizss Associate shall idenlify the security official who is
respansible for the development and implementation of the
policies and procedures required by 45 CFR Parl 184, Subpan
C.

8.3. Business Associate's Agent

Business Associale shall ensure thal any agents, subcontraciors;
subawardees, yendors or others {collectively, "agents”) that use or
disclose PHI andior confidential information on behalf of Business
Associale agree to the same restrictions and conditions that apply to
Business Associate with respect 1o such PHI and/or confidential

information.

10,  Mitigation of Harmful Effects
Business Associale shall mitigate, to the extent practicable, any harmiul effect
that is kKnown o Business Associate of 2 use or disclosure of PHI and other
confidential information in violation of the reguirements of this Agreement.

11. Access to PHI
Business Associate shall make PHI available in accordance with 45 CFR section
164 524,

12. Amendment of PHI
Business Associate shall make PHI available for amendment and ingorporate
any amendments to prolected health information in accardance with 45 CFR
saction 164.528.

13, Accounting for Disclosures
Businsss Assoclate shall mske available the infotmation requived o provide an
accounting of disclosures in accordance Wilth 45 CFR section 184 528

14.  Compliance with DHCS Obligations

DHCS HIFAA BAA (Revised GB/2DI3) Pane 4 of 12
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To the extent Business Associate is to carry oul an obligation of DHCS under 45
GFR Par 164, Subpart E, comply with the requirements of the subpart that apply
o DHCS in the performance of such obligation.

Access to Practices, Books and Records

Business Associate shall make its internai practices, books, and records refating
io the use and disclosure of PHI on behalf of DHCS available to DHGS upon
reasonable request, and to the federsl Secretary of Health and Human Services
tor purposes of determining DHCS' compliance with 45 CFR Part 1684, Subparl E.

Return ot Destroy PHI on Termination; Survival

Attermination of this Agreement, if feasible, Business Associate shall return or
destray all PHI and other confidential information received from, or created or
received by Business Associate on behalf of, DHCS that Business Associate stifl
maintaing in any form and retain no copias of such information. If return or
destruction is not Teasible, Business Associale shall nolify DHCS of the
condilions that make the return or destruction infeasible, and OHCS and
Business Associate shall determing the terms and conditions undar which
Business Associate may retain the PHI. if such return or destruction is not
feasible, Business Associate shall extend the protections of this Agreement {o
the information and limit further uses and disclosures to those purposes that
make the relurn or destruction of the information infeasible

Special Provision for SSA Data

If Business Associate receives data from or op behalt of DHCS thatl was venified
by or provided by the Sacial Security Administration (SSA data) and is subject o
an agreement bebween DHCE and SSA, Business Associate shall provide, upon
raquest by DHCS, a list of all employees and agents and employees whao have
access to such data, including employees and agenis of ils agents, 1o DHCS,

Ereaches and Security Incidents

Business Associate shall implement reasorable systems for the discovery and
prompt reporting of any breach or securily incident, and lake the following steps:

18.1. Notice to DHCS

18.1.1.  Business Associale shall notify DHCS immediately upon the
discovery of a suspected breach or security incident that
involves S84 data. This notification shall be provided via the
DHCS Incident Reporting Portal upon discovery of the breach, 1
Business Associate |5 unable to provide notification via the
OHCS Incident Reporting Portal, then Business Associate shall
provide notice by emait or telephone to DHGS.

DHCS HIPAA BAA (Revised 06/2023) Pags § of 12
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18.1.2.  Business Associale shall notity DHGS within 24 heurs via the
onling DHCE Incident Reporting Portal {or by email or islephan:
if Business Associate is unable to use the DHCS Incident
Reporting Pordal) of the digcovery of the lallowing, unless
attributalie to 8 treatmant provider that is not acting as a
buslness associate of Business Asspoiate:

18.7.2.1, Unsecurid PHIE I the PHI 1 reasanably balisved (o
have been accessed o aeauited by an unamdhorizad
Person;

18.1.2.2, Any suspecied security incdent which risks
unauthorized accass 1o PRI andfor other conlidential
information;

18.1.2.3. Any intrusion o unauthorlzed access, Use of
dizclasure of PHI in violalion of this Agreement, of

18.1.2.4. Potential loss of canfidentinl infarmation affecting this
Agreement.

18.1,3.  Notiee submitied to the DHCS Incident Reporting Portal will be
semt to the DHGE Program Gonteact Managet (as applicabled,
the DHCSE Privacy Olfice, and the DHCS Information Seourity
Oftice. I providing notice to DHCS via emall, use the DHCS
contact infarmation o Section 18.68 below (sollectively, "DHCS
Contacts™).

Notice shall be made using the DHCE Incident Reporting Portal
wla thes ink on the DHOS Dats Prvacy Waebsiie® onling.

Notice vin el shall b made using the current DHCES "Povawy
Ingident Reperting Form® and shall include all information
krieswn at the time the incident |s reported. The form s available

online,

Upon discovery of a breach or suspected secunty incident,
intruslon or unauthorized access, use or disclosurs of PHI,
Business Associole shall take

18.1.3.9. Prompt action to mitigate any risks of damages
invalved with the security incldent or breach; and

18.1.3.2. Any action pedaining o such unawthonized discloswe
required by applicalide Fedoal and State law,

Wipe ey gdhe
e e e

ari-Regar Ui pot
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Investigation

Business Associate shall immedialely investigate suih secunty incident or
breach.

Complete Report

Business Associate shall provide & compliete report of the investigation (o
DHCS within ten (10) working days of the discovery of the securily
incident or breach. This compiete report must include any applicable
additioral information not included in the initial submission, The complels
teporl shall include an assessment of alf known faciors relevantio a
determination of whether a breach nocurred under HIPAA and other
applicable federal and state laws The report shall also include a full,
detailed corrective action plan, including s implementation date and
information on mitigation measures taken to halt andf/or cordain the
improper use or disclosure. If DHCS requests additional infermation,
Business Assoriate shall make reasonable efforts to provide DHCS with
such information. DHCS will review and approve or disapprove Business
Associate’s delermination of whether a breach ocourred, whether the
security incident or breach is reportable {o the appropriate entities, if
individual notifications are required, and Business Associate's corrective
action plan,

18.3.1. I Business Associale does not submit a complete report within
the ten (10) working day fimeframe, Business Associate shall
request approval from DHOE within the ten {10) working day
timeframe of & new submission timsframe for the complete
report

Notification of Individuals

If the cause of a breach §s attributable 1o Business Associate or its agents,
other than when atiributable to s treatment provider thal is nol asting as a
business associate of Business Associate. Business Associste shall notify
individuals accordingly and shall pay all costs of such notifications, as well
as all ooste associated with the breach. The notifications shall comply with
applicable federal and state law DHCS shall apprové the ime, manner
and content of any such notifications and their review and approval must
be oblained before the nolifications ans mads,

Responsibility for Reporting of Breaches to Entities Other than
DHCS

If thes cause of a breach of PHI is altdbutatie 10 Business Associale or iIs
agents, othar than when altributable 1o a weatment provider that is not
apling as a business associate of Business Associate, Business Assotiate

DHCSE HIPAA BAS (Ravised DE2023) Page 8 of 12
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is responsible for all required reporting of the broach as required by
apphcable federal and state law.

18.5. DHCE Contact Information

To contact the: above refareneed DHGS stafl, the Contractor shall initiate
contoet a5 indicoted hare DHCE reserves the right to make changes (o
ther contoct information bylaw by giving writlen notice 1 Business
Avnocinte These changes shall not reguite an amendement to this
Agreement,

18.6.1. DHCS Program Contract Managoer

See the Scope of Work exhibit fe Program Contract Manage!
information. I this Busihess Assocale Agrasment iz not
altached as an exhibit 1o a contrac!, contact the DHCS signatony
1 this Agreement.

18.6.2. DHCS Privacy Qffice

Privacy Office

ofo: Diata Privacy Unit

Dieparttnent of Health Care Services.
PO, Box 997413, MS 4722
Sacramarto, CA 45808-7413

Email: incidantsdidhes ca gov

Telephone: (916) 445.4646

18.6.3. DHCS Information Security Office
information Security Office
Dapartmeant of Health Care Servicos
P Q. Box 897413, M5 8400
Sacrameanto, CA 05889-7413

Emall: incidents@dhos canoy

18.  Responsibility of DHCS

DHOS agreas o oot request the Business Assoclote (0 uss or disclose PHLn
sy mnnner thal would not be permissible undes FIPAA andfer other applioabile
Techisrnl andfor state law,

20, Audits, Inspection and Enforcoment
20,1, From tune to lime, DHCE may Inspect e facilities, systems, books and

frecoids of Businease Associale o mondor compllance with this Agraament.

DHEE HIRAS BAA (Revisart DE2023) Hagp 4 of 12
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Business Associate shall promplly remedy any violation of this Agreement
and shall certify the same to the DHCS Privacy Officer in writing. Whether
or how DHCS exercises this provision shall not in any respect relieve
Business Associate of its responsibility o comply with this Agreemeant.

If Business Associate is the subject of an audit, compliance review,
investigation or any proceeding that is related 1o the performance of its
obfigations pursuant 10 this Agreement, or is the subject of any judiciat or
administrative proceeding alleging a violation of HIPAA, Business
Associate shall promptly notify DHCS unless it is legally prohibited from
doing S0,

Termination

214,

21.2,

Termination for Cause

Upon DHCS' knowledge of a violation of this Agreemeni by Business
Associate, DHCS may in s disoration;

21.1.1.  Provide an opportunity for Business Assoniate o cure the
viotation and {erminate this Agresment iT Business Associale
does not do so within the time specified by DHCS, or

2112, Terminate this Agresment if Business Associate has vinlated a
material term of this Agreemend.

Judicial or Administrative Proceedings

DHCS may terminate this Agreement if Business Associate Is found to
have viclaled HIPAA, or stipulales or consants to any such conclusion, 1
any judicral or administralive proceeding.

Wiscelianeous Provizions

22.1.

22,2,

Disclaimer

DHCS makes no warianly or representation thal compliance by Business
Associate with this Agreement will satisfy Business Associate's business
needs or comphance obligations, Business Assoriale is solely responsible
for all decisions made by Business Associate regarding the safenguarding
of PHI and other confidential information:

Amendment

Any provision of this Agresment which is in conflicl with current or future
appiicable Federal or Stale faws is hereby amended {o conform 1o the
provisions of those laws. Such amendment of this Agreement shall be
elfective on the efleclive date of the laws necessitating it, and shall be

DHCS HIPAS BAA (Reviced 06/2023) Page 10 of 12
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binding on the parties even though such amendmeant may nol have been
raduced lo writing and formally agreed upon and execuled by the parties

22.2.1. Fallure by Business Assoclate o lake necessary actions

required by amendments to this Agreement under Section
22.2.1 shall constitute a malerial violation of this Agreement.

DHGS HIFAR BAA (Revised 0B/2022) Page 11 of 12
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22.3. Assistance in Litigation or Administrative Proceedings

Businass Associate shall make itselfl and ils employees and agenis
available to DHCS &l no cost o DHOS o lestify as witnesses, o
olherwise, in the event of liligation or administrative proceedings being
commenced against DHCS, its direclors, officers andfor emplovess based
upon claimed violation of HIPAA, which involve inaclions or actions by the
Business Associate.

22.4. No Third-Party Beneficiaries

Nothing in this Agreement is intended to or shall confer, upon any thirg
peraon any fghls or remedies whalsoever.

22.5. Interpretation

The terms and conditions i this Agreement shall be interpreted as broadly
as necessary 1o implement and comply with HIPAA and other applicable
lawes,

22,6. Mo Waiver of Obligations

No change, waiver or discharge of any llability or obligation hereunder on
any one of more pocasions shall be deemed a waiver of performance of
any continuing or other obligation, or shall prohibit enforcement of any
abligalion, on any olher oocasion,
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ATTACHMENT C
BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (Agreement) supplements and is made a part of the contract (Contract)
by and between the San Bernardino County Department of Behavioral Health (hereinafter Covered Entity)
and Netsmart Technologies, Inc. (hereinafter Business Associate). This Agreement is effective as of the
effective date of the Contract.

RECITALS

WHEREAS, Covered Entity (CE) wishes to disclose certain information to Business Associate (BA)
pursuant to the terms of the Contract, which may include Protected Health Information (PHI); and

WHEREAS, CE and BA intend to protect the privacy and provide for the security of the PHI disclosed to
BA pursuant to the Contract in compliance with the Health Insurance Portability and Accountability Act of
1996, Public Law 104-191 (HIPAA), the Health Information Technology for Economic and Clinical Health
Act, Public Law 111-005 (HITECH Act), their implementing regulations, and other applicable laws; and

WHEREAS, The Privacy Rule and the Security Rule require CE to enter into a contract containing specific
requirements with BA prior to the disclosure of PHI, as set forth in, but not limited to, Title 45, sections
164.314, subdivision (a), 164.502, subdivision (e), and 164.504, subdivision (e) of the Code of Federal
Regulations (C.F.R.) and contained in this Agreement; and

WHEREAS, Pursuant to HIPAA and the HITECH Act, BA shall fulfill the responsibilities of this Agreement
by being in compliance with the applicable provisions of the HIPAA Standards for Privacy of PHI set forth
at 45 C.F.R. sections 164.308 (Administrative Safeguards), 164.310 (Physical Safeguards), 164.312
(Technical Safeguards), 164.316 (Policies and Procedures and Documentation Requirements), and,
164.400, et seq. and 42 United States Code (U.S.C.) section 17932 (Breach Notification Rule), in the same
manner as they apply to a CE under HIPAA,

NOW THEREFORE, in consideration of the mutual promises below and the exchange of information
pursuant to this Agreement, the parties agree as follows:

A. Definitions

Unless otherwise specified herein, capitalized terms used in this Agreement shall have the same meanings
as given in the Privacy Rule, the Security Rule, the Breach Notification Rule, and HITECH Act, as and when
amended from time to time.

1. Breach shall have the same meaning given to such term under the HIPAA Regulations [45
C.F.R. §164.402] and the HITECH Act [42 U.S.C. §§17921 et seq.], and includes the definition
set forth in 22 California Code of Regulations (C.C.R.) § 79901(b).

2. Business Associate (BA) shall have the same meaning given to such term under the Privacy
Rule, the Security Rule, and the HITECH Act, including but not limited to 42 U.S.C. section
17921 and 45 C.F.R. section 160.103, and includes the definition set forth in 22 C.C.R. §
79901(c).

3. Covered Entity (CE) shall have the same meaning given to such term as under the Privacy Rule
and Security Rule, including, but not limited to 45 C.F.R. section 160.103.

4. Designated Record Set shall have the same meaning given to such term under 45 C.F.R.
section 164.501.

5. Detect(ed) shall have the same meaning given to such term under 22 C.C.R. § 79901(f).

ATTACHMENT C ~ BUSINESS ASSOCIATE AGREEMENT
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10.

1.

12.

Electronic Protected Health Information (ePHI) means PHI that is maintained in or transmitted
by electronic media as defined in the Security Rule, 45 C.F.R. section 164.103.

Individual shall have the same meaning given to such term under 45 C.F.R. section 160.103.

Medical Information shall have the same meeting given to such term under 22 C.C.R. § 79901(l).

Privacy Rule means the regulations promulgated under HIPAA by the United States Department
of Health and Human Services (HHS) to protect the privacy of Protected Health Information,
including, but not limited to, 45 C.F.R. Parts 160 and 164, subparts A and E.

Protected Health information (PHI) shall have the same meaning given to such term under 45
C.F.R. section 160.103, limited to the information received from, or created or received by
Business Associate from or on behalf of, CE.

Security Rule means the regulations promulgated under HIPAA by HHS to protect the security
of ePHI, including, but not limited to, 45 C.F.R. Part 160 and 45 C.F.R. Part 164, subparts A and
C.

Unsecured PHI shall have the same meaning given to such term under the HITECH Act and
any guidance issued pursuant to such Act, including, but not limited to 42 U.S.C. section 17932,
subdivision (h).

B. Obligations and Activities of BA

1.

2.

3.

Permitted Uses and Disclosures

BA may disclose PHI: (i) for the proper management and administration of BA,; (ii) to carry out
the legal responsibilities of BA, (iii) for purposes of Treatment, Payment and Operations (TPO);
(iv) as required by law; or (v) for Data Aggregation purposes for the Health Care Operations of
CE. Prior to making any other disclosures, BA must obtain a written authorization from the
individual.

If BA discloses PHI to a third party, BA must obtain, prior to making any such disclosure, (i)
reasonable written assurances from such third party that such PHI will be held confidential as
provided pursuant to this Agreement and only disclosed as required by faw or for the purposes
for which it was disclosed to such third party, and (ii) a written agreement from such third party
to immediately notify BA of any breaches of confidentiality of the PHI, to the extent it has
obtained knowledge of such breach. [42 U.S.C. section 17932; 45 C.F.R. sections
164.504(e)(2)(i), 164.504({e)(2)(i)(B), 164.504(e)(2)(ii}(A) and 164.504(e)(4)(ii)]

Prohibited Uses and Disclosures

i. BA shall not use, access or further disclose PHI other than as permitted or required by this
Agreement and as specified in the attached Contract or as required by law. Further, BA shall
not use PHI in any manner that would constitute a violation of the Privacy Rule or the
HITECH Act. BA shall disclose to its employees, subcontractors, agents, or other third
parties, and request from CE, only the minimum PHI necessary to perform or fulfill a specific
function required or permitted hereunder.

ii. BA shall not use or disclose PHI for fundraising or marketing purposes.

iii. BA shall not disclose PHI to a health plan for payment or health care operations purposes
if the patient has requested this special restriction, and has paid out of pocket in full for the
health care item or service to which the PHI solely relates. (42 U.S.C. section 17935(a) and
45 C.F.R. section 164.522(a)(1){i}(A).)

iv. BA shall not directly or indirectly receive remuneration in exchange for PHI, except with the
prior written consent of CE and as permitted by the HITECH Act (42 U.S.C. section
17935(d)(2); and 45 C.F.R. section 164.508); however, this prohibition shall not affect
payment by CE to BA for services provided pursuant to this Agreement.

Appropriate Safequards

S ———
ATTACHMENT C ~ BUSINESS ASSOCIATE AGREEMENT
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BA shall implement appropriate safeguards to prevent the unauthorized use or disclosure
of PHI, including, but not limited to, administrative, physical and technical safeguards that
reasonably protect the confidentiality, integrity and availability of the PHI BA creates,
receives, maintains, or transmits on behalf of the CE, in accordance with 45 C.F.R. sections
164.308, 164.310, 164.312 and 164.316. [45 C.F.R. sections 164.504(e)(2)(ii)(b) and
164.308(b).]

In accordance with 45 C.F.R. section 164.316, BA shall maintain reasonable and
appropriate written policies and procedures for its privacy and security program in order to
comply with the standards, implementation specifications, or any other requirements of the
Privacy Rule and applicable provisions of the Security Rule.

BA shall provide appropriate training for its workforce on the requirements of the Privacy
Rule and Security Rule as those regulations affect the proper handling, use confidentiality
and disclosure of the CE’s PHI.

Such training will include specific guidance relating to sanctions against workforce members
who fail to comply with privacy and security policies and procedures and the obligations of
the BA under this Agreement.

4. Subcontractors

BA shall enter into written agreements with agents and subcontractors to whom BA provides
CE’s PHI that impose the same restrictions and conditions on such agents and subcontractors
that apply to BA with respect to such PHI, and that require compliance with all appropriate
safeguards as found in this Agreement.

Reporting of Improper Access, Use or Disclosure or Breach

Every suspected and actual Breach shali be reported immediately, but no later than one (1)
business day upon discovery, to CE’s Office of Compliance. Upon discovery of a Breach or
suspected Breach, BA shall complete the following actions:

Provide CE’s Office of Compliance with the following information to include but not limited
to:

a) Name and address of the facility where the breach occurred;
b) Date and time the Breach or suspected Breach occurred,
c) Date and time the Breach or suspected Breach was discovered or Detected;

d) Number of staff, employees, subcontractors, agents or other third parties and the names
and titles of each person allegedly involved, including the person who performed the
Breach, witnessed the Breach, used the Medical Information, or the person to whom
the disclosure was made;

e) Name of patient(s) affected,;
f)  Number of potentially affected Individual(s) with contact information;
g) Description of how the Breach or suspected Breach allegedly occurred; and

h) Description of the Medical information that was Breached, including the nature and
extent of the Medical Information involved, including the types of individually identifiable
information and the likelihood of re-identification.

Conduct and document a risk assessment by investigating without unreasonable delay and
in no case later than five (5) calendar days of discovery of the Breach or suspected Breach
to determine the following:

a) The nature and extent of the PHI invoived, including the types of identifiers and
likelihood of re-identification;

ATTACHMENT C — BUSINESS ASSOCIATE AGREEMENT
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b) The unauthorized person who had access to the PHI;
¢) Whether the PHI was actually acquired or viewed; and
d) The extent to which the risk to PHI has been mitigated.

iii. Provide a completed risk assessment and investigation documentation to CE’s Office of
Compliance within ten (10) calendar days of discovery of the Breach or suspected Breach
with a determination as to whether a Breach has occurred. At the discretion of CE,
additional information may be requested.

a) If BA and CE agree that a Breach has not occurred, notification to Individual(s}) is not
required.

b) If a Breach has occurred, natification to the Individual(s) is required and BA must
provide CE with affected Individual(s) name and contact information so that CE can
provide notification.

c) The risk assessment and investigation documentation provided by BA to CE shall, at
a minimum, include a description of any corrective or mitigation actions taken by BA.

iv. Make available to CE and governing State and Federal agencies in a time and manner
designated by CE or governing State and Federal agencies, any policies, procedures,
internal practices and records relating to a Breach or suspected Breach for the purposes of
audit or should the CE reserve the right to conduct its own investigation and analysis.

6. Access fo PHI

To the extent BA maintains a Designated Record Set on behalf of CE, BA shall make PHI
maintained by BA or its agents or subcontractors in Designated Record Sets available to CE for
inspection and copying within ten (10) days of a request by CE to enable CE to fulfill its obligations
under the Privacy Rule. If BA maintains ePH!, BA shall provide such information in electronic
format to enable CE to fulfill its obligations under the HITECH Act. If BA receives a request from
an Individual for access to PHI, BA shall immediately forward such request to CE.

7. Amendment of PHI

If BA maintains a Designated Record Set on behalf of the CE, BA shall make any amendment(s)
to PHI in a Designated Record Set that the CE directs or agrees to, pursuant to 45 C.F.R. section
164.526, or take other measures as necessary to satisfy CE’s obligations under 45 C.F .R. section
164.526, in the time and manner designated by the CE.

8. Access to Records

BA shall make internal practices, books, and records, including policies and procedures, relating
to the use, access and disclosure of PHI received from, or created or received by BA on behalf
of, CE available to the Secretary of HHS, in a time and manner designated by the Secretary, for
purposes of the Secretary determining CE’s compliance with the Privacy Rule and Security Rule
and patient confidentiality regulations. Any documentation provided to the Secretary shall also
be provided to the CE upon request.

9. Accounting for Disclosures

BA, its agents and subcontractors shall document disclosures of PHI and information related to
such disclosures as required by HIPAA. This requirement does not apply to disclosures made
for purposes of TPO. BA shall provide an accounting of disclosures to CE or an Individual, in the
time and manner designated by the CE. BA agrees to implement a process that allows for an
accounting to be coliected and maintained by BA and its agents or subcontractors for at least six
(6) years prior to the request. At a minimum, the information collected and maintained shall
include: (i) the date of disclosure; (i) the name of the entity or person who received PHI and, if
known, the address of the entity or person; (iii) a brief description of PHI disclosed; and (iv) a
brief statement of purpose of the disclosure that reasonably informs the individual of the basis for

ATTACHMENT C —~ BUSINESS ASSOCIATE AGREEMENT
Ver. 2020.09.29
Paged of 7



Docusign Envelope ID: 449D76FE-10D3-436C-9D27-775640EEDAAT

10.

11.

12.

13.

14.

15.

16.

the disclosure, or a copy of the Individual’s authorization, or a copy of the written request for
disclosure.

Termination

CE may immediately terminate this agreement, and any related agreements, if CE determines
that BA has breached a material term of this agreement. CE may, at its sole discretion, provide
BA an opportunity to cure the breach or end the violation within the time specified by the CE.

Return of PHI

Upon termination of this Agreement, BA shall return all PHI required to be retained by the BA or
its subcontractors, employees or agents on behalf of the CE. In the event the BA determines
that returning the PHI is not feasible, the BA shall provide the CE with written notification of the
conditions that make return not feasible. Additionally, the BA must follow established policies
and procedures to ensure PHI is safeguarded and disposed of adequately in accordance with 45
C.F.R. section 164.310, and must submit to the CE a certification of destruction of PHI. For
destruction of ePHlI, the National Institute of Standards and Technology (NIST) guidelines must
be followed. BA further agrees to extend any and all protections, limitations, and restrictions
contained in this Agreement, to any PHI retained by BA or its subcontractors, employees or
agents after the termination of this Agreement, and to limit any further use, access or disclosures.

Breach by the CE

Pursuant to 42 U.S.C. section 17934, subdivision (b), if the BA is aware of any activity or practice
by the CE that constitutes a material Breach or violation of the CE’s obligations under this
Agreement, the BA must take reasonable steps to address the Breach and/or end eliminate the
continued violation, if the BA has the capability of mitigating said violation. If the BA is
unsuccessful in eliminating the violation and the CE continues with non-compliant activity, the BA
must terminate the Agreement (if feasible) and report the violation to the Secretary of HHS.

Mitigation
BA shall have procedures in place to mitigate, to the extent practicable, any harmful effect that is

known to BA of a use, access or disclosure of PHI by BA, its agents or subcontractors in violation
of the requirements of this Agreement.

Costs Associated to Breach

BA shall be responsible for reasonable costs associated with a Breach. Costs shall be based
upon the required notification type as deemed appropriate and necessary by the CE and shall
not be reimbursable under the Agreement at any time. CE shall determine the method to invoice
the BA for said costs. Costs shall incur at the current rates and may include, but are not limited
to the following:

« Postage;

¢ Alternative means of notice;
» Media notification; and

» Credit monitoring services.

Direct Liability

BA may be held directly liable under HIPAA and California law for impermissible uses and
disclosures of PHI; failure to provide breach notification to CE; failure to provide access to a copy
of ePHI to CE or individual; failure to disclose PHI to the Secretary of HHS when investigating
BA’s compliance with HIPAA,; failure to provide an accounting of disclosures; and, failure to enter
into a business associate agreement with subcontractors.

Indemnification

ATTACHMENT C — BUSINESS ASSOCIATE AGREEMENT
Ver. 2020.09.29
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17.

18.

19.

BA agrees to indemnify, defend and hold harmless CE and its authorized officers, employees,
agents and volunteers from any and all claims, actions, losses, damages, penalties, injuries,
costs and expenses (including costs for reasonable attorney fees) that are caused by or result
from the acts or omissions of BA, its officers, employees, agents and subcontractors, with respect
to the use, access, maintenance or disclosure of CE’'s PHI and Medical Information, including
without limitation, any Breach of PHI or Medical Information, or any expenses incurred by CE in
providing required Breach notifications under federal and state laws.

Judicial or Administrative Proceedings

CE may terminate the Contract, effective immediately, if (i) BA is named as a defendant in a
criminal proceeding for a violation of HIPAA, the HITECH Act, the Privacy Rule, Security Rule or
other security or privacy lfaws or (ii) a finding or stipulation is made in any administrative or civil
proceeding in which the BA has been joined that the BA has violated any standard or requirement
of HIPAA, the HITECH Act, the Privacy Rule, Security Rule or other security or privacy laws.

Insurance

in addition to any general and/or professional liability insurance coverage required of BA under
the Contract for services, BA shall provide appropriate liability insurance coverage during the
term of this Agreement to cover any and all claims, causes of action, and demands whatsocever
made for loss, damage, or injury to any person arising from the breach of the security, privacy,
or confidentiality obligations of BA, its agents or employees, under this Agreement and under
HIPAA 45 C.F.R. Parts 160 and 164, Subparts A and E.

Assistance in Litigation or Administrative Proceedings

BA shall make itself, and any subcontractors, employees, or agents assisting BA in the
performance of its obligations under the Agreement, available to CE, at no cost to CE, to testify
as witnesses, or otherwise, in the event of litigation or administrative proceedings being
commenced against CE, its directors, officers, or employees based upon a claimed violation of
HIPAA, the HITECH Act, the Privacy Rule, the Security Rule, or other laws relating to security
and privacy, except where BA or its subcontractor, employee or agent is a named adverse party.

C. Obligations of CE

1.

CE shall notify BA of any of the following, to the extent that such may affect BA's use, access,
maintenance or disclosure of PHI:

i. Any limitation(s) in CE’s notice of privacy practices in accordance with 45 C.F.R. section
164.520.

ii. Any changes in, or revocation of, permission by an individual to use, access or disclose PHI.

iii. Any restriction to the use, access or disclosure of PHI that CE has agreed to in accordance
with 45 C.F.R. section 164.522.

D. General Provisions

1.

3.

Remedies

BA agrees that CE shall be entitled to seek immediate injunctive relief as well as to exercise all
other rights and remedies which CE may have at law or in equity in the event of an unauthorized
use, access of disclosure of PHI by BA or any agent or subcontractor of BA that received PHI
from BA.

Ownership

The PHI shall be and remain the property of the CE. BA agrees that it acquires no title or rights
to the PHI.

Regulatory References

ATTACHMENT C - BUSINESS ASSOCIATE AGREEMENT
Ver. 2020.09.29
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A reference in this Agreement to a section in the Privacy Rule and Security Rule and patient
confidentiality regulations means the section as in effect or as amended.

4. No Third-Party Beneficiaries

Nothing express or implied in the Contract or this Agreement is intended to confer, nor shall
anything herein confer, upon any person other than CE, BA and their respective successors or
assigns, any rights, remedies, obligations or liabilities whatsoever.

5. Amendment

The parties acknowledge that state and federal laws related to privacy and security of PHI are
rapidly evolving and that amendment of the Contract or this Agreement may be required to ensure
compliance with such developments. The parties shall negotiate in good faith to amend this
Agreement when and as necessary to comply with applicable laws. If either party does not agree
to so amend this Agreement within 30 days after receiving a request for amendment from the
other, either party may terminate the Agreement upon written notice. To the extent an
amendment to this Agreement is required by law and this Agreement has not been so amended
to comply with the applicable law in a timely manner, the amendment required by law shall be
deemed to be incorporated into this Agreement automatically and without further action required
by either of the parties. Subject to the foregoing, this Agreement may not be modified, nor shall
any provision hereof be waived or amended, except in a writing duly signed and agreed to by BA
and CE.

6. [Interpretation

Any ambiguity in this Agreement shall be resolved to permit CE to comply with the Privacy and
Security Rules, the HITECH Act, and all applicable patient confidentiality regulations.

7. Compliance with State Law

In addition to HIPAA and all applicable HIPAA Regulations, BA acknowledges that BA and CE
may have confidentiality, privacy, and breach notification obligations under State law, including,
but not limited to, the California Confidentiality of Medical Information Act (Cal. Civil Code §56,
et seq. ("CMIA™) and 22 C.C.R. § 79001 et seq. If any provisions of this Agreement or HIPAA
Regulations or the HITECH Act conflict with CMIA or any other California State law regarding the
degree of protection provided for PHI/Medical Information and patient medical records, then BA
shall comply with the more restrictive requirements.

8. Survival

The respective rights and obligations and rights of CE and BA relating to protecting the
confidentiality or a patient's PHI/Medical Information shall survive the termination of the Contract
or this Agreement.

e S
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ATTACHMENT C-1
Business Associate Addendum for Cloud Services
Software as a Service (SaaS)

This Business Associate Addendum for Cloud Services is entered into by and between the San Bernardino
County (County) and Business Associate (Contractor) for the purposes of establishing terms and conditions
applicable to the provision of services by Business Associate to the County involving the use of hosted
cloud computing services. County and Business Associate agree that the following terms and conditions
will apply to the services provided under this addendum and the associated Business Associate Agreement
as applicable.

1. DEFINITIONS:

a) “Software as a Service (SaaS)” - The capability provided to the consumer is to use applications
made available by the provider running on a cloud infrastructure. The applications are accessible
from various client devices through a thin client interface such as a web browser or application.
The consumer does not manage or control the underlying cloud infrastructure including network,
servers, operating systems, storage, or even individual application capabilities, with the possible
exception of limited user-specific application configuration settings.

b) “Data’ - means any information, formulae, algorithms, or other content that the County, the
County’s employees, agents and end users upload, create or modify using the SaaS pursuant to
this Contract. Data also includes user identification information, Protected Health Information (as
defined by the Health Insurance Portability and Accountability Act (HIPAA)) and metadata which
may contain Data or from which the Data may be ascertainable.

c) “Data Breach” - means any access, destruction, loss, theft, use, modification or disclosure of Data
by an unauthorized party or that is in violation of Contract terms and/or applicable state or federal
law.

2. SaaS AVAILABILITY: Unless otherwise stated in the Statement of Work (SOW):

a) The Saa$ shall be available twenty-four (24) hours per day, 365 days per year (excluding agreed-
upon maintenance downtime).

b) If SaaS monthly availability averages less than 99.9% (excluding agreed-upon maintenance
downtime), the County shall be entitled to recover damages, apply credits or use other contractual
remedies as set forth in the SOW.

c) If SaaS monthly availability averages less than 99.9% (excluding agreed-upon maintenance
downtime), for three (3) or more months in a rolling twelve-month period, the County may terminate
the contract for material breach.

d) Contractor shall provide advance written notice to the County in the manner set forth in the SOW
of any major upgrades or changes that wili affect the SaaS availability.

3. DATA AVAILABILITY: Unless otherwise stated in the SOW:

a) The Data shall be available twenty-four (24) hours per day, 365 days per year (excluding agreed-
upon maintenance downtime).

b) If Data monthly availability averages less than 99.9% (excluding agreed-upon maintenance
downtime), the County shall be entitled to recover damages, apply credits or use other contractual
remedies as set forth in the SOW if the County is unable to access the Data as a result of:

1) Acts or omissions of Contractor;

2) Acts or omissions of third parties working on behalf of Contractor;

3) Network compromise, network intrusion, hacks, introduction of viruses, disabling devices,
malware and other forms of attack that can disrupt access to Contractor’s server, to the
extent such attack would have been prevented by Contractor taking reasonable industry
standard precautions;

4) Power outages or other telecommunications or Internet failures, to the extent such outages
were within Contractor’s direct or express control.

ATTACHMENT C-1 — BAA CLOUD ADDENDUM
Ver. 2023.03.20
Page 1 of 4



Docusign Envelope 1D: 449D76FE-10D3-436C-9D27-775640EEDAAT

¢) If Data monthly availability averages less than 99.9% (excluding agreed-upon maintenance
downtime), for three (3) or more months in a rolling twelve-month period, the County may terminate
the contract for material breach.

4. DATA SECURITY:

a) In addition to the provisions set forth in the Business Associate Agreement, Contractor shall certify

to the County:
1) The sufficiency of its security standards, tools, technologies and procedures in providing
Saa$S under this Contract;
2) Compliance with the following:
i. The California Information Practices Act (Civil Code Sections 1798 et seq.);
ii. Undergo an annual Statement on Standards for Attestation Engagements (SSAE)
16 Service Organization Control (SOC) 2 Type Il audit. Audit results and
Contractor’s plan to correct any negative findings shall be made available to the
County within thirty (30) business days of Contractor’s receipt of such results.

b) Contractor shall implement and maintain all appropriate administrative, physical, technical and
procedural safeguards in accordance with section a) above at all times during the term of this
Addendum to secure such Data from Data Breach, protect the Data and the SaaS from hacks,
introduction of viruses, disabling devices, malware and other forms of malicious or inadvertent acts
that can disrupt the County’s access to its Data.

¢) Contractor shall allow the County reasonable access to SaaS security logs, latency statistics, and
other related Saa$S security data that affect this Addendum and the County’s Data, at no cost to the
County.

d) Contractor assumes responsibility for the security and confidentiality of the Data under its control.

e) No Data shall be copied, madified, destroyed or deleted by Contractor other than for normal
operation or maintenance of Saa$S during the Addendum period without prior written notice to and
written approval by the County.

f) Contractor shall provide access to Data only to those employees, contractors and subcontractors
who need to access the Data to fuffill Contractor’s obligations under this Agreement. Contractor will
ensure that, prior to being granted access to Data, staff who perform work under this agreement
have all undergone and passed criminal background screenings; have successfully completed
annual instruction of a nature sufficient to enable them to effectively comply with all data protection
provisions of this Addendum and the associated Business Associate Agreement; and possess all
qualifications appropriate to the nature of the employees’ duties and the sensitivity of the Data they
will be handling.

5. ENCRYPTION: Contractor warrants that all Data will be encrypted in transmission (including via web
interface) using Transport Layer Security (TLS) version 1.2 or equivalent and in storage at a level
equivalent to or stronger than Advanced Encryption Standard (AES) 128-bit level encryption.

6. DATA LOCATION: All Data will be stored on servers located solely within the Continental United
States.

7. RIGHTS TO DATA: The parties agree that as between them, all rights, including all intellectual property
rights, in and to Data shall remain the exclusive property of the County, and Contractor has a limited,
non-exclusive license to access and use the Data as provided to Contractor solely for performing its
obligations under the Contract. Nothing herein shall be construed to confer any license or right to the
Data, including user tracking and exception Data within the system, by implication, or otherwise, under
copyright or other intellectual property rights, to any third party. Unauthorized use of Data by Contractor
or third parties is prohibited. For the purposes of this requirement, the phrase “unauthorized use”
means the data mining or processing of data, stored or transmitted by the service, for unrelated
commercial purposes, advertising or advertising-related purposes, or for any other purpose other than
security or service delivery analysis that is not explicitly authorized.
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8. TRANSITION PERIOD:

a) For ninety (90) days prior to the expiration date of this Contract, or upon notice of termination of
this Contract, Contractor shall assist the County in extracting and/or transitioning all Data in the
format determined by the County (“Transition Period”).

b} The Transition Period may be modified in the SOW or as agreed upon in writing by the parties in a
contract amendment.

c) During the Transition Period, SaaS and Data access shall continue to be made available to the
County without alteration.

d) Contractor agrees to compensate the County for damages or losses the County incurs as a result
of Contractor’s failure to comply with this section.

e) Unless otherwise stated in the SOW, the Contractor shall permanently destroy or render
inaccessible any portion of the Data in Contractor's and/or subcontractor’'s possession or control
following the expiration of all obligations in this section. Within thirty (30) days, Contractor shall
issue a written statement to the County confirming the destruction or inaccessibility of the County’s
Data.

f) The County at its option, may purchase additional transition services as agreed upon in the SOW.

9. DISASTER RECOVERY/BUSINESS CONTINUITY: Unless otherwise stated in the Statement of Work:
a) In the event of disaster or catastrophic failure that results in significant Data loss or extended loss
of access to Data, Contractor shall notify the County by the fastest means available and also in
writing. Contractor shall provide such notification within twenty-four (24) hours after Contractor
reasonably believes there has been such a disaster or catastrophic failure. In the notification,
Contactor shall inform the County of:
1) The scale and quantity of the Data loss;
2) What Contractor has done or will do to recover the Data and mitigate any deleterious effect
of the Data loss; and
3) What corrective action Contractor has taken or will take to prevent future Data loss.

b) If Contractor fails to respond immediately and remedy the failure, the County may exercise its
options for assessing damages or other remedies.

c) Contractor shall restore continuity of Saa$S, restore Data, restore accessibility of Data, and repair
SaaS as needed to meet the Data and SaaS Availability requirements under this Addendum.
Failure to do so may result in the County exercising its options for assessing damages or other
remedies.

d) Contractor shall conduct an investigation of the disaster or catastrophic failure and shall share the
report of the investigation with the County. The County and/or its authorized agents shall have the
right to lead (if required by law) or participate in the investigation. Contractor shall cooperate fully
with the County, its agents and law enforcement.

10. EXAMINATION AND AUDIT: Unless otherwise stated in the Statement of Work:

a) Upon advance written request, Contractor agrees that the County or its designated representative
shall have access to Contractor's SaaS operational documentation and records, including online
inspections that relate to the security of the Saa$S product purchased by the County.

b) Contractor shall allow the County, its authorized agents, or a mutually acceptable third party to test
that controls are in place and working as intended. Tests may include, but not be limited to, the
following:

1)} Operating system/network vulnerability scans,

2) Web application vulnerability scans,

3) Database application vulnerability scans, and

4) Any other scans to be performed by the County or representatives on behalf of the County.

C) After any significant Data loss or Data Breach or as a result of any disaster or catastrophic failure,
Contractor will at its expense have an independent, industry-recognized, County-approved third
party perform an information security audit. The audit results shall be shared with the County within
seven (7) days of Contractor’s receipt of such results. Upon Contractor receiving the results of the
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11.

12.

13.

audit, Contractor will provide the County with written evidence of planned remediation within thirty
(30) days and promptly modify its security measures in order to meet its obligations under this
Contract.

DISCOVERY: Contractor shall promptly notify the County upon receipt of any requests which in any
way might reasonably require access to the Data of the County or the County's use of the SaaS.
Contractor shall notify the County by the fastest means available and also in writing, unless prohibited
by law from providing such notification. Contractor shall provide such notification within forty-eight (48)
hours after Contractor receives the request. Contractor shall not respond to subpoenas, service of
process, Public Records Act requests, and other legal requests directed at Contractor regarding this
Contract without first notifying the County unless prohibited by law from providing such notification.
Contractor agrees to provide its intended responses to the County with adequate time for the County
to review, revise and, if necessary, seek a protective order in a court of competent jurisdiction.
Contractor shall not respond to legal requests directed at the County unless authorized in writing to do
so by the County.

INSURANCE REQUIREMENTS: Contractor shall, at its own expense, secure and maintain for the term
of this contract, Cyber Liability Insurance with limits of no less than $1,000,000 for each occurrence or
event with an annual aggregate of $2,000,000 covering claims involving privacy violations, information
theft, damage to or destruction of electronic information, intentional and/or unintentional release of
private information, alteration of electronic information, extortion and network security. The policy shall
cover breach response cost as well as any regulatory fines and penalties.

DATA SEPARATION: Data must be partitioned from other data in such a manner that access to it will
not be impacted or forfeited due to e-discovery, search and seizure or other actions by third parties
obtaining or attempting to obtain Service Provider’s records, information or data for reasons or activities
that are not directly related to Customer's business.
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CG{N'H Campaign Contribution Disclosure
s (Senate Bill 1439)
DEFINITIONS

Actively supposding the matter (a) Cammunicate direcly with a mamber of the Board of Supervisors ar other
County elected officer [Shariff, Assessor-Recorder-Clerk, Distnct Attorney, Auddor-Controller/Treasurer/Tax
Callecior] for the purpose of influencing Ihe decision on the maller, or (b) lestifies or makes an oral statement
batare the County in a proceading on the matier for the purpase of influencing the County's decsion an the matter;
or (c) communweates with County employees, for the purpass of influencing the County’s decsion on the matter,
o7 (d) whean the personfcompany’s agen! lobbies in person, testifies in person o otharwise comimunicates wilhthe
Board of Caunly employees for purpases of influsncing the County's decision in a malter

Agant: A third-party individual or firm whe. for companzation, is representing a party or a participant in the matter
submitted ta the Boaid of Supervisars.  If an agent ts an employee of member of a third-panty faw, architectural,
enaineenng or consulting firm, or a similar entity, bath the entity and the individual are considered agents.

Otharwise refated entity. An otherwize related entity is any for-profit erganization/company which dees not have a
parent-subsidiary refalionship but maets one of the following criteria;

(1) One business entity has @ controlling ownarship interest In the other busness entity;

(2) there 1s shared management and control between the entitizs; or

{3} a controling owner (0% or grester interest as & sharehalder or as 2 general pariner) in ana entity akso s
a contreling owner In the other entdy,

For purpaseas of (2), “shared managemant and cartrol” can be found when the same persan or substanliaily the
same persons pwn and marage 1he two entilies, (here are comman or commingles funds or assets, the husiness
entities share the use of the same offices or employees, or athewrse share adivities, resources, or persannel on
a reguiar basis, o 1hare s otharwise a reqular and close warking relationship between the entities,

Parenl-Subsifiary Relalionship A parent-subsidiary relalionship sxists when one corporation has mare than 50
parcent of the voling pawer of another corporation,

Contractors must respond to the questions on the following page. Il 2 question does not apply respond
N/A or Not Applicable.
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1. Mame of Contractor: INetsmart Technolegies, Inc.

2. Isthe entity listed in Question No. 1 a non-profit organization under Internal Revenue Code section 501{c)(3)?

Yes T If yes, skip Question Nos, 3 - 4 and go to Question No. 5,
Mo

it

3. Name of Principal (i.e., CEQ/President) of entity listed in Gueston No. 1, f the indwidual actively supports the
rmatter and bas a financial interest in the decision: NIA

4. if the entity identified in Question No.1 is a corporation held by 35 or less shareholders, and not publicty
traded ("closed corporation™), identify the major shareholder(s): NiA

8. Name of any parent, subsidiary, or otherwise refated entity for the entity listed in Guestion Mo. 1 (see definttions
above);

Company Name Relationship
N/A

8. Name of agent(s) of Contractor:

Company Name Agent(s) Date Agent Retained
(if less than 12 months prior)

MA

7. Name of Subcontractor(s) (including Principal and Agent(s)) that will be providing serdcesiwork under the
awarded contract if the subcontractor (1) actively suppoerts the matter gnd (2) has a financial interest in the
decision gnd (3) will be possibly identified in the contract with the County or beard govermned special district:

Company Name Subcontractor(s): Principal andlor Agent(s):
NIA

8. Name of any known individuals/companies who are not listed in Questions 1-7, but who may (1) actively support
or oppose the matter submitted to the Board gpd (2) have a financial interest in the outcome of the decision:

Company Name Individual{s) Name

None
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94 Was 3 campaian contrisution, of more than 5250, made 1o any mamber of the San Barmardine County Board
of Suparyisors or other Counly elocted officer within the prinr 12 months, by any of the individuals or
enfities listad in Guestion Nos. 1-87

Mo = ¥ no, plesse siip Question Ne. 10, Yes [ Wyes, please contings o complets this fapm,

10. Hame of Board of Supervisor Member or other Gounty electod officer.

Mame of Confritutor;

Dates) ot Contributionis);

Asrountis)

Flewse 2 an sukitons! shest{s] o werdity aduhoral Bosed Memses o olber Doty efected glloers oowhem atyare hsted
nEde campaIan corgiiuiions

By signing below, Comtractor cortifies that the staternents made herein are true and comrect, Contractor understands
that the individugls and entitias listed in Question Nos. 1-8 are prohibiled from making sampsign contributions of
miore than 5250 1o any member of the Board of Supenisors ar other Counly elociad officer while thix mafler is
pending and for 17 rmonths after a final decision is made by the County.

]

L 12/6/2024
Signaturs Date
Joseph McGovern Netsmart Technologies, Inc.
Prirt Narns Print Entity Mame, I applicable
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