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IT IS HEREBY AGREED AS FOLLOWS:

WHEREAS, San Bernardino County (County) desires to migrate their existing SAP platform into a cloud
environment; and

WHEREAS, County conducted a competitive process to find EPI-USE America, Inc. to provide these Services that are the
subject of this Contract, and

WHEREAS, County desires that such Services be provided by Contractor and Contractor agrees to provide these Services
as set forth below;

NOW, THEREFORE, the County and Contractor mutually agree to the following terms and conditions:

This Contract consists of these General Terms and the documents that are referenced and hereby incorporated as though
fully set forth herein by a checked box below, and attachment hereto:

[ ] Attachment A — HARDWARE PURCHASE TERMS

[] Attachment B — SOFTWARE LICENSE

X] Attachment C — STATEMENT OF WORK

[] Attachment D — CLOUD SERVICES TERMS

X] Attachment E — BUSINESS ASSOCIATE AGREEMENT

Xl Exhibit E-1 — Business Associate Addendum for Cloud Services
Attachment F — CAMPAIGN CONTRIBUTION DISCLOSURE

IT Contract




In the event of any inconsistency between this Contract and any forms, attachments, statements of works, or specifications
which may be incorporated into this Contract, the following order of precedence shall apply: (i) this Contract; (ii) Attachments
to this Contract, as indicated above; and (iii) price lists, SOWs, SLAs and other documents attached hereto or incorporated

herein.

A. DEFINITIONS
Unless elsewhere defined in this Contract, the following capitalized terms shall have the meaning ascribed herein:

A1

A2

A3

A4

A5

A6

A7

A8

A9

A0

A1

A2

“Affiliates”: collectively, municipalities, school districts, and other tax districts within County
“ATC": San Bernardino County Auditor-Controller/Treasurer/Tax Collector Department
“County”™ San Bernardino County

“Contractor”: the individual or entity identified as providing the Products and/or Services
‘DRM”: County’s Department of Risk Management

“Effective Date”: the date of execution of the Contract

“EFT":. Electronic funds transfer.

“P.0." a purchase order specifying the types and quantity of Products, Services or Software ordered, the method
of delivery, the delivery date required and the location to which Products or Software are to be shipped or the
Services are to be provided.

"Products”: goods in the technology and consumer electronics category

“Services”: professional consulting, which may include implementation, design, customization, maintenance, help
desk or other services necessary or desired by County as specified in an SOW.

“Software”. computer programs, procedures, rules, routines, or subroutines and any associated documentation
pertaining to the operation of a computer system, including software designed to fill specific needs of a user;
software that controls the execution of programs, and software that provides services such as resource allocation,
scheduling, input/output control, and data management; application-independent software that supports the
running of application software; software designed to facilitate the operation and maintenance of a computer
system and its associated programs; and computer programs or routines designed to perform some general
support function required by other application software, by the operating system, or by the system users, such as
formatting electronic media, making copies of files, or deleting files.

“SOW': a statement of work or work order that identifies Services provided by Contractor, including a detailed
task list or specifications, the estimated period of performance, the fixed price or hourly rate to be charged for the
Services, together with any milestones, acceptance criteria and other information regarding the scope of work,
as mutually agreed by the Parties.

B. GENERAL CONTRACT REQUIREMENTS

B.1

B.2

B.3

Recitals
The recitals set forth above are true and correct and incorporated herein by this reference.

Contract Amendments

Contractor agrees any alterations, variations, modifications, or waivers of the provisions of the Contract, shall be
valid only when reduced to writing, executed and attached to the original Contract and approved by the person(s)
authorized to do so on behalf of Contractor and County.

Contract Assignability
Without the prior written consent of the County, the Contract is not assignable by Contractor either in whole or in

part.
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B.4 Contract Exclusivity
This is not an exclusive Contract. The County reserves the right to enter into a contract with other contractors for
the same or similar services. The County does not guarantee or represent that the Contractor will be permitted to
perform any minimum amount of work, or receive compensation other than on a per order basis, under the terms
of this Contract.

B.5 Attorney’s Fees and Costs
If any legal action is instituted to enforce any party’s rights hereunder, each party shall bear its own costs and
attorney fees, regardless of who is the prevailing party. This paragraph shall not apply to those costs and attorney
fees directly arising from a third-party legal action against a party hereto and payable under Indemnification and
Insurance Requirements.

B.6 Background Checks for Contractor Personnel

Contractor shall ensure that its personnel (a) are authorized to work in the jurisdiction in which they are assigned
to perform Services; (b) do not use legal or illegal substances in any manner which will impact their ability to
provide Services to the County; and (c) are not otherwise disqualified from performing the Services under
applicable law. If requested by the County and not in violation of applicable law, Contractor shall conduct a
background check, at Contractor's sole expense, on all its personnel providing Services. If requested by the
County, Contractor shall provide the results of the background check of each individual to the County. Such
background check shall be in the form generally used by Contractor in its initial hiring of employees or contracting
for contractors or, as applicable, during the employment-screening process but must, at a minimum, have been
performed within the preceding 12-month period. Contractor personnel who do not meet the County’s hiring
criteria, in County’s sole discretion, shall not be assigned to work on County property or Services, and County
shall have the right, at its sole option, to refuse access to any Contract personnel to any County facility.

B.7 Change of Address ‘
Contractor shall notify the County in writing, of any change in mailing address within ten (10) business days of
the change.

B.8 Choice of Law
This Contract shall be governed by and construed according to the laws of the State of California.

B.9 Compliance with County Policy

In performing the Services and while at any County facilities, Contractor personnel (including subcontractors)
shall (a) conduct themselves in a businesslike manner; (b) comply with the policies, procedures, and rules of the
County regarding health and safety, and personal, professional and ethical conduct; (c) comply with the finance,
accounting, banking, Internet, security, and/or other applicable standards, policies, practices, processes,
procedures, and controls of the County; and (d) abide by all laws applicable to the County facilities and the
provision of the Services, and all amendments and modifications to each of the documents listed in subsections
{b), (c), and (d) (collectively, “County Policies”). County Policies, and additions or modifications thereto, may be
communicated orally or in writing to Contractor or Contractor personnel or may be made available to Contractor
or Contractor personnel by conspicucus posting at a County facility, electronic posting, or other means generally
used by County fo disseminate such information to its employees or contractors. Contractor shall be responsible
for the promulgation and distribution of County Policies to Contractor personnel to the extent necessary and
appropriate. County shall have the right to require Contractor's employees, agents, representatives and
subcontractors to exhibit identification credentials issued by County in order to exercise any right of access under
this Contract.

B.10 Confidentiality

Pursuant to the Health Insurance Portability and Accountability Act of 1996 (HIPAA) and the Health Information
Technology for Economic and Clinical Health (HITECH) Act, regulations have been promulgated governing the
privacy of individually identifiable health information. The HIPAA Privacy Rule and Security Rule specify requirements
with respect to contracts between a Covered Entity and its Business Associates. Contractor shall comply with the
attached Business Associate Agreement (Attachment E). Contractor further agrees to comply with the requirements
of other federal and state law that applies to the information collected and maintained by Contractor for Services
performed pursuant to Contract.

B.11 Primary Point of Contact
Contractor will designate an individual to serve as the primary point of contact for the Contract. Contractor or
designee must respond to County inquiries within two (2) business days. Contractor shall not change the primary
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contact without written acknowledgement to the County. Contractor will also designate a back-up point of contact
in the event the primary contact is not available.

B.12 County Internship Initiative

Contractor agrees to be contacted by the County to solicit its participation in an internship initiative known as
Generation! Career Pathways, involving the potential placement and hiring of interns by Contractor's
business. Contractor is encouraged, and agrees to make good faith efforts, to utilize the County’s program to aid
the County’s Vision for a skilled workforce and jobs that create countywide prosperity, and its goal to
Create, Maintain and Grow Jobs and Economic Value in the County. The County's objective with its
internship initiative is to focus on training, education, employment and support services to develop a more highly-
educated and trained workforce. When participating in the County’s internship initiative, the Contractor remains
an independent contractor and shall not be construed as agents, officers, or employees of the County. More
information about the County’'s GenerationGo! Career Pathways Program can be located at
http://wp.sbcounty.gov/workforce/career-pathways/.

B.13 County Representative
The Board of Supervisors, or his/her designee shall represent the County in all matters pertaining to the services
to be rendered under this Contract, including termination and assignment of this Contract, and shall be the final
authority in all matters pertaining to the Services/Scope of Work by Contractor. If this contract was initially
approved by the San Bernardino County Board of Supervisors, then the Board of Supervisors must approve all
amendments to this Contract.

B.14 Damage to County Property

Contractor shall repair, or cause to be repaired, at its own cost, all damages to County vehicles, facilities, buildings
or grounds caused by the willful or negligent acts of Contractor or its employees or agents. Such repairs shall be
made immediately after Contractor becomes aware of such damage, but in no event later than thirty (30) days
after the occurrence. If the Contractor fails to make timely repairs, the County may make any necessary repairs.
The Contractor, as determined by the County, shall repay all costs incurred by the County for such repairs, by
cash payment upon demand, or County may deduct such costs from any amounts due to the Contractor from the
County, as determined at the County’s sole discretion.

B.15 Debarment and Suspension
Contractor certifies that neither it nor its principals or subcontractors is presently debarred, suspended, proposed
for debarment, declared ineligible, or voluntarily excluded from participation in this transaction by any federal
department or agency. (See the following United States General Services Administration’s System for Award
Management website https://www.sam.gov). Contractor further certifies that if it or any of its subcontractors are
business entities that must be registered with the California Secretary of State, they are registered and in good
standing with the Secretary of State.

B.16 Drug and Alcohol Free Workplace
In recognition of individual rights to work in a safe, healthful and productive work place, as a material condition of
this Contract, the Contractor agrees that the Contractor and the Contractor's employees, while performing service
for the County, on County property, or while using County equipment:

B.16.1 Shall not be in any way impaired because of being under the influence of alcohol or an illegal or controlled
substance.

B.16.2 Shall not possess an open container of alcohol or consume alcohol or possess or be under the influence
of an illegal or controlled substance.

B.16.3 Shall not sell, offer, or provide alcohol or an illegal or controlled substance to another person, except
where Contractor or Contractor's employee who, as part of the performance of normal job duties and
responsibilities, prescribes or administers medically prescribed drugs.

The Contractor shall inform all employees that are performing service for the County on County property, or using
County equipment, of the County’s objective of a safe, healthful and productive work place and the prohibition of
drug or alcohol use or impairment from same while performing such service for the County. The County may
terminate for default or breach of this Contract and any other Contract the Contractor has with the County, if the
Contractor or Contractor's employees are determined by the County not to be in compliance with above.
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B.17 Duration of Terms
This Contract, and all of its terms and conditions, shall be binding upon and shall inure to the benefit of the heirs,
executors, administrators, successors, and assigns of the respective parties, provided no such assignment is in
violation of the provisions of this Contract.

B.18 Employment Discrimination

During the term of the Contract, Contractor shall not discriminate against any employee or applicant for
employment because of race, religious creed, color, national origin, ancestry, physical disability, mental disability,
medical condition, genetic information, marital status, sex, gender, gender identity, gender expression, sexual
orientation, age, or military and veteran status. Contractor shall comply with Executive Orders 11246, 11375,
11625, 12138, 12432, 12250, 13672, Title VI and Title VIl of the Civil Rights Act of 1964, the California Fair
Employment and Housing Act and other applicable Federal, State and County laws and regulations and policies
relating to equal employment and contracting opportunities, including laws and regulations hereafter enacted.

B.19 Environmental Requirements

In accordance with County Policy 11-08, the County prefers to acquire and use products with higher levels of
post-consumer recycled content. Environmentally preferable goods and materials must perform satisfactorily and
be available at a reasonable price. The County requires Contractor to use recycled paper for any printed or
photocopied material created as a result of this Contract. Contractor is also required to use both sides of paper
sheets for reports submitted to the County whenever practicable. To assist the county in meeting the reporting
requirements of the California Integrated Waste Management Act of 1989 (AB 939), Contractor must be able to
annually report the County’s environmentally preferable purchases. Contractor must also be able to report on
environmentally preferable goods and materials used in the provision of their service to the County, utilizing a
County approved form.

B.20 Improper Influence
Contractor shall make all reasonable efforts to ensure that no County officer or employee, whose position in the
County enables him/her to influence any award of the Contract or any competing offer, shall have any direct or
indirect financial interest resulting from the award of the Contract or shall have any relationship to the Contractor
or officer or employee of the Contractor.

B.21 Improper Consideration

Contractor shall not offer (either directly or through an intermediary) any improper consideration such as, but not
fimited to cash, discounts, service, the provision of travel or entertainment, or any items of value to any officer,
employee or agent of the County in an attempt to secure favorable treatment regarding this Contract. The County,
by written notice, may immediately terminate this Contract if it determines that any improper consideration as
described in the preceding paragraph was offered to any officer, employee or agent of the County with respect to
the proposal and award process. This prohibition shall apply to any amendment, extension or evaluation process
once a contract has been awarded. Contractor shall immediately report any attempt by a County officer,
employee or agent to solicit (either directly or through an intermediary) improper consideration from Contractor.
The report shall be made to the supervisor or manager charged with supervision of the employee or the County
Administrative Office. In the event of a fermination under this provision, the County is entitled to pursue any
available legal remedies.

B.22 Informal Dispute Resolution
In the event the County determines that service is unsatisfactory, or in the event of any other dispute, claim,
question or disagreement arising from or relating to this Contract or breach thereof, the parties hereto shall use
their best efforts to settle the dispute, claim, question or disagreement. To this effect, they shall consult and
negotiate with each other in good faith and, recognizing their mutual interests, attempt to reach a just and
equitable solution satisfactory to both parties.

B.23 Legality and Severability
The parties’ actions under the Contract shall comply with all applicable laws, rules, regulations, court orders and
governmental agency orders. The provisions of this Contract are specifically made severable. If a provision of
the Contract is terminated or held to be invalid, illegal or unenforceable, the validity, legality and enforceability of
the remaining provisions shall remain in full effect.

B.24 Licenses, Permits and/or Certifications
Contractor shall ensure that it has all necessary licenses, permits and/or certifications required by the laws of
Federal, State, County, and municipal laws, ordinances, rules and regulations. The Contractor shall maintain
these licenses, permits and/or certifications in effect for the duration of this Contract. Contractor will notify County
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immediately of loss or suspension of any such licenses, permits and/or certifications. Failure to maintain a
required license, permit and/or certification may result in immediate termination of this Contract.

B.25 Material Misstatement/Misrepresentation
If during the course of the administration of this Contract, the County determines that Contractor has made a
material misstatement or misrepresentation or that materially inaccurate information has been provided to the
County, this Contract may be immediately terminated. If this Contract is terminated according to this provision,
the County is entitled to pursue any available legal remedies.

B.26 Mutual Covenants
The parties to this Contract mutually covenant to perform all of their obligations hereunder, to exercise all
discretion and rights granted hereunder, and to give all consents in a reasonable manner consistent with the
standards of “good faith” and “fair dealing”.

B.27 Nondisclosure

Contractor shall hold as confidential and use reasonable care to prevent unauthorized access by, storage, disclosure,
publication, dissemination to and/or use by third parties of, confidential information that is either: (1) provided by the
County to Contractor or an agent of Contractor or otherwise made available to Contractor or Contractor's agent in
connection with this Contract; or, (2) acquired, obtained, or learned by Contractor or an agent of Contractor in the
performance of this Contract. For purposes of this provision, confidential information means any data, files, software,
information or materials in oral, electronic, tangible or intangible form and however stored, compiled or memorialize
and includes, but is not limited to, technology infrastructure, architecture, financial data, trade secrets, equipment
specifications, user lists, passwords, research data, and technology data.

B.28 Notice of Delays
Except as otherwise provided herein, when either party has knowledge that any actual or potential situation is
defaying or threatens to delay the timely performance of this contract, that party shall, within twenty-four (24)
hours, give notice thereof, including all relevant information with respect thereto, to the other party.

B.29 Ownership of Documents
All documents, data, products, graphics, computer programs and reports prepared by Contractor pursuant to the
Contract shall be considered property of the County upon payment for services (and products, if applicable). All
such items shall be delivered to County at the completion of work under the Contract. Unless otherwise directed
by County, Contractor may retain copies of such items.

B.30 Air, Water Pollution Control, Safety and Health
Contractor shall comply with all air pollution control, water pollution, safety and health ordinances and statutes,
which apply to the work performed pursuant to this Contract.

B.31 Records

Contractor shall maintain all records and books pertaining to the delivery of services under this Contract and
demonstrate accountability for contract performance. All records shali be complete and current and comply with
all Contract requirements. Failure to maintain acceptable records shall be considered grounds for withholding of
payments for invoices submitted and/or termination of the Contract. All records relating to the Contractor's
personnel, consultants, subcontractors, Services/Scope of Work and expenses pertaining to this Contract shall
be kept in a generally acceptable accounting format. Records should include primary source documents. Fiscal
records shall be kept in accordance with Generally Accepted Accounting Principles and must account for all funds,
tangible assets, revenue and expenditures. Fiscal records must comply with the appropriate Office of
Management and Budget (OMB) Circulars, which state the administrative requirements, cost principles and other
standards for accountancy.

B.32 Relationship of the Parties
Nothing contained in this Contract shall be construed as creating a joint venture, partnership, or employment
arrangement between the Parties hereto, nor shall either Party have the right, power or authority to create an
obligation or duty, expressed or implied, on behalf of the other Party hereto.

B.33 Release of Information
No news releases, advertisements, public announcements or photographs arising out of the Contract or
Contractor’s relationship with County may be made or used without prior written approval of the County.
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B.34 Representation of the County
in the performance of this Contract, Contractor, its agents and employees, shall act in an independent capacity
and not as officers, employees, or agents of the San Bernardino County.

B.35 Strict Performance
Failure by a party to insist upon the strict performance of any of the provisions of this Contract by the other party,
or the failure by a party to exercise its rights upon the default of the other party, shall not constitute a waiver of
such party’s right to insist and demand strict compliance by the other party with the terms of this Contract
thereafter.

B.36 Subcontracting ;

Contractor shali obtain County’s written consent, which County may withhold in its sole discretion, before entering
into Contracts with or otherwise engaging any subcontractors who may supply any part of the Services to County.
At County’s request, Contractor shall provide information regarding the subcontractor’s qualifications and a listing
of a subcontractor's key personnel including, if requested by the County, resumes of proposed subcontractor
personnel. Contractor shall remain directly responsible to County for its subcontractors and shall indemnify
County for the actions or omissions of its subcontractors under the terms and conditions specified in Section E.
All approved subcontractors shall be subject to the provisions of this Contract applicable to Contractor Personnel.
For any subcontractor, Contractor shall:

B.36.1 Be responsible for subcontractor compliance with the Contract and the subcontract terms and conditions;

and

B.36.2 Ensure that the subcontractor follows County’s reporting formats and procedures as specified by County.

B.36.3 Include in the subcontractor’'s subcontract substantially similar terms as are provided in Sections B.
General Contract Requirements and Section E. Insurance and Indemnification.

Upon expiration or termination of this Contract for any reason, County will have the right fo enter into direct
Contracts with any of the Subcontractors. Contractor agrees that its arrangements with Subcontractors will not
prohibit or restrict such Subcontractors from entering into direct Contracts with County.

B.37 Subpoena

In the event that a subpoena or other legal process commenced by a third party in any way concerning the Goods or
Services provided under this Contract is served upon Contractor or County, such party agrees to notify the other party
in the most expeditious fashion possible following receipt of such subpoena or other legal process. Contractor and
County further agree to cooperate with the other party in any lawful effort by such other party to contest the legal
validity of such subpoena or other legal process commenced by a third party as may be reasonably required and at
the expense of the party to whom the legal process is directed, except as otherwise provided herein in connection
with defense obligations by Contractor for County.

B.38 Termination for Non-Appropriation of Funds

B.39 The County reserves the right to terminate the Contract with a thirty (30) day written notice of termination if County
does not appropriate or otherwise receive funds sufficient to continue payments set forth in this Contract;
provided, however, that the County will make best efforts to provide as much notice as possible to Contractor
upon learning that funding for this contract may not be appropriated. Upon such termination, payment will be
made to the Contractor for services rendered and expenses reasonably incurred prior to the effective date of
termination. Upon receipt of termination notice Contractor shall promptly discontinue services unless the notice
directs otherwise. Contractor shall deliver promptly to County sufficient evidence of all completed work, and work
in progress, through the date in termination hereunder, including with respect to County Materials. Time of the
Essence
Time is of the essence in performance of this Contract and of each of its provisions.

B.40 Venue

The parties acknowledge and agree that this Contract was entered into and intended to be performed in San
Bernardino County, California. The parties agree that the venue of any action or claim brought by any party to
this Contract will be the Superior Court of California, County of San Bernardino, San Bernardino District. Each
party hereby waives any law or rule of the court, which would allow them to request or demand a change of venue.
If any action or claim concerning this Contract is brought by any third party and filed in another venue, the parties
hereto agree to use their best efforts to obtain a change of venue {o the Superior Court of California, County of
San Bernardino, San Bernardino District.
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B.41 Conflict of Interest

Contractor shall make all reasonable efforts to ensure that no conflict of interest exists between its officers,
employees, or subcontractors and the County. Contractor shall make a reasonable effort to prevent employees,
Contractor, or members of governing bodies from using their positions for purposes that are, or give the
appearance of being motivated by a desire for private gain for themselves or others such as those with whom
they have family business, or other ties. Officers, employees, and agents of cities, counties, districts, and other
local agencies are subject to applicable conflict of interest codes and state law. In the event the County
determines a conflict of interest situation exists, any increase in costs, associated with the conflict of interest
situation, may be disallowed by the County and such conflict may constitute grounds for termination of the
Contract. This provision shall not be construed to prohibit employment of persons with whom Contractor’s
officers, employees, or agents have family, business, or other ties so long as the employment of such persons
does not result in increased costs over those associated with the employment of any other equally qualified
applicant.

B.42 Former County Administrative Officials

Contractor agrees to provide, or has already provided information on former San Bernardino County
administrative officials (as defined below) who are employed by or represent Contractor. The information provided
includes a list of former County administrative officials who terminated County employment within the last five
years and who are now officers, principals, partners, associates or members of the business. The information
also includes the employment with or representation of Contractor. For purposes of this provision, “County
administrative official” is defined as a member of the Board of Supervisors or such officer’s staff, County Executive
Officer or member of such officer’s staff, County department or group head, assistant department or group head,
or any employee in the Exempt Group, Management Unit or Safety Management Unit.

B.43 Disclosure of Criminal and Civil Procedures

The County reserves the right to request the information described herein from the Contractor. Failure to provide
the information may resuit in a termination of the Contract. The County also reserves the right to obtain the
requested information by way of a background check performed by an investigative firm. The Contractor also
may be requested to provide information to clarify initial responses. Negative information discovered may result
in Contract termination. Contractor is required to disclose whether the firm, or any of its partners, principals,
members, associates or key employees (as that term is defined herein), within the last ten years, has been
indicted on or had charges brought against it or them (if still pending) or convicted of any crime or offense arising
directly or indirectly from the conduct of the firm’s business, or whether the firm, or any of its partners, principals,
members, associates or key employees, has within the last ten years, been indicted on or had charges brought
against it or them (if still pending) or convicted of any crime or offense involving financial misconduct or fraud. If
the response is affirmative, the Contractor will be asked to describe any such indictments or charges (and the
status thereof), convictions and the surrounding circumstances in detail. In addition, the Contractor is required to
disclose whether the firm, or any of its partners, principals, members, associates or key employees, within the
last ten years, has been the subject of legal proceedings as defined herein arising directly from the provision of
services by the firm or those individuals. “Legal proceedings” means any civil actions filed in a court of competent
jurisdiction, or any matters filed by an administrative or regulatory body with jurisdiction over the firm or the
individuals. If the response is affirmative, the Contractor will be asked to describe any such legal proceedings
(and the status and disposition thereof) and the surrounding circumstances in detail. For purposes of this provision
“‘key employees” includes any individuals providing direct service to the County. “Key employees” do not include
clerical personnel providing service at the firm’s offices or locations.

B.44 California Consumer Privacy Act

To the extent applicable, if Contractor is a business that collects the personal information of a consumer(s) in
performing Services pursuant to this Contract, Contractor must comply with the provisions of the California
Consumer Privacy Act (CCPA). (Cal. Civil Code §§1798.100, et seq.). For purposes of this provision, “business,”
“consumer,” and “personal information” shall have the same meanings as set forth at Civil Code section 1798.140.
Contractor must contact the County immediately upon receipt of any request by a consumer submitted pursuant
to the CCPA that requires any action on the part of the County, including but not limited to, providing a list of
disclosures or deleting personal information. Contractor must not sell, market or otherwise disclose personal
information of a consumer provided by the County unless specifically authorized pursuant to terms of this
Contract. Contractor must immediately provide to the County any notice provided by a consumer to Contractor
pursuant to Civil Code section 1798.150(b) alleging a violation of the CCPA, that involves personal information
received or maintained pursuant to this Contract. Contractor must immediately notify the County if it receives a
notice of violation from the California Attorney General pursuant to Civil Code section 1798.155(b).
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B.45 Campaign Contribution Disclosure (SB 1439)

Contractor has disclosed to the County using Attachment F- Campaign Contribution Disclosure Senate Bill 1439,
whether it has made any campaign contributions of more than $250 to any member of the Board of Supervisors
or County elected officer [Sheriff, Assessor-Recorder-Clerk, Auditor-Controller/Treasurer/Tax Collector and the
District Attorney] within the earlier of: (1) the date of the submission of Contractor's proposal to the County, or (2)
12 months before the date this Contract was approved by the Board of Supervisors or Purchasing Department.
Contractor acknowledges that under Government Code section 84308, Contractor is prohibited from making
campaign contributions of more than $250 to any member of the Board of Supervisors or County elected officer
for 12 months after the County’s consideration of the Contract.

In the event of a proposed amendment to this Contract, the Contractor will provide the County a written statement
disclosing any campaign contribution(s) of more than $250 to any member of the Board of Supervisors or other
County elected officer within the preceding 12 months of the date of the proposed amendment.

Campaign contributions include those made by any agent/person/entity on behalf of the Contractor or by a parent,
subsidiary or otherwise related business entity of Contractor.

B.46 Copyright

Contractor shall not transfer any right, title or interest in, and Contractor shall continue to own exclusively, all
intellectual property and proprietary information owned by Contractor, that (a) exists at the time Statement of Work
is entered into or, (b) are developed entirely independently by Contractor or its subsidiaries or Contractor’s holding
company, at any time without any use, knowledge of, or reference to, County’s confidential information or other
information obtained in connection with this Contract (‘Contractor Property’). By incorporating such Contractor
Property in services or work product, Contractor grants to County a fully paid-up, non-exclusive, royalty-free, non-
transferable and non-sublicensable license to use the Contractor Property solely in connection with its use of the
services or work product, and to allow third parties to do the same to the extent necessary in connection with County’s
use of the services or work product. Contractor’s license to County does not include the right of the County or any
third-party to de-compile, reverse engineer or otherwise use the Contractor Property for any purpose other than those
associated with or intended for in the applicable Statement of Work.

C. TERM OF CONTRACT

This Contract is effective as of January 2, 2025, and expires March 31, 2026, but may be terminated earlier in
accordance with provisions of this Contract.

D. FISCAL PROVISIONS

D1 The maximum amount of payment under this Contract shall not exceed $4,600,000.00 and shall be subject to
availability of other funds to the County. The consideration to be paid to Contractor, as provided herein, shall be
in full payment for all Contractor's services and expenses incurred in the performance hereof, including travel and
per diem.

D.2 Invoices shall be issued with a net forty-five (45) day payment term with corresponding Purchase Order number
stated on the invoices.

D.3 Contractor shall accept all payments from County via electronic funds transfer (EFT) directly deposited into the
Contractor’s designated checking or other bank account. Contractor shall promptly comply with directions and
accurately complete forms provided by County required to process EFT payments.

D.4 County is exempt from Federal excise taxes and no payment shall be made for any personal property taxes levied
on Contractor or on any taxes levied on employee wages. The County shall only pay for any State or local sales
or use taxes on the services rendered or equipment and/or parts supplied to the County pursuant to the Contract.

D.5 Contractor shall adhere to the County’s Travel Management Policy (8-02 and 08-025P1) when travel is pursuant
to this Contract and for which reimbursement is sought from the County. In addition, Contractor is encouraged
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E.

to utilize local transportation services, including but not limited to, the Ontario International Airport.

INDEMNIFICATION, LIMITATION OF LIABILITY AND INSURANCE REQUIREMENTS

EA

E.2

E.3

indemnification

Contractor will indemnify, defend, and hold harmiess County and its officers, employees, agents and volunteers,
from any and all third party claims, costs (including without limitation reasonable attorneys’ fees), and losses for
infringement of any United States patent, copyright, trademark or trade secret (Intellectual Property Rights) by
any goods or services. If a credible claim is made or threatened, including without limitation the filing of a lawsuit
against County, or County receives a demand or notice claiming actual or potential infringement or
misappropriation of any Intellectual Property Rights, County will use reasonable efforts to notify Contractor
promptly of such lawsuit, claim or election. However, County’s failure to provide or delay in providing such notice
will relieve Contractor of its obligations only if and to the extent that such delay or failure materially prejudices
Consultant’s ability to defend such lawsuit or claim. County will give Contractor sole control of the defense (with
counsel reasonably acceptable to County) and settlement of such claim; provided that Contractor may not settle
the claim or suit absent the written consent of County unless such settlement (a) includes a release of all claims
pending against County, (b) contains no admission of liability or wrongdoing by County, and (c) imposes no
obligations upon County other than an obligation to stop using the goods or services that are the subject of the
claim. In the event that Contractor fails to or elects not to defend County against any claim for which County is
entitled to indemnity by Contractor, then Contractor shall reimburse County for all reasonable attorneys’ fees and
expenses within thirty (30) days from date of invoice or debit memo from County. After thirty (30) days, County
will be entitled to deduct any unpaid invoice or debit memo amount from any amounts owed by County to
Contractor. This shall not apply to any judgment or settlement amount, which amounts County shall be entitied
to notify, invoice or debit Contractor's account at any time; and County, at its sole discretion, may settle the claim
or suit.

If, in Contractor's opinion, any goods or services become, or are likely to become, the subject of a claim of
infringement of Intellectual Property Rights, Contractor may, at its option: (i) procure for County the right to
continue using the goods or receiving the services; (i) replace or modify the goods or services to be non-infringing,
without incurring a material diminution in performance or function; or (iii) if neither of the foregoing is feasible, in
the reasonable judgment of Contractor, County shall cease use of the goods or services upon written notice from
Contractor, and Contractor shall provide County with a pro-rata refund of the unearned fees paid by County to
Contractor for such goods or services.

The Contractor agrees to indemnify, defend (with counsel reasonably approved by County) and hold harmless
the County and its authorized officers, employees, agents and volunteers from any and all third party claims,
actions, losses, damages and/or liability arising out of this Contract from any cause whatsoever, including the
acts, errors or omissions of any person and for any costs or expenses incurred by the County on account of any
claim except where such indemnification is prohibited by law. This indemnification provision shall apply
regardless of the existence or degree of fault of indemnities. The Contractor indemnification obligation applies to
the County's “active” as well as “passive” negligence but does not apply to the County’s “sole negligence” or
“wiliful misconduct” within the meaning of Civil Code section 2782.

LIMITATION OF LIABILITY

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW NEITHER PARTY SHALL BE LIABLE FOR
INDIRECT, SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR PUNITIVE DAMAGES, INCLUDING, BUT NOT
LIMITED TO, LOSS OF DATA OR PRIVACY, LOSS OF INCOME, LOSS OF OPPORTUNITY OR PROFITS, OR
COSTS OF RECOVERY, HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, REGARDLESS OF
WHETHER A PARTY WAS APPRISED OF THE POTENTIAL FOR SUCH DAMAGES. EXCEPT FOR CLAIMS
ARISING PURSUANT TO INDEMNIFICATION OBLIGATIONS OR A PARTY’S GROSS NEGLIGENCE OR
WILLFUL MISCONDUCT, IN NO EVENT WILL A PARTY’S LIABILITY FOR DIRECT DAMAGES, EXCEED THE
GREATER OF (A) $5,000,000 OR (B) THE AMOUNT PAID BY COUNTY UNDER THE CONTRACT.

Additional Insured

All policies, except for Worker's Compensation, Errors and Omissions and Professionai Liability policies shall
contain additional endorsements naming the County and its officers, employees, agents and volunteers as
additional named insured with respect to liabilities arising out of the performance of services hereunder. The
additional insured endorsements shall not limit the scope of coverage for the County to vicarious liability but shall
allow coverage for the County to the full extent provided by the policy. Such additional insured coverage shall be
at least as broad as Additional Insured (Form B) endorsement form ISO, CG 2010.11 85.
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E.4

E.5

E.6

E.7

E.8

E.9

E.10

EN

EA2

Waiver of Subrogation Rights

The Contractor shall require the carriers of required coverages to waive all rights of subrogation against the
County, its officers, employees, agents, volunteers, contractors and subcontractors. All general or auto liability
insurance coverage provided shall not prohibit the Contractor and Contractor’'s employees or agents from waiving
the right of subrogation prior to a loss or claim. The Contractor hereby waives all rights of subrogation against
the County.

Policies Primary and Non-Contributory
All policies required herein are to be primary and non-contributory with any insurance or self-insurance programs
carried or administered by the County.

Severability of Interests

The Contractor agrees to ensure that coverage provided to meet these requirements is applicable separately to
each insured and there will be no cross liability exclusions that preclude coverage for suits between the Contractor
and the County or between the County and any other insured or additional insured under the policy.

Proof of Coverage

The Contractor shall furnish Certificates of Insurance to the County Department administering the Contract
evidencing the insurance coverage at the time the Confract is executed, additional endorsements, as required
shall be provided prior to the commencement of performance of services hereunder, which certificates shall
provide that such insurance shall not be terminated or expire without thirty (30) days written notice to the
Department, and Contractor shall maintain such insurance from the time Contractor commences performance of
services hereunder until the completion of such services. Within fifteen (15) days of the commencement of this
contract, the Contractor shall furnish a copy of the Declaration page for all applicable policies and will provide
complete certified copies of the policies and endorsements immediately upon request.

Acceptability of Insurance Carrier
Unless otherwise approved by Risk Management, insurance shall be written by insurers authorized to do business
in the State of California and with a minimum “Best” Insurance Guide rating of “A- VII”.

Deductibles and Self-Insured Retention
Any and all deductibles or self-insured retentions in excess of $10,000 shall be declared to and approved by Risk
Management.

Failure to Procure Coverage

In the event that any policy of insurance required under this contract does not comply with the requirements, is
not procured, or is canceled and not replaced, the County has the right but not the obligation or duty to cancel
the contract or obtain insurance if it deems necessary and any premiums paid by the County will be promptly
reimbursed by the Contractor or County payments to the Contractor will be reduced to pay for County purchased
insurance.

Insurance Review

Insurance requirements are subject to periodic review by the County. The Director of Risk Management or
designee is authorized, but not required, to reduce, waive or suspend any insurance requirements whenever Risk
Management determines that any of the required insurance is not available, is unreasonably priced, or is not
needed to protect the interests of the County. In addition, if the Department of Risk Management determines that
heretofore unreasonably priced or unavailable types of insurance coverage or coverage limits become reasonably
priced or available, the Director of Risk Management or designee is authorized, but not required, to change the
above insurance requirements to require additional types of insurance coverage or higher coverage limits,
provided that any such change is reasonable in light of past claims against the County, inflation, or any other item
reasonably related to the County’s risk. Any change requiring additional types of insurance coverage or higher
coverage limits must be made by amendment to this contract. Contractor agrees to execute any such amendment
within thirty (30) days of receipt. Any failure, actual or alleged, on the part of the County to monitor or enforce
compliance with any of the insurance and indemnification requirements will not be deemed as a waiver of any
rights on the part of the County.

Types and Limits

The Contractor agrees to provide insurance set forth in accordance with the requirements herein. If the Contractor
uses existing coverage to comply with these requirements and that coverage does not meet the specified
requirements, the Contractor agrees to amend, supplement or endorse the existing coverage to do so. Without in
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anyway affecting the indemnity herein provided and in addition thereto, the Contractor shall secure and maintain
throughout the contract term the following types of insurance with limits as shown:

E.12.1 Workers’ Compensation/Employer's Liability — A program of Workers’ Compensation insurance or a
state-approved, self-insurance program in an amount and form to meet all applicable requirements of the
Labor Code of the State of California, including Employer’s Liability with $250,000 limits covering all
persons including volunteers providing services on behalf of the Contractor and all risks to such persons
under this contract. If Contractor has no employees, it may certify or warrant to the County that it does
not currently have any employees or individuals who are defined as “employees” under the Labor Code
and the requirement for Workers' Compensation coverage will be waived by the County’s Director of Risk
Management. With respect to Contractors that are non-profit corporations organized under California or
Federal law, volunteers for such entities are required to be covered by Workers’ Compensation insurance.

E.12.2 Commercial/General Liability Insurance — The Contractor shall carry General Liability Insurance covering
all operations performed by or on behalf of the Contractor providing coverage for bodily injury and
property damage with a combined single limit of not less than one million dollars ($1,000,000), per
occurrence. The policy coverage shall include:

Premises operations and mobile equipment.

Products and completed operations.

Broad form property damage (including completed operations).
Explosion, collapse and underground hazards.

Personal injury.

Contractual liability.

$2,000,000 general aggregate limit.

@m0 a0To

E.12.3 Automobile Liability Insurance — Primary insurance coverage shall be written on ISO Business Auto
coverage form for all owned, hired and non-owned automobiles or symbol 1 (any auto). The policy shall
have a combined single limit of not less than one million dollars ($1,000,000) for bodily injury and property
damage, per occurrence. If the Contractor is transporting one or more non-employee passengers in
performance of contract services, the automobile liability policy shall have a combined single limit of two
million doliars ($2,000,000) for bodily injury and property damage per occurrence. If the Contractor owns
no autos, a non-owned auto endorsement to the General Liability policy described above is acceptable.

E.12.4 Cyber Liability Insurance - Cyber Liability Insurance with limits of no less than $1,000,000 for each
occurrence or event with an annual aggregate of $2,000,000 covering privacy violations, information theit,
damage to or destruction of electronic information, intentional and/or unintentional release of private
information, alteration of electronic information, extortion and network security. The policy shall protect
the involved County entities and cover breach response cost as well as regulatory fines and penalties.

E.12.5 Umbrella Liability Insurance — An umbrella (over primary) or excess policy may be used to comply with
limits or other primary coverage requirements. When used, the umbrella policy shall apply to bodily
injury/property damage, personal injury/advertising injury and shall include a “dropdown” provision
providing primary coverage for any liability not covered by the primary policy. The coverage shall also
apply to automobile liability.

F. RIGHT TO MONITOR AND AUDIT

F.1 The County, State and Federal government shall have absolute right to review and audit all records, books,
papers, documents, corporate minutes, and other pertinent items as requested, and shall have absolute right to
monitor the performance of Contractor in the delivery of services provided under this Contract. Contractor shall
give full cooperation, in any auditing or monitoring conducted. Contractor shall cooperate with the County in the
implementation, monitoring, and evaluation of this Contract and comply with any and all reporting requirements
established by the County. The County shall give Contractor prior written notice of at least thirty (30) days for
any planned audit.

F.2 All records pertaining to services delivered and all fiscal, statistical and management books and records shall be
available for examination and audit by County representatives for a period of three years after final payment under
this Contract or until all pending County, State and Federal audits are completed, whichever is later.

G. CORRECTION OF PERFORMANCE DEFICIENCIES
G.1 Failure by Contractor to comply with any of the provisions, covenants, requirements or conditions of this Contract
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shall be a material breach of this Contract.

G.2 In the event of a non-cured breach, County may, at its sole discretion and in addition to any other remedies
available at law, in equity, or otherwise specified in this Contract:
G.21 Afford Contractor thereafter a time period within which to cure the breach, which period shall be
established at the sole discretion of County; and/or

G.2.2 Discontinue reimbursement to Contractor for and during the period in which Contractor is in breach, which
reimbursement shall not be entitled to later recovery; and/or

G.2.3 Withhold funds pending duration of the breach; and/or

G.2.4 Offset against any monies billed by Contractor but yet unpaid by County those monies disallowed
pursuant to ltem “b” of this paragraph; and/or

G.2.5 Terminate this Contract immediately and be relieved of the payment of any consideration to Contractor.
In the event of such termination, the County may proceed with the work in any manner deemed proper
by the County. The cost to the County shall be deducted from any sum due {o the Contractor under this
Contract and the balance, if any, shall be paid by the Contractor upon demand.

H. NOTICES
All written notices provided for in this Contract or which either party desires to give to the other shall be deemed fully
given, when made in writing and either served personally, or by facsimile, or deposited in the United States mail, postage
prepaid, and addressed to the other party as follows:

San Bernardino County Auditor Controller EPI-USE America, Inc.
268 West Hospitality Lane 303 Perimeter Center North, Suite 300
San Bernardino CA 92415-0018 Atlanta GA 30346

Notice shall be deemed communicated two (2) County working days from the time of mailing if mailed as provided in
this paragraph.

. ENTIRE AGREEMENT
This Contract, including all Exhibits and other attachments, which are attached hereto and incorporated by reference,
and other documents incorporated herein, represents the final, complete and exclusive agreement between the parties
hereto. Any prior agreement, promises, negotiations or representations relating to the subject matter of this Contract
not expressly set forth herein are of no force or effect. This Contract is executed without reliance upon any promise,
warranty or representation by any party or any representative of any party other than those expressly contained herein.
Each party has carefully read this Contract and signs the same of its own free will.

K. ELECTRONIC SIGNATURES
This Agreement may be executed in any number of counterparts, each of which so executed shall be deemed
to be an original, and such counterparts shall together constitute one and the same Agreement. The parties shall
be entitled to sign andtransmit an electronic signature ofthis Agreement (whether by facsimile, PDF or other mail
transmission), which signature shall be binding on the party whose name is contained therein. Each party
providing an electronic signature agrees to promptly execute and deliver to the other party an original signed
Agreement uponrequest.

[SIGNATURE PAGE FOLLOWS]
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IN WITNESS WHEREOF, the San Bernardino County and the Contractor have each caused this Contract to be

subscribed by its respective duly authorized officers, on its behalf.

SAN BERNARDINO COUNTY _

. ) wupr

EPI-USE America Inc.

Dawn Rowe, Chair, Board of Supervisors

Dated: DEC 17 202k

SIGNED AND CERTIFIED THAT A COPY OF THIS
DOCUMENT HAS BEEN DELIVERED TOTHE

(Print or type name of corporation, company, contractor, etc.)

_Mark J_ Scthonaiidre
By ™

(Authorized signature - sign in blue ink)

Mark Schexnaildre
Name

(Print or type name of person signing contract)

Title Managing Director

(Print or Type)

Dated: December 11, 2024

303 Perimeter Center North, Suite 300
Address

Atlanta, GA 30346

FOR COUNTY USE ONLY

Approved as to Legal Fgrm Reviewed for Contract Compliance Reviewed/Approved by Department
%//M > >

Borre Uphold, Supv. Députy Courity Counsel

Date /.2 / [ /20 V Date Date
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ATTACHMENT B
SOFTWARE LICENSE

This Software License is attached to, forms a part of and supplements the General Terms only with respect to

Software.

A. DEFINITIONS
Capitalized terms used herein have the same meaning as in the General Terms. In addition, the following
capitalized terms shall have the following meaning:

A1

A.2

A3

A4

A.5

“Documentation”: Users’ guides, manuals and other printed materials necessary or useful to County for
its use and maintenance of the Software or customarily provided with the Software. Manuals and other
printed materials customized for County hereunder constitute Work Product if such materials are required
by an SOW.

“Licensor”: Contractor, as defined in the General Terms or the individual or entity that is the owner of the
rights to the Software.

“Pre-Existing Materials”: software and other materials developed or otherwise obtained by or for the
Licensor independently of this Contract.

Software is as broadly defined in the General Terms, and, for the purposes of this Attachment B,
collectively includes both Commercial Software and Custom Software.

A.41 “Commercial Software”: Software developed or regularly used that (i) has been sold, leased, or
licensed to the general public; (ii) has been offered for sale, lease or license to the general public;
(i) has not been offered, sold, leased, or licensed to the public but will be available for
commercial seal, lease or license in time to satisfy the delivery requirements of this Contract; or
(iv) satisfies a criterion expressed in (i), (ii), or (iii) above and would require only minor
modifications to meet the requirements of this Contract.

A.4.2 “Custom Software”: Any other Software that does not meet the definition of Commercial Software.

“Work Product”: Custom Software and all inventions, discoveries, intellectual property, technical
communications and records originated or prepared by the Licensor pursuant to this Contract including
papers, reports, charts, computer programs, and other Documentation or improvements thereto, and
including the Licensor's administrative communications and records relating to this Contract. Work
Product does not include Pre-Existing Materials.

B. COMMERCIAL SOFTWARE

B.1

License

Licensor hereby grants to County and County accepts from Licensor, a non-exclusive, non-transferable
limited right to use the Commercial Software in object code form in the quantities and at the prices
indicated in Exhibit B-1. Commercial Software and Documentation shall be acquired under the licenses
customarily provided by Licensor to the public attached hereto as Exhibit B-2 and hereby incorporated
herein. Licensor shall not be required to furnish technical information related to Commercial Software or
Documentation that is not customarily provided to the public. County shall have only the rights specified
in the license under which the Commercial Software or Documentation was obtained. To the extent that
Licensor’s license terms provided in Exhibit B-2 conflict with the terms of this Attachment B, the terms of
this Attachment B control.
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B.2 Protection of Proprietary Information
County agrees to take reasonable steps to insure that Licensor's proprietary data is not disclosed to
others, without prior written consent of the Licensor, subject to compliance with the California Public
Records Act. County will take reasonable precautions to insure that any licensed materials contained on
any media have been erased or rendered unusable prior to disposal. County shall not reverse engineer,
decompile, recompile, update or modify all or any party of the Commercial Software.

B.3 Right to Copy or Modify
Any Commercial Software provided in machine-readable form may be copied, in whole or in part, in
printed or machine-readable form to perform one-time benchmark tests, for archival or emergency restart
purposes, to replace a worn or corrupted copy, to understand the contents of such machine-readable
material, or to modify the Commercial Software as permitted herein. The original, and any copies of the
Commercial Software, in whole or in part, which are made hereunder shall remain the property of the
Licensor.

B.4 Future Releases
If Licensor develops and makes available to other licensees improved versions (e.g., patches, bug fixes,
updates or releases) of any Commercial Software, they will be made available to County under the same
terms, conditions and prices as they are made available to other licensees. If the Licensor offers new
versions or upgrades to the Commercial Software, they shall be offered to County at a price no greater
than that offered to other licensees.

B.5 Compliance Audit

B.5.1 County will maintain accurate books and records relating to the use of the Commercial Software.
Licensor shall have the right to conduct an audit of such books and records upon reasonable
advance written notice during normal business hours except that Licensor:

a. may not conduct more than one (1) such audit in any given calendar year (unless an
underpayment is discovered, whereby Licensor may conduct an additional audit within
the same calendar year),

b. may only audit the books and records for the two (2) year period prior to the date of
such audit; and

c. may not audit the same records more than once except that if Licensor shall in the
course of an audit discover any systemic accounting error, misclassification or other
problem that would reasonably affect the conclusion Licensor was able to derive from
any records previously audited, in which case Licensor shall have a one-time right to
re-audit such books and records affected by such systemic accounting error,
misclassification or problem.

B.5.2 The audit may be conducted by Licensor employees, agents, or representatives during County’s
normal business hours, for the sole purpose of determining the accuracy of the payments
required to be made to Licensor pursuant to the provisions of this Agreement.

B.5.3 In the event that an audit discloses an underpayment to Licensor, County shall promptly remit
payment to Licensor equal to such underpayment plus interest accrued thereon. In the event
that an audit discloses an overpayment to Licensor, County may offset such overpayment from
future payments to Licensor.

B.5.4 Licensor shall be solely responsible for the costs of such audit. All books and records required to
be retained by County hereunder shall be retained by County for two (2) years after the expiration
or termination of this Agreement or until any dispute relating to this Agreement shall have been
finally determined, whichever shall be later, for possible audit by Licensor pursuant to the terms
and conditions hereof.

C. CUSTOM SOFTWARE
C.1 Custom Software Development
Licensor will develop and implement the Custom Software in accordance with the specifications, pricing
and completion times set forth in the SOW, as attached hereto as Exhibit B-3. Licensor will ensure that

ATTACHMENT B - SOFTWARE
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c.2

C.3

C4

C5

Services are provided in a professional and workmanlike manner in accordance with industry standards.

Acceptance and Payment

C.21 Licensor will notify County in writing of completion of each project milestone, and County will
have ten (10) business days after receipt of Licensor’'s notice to test the software component or
Custom Software (“Deliverable”) to ensure that it meets the acceptance criteria as set forth in the
SOW. County shall provide to Licensor written notice of acceptance upon completion of
successful acceptance testing.

C.2.2 If County determines that the Deliverable does not function in a manner that meets, in all material
respects, the acceptance criteria defined in the SOW, County may reject the Deliverable by
providing Licensor with a written list detailing each failure of the acceptance criteria.

C.2.3 Licensor will correct the any non-conformities identified in County’s rejection notice and shall
resubmit the Deliverable for acceptance criteria testing within ten (10) business days of County’s
notice. If Licensor is unable to or fails to satisfactorily correct such non-conformities, County may,
in its sole discretion: (i) conditionally accept the Deliverable while reserving the right to revoke
acceptance if timely correction is not forthcoming; or (ii) accept those portions of the Deliverable
that meet the acceptance criteria and require Licensor to continue to work to correct the rejected
portions of the Deliverable.

C.2.4 If after two (2) unsuccessful attempts, Licensor fails to satisfactorily correct the Deliverable,
County may terminate this Contract without further obligation, and seek to recover amounts
previously paid for such Deliverable.

C.2.5 Payment for services is due Net 80 from date that County’s Chief Information Officer provides
written certification of satisfactory completion of the milestone or project as set forth in the SOW.

Ownership and Use

County shall have a royalty-free, non-exclusive and irrevocable license to publish, disclose, copy,
translate, and otherwise use, copyright or patent, now and hereafter, all reports, studies, information,
data, statistics, forms, designs, plans, procedures, systems, and any other materials or properties
developed with respect to Custom Software including those covered by copyright, and reserves the right
to authorize others to use or reproduce such material. All such materials developed with respect to
Custom Software shall acknowledge the San Bernardino County as the funding agency and Licensor as
the creator. No such materials, or properties produced in whole or in part with respect to Custom Software
shall be subject to private use, copyright or patent right by Licensor in the United States or in any other
country without the express written consent of County. Copies of all educational and training materials,
curricula, audio/visual aids, printer material, and periodicals, assembled pursuant to this Contract must
be filed with the County prior to publication.

Pre-Existing Materials

Pre-Existing Materials do not constitute Work Product. If the Licensor creates derivative works of Pre-
Existing Materials, the elements of such derivative works created with respect to Custom Software
constitute Work Product, but other elements do not. Nothing in this Section will be construed to interfere
with the Licensor's or its affiliates’ ownership of Pre-Existing Materials.

Personnel

C.5.1 Licensor shall provide sufficient qualified personnel to perform Licensor's obligations hereunder,
which personnel shall have a minimum of twelve (12) months of experience similar or related to
the tasks to which they are assigned to perform. The individuals identified below are designated
as key personnel (“Key Personnel”):

Licensor Services Manager: MARK SCHEXNAILDRE
MARK SCHEXNAILDRE

Licensor Services Support Manager:

Licensor Technical Support Manager: MARK SCHEXNAILDRE

Rowena Barcelona-Nuqui

County Project Manager:
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C.5.2 Key Personnel shall serve as designated contacts to assist County in all matters related to the
Services. Except for changes in personnel due to resignation, termination, promotion, geographic
transfers or leaves of absence, Licensor shall maintain and not re-assign the Key Personnel
throughout the Term without County’s approval. County shall have the right to require Licensor
to replace any or all Key Personnel whom County, in its sole discretion, deems to be
unsatisfactory. In the event that Customer request that Licensor replace any Key Personnel,
Licensor shall promptly replace such Key Personnel with a qualified replacement.

C.6 Meetings and Reports
On a weekly basis, or more often if County requests, Key Personnel will meet in-person or via
teleconference to review a detailed status report, including specific barriers to or issues affecting timely
milestone completion.

C.7 Change Orders

In the event that unforeseen circumstances require changes to the development plan set forth in the
SOW, County will issue a change order to Licensor. Licensor will immediately notify County, and will not
begin work under the change order without County’s written acceptance, if any change order will affect
the price, milestone dates, Deliverables or project completion date. The Auditor-Controller/Treasurer/Tax
Collector shall represent the County in all matters pertaining to the services to be rendered under this
Contract, including without limiting satisfactory completion of milestones, acceptance of Deliverables, and
changes to the project scope. Changes that affect the project budget, result in extending the Term, or
otherwise modify any term of the Contract must be approved by the San Bernardino County Board of
Supervisors.

D. WARRANTY

D.1 Performance Warranty

County will accept Licensor's standard performance warranty for Software that Licensor customarily
provides to all customers to the extent that the terms of the warranty do not conflict with any term of this
Contract, and provided that Licensor warrants that the Software will: (i) perform in accordance with its
license and accompanying documentation; (ii) be free, at the time of delivery, of harmful code (i.e.
computer viruses, worms, trap doors, time bombs, disabling code, or any similar malicious mechanism
designed to interfere with the intended operation of, or cause damage to, computers, data, or Software);
and (iii} does not infringe or violate any U.S. Intellectual Property Right.

D.2 DISCLAIMER OF WARRANTIES

THE FOREGOING EXPRESS WRITTEN WARRANTIES BETWEEN THE PARTIES ARE EXCLUSIVE
AND ARE IN LIEU OF ANY OTHER WARRANTIES OR REMEDIES, EXPRESS, IMPLIED OR
STATUTORY, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE. Where Licensor resells Commercial Software it purchased from a third
party, Licensor, to the extent it is legally able to do so, will pass through any third party warranties to
County and will reasonably cooperate in enforcing them. Such warranty pass-through will not relieve
Licensor from Licensor's warranty obligations

D.3 Remedies for Breach of Warranty
Except as may be specifically provided elsewhere in this Contract, for any breach of the warranties
provided in this Section, County’s remedy and Licensor’s sole obligation will be limited to:
D.3.1 re-perform, repair, or replace the nonconforming Software; or

D.3.2 refund all amounts paid by County for the nonconforming Software and pay County any additional
amounts necessary to equal the County’s Cost to Cover. “Cost to Cover” means the cost, properly
mitigated, of procuring Software of equivalent capability, function, and performance.

E. INDEMNIFICATION
These indemnification obligations and responsibilities are in addition to the General Indemnification of Section
E.1 of the General Terms.
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E.1 Obligations

Licensor shall defend, indemnify and hold harmless County, its officers, employees, agents and
volunteers from and against all third party claims, costs (including, without limitation, attorneys’ fees), and
losses for infringement of any United States patent, copyright, trademark or trade secret (*Intellectual
Property Rights”) by any Software. Licensor shall have no liability under this Section if the alleged
infringement is a result of: (i) modification to the Software not performed or approved by Licensor; (ii)
County's use of the Software not in accordance with the Documentation; (iii) use of the Software in
combination with any non-Licensor supplied third party product; or (iv) Licensor's compliance with express
written instructions that County provided to Licensor, and is not attributable to Licensor’s exercise of any
discretion in determining how to comply with County’s instructions.

E.2 Defense and Settiement

County will give Licensor sole control of the defense (with counsel reasonably acceptable to County) and
settlement of such claim; provided that Licensor may not settle the claim or suit absent the written consent
of County unless such settlement (a) includes a release of all claims pending against County, (b) contains
no admission of liability or wrongdoing by County, and (c) imposes no cbligations upon County other than
an obligation to stop using the Software that is the subject of the claim. In the event that Licensor fails to
or elects not to defend County against any claim for which County is entitled to indemnity by Licensor,
then Licensor shall reimburse County for all reasonable attorneys’ fees and expenses within thirty (30)
days from date of invoice or debit memo from County. After thirty (30) days, County will be entitled to
deduct any unpaid invoice or debit memo amount from any amounts owed by County to Licensor. This
shall not apply to any judgment or settlement amount, which amounts County shall be entitled to notify,
invoice or debit Licensor’s account at any time; and County, at its sole discretion, may setile the claim or
suit. County may participate in such action at its own expense with respect to attorneys’ fees and costs
(but not liability): (a) when substantial principles of government or public law are involved; (b) when
litigation might create precedent affecting future County operations or liability; or (c) when involvement of
County is otherwise mandated by law.

E.3 Non-Infringing Alternatives
If, in Licensor's opinion, any Software becomes, or is likely to become, the subject of a claim of
infringement, Licensor may, at its option: (i) procure the right for County to continue using the Software;
(i) replace or modify the Software to be non-infringing, without incurring a material diminution in
performance or function; or (iii) give written notification to the County to cease use of the Software, and
provide County a pro-rata refund of the price paid in connection with any such Software calculated over
a 3-year baseline depreciation.

E.4 Notice of Claim
If a credible claim is made or threatened, including without limitation the filing of a lawsuit against County,
or County receives a demand or notice claiming actual or potential infringement or misappropriation of
any Intellectual Property Rights, County will use reasonable efforts to notify Licensor promptly of such
lawsuit, claim or election. However, County’s failure to provide or delay in providing such notice will
relieve Licensor of its obligations only if and to the extent such delay or failure materially prejudices
Licensor's ability to defend such lawsuit or claim.

[END OF SOFTWARE LICENSE]
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ATTACHMENT C
STATEMENT OF WORK

This Statement of Work is organized as follows:
Project Goals and Implementation Tasks
Project Deliverables

Fees and Deliverable Payment Schedule
Deliverable Acceptance Process
Assumptions and Constraints

monmp

A. Project Goal and Implementation Tasks:

Perform a Brownfield Migration of San Bernardino County’s (SBC) current ECC 6.0
Environment to S4 HANA on the SAP RISE Cloud platform while minimizing impact to the SBC
user community.

1. Prepare Phase Introduction

The Prepare phase kicks off the initial planning and preparation for the S/4AHANA
Migration Project. During this phase, the project is started, plans are finalized, project
team resources are assigned. Project plan shall be defined during this phase, along with
the project team onboarding. Project governance has been defined by the County and will
be shared with the Contractor. Conversion Pre-Checks and Maintenance Planner will be
included. The Simplification List using SAP Change Impact Analysis by Tricentis will also
be generated during this phase. Sandbox migration to S/4HANA shall be done during this
phase for all County SAP Systems (except Supplier Relationship Management (SRM),
Public Sector Budget Systems (SBP), Master Data Management (MDM), and Business
Warehouse (BW)). Custom code analysis shall be performed for the migrated system.

1.1. Prepare Phase Requirements

1.1.1. Contractor must follow SAP’s Activate project ALM methodology or a closely aligned
methodology.

1.1.2. Contractor must provide, update, and maintain throughout the lifecycle of the project, a
Project Schedule which is consistent with SAP’s Activate ALM, or a closely aligned
methodology, and includes but is not limited to the following components:

1.1.2.1. Tasks

1.1.2.2. Activities Milestones

.2.3. Resources

.4. Dependencies

1.1
1.1
1.1.2.5. Task and activity durations

NN
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1.1.2.6. Critical path identification

1.1.2.7. Templates

1.1.3. Contractor must at all times comply with California SB 1386 (Data Security Breach
Reporting).

1.1.4. Contractor must provide a Project Manager (PM) to represent the Contractor in the
management of the project, interfacing with County PM in any decisions relating to the project.
1.1.5. Contractor must assume and lead all day-to-day management of all Contractor personnel.
1.1.6. Contractor must provide a robust project management methodology and toolkit founded
on industry best practices.

1.1.7. Contractor must provide a Project Charter that outlines the scope, timeline, objectives,
organization structure, project approach, high-level deliverables, and resources.

1.1.8. Contractor must conduct project management activities throughout the lifecycle and
execute the associated plans.

1.1.9. Contractor must establish a formal requirements management process that shall include:
1.1.9.1. Assumption Definition, Tracking, and Traceability.

1.1.9.2. Business and Technical Requirement Definition, Tracking, Traceability, and Verification
Operational Change.

1.1.9.3. Process Phase and Product Entry and Exit (Acceptance) Criteria Definition, Tracking,
and Signoff.

1.1.10. Contractor must establish a Key-Decisions Roadmap of critical decisions that will be
required of key stakeholders over the course of the Project.

1.1.11. Contractor must align Stakeholders with the Governance structure developed for the
Project and Key Decision Makers.

1.1.13. Contractor must work with within the Cloud Provider organization for architecture and
design of the solution.

1.1.14. Contractor must provide a Risk Management Plan that shall be used, quantify the
potential impact of each identified risk, present mitigation plans for each identified risk, and
enact appropriate risk responses.

1.1.15. Contractor must implement risk mitigation measures and contingency plans as high-
priority risks are identified and monitored.

1.1.16. Contractor must provide a description of how Operational Changes resulting from
problem-solving or process improvement will be documented and approved.

1.1.17. Contractor must provide Project Status Reports and conduct regularly scheduled status
meetings reviewing project progress, planned activities, major milestones, and project
deliverables, all critical path dependencies, bottlenecks, staffing resources, risk management,
issues/issue resolution, and next steps.

1.1.18. Contractor must provide weekly status reviews, issue logs, and progress reports at the
sub-team level (e.g. SAP CoE functional teams, technical team, deployment team) by Tuesday
each week.

1.1.19. Contractor shall use the SAP CoE Document repository to store, organize, track, control
and disseminate all information and items produced by and delivered to the project.

1.1.20. Contractor must provide a toolset to support project activities such as issues
management, requirement management, and change management, etc., accessible by all
internal and external project team members. The data will be provided to the County throughout
the life cycle of the project.

1.1.21. Contractor must prepare and track County change requests and document impact
analysis associated with developed changes per SAP CoE change management process.
1.1.22. Contractor must support County approved and prioritized changes.

1.1.26. Contractor must support the County by providing and documenting a Business Process
and Change Management Strategy.
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1.1.27. Contractor will assist County business process and organizational change management
activities.

1.1.28. Contractor must support County documentation deliverable details, formats, and
acceptance criteria.

1.1.29. Contractor must support County approval of all Templates, Formats, and Materials to be
submitted for Deliverable Acceptance.

1.1.30. Contractor must provide an Issue Management and Resolution Strategy and process
including identification, tracking, and resolution of issues.

1.1.31. Contractor must provide, update, and maintain a formal, comprehensive Project
Management Plan (PMP) for migration and onboarding activities that includes (but is not limited
to ) the following key components:

1.1.31.1. Contractor and subcontractor management

1.1.31.2. Budget management, expenditure control, and Earned Value as mutually agreed upon
by the County and Bidder
. Critical path identification, and dependencies
. Current project schedule

. Deliverable/product review and approval and other acceptance criteria

. Issue tracking, escalation, and resolution

. Operational change request approval and tracking

. Project initiation activities

. Project success evaluation criteria and project close-out activities
10. RACI (Responsible, Accountable, Consulted, Informed) of all County, Contractor and
Ies and Responsibilities

.31.11. Relationships to other IT and business efforts

.31.12. Schedule/milestones tracking and resource allocation

.31.13. Status and other reporting activities

.34. Contractor must prepare Workshops for Extension Planning and Design, Analytics
Iannmg and Design, , User Interface Design.
1.1.34.1. Contractor must conduct User Experience Strategy and Workshops to define the
UX/UI Strategy.
1.2. Prepare Phase Tasks

1.2.1. The Contractor must conduct the following Prepare Phase Tasks

1.2.1.1. RISE with SAP Onboarding Workshops

1.2.1.1.1. Attend the Onboarding Welcome & Introduction Workshops
.2.1.1.2. Prepare for the Business Network Kickoff Workshop
.1.1.3. Engage with the RISE with SAP team

.1.2. Conversion Readiness Assessment

.1.2.1. Perform SAP Readiness Check for SAP S/4HANA

.1.2.2. Conduct Functional Review Workshop
.1.2.3. Conduct Technical Review Workshop
Al
1
1
A
1

(DOONO’U'I&&

31,
31,
31.
31,
31,
31,
31,
31,

1
1
1.
1.
1.
1.
1.2.1.3. Application Value and Scoping

1.2.1.3.2. Review and Request SAP Process Insights

1.2.1.3.3. Identify the impact of SAP S/4HANA on Existing Business Processes
1.2.1.4. Operation and Support Assessment

1.2.1.4.1. Conduct Operation and Support Workshop

NNNNNNNNNN

1.2.1.5. Getting Started with your SAP Implementation

1.2.1.5.1. Review Overview Documentation

1.2.1.5.2. Review Onboarding Documentation

1.2.1.5.3. County is responsible for providing Project Team Members Access to the SAP for Me
and SAP Customer Communities
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1.2.1.6. Request Initial System Access

1.2.1.6.1. Request SAP Cloud ALM Tenant

1.2.1.7. Initial System Access for SAP Cloud ALM

1.2.1.7.1. Access SAP Cloud ALM and Create Users

1.2.1.8. Initial Access for RISE with SAP Systems

1.2.1.8.1. Receive System Handover Notifications

1.2.1.8.2. Set up Users and Assign Authorizations

1.2.1.9. Initial System Access for SAP Business Technology Platform
1.2.1.9.1. Access to SAP Business Technology Platform

1.2.1.9.2. Create Users in the SAP Business Technology Platform Cockpit
2.1.10. SAP Supporting Implementation Tools Access

2.1.10.3. Subscribe to Cloud Integration Automation Service (CIAS) in BTP
2.1.10.4. Ensure availability of SAP Solution Manager 7.2

2.1.12. Project Plans, Schedule and Budget

2.1.12.1. Create Project Schedule and Budget

2.1.12.2. Assign Resources and Refine Project Tasks in SAP Cloud ALM
2.1.12.3. Align Project Schedules

2.1.13. Project Standards, Infrastructure, and Solution

2.1.13.1. Define Project Standards

2.1.13.2. Set Up Project Team Logistics and Infrastructure

2.1.13.3. County is responsible for creating a Document Repository for the Implementation
roject Team

1.2.1.13.4. Define Standards on Certifications

2.1.14. Project Kick-Off and On-Boarding

1.14.1. On-board Project Team

1.14.2. Conduct Kickoff Workshop

1.16. Transition Planning 1.2.1.16.1. Check the Conversion Readiness of SAP ERP
1.16.2. Define Project Scope and Objectives

1.16.3. Define Cutover Strategy

1.16.4. Run the User Experience Strategy and Guiding Principles Workshop
1.16.6. Define Technical Architecture

1.16.7. Perform Data Volume Planning

1.16.8. Run a Legacy Impact Analysis on interface Inventory and Data Integration
1.16.9. Determine Business Process Performance Baseline

1.16.11. Run a Technical Security Check

1.16.12. Define a Testing Strategy

1.17. Transition Preparation

1.17.1. Execute on Follow-Ups from Transition Planning

1.17.2. Review and Prepare Conversion Activities

1.18. User Experience Strategy and Workshops

1.18.1. Define the UX/UI Strategy

1.22. Prepare Extension

1.22.2. Improve Custom Code Quality Measures

1.22.3. Plan Extensions for County custom applications

1.

1.

1.

1.

1.

1.

1.

1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
P

23. Data Migration Approach and Plan

23.1. Develop the Data Migration Approach and Plan
24. Prepare Integration Setup

24.1. Verify Access to Systems for Integration

25. Analytics Approach and Plan

25.1. Develop Analytics Approach and Plan

1.
1.2.
1.2.
1.2.
1.2.
1.2.
1.2.
1.2.
1.2.
1.2.
1.2
1.2.
1.2.
1.2.
1.2.
1.2,
1.2.
1.2,
1.2.
1.2.
1.2.
1.2.
1.2.
1.2.
1.2.
1.2.
1.2.
1.2.1.29. Operations Planning
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1.2.1.29.1. Clarify Operational Requirement

1.2.1.29.2. Ensure Operational Readiness

1.2.1.30. Value Determination

1.2.1.31. Phase Closure and Sign-Off Phase Deliverables

1.2.1.31.1. Conduct Project Assessment Review as per SAP CoE expectations.
1.2.1.31.2. Obtain Customers Sign-Off for Phase Completion

2. Design/Build/Remediate Phase Introduction

Development and Quality Assurance migration to S/4HANA shall be done during the phase for
all County SAP Systems (except Supplier Relationship Management (SRM), Public Sector
Budget Systems (SBP), Master Data Management (MDM), and Business Warehouse (BW)).
Custom code analysis shall be performed for the migrated system. Workshops to be conducted
as needed with key stakeholders in the areas of Finance, Procurement, and Analytics and
Technical for documenting key changes in the solutions as well as understanding the custom
business processes in these areas that candidates for business process transformation.
Specific Workshop requirements and schedule will be defined in the prepare stage.
Identification and application of OSS notes to known problems after the HANA migration will be
implemented.

2.1. Design/Build/Remediate Phase Requirements

2.1.1. Contractor must provide a Business Solution that shall define the overall design for the
implementation of the Project, including, but not limited to:

2.1.1.1. Business and architectural end-state design for the System

2.1.1.2. Reporting Strategy

2.1.1.3. Onboarding and Migration activities

2.1.1.4. Migration approach

2.1.1.5. Impact Analysis resolution/mitigation strategies

2.1.2. Contractor must engage the chosen Cloud Services Provider for Architectural and Design
assistance, including (but not limited to):

2.1.2.1. Target Cloud Architecture

2.1.2.2. Security

2.1.2.3. Networking

2.1.2.4. Interfaces

2.1.2.5. Build Sheet

2.1.2.6. Reporting

2.1.2.7. Post Migration Managed Services

2.1.2.8. Service Level Requirements

2.1.3. Contractor must conduct Functional and Technical Design Workshops and breakout
sessions necessary to address and finalize requirements for migration, remediation and post-
migration validation for existing custom interface requirements for (but not limited to):
2.1.3.1. Java Programs

2.1.3.2. Encryption and Decryption

2.1.3.3. FTP File Transfers (inbound/outbound)

2.1.3.4. File and Directory status Retrieval

2.1.3.5. Interface Notifications

2.1.3.6. XML Transformations

2.1.3.7. Interface file generation and processing (inbound and outbound)

2.1.3.8. Benefit Workbench post-migration validation

2.1.3.9. Preservation of Integration History Data

2.1.3.10. Migration of Batch jobs

EXHIBIT C-1 - SLA
Ver. 2020.09.29



2.1.4. Contractor must conduct Functional and Technical Design Workshops and breakout
sessions necessary to address and finalize requirements for (but not limited to):

2.1.4.1. Target Cloud Architecture

2.1.4.2. Security

2.1.4.3. Networking

2.1.4.4. Interfaces

2.1.4.5. Build Sheet

2.1.4.6. Reporting

2.1.4.7. Post Migration Managed Services

2.1.4.8. Service Level Requirements

2.1.5. Contractor will use the available tools below as part of the migration process as needed.
Available tools: '
2.1.5.1. Usage Procedure Logging (UPL)

2.1.5.2. ABAP Call Monitor (SCMON)

2.1.5.3. Custom Code Lifecycle Manager (CCLM)

2.1.5.4. SAP Code Inspector

2.1.5.5. ABAP Test Cockpit (ATC)

2.1.5.7. SAP Readiness Check Dashboard

2.1.5.8. Custom Code Scoping

2.1.5.9. S/AHANA ABAP checks

2.1.5.10. Custom Code Analysis

2.1.8. Contractor will evaluate if operational and technical assessment and analysis of the
current environments for sizing and planning purposes is needed.

2.1.10. Contractor must develop a Migration Strategy, Migration Plan and Migration Schedule,
which includes environment migration schedules, decommissioning plans, as-is and to-be -
overlapping resource schedules. This includes updating the Project Plan.

2.1.11. Contractor shall factor a minimum of 2 “mock” migrations into the Migration Strategy.
2.1.12. Contractor must update Key-Decisions Roadmap of critical decisions that will be
required of key stakeholders over the course of the Project.

2.1.13. Contractor must update Project Charter that outlines the scope, timeline, objectives,
organization structure, project approach, high-level deliverables, resources, and governance
structure.

2.1.14. Contractor must optimize the final Migration Strategy contemplating the least amount of
impact on production systems; ideally 8 production hours impact.

2.1.15. Contractor must configure Security Groups and Setup.

2.1.16. Contractor must confirm network Ips.

2.1.17. Contractor must confirm connection setup and security

2.1.18. Contractor must address and remediate Obsolete, Not Working, Syntactic and Semantic
issues with the Readiness Check Dashboard

2.1.18.1. Active Business Functions

2.1.18.2. Add-On Compatibility

2.1.18.3. Bolt-On Compatibility

2.1.18.4. Business Process Analytics

2.1.18.5. Business Warehouse Extractors

2.1.18.6. Custom Code Analysis

2.1.18.7. Data Volume Management

2.1.18.8. HANA Sizing

2.1.18.9. Simplification items

2.1.18.10. Contractor must rerun Readiness Check as needed until all flagged items are
corrected.
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2.1.19. Contractor must Review System Builds using the Build Sheets and workbook developed

earlier:2.1.19.2. Verify VM’s per Build Sheet

2.1.19.5. Configure the SAP HANA database and applications

2.1.19.7. Execute technical cutover (final data/networking)

2.1.19.15. Troubleshoot application issues

2.1.19.17. Update Documentation — Build Sheets, STIG, Gold Image doc, Low-Level Design
document, High-Level Design Document as needed

2.1.19.18. Workload planning and stress testing (if applicable)

2.1.19.19. Apply SAP Best Practices/AWS specific OSS Notes

2.1.19.20. Apply SAP Specific OSS Notes related to target Cloud Services Provider

2.1.19.23. Provision/Install DB

2.1.19.25. Create and Maintain Custom DB Objects

2.1.19.27. Confirm install initial OS and DB Patches (SAP RISE is responsible for DB patches
once they take ownership of the system)

2.1.20. Contractor must support County in acting as the primary point of contact with the SAP
CoE Team.

2.1.21. Contractor must work with the SAP CoE team, owners of external systems, and/or third-
party service providers to collect information required to develop and document a detailed
interface design and approach (in the Detail Design Standards and Design Documents)
according to County standards.

2.1.22. Contractor must document the Technical System Design specifying all components,
modules, data stores, reports, interfaces, interface components, archiving solutions, and
bolt-on applications, Contractor-Developed Enterprise Technology Tools, and associated
operations procedures for the system.

2.1.23. Contractor must support the County to review and approve detailed design
documentation.

2.1.24. Contractor must create and document Unit Testing and Security Testing Plans.
Contractor will assist the County with creation and documentation of Integration, End-to-
End, User Acceptance, Document Conversion, and Regression Testing Plans

2.1.26. Contractor must install Contractor-Developed Enterprise Technology Tools (and any

other utilities/tools if required to support the Contractor's methodology) in environments

necessary to support the ongoing application development/configuration

activities, including any elements required for data migration, performance testing and

validation, or which support enhanced functions or features.

2.1.28. Contractor must establish formal Response Time and Capacity Testing Strategy and

Plans.

2.1.29. Contractor must establish, document, remediate, and maintain Development Schedule

the overall Workflows, Reports, Interfaces, Conversions, Enhancements, and Forms (WRICEF).

2.1.30. Contractor must provide training materials for training and knowledge transfer to SAP

CoE staff, addressing changes in infrastructure, application, business processes, etc. resulting

from the migration Project.

2.1.31. Contractor must provide training and knowledge transfer to the SAP CoE staff, in

accordance with the Training and knowledge Transfer Plan, to support the detailed

requirements definition phase of implementation activities.

2.2. Design/Build/Remediate Phase Tasks (but not limited to):

2.2.1. Execution/Monitoring of Project

2.2.1.1. Direct and Manage Project Execution

2.2.1.2. Update Project Management Documents

2.2.1.3. Manage Project Issues, Risks, and Changes

2.2.1.4. Communicate Project Status and Progress

2.2.1.5. Deliver Project Goal Alignment Survey
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2.2.18. Test Planning

2.2.18.1. Create Test Strategy

2.2.18.2. Determine Test Scope

2.2.18.3. Create and Schedule an Overall Test Plan
2.2.19. Sizing Validation

2.2.19.1. Validate Sizing

2.2.22. Phase Closure and Sign-Off Phase Deliverables
2.2.22.1. Conduct Project Quality Gate

2.2.22.2. Assess Project Performance

2.2.22.3. Obtain Customer Sign-Off for Phase Completion

3. Test/Validate Phase Introduction

Integration Testing shall be conducted along with issue resolution. Integration testing shall
involve comprehensive testing targeted at validating objects, connectivity, and interfacing of the
source and target systems focused on End-to-end scenarios including checks and validation of
data flows in and out of SAP systems. User Acceptance Testing will be performed after
completion of Integration Testing. Performance Testing along with DR testing shall all be
performed during this phase. A Mock cutover is recommended to be performed that will help in
the development of cutover plan.

3.1. Test/Validate Phase Requirements

3.1.1. Contractor must create test and development environments.

3.1.2. Contractor must perform all necessary technical design development, configuration,
document conversion/migration, unit testing, and scripting, of system modules as required to
provide and implement the design specifications.

3.1.5. Contractor must support all appropriate testing (e.g. unit testing, end-to-end testing,
response time and capacity testing, regression testing, parallel testing),

3.1.6. Contractor must complete Functional Adaptation:

3.1.6.1. Rerun checks for HANA compatibility e.g. using ABAP Test Cockpit (ATC)

3.1.6.2. Update maodifications to standard transactions SPDD, SPAU, SPAU_ENH

3.1.6.3. Fix S/4HANA Findings

3.1.6.4. Review Simplification ltems

3.1.6.5. Run ABAP SQL Monitor

3.1.6.6. Tune for performance

3.1.7. Contractor, in conjunction with County representative, must validate the system for
compliance with the System Security Strategy and Plans.

3.1.8. Contractor will facilitate County functional, integration, parallel, and regression test
environments and assist the county with associated test data including creation and
maintenance during the testing period.

3.1.9. Contractor must support County to review testing results for compliance with policies,
procedures, plans, and test criteria and metrics (e.g. defect rates, progress against schedule).
3.1.10. Contractor must support County to coordinate user acceptance testing. This includes
gain user involvement, establish and define acceptance criteria, setting high-level test
objectives, establish high-level test scenarios, establish end-to-end test scenarios, develop with
County all test case scenarios, prepare test data.

3.1.11. Contractor must facilitate and support technical testing as prescribed by County,
including: establishing adequate test environment; preparing data to support test case scenarios
within modified system as well as managing relationship with all interfaced systems necessary
to conduct test; troubleshooting; supporting users to progress through scenarios; simulating
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interfaces or working with integrated systems to conduct end-to-end tests; supporting document
batch/load processing; exercising functionality; and reporting results.

3.1.12. Contractor must utilize a tool to track all defects as a result of all testing efforts, including
documenting successful test results.

3.1.13. Contractor must correct migration related defects found as a result of testing efforts.
Defects related to 3™ party software will be the responsibility of the 3 party software vendor.
3.1.14. Contractor must support County to review and approve configuration management
policies and procedures.

3.1.15. Contractor must work with the county to perform configuration management activities
throughout the life cycle.

3.1.16. Contractor must develop training materials including power point presentations for
training delivery and instructor guides for County SAP CoE staff training. Scope of training
material development is limited to changes in infrastructure, application(s) business process
transformation resulting from the migration Project.

3.1.17. Contractor will assist the County with developing the training schedule for SAP CoE
Support Staff.

3.1.21.4. Contractor will assist the county with the development of a communication plan.
3.2. Test/Validate Phase Tasks (but not limited to):

3.2.1. Execution/Monitoring of Project 3.2.1.1. Plan, Direct, and Manage Project Execution
3.2.1.2. Update Project Management Documents

3.2.1.3. Manage Project Issues, Risks, and Changes

3.2.1.4. Communicate Project Status and Progress

3.2.3. SAP Business Network Release Request

3.2.3.1. Submit the Business Network Release Request Form

3.2.3.2. Perform the SAP Business Network Starter Pack Deployment

3.2.4. Quality System Initial Access

3.2.4.1. Access Quality System and Reset Password

3.2.4.2. Create Users in the Quality System

3.2.5. Initial Quality System Setup

3.2.5.1. Transport Fiori Rapid Activation

3.2.5.3. Set up Quality System for System Conversion

3.2.7. Solution Configuration

3.2.7.1. Run Handover Session

3.2.7.2. Create the Custom Business Roles for SAP Fiori

3.2.7.3. Configure Master Data

3.2.7.4. Configure Core Finance

3.2.7.5. Perform Main Configuration

3.2.7.6. Run Unit Test

3.2.7.7. Run String Test

3.2.7.8. Run Solution Walk-Through

3.2.7.9. Resolve identified Issues

3.2.7.10. Document Configured Settings

3.2.8. Product Enhancements

3.2.8.1. Adjust Affected Existing Custom Code

3.2.8.2. Development of WRICEF Objects

3.2.8.3. Enhancement and Development of User Interface

3.2.8.4. Custom Development

3.2.10. Output Management Setup in the Quality/Test System

3.2.10.1. Set Up Printers if required

3.2.10.2. Set Up Email if required

3.2.10.3. Customize Form Tempiates if required
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3.2.10.4. Customize Email Templates if required

3.2.10.5. Transport Custom Objects from Quality to Production System
3.2.11. Extension Development in the Development and Quality Systems
3.2.11.1. Setup and Develop Key-User Extensions

3.2.11.2. Setup and Develop Classic Extension in the DEV Landscape
3.2.11.3. Setup and Develop Side-by-Side Extensions

3.2.11.4. Setup and Develop County source system custom applications and functionality
3.2.12. Data Migration Development and Testing in the Development System
3.2.12.2. Execute Migrate Data Directly from an Existing SAP System
3.2.13. Analytics Configuration in the Quality System

3.2.13.1. Set up and Enable Embedded Analytics

3.2.13.2. Configure Analytics in the Quality System

3.2.14. Integration Setup in Development and Quality Landscape
3.2.14.1. Set up Integrations in Development Landscape

3.2.14.2. Set up Integrations in Quality Assurance Landscape

3.2.14.3. Set up Integrations using Cloud Integration Automation Service (CIAS)
3.2.15. Production System Initial Access

3.2.15.1. Access Production System and Reset Password

3.2.15.2. Transport Fiori Rapid Activation

3.2.15.3. Set up Production System

3.2.16. User Access and Security Implementation

3.2.16.1. Implement User Access and Security

3.2.19. Test Preparation

3.2.19.1. Prepare Testing Prerequisites

3.2.19.3. Defining Test Cases/Test Scripts

3.2.19.4. Create Test Plan

3.2.19.5. Establish Readiness for User Acceptance Test

3.2.20.2. Execute Migrate Data Directly from an Existing SAP System
3.2.20.3. Conduct Final Data Quality Assessment

3.2.20.4. Transport Data Migration Project to Production

3.2.21. Integration Validation

3.2.21.1. Perform Integration Validation

3.2.22. Test Execution

3.2.22.1. Facilitate the Test Cases

3.2.22.2. Defect Management and Re-testing

3.2.22.3. Test Execution Analysis and Reporting

3.2.24. Set Up Integration in the Production System

3.2.24.1. Set up integrations in the Productive Landscape

3.2.24.2. Set up integration in the P-Landscape using Cloud Integration Automation Service
(CIAS)

3.2.25. Cutover Preparation

3.2.25.2. Create Cutover Plan and Documentation for System Conversion
3.2.26. Embedded Analytics Configuration in the Production System
3.2.26.1. Verify Embedded Analytics in the Production System

3.2.27. Deploy Extensions to the Production System

3.2.27.1. Deploy Key-user Extensions to the PROD Landscape

3.2.27.2. Development and Setup of Side-by-Side Extension in the PROD Landscape
3.2.27.3. Deploy Classic Extension to the PROD Landscape

3.2.28. Operations Implementation

3.2.28.1. Implement Operations Support Process and Tools

3.2.28.2. Plan Transition and Handover
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3.2.29. Phase Closure and Sign-Off Phase Deliverables
3.2.29.1. Conduct Project Quality Gate

3.2.29.2. Assess Project Performance -

3.2.29.3. Obtain Customer Sign-Off for Phase Completion

4. Deploy Phase Introduction

Mock cutover testing shall be performed before the actual cutover. The mock test shall include
activities happening during the business downtime including ramp down, technical upgrade and
migration, post migration checks and tests, balance checks, interface tests, and finally running
of pending background jobs and restarting interfaces before Go-Live. A detailed cutover plan
shall be used to perform the actual cutover of All SAP production systems.
Knowledge-Transfer (‘KT’) and Train-the-Trainer (‘'TTT’) training shall be performed by the
Contractor. Knowledge Transfer will happen as part of the migration to include County SAP CoE
employees actively participating in the implementation and forming part of all testing cycles.
Train-the-Trainer will be for appropriate key staff and support employees identified by the
County. The scope of all Knowledge Transfer and Train-the-Trainer training and any training
material included in the SOW and Addendums are limited to the changes in infrastructure
application(s) and business process transformation directly resulting from the migration project
and limited to those County internal and Operational Support Staff identified.

4.1. Deploy Phase Requirements

4.1.1. Contractor agrees to cooperate and work with County 3w party contractors identified and
the incumbent managed service provider who are required to be involved with the work or
project.

4.1.2. Deployment Plans — Provide Initial and Final Deployment Plans (turn-over-to-production
plan).

4.1.3. Develop Transition Plans that encompass business process, operations (business and
IT), and technical-support plans that need to be in place to mitigate implementation risk.
Coordinate this documentation with staff training activities.

4.1.4. Documentation Review and Acceptance Guide: Provide a mechanism for County
representatives to review and accept converted/migrated data before production deployment of
new or upgraded functionality.

4.1.5. Deliver Training and Knowledge Transfer: Provide Training and Knowledge Transfer to
the County SAP COE team prior to deployment.

4.1.6. Provide initial KT & TTT to the SAP COE team. Scope of training and knowledge transfer
is limited to changes in infrastructure and application(s) resulting from the migration Project.
4.1.7. Conduct Go/No-Go Meeting and develop a Go/No-Go Documentation.

4.1.8. Contractor must provide Initial and Final Deployment Plans (turn-over-to-production plan).
4.1.9. Contractor must coordinate deployment and support activities with applicable County
sites.

4.1.10. Contractor must perform deployment and support activities with applicable County sites.
4.1.12. Contractor will assist the County with developing Transition Plans that encompass
business process, operations (business and IT), and technical-support plans that need to be in
place to mitigate implementation risk. Coordinate this documentation with site-specific KT & TTT
training activities.

4.1.13. Contractor must provide Recommended Operations and Administration Procedures
related to the deployment.

4.1.14. Contractor must provide Role to Position Mapping Document which outlines the security
roles, positions, and authorizations configured in the system.
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4.1.15. Contractor must provide a mechanism for County representatives to review and accept
converted/migrated data elements before production deployment of new or upgraded
functionality.

4.1.17. Contractor must track deployment and document migration/conversion status and
notification.

4.1.18. Contractor must develop/provide Technical Documentation as well as training related to
configuration management, installation, development, and performance tuning for targeted SAP
CoE technical and functional personnel. Scope of documentation is limited to changes in
infrastructure and application(s) resulting from the migration Project.

4.1.19. Contractor must develop business process support documentation and associated
business rules and configuration parameters for the targeted SAP CoE project team. Deliver the
“train the trainer” training.

4.1.20. Contractor must provide Draft and Final KT & TTT Training Materials for the system.
Scope of training material development is limited to changes in infrastructure and application(s)
resulting from the migration Project.

4.1.22. Contractor must support the County to provide a Post-Production Support Strategy
which outlines the processes for end-users to obtain support in the post-go-live environment.
4.1.23. Contractor must provide input to the incumbent Managed Service provider (RISE) how
the cloud migration may affect business continuity and disaster recovery. Contractor will
develop the formal Business Continuity Strategy and Plans that describe the approach that will
be taken to adhere to RISE’s Service Level Requirement (SLR).

4.1.24. Contractor must support the County to provide formal Managed Services Support
Strategy and Plans that describe the approach that will be taken to perform business ongoing
support activities.

4.1.25. Contractor must provide Batch Schedule which sequences the execution of automated
background jobs for processing with other County production jobs.

4.1.26. Contractor must provide metrics regarding scalable and acceptable levels of
performance, based on SAP’s best practices and recommendations.

4.1.27. Contractor must update the training and knowledge transfer plan as required.

4.1.28. Final Preparations:

4.1.28.1. Contractor must perform final migration from existing system(s) to the target
system(s), by electronic or manual methods and perform selected integration, response time
and capacity, to validate that the solution is ready for production.

4.1.28.2. Contractor must provide a Runbook that describes the approach that will be taken
during go-live activities.

4.1.28.3. Contractor must create a Go/No-go Checklist.

4.1.28.4. Contractor must support the County to approve production deployment go/no-go
decisions.

4.1.28.5. Contractor must conduct Go/No-go Meeting and develop Go/No-go Documentation.
4.1.28.6. Contractor must conduct a dress rehearsal to determine with SAP CoE staff before go
live.

4.2. Deploy Phase Tasks

4.2.1. Execution/Monitoring of Project

4.2.1.1. Direct and Manage Project Execution

4.2.1.2. Manage Project Issues, Risks, and Changes

4.2.1.3. Update Project Management Documents

4.2.1.4. Communicate Project Status and Progress

4.2.3. Operations Readiness

4.2.3.1. Operational Readiness

4.2.3.2. Tracking Goals

4.2.4. Dress Rehearsal
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4.2.4.1. Perform Dress Rehearsal

5. Run/Go Live and Hyper-care Support

HANA migrated or S/4 converted SAP systems will be enabled for the business to perform live
transaction in the production system and the contractor shall provide support during the Hyper-
care Period.

5.1. Run/Go Live and Hyper-care Support

5.1.1. Deliver Final Migration: Perform final migration from existing system(s) to the target
system, by electronic or manual methods and perform selected integration, response time and
capacity, testing to validate that the solution is ready for production.

5.1.2. County Migration Acceptance Criteria is measured by the following successful business
outcomes:

5.1.2.1. Completion of Cutover Checklist including timely end user validation of key/critical
processes such as, but not limited to:

5.1.2.1.1. Most-used and critical reports.

5.1.2.1.2. Fiori apps

5.1.2.1.3. Interfaces

5.1.2.1.4. Master data updates (e.g., Vendor & Customer Master Data, Business Partner Master
Data, Employee Master Data, Grants, Internal Order requests & changes, Cost Center & Work
Breakdown Structure requests & changes, General Ledger request & changes, Fund Center
requests & changes, Material Master)

5.1.2.1.5. Procurement and inventory processing

5.1.2.1.6. Financial transactions and period end and year end reporting using public sector
management.

5.1.2.1.7. Payment processing for AP payments.

5.1.2.1.9. Contractor will be responsible for executing HANA Readiness report and all applicable
notes.

5.1.2.1.10. Other processes as defined during the course of project

5.1.2.2. Signed Project Implementation Acceptance Form

5.1.3. Hyper-care Support

5.1.3.1. Provide 3 months of hyper-care support which is exclusive of any additional
responsibilities of County’s Managed Services and Ongoing Operational Support provider. As
such tasks and Deliverables in this Warranty Support Phase will be delivered in support of the
incumbent County Managed Services and Ongoing Operational Support.

5.1.3.1.1. Provide monthly reports detailing the warranty work (i.e., number and type of defects,
the status of defects).

5.1.3.1.2. Perform system fixes to correct system-level performance problems that the
Contractor was responsible for.

5.1.3.1.3. Perform additional custom code remediation as identified as warranty work.
5.1.3.1.4. Perform fixes to correct all improperly converted files or tables that the Contractor was
responsible for.

5.1.3.1.5. Perform fixes to correct all translation or load errors for interfaces that the Contractor
was responsible for.

5.1.3.1.6. Perform fixes to correct all errors from application configuration or parameter table
settings that are not consistent with the intended design and were the responsibility of the
Contractor.

5.1.3.1.8. Test the system to ensure that no regression errors are introduced for warranty work
that Contractor was responsible for.

5.1.3.1.9. Approve of all Warranty Service fixes with formal sign-off.
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5.1.3.2. Update all documentation and related files/deliverables if affected by warranty work that
Contractor was responsible for such as:

5.1.3.2.1. Business Solution documents.

5.1.3.2.2. Requirements Definition documents.

5.1.3.2.3. Design and Specification documents.

5.1.3.2.4. Workflows, Reports, Interfaces, Conversion/Migration, and Enhancements functional
and technical specifications.

5.2. Run/Go Live and Post Deployment Warranty Support Tasks (but not limited to):
5.2.1. Production Cutover

5.2.1.1. Execute Cutover Tasks per the Cutover Plan

5.2.2. System Go-Live

5.2.2.1. Production System to Live

5.2.3. Production Hypercare Support

5.2.3.1. Provide Hypercare Support

5.2.4. Handover to Support Organization

5.2.4.1. Resolve and Close Open Issues

5.2.4.2. Handover Operations Responsibility

5.2.5. Incident and Problem Management

5.2.5.1. Manage Incident

5.2.5.2. Manage Problem

5.2.6. Phase Closure and Sign-Off Phase Deliverables

5.2.6.1. Conduct Project Quality Gate

5.2.6.2. Assess Project Performance

5.2.6.3. Obtain Customer Sign-Off for Phase/Project Completion

6. SAP BTP Requirements and Tasks
SAP BTP will be enabled for the business to perform integration of systems in all environments.

6.1 Contractor must provide documentation that shall define the overall design for the BTP
implementation and integration of the Project, including, but not limited to:

a. Business Requirements

b. As-Is Business Process

c. To-Be Business Process

d. GAP Analysis

e. Functional Specification

6.2 Deliver Training and Knowledge Transfer: Provide Training and Knowledge Transfer to the
County SAP COE team prior to BTP deployment. Contractor must develop training materials
including power point presentations for training delivery and instructor guides for County SAP
CoE staff training.

6.3 Contractor must develop/provide Technical Documentation as well as training related to
configuration management, installation, development, and performance tuning for targeted SAP
CoE personnel. Scope of documentation is limited to changes in infrastructure and
application(s) resulting from integration and implementation of BTP. These documents must
include, but are not limited to:

a. Extensions/Integrations planning and design Document

b. Analytics planning and design Document

c. Security planning and design Document

d. UX/UI planning and design Document

e. Test planning and design Document
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6.4 Contractor must facilitate and support technical testing as prescribed by County, including:
establishing adequate test environment; preparing data to support test case scenarios within
modified system as well as managing relationship with all interfaced systems necessary to
conduct test; troubleshooting; supporting users to progress through scenarios; simulating
interfaces or working with integrated systems to conduct end-to-end tests; supporting document
batch/load processing; exercising functionality; and reporting results.

6.4.1 Contractor must correct defects found as a result of testing efforts.

6.4.2 Contractor must utilize a tool to track all defects as a result of all testing efforts, including
documenting successful test results.

6.5 Contractor must provide a Conversion/Deployment/Implementation that describes the
approach that will be taken during migration and go-live activities.

6.6 Contractor must create an Operational Readiness Document.

6.7 Contractor must conduct a dress rehearsal to determine with SAP CokE staff before go live.

B. Project Deliverables:

Deliverable # - Project Phase Deliverable
1 - Prepare (Within 60 days of Deliverable Closure and sign-off must contain:
Contract award} 1 1. Execution Plan and monitoring of the Prepare

Phase Document
2. Project initiation task verification Document
3. Plan project, schedule, and budget Documents.
Including but not limited to:

a. Issues and Risk Log

b. Decision Log

c. Project kickoff activities Document

d. Risk Management Plan
2 — Prepare 2 Deliverable Closure and sign-off must contain:
1.Project standards and infrastructure Document
2.Access to implementation-supporting tools
verification Document
3 - Prepare 3 Prepare Phase Closure and sign-off must contain
Deliverables 1-2 and:
1. Analytic Preparation Document
2. Testing Strategy and approach Document
3. UX/UI Strategy and approach Document
4. SAP CoE Internal Team Training Strategy
5. Project Scope Document and Sign-Off
6. Prepare Phase Closure and Sign-off
4 - Design/Build/Remediate Deliverable Closure and sign-off must contain:
1. Execution Plan and monitoring of the
2. Design/Build/Remediate Phase Document
3. Analytic analysis Document
5 - Design/Build/Remediate Deliverable Closure and sign-off must contain:
1. Solution definition Document
2. Integration planning and design Document
3. Extensions planning and design Document
4. Analytics planning and desigh Document
5. Security planning and design Document
6. UX/Ul planning and design Document
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6- Design/Build/Remediate

Deliverable Closure and sign-off must contain:

1. Technical Architecture and infrastructure

2. Definition Document

3. Technical planning and design Document

4. ldentity and access management planning and
design Document

7 - Design/Build/Remediate

Design/Build/Remediate Phase Closure and sign-off
must contain Deliverables 4-6 and:

1. Testing Plan Document

2. Initial access and setup of the development
environments verification Document

3. Initial access and setup of the quality assurance
environments verification Document

4, Design/Build/Remediate Phase Closure and Sign-
off

8 — Test/Validate

Deliverable Closure and sign-off must contain:
1. Execution Plan and monitoring of the
Design/Build/Remediate Phase Document

2. Analytic analysis Document

9 — Test/Validate

Deliverable Closure and sign-off must contain:

1. Configuration and solution documentation UX,
Security, Operations, Monitoring verification
Document

2. Integrations 3.
Setupl/configuration/development/testing verification
Document

3. Development and setup of solution extensibility
verification Document

4. Development and setup of County extensibility
custom applications verification Document

5. Development and setup of solution Analytics
verification Document

6. Setup of output management and printing
verification Document

10 — Test/Validate

Deliverable Closure and sign-off must contain:

1. Legacy data migration activities verification
Document

2. System upgrade (if needed for solution)
verification Documents

3. Technical operations and handover plan
Document

4. Activation of additional scope of items verification
Documents

11 — Test/Validate

Deliverable Closure and sign-off must contain:
1. Planning of SAP Center of Excellence for
operational support Document

12 — Test/Validate

Test/Validate Phase Closure and sign-off must
contain Deliverables 8-11 and:

1. Execution of unit and string testing in sprints
verification Documents

2. Two (2) complete rounds of Integrated Testing
Cycles (ITC) in Quality Assurance Environment.

3. One (1) additional round if needed.

4. Preparation and execution of integration testing,
unit testing, string testing,
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5. Preparation and execution of UAT Documents and
verification Documents

6. Cutover planning Document

7. Realize Phase Closure and Sign-off

13 — Deploy

Deliverable Closure and sign-off must contain:
1. Execution Plan and monitoring of the Deploy
Phase Documents

2. Execution of Transition Plan Document

3. SAP CoE Internal Team learning delivery
verification Documents

14 — Deploy

Deploy Phase Closure and sign-off must contain
Deliverables 13 and:

1. Validation of Integrations, Operational Readiness,
Analytics, Extensions verification Documents

2. Dress rehearsal verification Documents

3. Post-Production Support Strategy Document

4. Managed Service Support Strategy Document

5. Go-No Go decision point verification Document,
Appendix E.

6. Deploy Phase Closure and Sign-off

15 — Run/Go Live

Deliverable Closure and sign-off must contain:

1. Production cutover verification Document

2. Go live production validation testing verification
Document

3. Operation readiness verification Document

16 — Run/Go Live

Deliverable Closure and sign-off must contain:

1. Hypercare support Document

2. Stabilization of the production environment after
cutover verification Document

3. Warranty Phase system acceptance verification
Document

17 - Run/Go Live

Run/Go Live Phase Closure and sign-off must
contain Deliverables 15-16 and:

1. Handover to support organization Document
2. Run/Go-Live Phase Closure and Sign-off

18 — SAP BTP

Deliverable Closure and sign-off must contain:
1. To-Be Business Process Documentation
2. Functional Specification

19 - SAP BTP

Deliverable Closure and sign-off must contain:
1. Extensions/integrations planning and design
Document

2. Analytics planning and design Document

3. Security planning and design Document

4. UX/UI planning and design Document

5. Test planning and design Document

20 — SAP BTP

SAP BTP sign-off must contain Deliverables 18-19
and:

1. Conversion/Deployment/Implementation Plan
2. Operational Readiness Documentation

3. SAP CoE internal Team Training Guides and
training plan

4. Prepare and track defect log

5. SAP BTP Sign-off
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C. Fees and Deliverable Payment Schedule:

Contract Value: $4,600,000.00
L liverabl i I Estimated
Deliverable Number/ Name F?:r:::n?abgg PayDnslele frlt)]c?unt Deliverable Date

1 — Prepare (Within 60 days of 2% S 79,972.40
Contract award)

2 — Prepare 5% S 199,931.00
3 — Prepare 3% S 119,958.60
4 - Design/Build/Remediate 7% S 279,903.40
5 - Design/Build/Remediate 8% S 319,889.60
6- Design/Build/Remediate 7% S 279,903.40
7 - Design/Build/Remediate 12% S 479,834.40
8 ~ Test/Validate 6% $ 239,917.20
9 ~ Test/Validate 9% S 359,875.80
10 - Test/Validate 6% S 239,917.20
11 - Test/Validate 3% S 119,958.60
12 — Test/Validate 5% S 199,931.00
13 — Deploy 4% S 159,944.80
14 — Deploy 8% S 319,889.60
15 - Run/Go Live 5% S 199,931.00
16 — Run/Go Live 2% S 79,972.40
17 — Run/Go Live 2% S 79,972.40
18 — SAP BTP 2% S 79,972.40
19 — SAP BTP 2% S 79,972.40
20 - SAP BTP 2% S 79,972.40
Sub-Total 100% $3,998,620.00
Estimated Travel Expense $ 201,600.00
Sub-Total $4,200,220.00
Unanticipated Tasks $ 399,780.00
Contract Value $4,600,000.00

D. Deliverable Acceptance Process

SBC and EPI-USE will use this process to submit, manage, accept, and close Deliverables as

part of this Statement of Work.

# Task

1 Deliverable Created

The Deliverable is packaged/created based on the Acceptance
Criteria and submitted to SBC for review and acceptance. SBC
has five (5) business days to review and accept/reject.

2 Deemed Acceptance

The Deliverable is deemed accepted after five (5) days unless
EPI-USE is notified in writing of failure o meet the Acceptance
Criteria and reason for rejection.
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Document Reason for
Rejection

If the Deliverable is rejected, the rationale for rejection must be
documented. This documentation should be completed within five
(5) business days by SBC.

4 Re-submit Deliverable

After Deliverable is updated and reason for rejection cured, EPI-
USE submits for final acceptance.

Final Deliverable
Accepted

The Deliverable will be re-reviewed, and SBC will have three (3)
business days for the review and accept/reject.

A Sign-off document will be produced for each Deliverable, providing a summary description
and Acceptance Criteria for the specific Deliverable.

E. Assumptions and Constraints:

General:

1. All Pricing is in United States Dollars and exclude applicable taxes

2. The County shall provide EPI-USE with access to personnel, related systems and
documentation deemed pertinent to the effort when required. EPI-USE shall comply with all
access regulations and restrictions imposed by the County.

3. The County understands and are committed to staff the appropriate number of resources,
with the necessary skills, to implement this project successfully.

4. Solutions and services not specifically stated herein shall be considered "out of scope" and
are subject to additional fees, terms and conditions as applicable and mutually agreed to by the

County and EPI-USE.

5. The County will provide EPI-USE with current business processes and business process

documentation.

6. The County will support the testing phase.

7. Training and Organizational Change Management workstreams are the responsibility of the
County who will staff with knowledgeable personnel to ensure success of these workstreams.
8. Coordination, data requests, and testing with external vendors and internal/ external systems

will be the County’s responsibility.

9. All documents will be generated in US English only and the system will be configured for the
languages listed in the SOW (English).

10.The most-current version (as available at the start of the project ) of the software will be
implemented. Updates and/or upgrades are planned during the project based on the release
schedule from SAP (Bi-Annual updates are anticipated).

11.EPI-USE wiil own and manage all partners and sub-contractors included as part of this

proposal.

12.The County will be responsible for the coordination and testing of interfaces related to
internal and third-party systems/vendors.

13.Changes to the Project scope can impact the timeline, staff requirements, fees and
expenses, so any changes made to the scope of the Project must be mutually agreed upon in

writing by the County and EPI-USE.

14.SBC will provide acceptance to submitted project deliverables in a timely fashion. Unless
otherwise agreed upon, the normal acceptance timeframe will be five (5) business days

following delivery.

15.EPI-USE will provide project support during business hours; typically ranging between
8:00AM to 5:00PM Pacific time, Monday through Friday, except US federal holidays and other

holidays recognized by the County.
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16. EPI-USE will not provide Automated testing tools.
17. Tricentis Automated testing will not be implemented and used for the migration project.

OpenText/ VIM

1.

2.

10.
11.

12.
13.
14.
15.
16.

17.

18.

19.

20.
21.
22.
23.
24.

Design deliverable is the BRD document that outlines the functional scope of the
implementation.

The BRD will only include requirements identified and agreed upon during the design
sessions. Any modifications or additions to the BRD after acceptance will require a
change order and may incur additional costs and timelines.

If the BRD involves integration or dependencies on third-party systems, Optima's
responsibilities will be limited to the design and documentation of those integrations
based on information provided by SBC or third parties.

Optima will support the add-on installation process.

Implement new functionality according to the design document (BRD).

a. The addition of new functionality is limited to the items explicitly detailed in the
approved BRD. Any functionality outside the BRD or changes requested after
approval will not be included within the scope and may require a change order.

The time required for implementation and setup may be affected by unforeseen technical
challenges, including system incompatibility or third-party integration issues, which may
necessitate a scope adjustment.

. Assumption is that all invoices will come in via email channel, no additional channels in

scope.
The standard VIM Fiori tiles to be deployed on existing SAP Fiori infrastructure.

VIM will be set up to run both in back-end and front-end.

Connect IC subscription(s) to new SAP system landscape.

Integrate SAP Information Capture Core (IC) with the new SAP system in accordance
with the integration guidelines and instructions provided by the third party. No custom
integrations or modifications beyond the third party-provided standard integration
framework are anticipated or included within the scope of this engagement. Any
additional integration requirements will be addressed through a mutually agreed change
order process.

Reports will be delivered out-of-the-box.

Setup of role determination, offering both front-end and back-end AP execution of items.
Optima to provide support of up to 60 hours for IT

Optima to provide support of up to 60 hours for UAT.

Optima to provide Super User Training following a train-the-trainer concept of up to 40
hours incl creation of any material.

Optima provides up to 40 hours of Go-Live support to be consumed within 3 weeks of
Go-Live.

A Technical Design Document (TDD) to cover the technical architecture diagrams,
compatibility matrix, and specific recommendations based on sizing, versions, and
business scenarios.

TDD workshops, review sessions, documentation, and approval have been estimated to
take up to sixteen (16) hours.

Technical design does not include: High Availability or Disaster Recovery

Configuration up to two (2) OpenText environments (Non-Production and Production)
Integration and configuration with up to three (3) SAP environments.

If Cloud Connector Proxy is not installed, additional effort is required.

Archiving scenarios with OpenText Enterprise Scan and/or using Document Pipelines is
not included.
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25. SBC is responsible for hardware, network, and software provisioning.
26. SSL configuration included.
27. Data or document migration is not included.
28. Configuration up to two (2) OpenText tenants (Non-Production and Production)
29. Integration and configuration with up to three (3) SAP environments
30. SSL configuration included
31. Up to sixty (80) hours of Functional and Technical support for: Smoke Testing
a. Documentation
b. Knowledge Transfer
c. System Integration Testing - SIT
d. User Acceptance Testing - UAT
32. Up to eight (8) hours of support to be provided during the Two (2) weeks following Go-
Live.

Custom Code Remediation by smartShift

1. Technical-only remediation upgrade (no functional scope).

2. New enhancements, including enhancements to replace functional obsolete custom code are
not included in the estimate.

3. Scope includes up to two transformation cycles: SBX & DEV

4. For code remediation cost reduction, a US-based lead is included. Offshore development
resources will be utilized for code remediation.

Identity Access Governance

1. Current roles within existing environments will be utilized and upgraded to the new
environment. New role builds will be limited to <50 single roles.

2. Assumes that IAG provides a migration path from GRC Access Control to IAG without
customized or new build.

3. Assumption that limited new functionality with Fiori tiles will be required. New Fiori tiles will be
limited to <10 new tiles.

4. Assumes SAP is responsible for the BTP and SAP on RISE connectivity to networks. Active
Directory and firewalls are the responsibility of SBC, and their SAP RISE partners deployment.
5. San Bernadino county will supply SAP Security resources to support design, configuration,
build, UAT, migration/cutover and hypercare.

6. Current GRC-AC version/support package level will be used (GRC SP upgrade plus
validation/testing is not part of this transformation)

7. Current GRC-AC version will remain deployed and active

8. IAG User ID/Name will be consistent with on-premise GRC instance

9. IAG with BTP tenants will be deployed with similar (if not identical) landscape as on-premise
GRC (e.g. Development, Quality, and Production)

10.EPI-USE or their subcontractors assumes the migration of SAP Access Control will use the
existing master data for Access Risk Rulesets and Firefighter Owners, Controllers and User
assignments, with no functional changes to those components.

BASIS

1. SBC and EPI-USE are dependent on SAP RISE professionals completing infrastructure per
our project schedule. Any delays or issues from SAP could impact our overall migration
schedule.

2. BASIS Exclusions: a. Setup/configure target VM’s
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b. Setup/configure network on target systems

¢. Setup/configure Linux on target VIM’s

d. All Infrastructure setup excluded

e. Desktop installations/setup excluded

f. Source/Target backups are excluded

g. All source landscape basis tasks are excluded and stays the responsibility of the San
Bernardino team

h. Documentation (Only Blueprint documentation to be provided if required)

i. DR and HA setup and testing excluded

3. SAP to set up WD's and CC, Labs to configure

4. Work will be conducted remotely

5. Access to Source systems required - O/S + DB + SAP access

6. Access o Staging server in RISE - O/S

7. Access to DB in RISE (via HANA-Studio)

8. The effort allows for 2 mocks, any additional mocks will be handled as a change request

Testing

1. EPI-USE will support all testing as required in the RFP. EPI-USE understands that County
business expertise is needed to create valid test cases/scripts/execution, so EPI-USE will help
with:

a. Test Lead expertise to guide and assist with Test Strategy and Testing Management.

b. Tricentis tool support (if / as needed — change order will be required).

c. Testing bug/fix support (as needed).

2. SBC will provide expertise in the following areas for testing purposes: a. Business users will
confirm and create test cases/test scripts in their specific business areas.
b. Business users will execute testing to confirm the software is operating as expected.
c. Business users will report issues/bugs encountered so these can be worked/resolved
by the consulting team.

Timeline adherence is dependent on SAP providing a timely response to implementation
related issues.

A NGRS
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EXHIBIT C-1: GO/NO-GO CRITERIA

1. Technical Readiness Criteria: « System Compatibility: Validate that SAP ECC 6.0 data
and customizations have been effectively migrated and integrated with SAP S/4HANA, BTP,
and analytics components.

« Data Migration: Confirm that all critical data has been successfully migrated, validated, and
tested for accuracy. Any data issues should be resolved before go-live.

* Integration: Ensure that SAP S/4HANA is properly integrated with on-premise solutions
(SRM, SBP, SBP BW, MDM) and SAP Concur.

* BTP, Datasphere, Analytics Integration: Verify that BTP services and analytics solutions are
properly integrated with SAP S/4HANA and that data flows seamlessly between them.

» Cloud Infrastructure: Ensure that the SAP Rise Private Cloud is properly configured, secure,
and ready to host the new system.

» Performance Testing: Conduct performance tests to ensure that the new system meets
performance benchmarks and can handle the expected workload.

» Security and Compliance: Verify that security measures, roles, authorizations, including data
security, privacy, and processes, have been addressed and are in place and the user
community is properly provisioned.

» Single Sign On (SSO): Workzone to be the single sign on access point, for all SAP
applications and other 3w party software.

2. Functional Readiness Criteria: * Business Process Testing: Complete comprehensive
testing of critical business processes to ensure they function correctly in the new environment.
« User Acceptance Testing (UAT): Confirm that end-users have performed UAT and are
satisfied with the new system’s functionality.

* Training: Ensure that SAP COE staff and end-users have received adequate training to
effectively use the new SAP S/4HANA system, BTP, and analytics tools.

* Change Management: Assess the readiness of the organization to adapt to the changes
brought about by the migration and the adoption of new technologies.

3. Project Management Criteria: * Timeline: Evaluate whether the project is on schedule, and
if there are significant delays, assess their impact on the business.

* Resource Availability: Confirm that the necessary resources, including skilled personnel, are
available and allocated appropriately.

* Risk Assessment: Review the risk register and assess whether identified risks have been
mitigated or have acceptable contingency plans.

4. Stakeholder Approval Criteria: - Executive Sponsor Approval: Obtain approval and sign-
off from the executive sponsor or key stakeholders responsible for the project’s success.

» Business Stakeholder Approval: Ensure that business stakeholders are aligned with the
project’s objectives and are supportive of the migration.

5. Contingency Planning Criteria: - Disaster Recovery Plan: Confirm the existence and
readiness of a robust disaster recovery plan in case of any unforeseen issues or disasters.

6. Post-Migration Monitoring Criteria:

» Performance Monitoring: Set up continuous monitoring processes to track the system’s
performance and user satisfaction in the post-migration phase.
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* Issue Resolution Process: Ensure that there is a well-defined process for addressing and
resolving any issues or concerns that arise after the migration with the migration vendor.

* Business Continuity Criteria: * Business Continuity and Operations: Verify that business
operations can continue seamlessly in the new environment.

7. Go/No-Go Decision Review Board: Establish a decision review board composed of key
stakeholders and experts responsible for evaluating the criteria and making the final “Go/No-Go”
decision.

8. Contingency Planning: Develop a detailed contingency plan outlining specific actions to be
taken in case of a “No-Go” decision, including steps for issue resolution, and communication.

9. Go Live Run Book: Develop a detailed go live run book outlining roles, responsibilities, and
tasks to be executed for cutover during the go live window. Establish communication channels
for coordinating between cutover teams. Establish progress check in times and issue escalation
contacts. Establish criteria for when rolling back should be discussed.
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ATTACHMENT D
CLOUD SERVICES TERMS AND CONDITIONS

These Cloud Services Terms and Conditions are attached to, form a part of, and supplement the General Terms
only with respect to cloud services.

A. DEFINITIONS
Capitalized terms used herein have the same meaning as ascribed in the General Terms. In addition, the following
capitalized terms shall have the meaning ascribed herein:

A1

A.2

A3

A4

A5

A.6

A7

A.8

A9

A.10

A1

“CISO”: County Chief Information Security Officer or other County-designated officer responsible for
cyber-infrastructure security.

“Cloud Service”. Generally, SaaS, PaaS, and/or laaS depending on what Service Provider is offering
under this Contract.

“CSP”: Cloud Service Provider is the contracted derivative or direct provider of Cloud Services.
“CONUS”: Continental United States

“County Data”: Any information, formulae, algorithms, or other content that County, County’s employees,
agents and end users upload, create or modify using the SaaS pursuant to this Contract. County Data
also includes user identification information, personally identifiable information, and metadata which may
contain County Data or from which County Data may be ascertainable.

“Data Breach”: Any access, destruction, loss, theft, use, modification or disclosure of County Data by an
unauthorized party or that is in violation of Contract terms and/or applicable state or federal law.

“laaS” (Infrastructure as a Service): Service Provider provides the underlying cloud infrastructure for
processing, storage, networks, and other fundamental computing resources that the customer does not
manage or control, but the customer has control over operating systems; storage, deployed applications,
and possibly limited control of select networking components (e.g., host firewalls).

“PaaS” (Platform as a Service): Applications running on a cloud infrastructure managed or controlled by
the Service Provider that are client-created or acquired using programming languages and tools
supported by the Service Provider, but deployed onto the cloud infrastructure and controlled by client.

“‘Recovery Point Objective (RPO)”: The point in time at which County Data can be recovered and/or
systems restored when service is restored after an interruption. The Recovery Point Objective is
expressed as a length of time between the interruption and the most proximate backup of County Data
immediately preceding the interruption. The RPO is detailed in the SLA.

“Recovery Time Objective (RTO)"” The period of time within which information technology services,
systems, applications and functions must be recovered following an unplanned interruption. The RTO is
detailed in the SLA.

“SaaS” (Software as a Service): Applications running on a cloud infrastructure managed or controlled by
the Service Provider including network, servers, operating systems, or storage, that are accessed by
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client devices through a thin client interface such as a web browser.
A.12 "SLA”: Service Level Agreement which is attached hereto as Exhibit D-1 and hereby incorporated herein.

A.13 “Service Provider”: Contractor, as defined in the General Terms or the individual or entity that is the owner
of the rights to the Software.

B. CLOUD SERVICE AVAILABILITY

The Cloud Service shall be available twenty-four (24) hours per day, 365/366 days per year. If Cloud Service
monthly availability averages less than 99.99% (excluding agreed-upon maintenance downtime), County shall
be entitled to recover damages, apply credits or use other contractual remedies as set forth in the SLA. If Cloud
Service monthly availability averages less than 99.99% (excluding agreed-upon maintenance downtime), for
three (3) or more months in a rolling twelve-month period, County may terminate the contract for material
breach. Service Provider shall provide advance written notice to County of any major upgrades or changes that
will affect the Cloud Service availability.

C. DATA AVAILABILITY

County Data shall be available twenty-four (24) hours per day, 365/366 days per year. If County Data monthly
availability averages less than 99.99% (excluding agreed-upon maintenance downtime), County shall be
entitled to recover damages, apply credits or use other contractual remedies as set forth in the SLA if County
is unable to access County Data as a result of: (i) acts or omission of Service Provider; (ii) acts or omissions of
third parties working on behalf of Service Provider; (iii) network compromise, network intrusion, hacks,
introduction of viruses, disabling devices, malware and other forms of attack that can disrupt access to Service
Provider’s server, to the extent such attack would have been prevented by Service Provider taking reasonable
industry standard precautions; (iv) power outages or other telecommunications or Internet failures, to the extent
such outages were within Service Provider's direct or express control. If County Data monthly availability
averages less than 99.99% (excluding agreed-upon maintenance downtime), for three (3) or more months in a
rolling twelve-month period, County may terminate the contract for material breach in accordance with the
Termination for Default provision in the General Provisions — Information Technology.

D. Saa$S and SECURITY

D.1 Certification
Service Provider shall certify:

A.1.1  the sufficiency of its security standards, tools, technologies and procedures in providing SaaS
under this Contract, and, if requested by County, provide a copy of its Statement on Standards
for Attestation Engagements (SSAE) 18 Service Organization Control (SOC) 2 Type Il audit
results;

A.1.2 its compliance with the California Information Practices Act (Civil Code Sections 1798 et seq.);
A.1.3 its compliance with privacy provisions of the Federal Privacy Act of 1974, and

A1.4 its compliance with applicable industry standards and guidelines, including but not limited to
relevant security provisions of the Payment Card Industry (PCl) Data Security Standard (PCIDSS)
including the PCI/DSS Cloud Computing Guidelines.

D.2 Safeguards
Service Provider shall implement and maintain all appropriate administrative, physical, technical and
procedural safeguards in accordance with section D.1.a above at all times during the term of this Contract
to secure County Data from Data Breach, protect County Data and the SaaS from hacks, introduction of
viruses, disabling devices, malware and other forms of malicious or inadvertent acts that can disrupt
and/or compromise County’s access to County Data.

D.3 High-Availability and Redundancy
Service Provider shall have a high-availability and a redundant environment, where the minimum
requirements are:

D.3.1  Power and/or generators shall be 2N
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D.3.2 UPS power shall be 2N

D.3.3 Redundant servers shall be N+1

D.3.4 Data center shall be Tier-2

D.3.5 Data center cooling shall be 2N

D.3.6 AllUPS’s and Generators must be tested and inspected on a quarterly basis. Copies of inspection
and testing results must be provided upon demand to the County. Inspection and testing records
must be retained for a minimum of 3 years

D.3.7 Data center cooling must have preventative maintenance performed quarterly. Copies of
preventative maintenance records must be provided upon demand to the County. Preventative
maintenance records must be retained for a minimum of 3 years.

D.4 Physical

Service Provider shall have a reasonable physical security environment, where the minimum
requirements are:

D.441

D.4.2
D.4.3

D.4.4
D.4.5
D.4.6
D.4.7

D.4.8

D.4.9

D.4.10
D.4.11
D.412
D.4.13
D.414
D.4.16
D.4.16

D.4.17
D.4.18
D.4.19

Physical access to facility, data center(s), and/or server room(s) is restricted using an access
control system that utilizes iCLASS SE or multiclass SE readers.

Access control system must be capable of restricting access by time of day and groups

Access control system must be auditable providing customize reports on demand for inspection
by the County

Access control system components and batteries must be inspected annually.
Access control system batteries must be replaced every 3 years or when they fail
Vendor must be able retain access control history for a minimum of 3 years or as required by law

Alerts are generated when physical security has been breached by the access control system or
intrusion detection system

Intrusion detection systems must be monitored by a third party UL central station

Intrusion detection systems must be inspected and tested quarterly with signals sent {o the
central station. Testing reports must be retained for 3 years and provided on demand by the
County.

Intrusion detection batteries must be inspected annually and replaced every 3 years or when they
fail.

Facility, data center(s), and server room(s) have an appropriate Video Surveillance System in-
place for surveillance.

Video surveillance system must have the capability to interface with the access control system
and intrusion detection system

Video surveillance system must be inspected quarterly to make sure cameras are recording and
video is being archived

Video surveiliance system must archive video as per California Government Sections § 26202.6,
§ 34090.6 and § 53160

All access control systems, intrusion detection systems and video surveillance systems must be
on the facilities emergency power system and protected by UPS.

Data center have protections in-place that minimize environmental issues such as temperature,
fire, smoke, water, dust, electrical supply interference, and electromagnetic radiation.

A chemical fire suppression system installed in the data center as per NFPA 2001.
The chemical fire suppression system must be inspected semiannually as per NFPA 2001 §8.3

Smoke detectors under the raised floors.
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D.4.20 Water detection system under the raised floors and above the ceiling.

D.4.21 Facility must be protected 100% by an automatic fire sprinkler system with the data center being
protected with an automatic pre-action fire sprinkler system.

D.4.22 Facility automatic fire alarm system must be tested and inspected as per NFPA 25

D.5 Verification

Service Provider shall provide a Statement on Standards for Attestation Engagements 16 (SSAE16)
Service Organization Controls Report (SOC) 1 and SOC 2 Type | and Type |l Reports on an annual basis.
Based on the report(s), its findings and remediation planned or accomplished shall be provided to the
County CISO in terms of an attestation letter. Service Provider shall also provide statistics specific to
SaaS environment on a mutually agreed upon frequency with County that includes without limitation to
performance, information security, network, and other pertinent SaaS data related to the Contract, at no
cost to County.

D.6 Security

Service Provider assumes responsibility for the security and confidentiality, integrity, and availability of
County Data under its control. No County Data shall be copied, modified, destroyed or deleted by Service
Provider other than for normal operation or maintenance of Saa$S during the Contract period without prior
written notice to and written approval by CISO. When data is destroyed or disposed, it shall be in
accordance with the National Institute of Standards of Technology (NIST) Special Publication 800-88
published by the U.S. Department of Commerce. The incorporation of the Defense of Department (DoD)
standard 5220.2-M wipe method shall be used when using data destruction programs, file shredders, etc.
In either case, a written confirmation of this process is required to the County CISO within three (3) days
of the destroyed/disposed data. Remote access to County Data from outside the CONUS, including
remote access to County Data by authorized Saa$S support staff in identified support centers, is prohibited
unless approved in advance by the CISO.

E. ENCRYPTION
In order to provide reasonable security to County Data, cloud service datacenters should encrypt all County
Data while in route to and from the Service Provider (in motion) using secure transfer methods (e.g., Secure
Sockets Layer, Transport Layer Security}, and while stored in the datacenter (at rest)

E.1 Data In Motion
All fransmitted County Data require encryption in accordance with:

E.1.1  NIST Special Publication 800-52 Guidelines for the Selection and Use of Transport Layer
Security Implementations; and

E.1.2 NIST Special Publication 800-57 Recommendation for Key Management - Part 3: Application-
Specific

E.1.3 Key Management Guidance; and
E.1.4 Secure Sockets Layer (SSL) is minimally required with minimum cipher strength of 128-bit.

E.2 Data AtRest
All County Data at rest require encryption in accordance with:
E.21 Federal Information Processing Standard Publication (FIPS) 140-2; and

E.2.2 National Institute of Standards and Technology (NIST) Special Publication 800-57
Recommendation for Key Management - Part 1: General (Revision 3); and

E.2.3 NIST Special Publication 800-57 Recommendation for Key Management - Part 2: Best Practices
for

E24 Key Management Organization; and
E.2.5 NIST Special Publication 800-111 Guide to Storage Encryption Technologies for End User
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Devices.
E.2.6 Advanced Encryption Standard (AES) with cipher strength of 256-bit is minimally required.

F. DATA LOCATION
Unless otherwise stated in the Statement of Work and approved in advance by the CISO, the physical location
of Service Provider's data center where County Data is stored shall be within the CONUS, and County Data
shall not be transmitted, processed or stored outside of CONUS

G. RIGHTS TO DATA

The parties agree that as between them, all rights, including all intellectual property rights, in and to County
Data shall remain the exclusive property of County, and Service Provider has a limited, non-exclusive license
to access and use County Data as provided to Service Provider solely for performing its obligations under the
Contract. Nothing herein shall be construed to confer any license or right to County Data, including user tracking
and exception County Data within the system, by implication, estoppel or otherwise, under copyright or other
intellectual property rights, to any third party. Unauthorized use of County Data by Service Provider or third
parties is prohibited. For the purposes of this requirement, the phrase “unauthorized use” means the data
mining or processing of data, stored or transmitted by the service, for unrelated commercial purposes,
advertising or advertising-related purposes, or for any other purpose other than security or service delivery
analysis that is not explicitly authorized

H. TRANSITION PERIOD

For ninety (90) days prior to the expiration date of this Contract, or upon notice of termination of this Contract,
Service Provider shall assist County in extracting and/or transitioning all County Data in the format determined
by the County (“Transition Period”). The Transition Period may be modified in the SOW or as agreed upon in
writing by the parties in a contract amendment. During the Transition Period, SaaS and County Data access
shall continue to be made available to County without alteration. Service Provider agrees to compensate County
for damages or losses County incurs as a result of Service Provider’s failure to comply with this section. Unless
otherwise stated in the SOW, the Service Provider shall permanently destroy or render inaccessible any portion
of County Data in Service Provider's and/or subcontractor's possession or control following the expiration of all
obligations in this section. Within thirty (30) days, Service Provider shall issue a written statement to County
confirming the destruction or inaccessibility of County Data. County at its option, may purchase additional
transition services as agreed upon in the SOW

. DATA BREACH

.1 Notification
Upon discovery or reasonable belief of any Data Breach, Service Provider shall notify the CISO by the
fastest means available and in writing to the County Notices contact within twenty-four (24) hours after
Service Provider reasonably believes a Data Breach has occurred. At a minimum, the notification shall
include:

.11 the nature of the Data Breach;
1.2  County Data accessed, used or disclosed;
1.3  any evidence of County Data extricated,;

1.4 the identity of the person(s) who accessed, used, disclosed and/or received County Data (if
known);

1.5 the law enforcement agency(ies) contacted; and
1.6  actions taken or will be taken to quarantine and mitigate the Data Breach; and

1.7  corrective action taken or will be taken to prevent future Data Breaches.

.2 Investigation
Service Provider shall conduct an investigation of the Data Breach and shall share the report of the
investigation with the CISO. If required by law, County and/or its authorized agents shall have the right
to lead or participate in the investigation, in its sole discretion. Service Provider shall cooperate fully with
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County, its agents and law enforcement.

.3  Post-Breach Audit
Upon advance written request, Service Provider agrees that the County or its designated representative.
shall have access to Service Provider's Saa$S, operational documentation, records and databases,
including online inspection, that relate to the SaaS that experienced the Data Breach. The online
inspection shall allow the County, its authorized agents, or a mutually acceptable third-party to test that
controls are in-place and working as intended. Tests may include, but not be limited to, the following:

1.3.1  Operating system/network vuinerability scans,
1.3.2  Web application vulnerability scans,
L.3.3  Database application vulnerability scans, and

1.3.4  Any other scans to be performed by the County or representatives on behalf of the County.

J. DISASTER RECOVERY AND BUSINESS CONTINUITY

J.1  Notification
In the event of disaster or catastrophic failure that results in significant loss of County Data or access to
County Data, Service Provider shall notify County by the fastest means available and in writing, with
additional notification provided to the CISO. Service Provider shall provide such notification within twenty-
four (24) hours after Service Provider reasonably believes there has been such a disaster or catastrophic
failure. In the notification, Contactor shall inform County of:

J.1.1  the scale and quantity of County Data loss;

J.1.2  Service Provider's action plan to recover County Data and mitigate the results of County Data
loss; and

J.1.3  Service Provider's corrective action plan to prevent future County Data loss.

J.2 Restore and Repair Service
Service Provider shall:

J.21 restore continuity of SaaS,
J.2.2 restore County Data in accordance with the RPO and RTO as set forth in the SLA,
J.2.3  restore accessibility of County Data, and

J.2.4 repair SaaS as needed to meet the performance requirements stated in the SLA.

J.3 Investigation and Audit
Service Provider shall conduct an investigation of the disaster or catastrophic failure and shall share the
report of the investigation with County. At its sole expense, Service Provider will have an independent,
industry-recognized, County-approved third party perform an information security audit. Within five (5)
business days of Service Provider's receipt of the final report, Service Provider will provide the County
with a copy of the report and a written remediation plan.

[END OF CLOUD SERVICES TERMS]
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ATTACHMENT E
BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (Agreement) supplements and is made a part of the contract
(Contract) by and between the San Bernardino County Auditor-Controller/Treasurer/Tax Collector
(hereinafter Covered Entity) and EPI-USE, Inc. (hereinafter Business Associate). This Agreement
is effective as of the effective date of the Contract.

RECITALS

WHEREAS, Covered Entity (CE) wishes to disclose certain information to Business Associate
(BA) pursuant to the terms of the Contract, which may include Protected Health Information (PHI);
and

WHEREAS, CE and BA intend to protect the privacy and provide for the security of the PHI
disclosed to BA pursuant to the Contract in compliance with the Health Insurance Portability and
Accountability Act of 1996, Public Law 104-191 (HIPAA), the Health Information Technology for
Economic and Clinical Health Act, Public Law 111-005 (HITECH Act), their implementing
regulations, and other applicable laws; and

WHEREAS, The Privacy Rule and the Security Rule require CE to enter into a contract containing
specific requirements with BA prior to the disclosure of PHI, as set forth in, but not limited to, Title
45, sections 164.314, subdivision (a), 164.502, subdivision (e), and 164.504, subdivision (e) of
the Code of Federal Regulations (C.F.R.) and contained in this Agreement; and

WHEREAS, Pursuant to HIPAA and the HITECH Act, BA shall fulfill the responsibilities of this
Agreement by being in compliance with the applicable provisions of the HIPAA Standards for
Privacy of PHI set forth at 45 C.F.R. sections 164.308 (Administrative Safeguards), 164.310
(Physical Safeguards), 164.312 (Technical Safeguards), 164.316 (Policies and Procedures and
Documentation Requirements), and, 164.400, et seq. and 42 United States Code (U.S.C.) section
17932 (Breach Notification Rule), in the same manner as they apply to a CE under HIPAA;

NOW THEREFORE, in consideration of the mutual promises below and the exchange of
information pursuant to this Agreement, the parties agree as follows:

A. Definitions

Unless otherwise specified herein, capitalized terms used in this Agreement shall have the same
meanings as given in the Privacy Rule, the Security Rule, the Breach Notification Rule, and
HITECH Act, as and when amended from time to time.

1. Breach shall have the same meaning given to such term under the HIPAA Regulations
[45 C.F.R. §164.402] and the HITECH Act [42 U.S.C. §§17921 et seq.

2. Business Associate (BA) shall have the same meaning given to such term under the
Privacy Rule, the Security Rule, and the HITECH Act, including but not limited to 42
U.S.C. section 17921 and 45 C.F.R. section 160.103.

3. Covered Entity (CE) shall have the same meaning given to such term as under the
Privacy Rule and Security Rule, including, but not limited to 45 C.F.R. section 160.103.

4. Designated Record Set shall have the same meaning given to such term under 45
C.F.R. section 164.501.
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5. Detect(ed) shall have the same meaning given to such term under 22 C.C.R. §
79901(f).

6. Electronic Protected Health Information (ePHI) means PHI that is maintained in or
transmitted by electronic media as defined in the Security Rule, 45 C.F.R. section

164.103.

7. Individual shall have the same meaning given to such term under 45 C.F.R. section
160.103.

8. Medical Information shall have the same meeting given to such term under 22 C.C.R.
§ 79901(1).

9. Privacy Rule means the regulations promulgated under HIPAA by the United States
Department of Health and Human Services (HHS) to protect the privacy of Protected
Health Information, including, but not limited to, 45 C.F.R. Parts 160 and 164, subparts
A and E.

10. Protected Health Information (PHI) shall have the same meaning given to such term
under 45 C.F.R. section 160.103, limited to the information received from, or created
or received by Business Associate from or on behalf of, CE.

11. Security Rule means the regulations promulgated under HIPAA by HHS to protect the
security of ePHI, including, but not limited to, 45 C.F.R. Part 160 and 45 C.F.R. Part
164, subparts A and C.

12. Unsecured PHI shall have the same meaning given to such term under the HITECH
Act and any guidance issued pursuant to such Act, including, but not limited to 42
U.S.C. section 17932, subdivision (h).

B. Obligations and Activities of BA

1. Permitted Uses and Disclosures

BA may disclose PHI: (i) for the proper management and administration of BA; (ii) to
carry out the legal responsibilities of BA, (iii) for purposes of Treatment, Payment and
Operations (TPO); (iv) as required by law; or (v) for Data Aggregation purposes for the
Health Care Operations of CE. Prior to making any other disclosures, BA must obtain
a written authorization from the Individual.

If BA discloses PHI to a third party, BA must obtain, prior to making any such
disclosure, (i) reasonable written assurances from such third party that such PHI will
be held confidential as provided pursuant to this Agreement and only disclosed as
required by law or for the purposes for which it was disclosed to such third party, and
(i) a written agreement from such third party to immediately notify BA of any breaches
of confidentiality of the PHI, to the extent it has obtained knowledge of such breach.
[42 U.S.C. section 17932; 45 C.F.R. sections 164.504(e)(2)(i), 164.504(e)(2)(i)(B),
164.504(e)(2)(ii)(A) and 164.504(e)(4)(ii)]

2. Prohibited Uses and Disclosures

i. BA shall not use, access or further disclose PHI other than as permitted or required
by this Agreement and as specified in the attached Contract or as required by law.
Further, BA shall not use PHI in any manner that would constitute a violation of the
Privacy Rule or the HITECH Act. BA shall disclose to its employees, subcontractors,
agents, or other third parties, and request from CE, only the minimum PHI
necessary to perform or fulfill a specific function required or permitted hereunder.
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ii. BA shall not use or disclose PHI for fundraising or marketing purposes.

ii. BA shall not disclose PHI to a health plan for payment or health care operations
purposes if the patient has requested this special restriction, and has paid out of
pocket in full for the health care item or service to which the PHI solely relates. (42
U.S.C. section 17935(a) and 45 C.F.R. section 164.522(a)(1)(i)(A).)

iv. BA shall not directly or indirectly receive remuneration in exchange for PHI, except
with the prior written consent of CE and as permitted by the HITECH Act (42 U.S.C.
section 17935(d)(2); and 45 C.F.R. section 164.508); however, this prohibition shall
not affect payment by CE to BA for services provided pursuant to this Agreement.

3. Appropriate Safequards

i.  BA shall implement appropriate safeguards to prevent the unauthorized use or
disclosure of PHI, including, but not limited to, administrative, physical and technical
safeguards that reasonably protect the confidentiality, integrity and availability of
the PHI BA creates, receives, maintains, or transmits on behalf of the CE, in
accordance with 45 C.F.R. sections 164.308, 164.310, 164.312 and 164.316. [45
C.F.R. sections 164.504(e)(2)(ii))(b) and 164.308(b).]

ii. In accordance with 45 C.F.R. section 164.316, BA shall maintain reasonable and
appropriate written policies and procedures for its privacy and security program in
order to comply with the standards, implementation specifications, or any other
requirements of the Privacy Rule and applicable provisions of the Security Rule.

iii.  BA shall provide appropriate training for its workforce on the requirements of the
Privacy Rule and Security Rule as those regulations affect the proper handling, use
confidentiality and disclosure of the CE’s PHI.

Such training will include specific guidance relating to sanctions against workforce
members who fail to comply with privacy and security policies and procedures and
the obligations of the BA under this Agreement.

4. Subcontractors

BA shall enter into written agreements with agents and subcontractors to whom BA
provides CE’s PHI that impose the same restrictions and conditions on such agents
and subcontractors that apply to BA with respect to such PHI, and that require
compliance with all appropriate safeguards as found in this Agreement.

5. Reporting of Improper Access, Use or Disclosure or Breach

Every suspected and actual Breach shall be reported immediately, but no later than
one (1) business day upon discovery, to CE’s Office of Compliance. Upon discovery
of a Breach or suspected Breach, BA shall complete the following actions:

i. Provide CE’s Office of Compliance with the following information to include but not
limited to:

a) Name and address of the facility where the breach occurred,;
b) Date and time the Breach or suspected Breach occurred,;
c) Date and time the Breach or suspected Breach was discovered or Detected;

d) Number of staff, employees, subcontractors, agents or other third parties and
the names and titles of each person allegedly involved, including the person
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who performed the Breach, witnessed the Breach, used the Medical
Information, or the person to whom the disclosure was made;

e) Name of patient(s) affected;
f)  Number of potentially affected Individual(s) with contact information;
g) Description of how the Breach or suspected Breach allegedly occurred; and

h) Description of the Medical Information that was Breached, including the nature
and extent of the Medical Information involved, including the types of individually
identifiable information and the likelihood of re-identification.

ii. Conduct and document a risk assessment by investigating without unreasonable
delay and in no case later than five (5) calendar days of discovery of the Breach or
suspected Breach to determine the following:

a) The nature and extent of the PHI involved, including the types of identifiers and
likelihood of re-identification;

b) The unauthorized person who had access to the PHI,
c) Whether the PHI was actually acquired or viewed; and
d) The extent to which the risk to PHI has been mitigated.

iii. Provide a completed risk assessment and investigation documentation to CE’s
Office of Compliance within ten (10) calendar days of discovery of the Breach or
suspected Breach with a determination as to whether a Breach has occurred. At
the discretion of CE, additional information may be requested.

a) If BA and CE agree that a Breach has not occurred, notification to Individual(s)
is not required.

b) If a Breach has occurred, notification to the Individual(s) is required and BA
must provide CE with affected Individual(s) name and contact information so
that CE can provide notification.

c) The risk assessment and investigation documentation provided by BA to CE
shall, at a minimum, include a description of any corrective or mitigation actions
taken by BA.

iv. Make available to CE and governing State and Federal agencies in a time and
manner designated by CE or governing State and Federal agencies, any policies,
procedures, internal practices and records relating to a Breach or suspected Breach
for the purposes of audit or should the CE reserve the right to conduct its own
investigation and analysis.

6. Access to PHI

To the extent BA maintains a Designated Record Set on behalf of CE, BA shall make
PHI maintained by BA or its agents or subcontractors in Designated Record Sets
available to CE for inspection and copying within ten (10) days of a request by CE to
enable CE to fulfill its obligations under the Privacy Rule. If BA maintains ePHI, BA shall
provide such information in electronic format to enable CE to fulfill its obligations under
the HITECH Act. If BA receives a request from an Individual for access to PHI, BA shall
immediately forward such request to CE.

7. Amendment of PHI
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10.

11.

12.

If BA maintains a Designated Record Set on behalf of the CE, BA shall make any
amendment(s) to PHI in a Designated Record Set that the CE directs or agrees to,
pursuant to 45 C.F.R. section 164.526, or take other measures as necessary to satisfy
CE’s obligations under 45 C.F.R. section 164.526, in the time and manner designated
by the CE.

Access to Records

BA shall make internal practices, books, and records, including policies and procedures,
relating to the use, access and disclosure of PHI received from, or created or received
by BA on behalf of, CE available to the Secretary of HHS, in a time and manner
designated by the Secretary, for purposes of the Secretary determining CE’s compliance
with the Privacy Rule and Security Rule and patient confidentiality regulations. Any
documentation provided to the Secretary shall also be provided to the CE upon request.

Accounting for Disclosures

BA, its agents and subcontractors shall document disclosures of PHI and information
related to such disclosures as required by HIPAA. This requirement does not apply to
disclosures made for purposes of TPO. BA shall provide an accounting of disclosures
to CE or an Individual, in the time and manner designated by the CE. BA agrees to
implement a process that allows for an accounting to be collected and maintained by BA
and its agents or subcontractors for at least six (6) years prior to the request. At a
minimum, the information collected and maintained shall include: (i) the date of
disclosure; (ii) the name of the entity or person who received PHI and, if known, the
address of the entity or person; (iii) a brief description of PHI disclosed; and (iv) a brief
statement of purpose of the disclosure that reasonably informs the individual of the basis
for the disclosure, or a copy of the Individual’s authorization, or a copy of the written
request for disclosure.

Termination

CE may immediately terminate this agreement, and any related agreements, if CE
determines that BA has breached a material term of this agreement. CE may, at its sole
discretion, provide BA an opportunity to cure the breach or end the violation within the
time specified by the CE.

Return of PHI

Upon termination of this Agreement, BA shall return all PHI required to be retained by
the BA or its subcontractors, employees or agents on behalf of the CE. In the event the
BA determines that returning the PHI is not feasible, the BA shall provide the CE with
written notification of the conditions that make return not feasible. Additionally, the BA
must follow established policies and procedures to ensure PHI is safeguarded and
disposed of adequately in accordance with 45 C.F.R. section 164.310, and must submit
to the CE a certification of destruction of PHI. For destruction of ePHI, the National
Institute of Standards and Technology (NIST) guidelines must be followed. BA further
agrees to extend any and all protections, limitations, and restrictions contained in this
Agreement, to any PHI retained by BA or its subcontractors, employees or agents after
the termination of this Agreement, and to limit any further use, access or disclosures.

Breach by the CE

Pursuant to 42 U.S.C. section 17934, subdivision (b), if the BA is aware of any activity
or practice by the CE that constitutes a material Breach or violation of the CE's
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obligations under this Agreement, the BA must take reasonable steps to address the
Breach and/or end eliminate the continued violation, if the BA has the capability of
mitigating said violation. If the BA is unsuccessful in eliminating the violation and the CE
continues with non-compliant activity, the BA must terminate the Agreement (if feasible)
and report the violation to the Secretary of HHS.

13. Mitigation

BA shall have procedures in place to mitigate, to the extent practicable, any harmful
effect that is known to BA of a use, access or disclosure of PHI by BA, its agents or
subcontractors in violation of the requirements of this Agreement.

14. Costs Associated to Breach

BA shall be responsible for reasonable costs associated with a Breach. Costs shall be
based upon the required notification type as deemed appropriate and necessary by the
CE and shall not be reimbursable under the Agreement at any time. CE shall determine
the method to invoice the BA for said costs. Costs shall incur at the current rates and
may include, but are not limited to the following:

o Postage;

e Alternative means of notice;
e Media notification; and

e Credit monitoring services.

15. Direct Liability

BA may be held directly liable under HIPAA and California law for impermissible uses
and disclosures of PHI; failure to provide breach notification to CE; failure to provide
access to a copy of ePHI to CE or individual; failure to disclose PHI to the Secretary of
HHS when investigating BA’'s compliance with HIPAA; failure to provide an accounting
of disclosures; and, failure to enter into a business associate agreement with
subcontractors.

16. Indemnification

BA agrees to indemnify, defend and hold harmless CE and its authorized officers,
employees, agents and volunteers from any and all claims, actions, losses, damages,
penalties, injuries, costs and expenses (including costs for reasonable attorney fees)
that are caused by or result from the acts or omissions of BA, its officers, employees,
agents and subcontractors, with respect to the use, access, maintenance or disclosure
of CE’s PHI and Medical Information, including without limitation, any Breach of PHI or
Medical Information, or any expenses incurred by CE in providing required Breach
notifications under federal and state laws.

17. Judicial or Administrative Proceedings

CE may terminate the Contract, effective immediately, if (i) BA is named as a defendant
in a criminal proceeding for a violation of HIPAA, the HITECH Act, the Privacy Rule,
Security Rule or other security or privacy laws or (ii) a finding or stipulation is made in
any administrative or civil proceeding in which the BA has been joined that the BA has
violated any standard or requirement of HIPAA, the HITECH Act, the Privacy Rule,
Security Rule or other security or privacy laws.

18. Insurance
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In addition to any general and/or professional liability insurance coverage required of BA
under the Contract for services, BA shall provide appropriate liability insurance coverage
during the term of this Agreement to cover any and all claims, causes of action, and
demands whatsoever made for loss, damage, or injury to any person arising from the
breach of the security, privacy, or confidentiality obligations of BA, its agents or
employees, under this Agreement and under HIPAA 45 C.F.R. Parts 160 and 164,
Subparts A and E.

19. Assistance in Litigation or Administrative Proceedings

BA shall make itself, and any subcontractors, employees, or agents assisting BA in the
performance of its obligations under the Agreement, available to CE, at no cost to CE,
to testify as witnesses, or otherwise, in the event of litigation or administrative
proceedings being commenced against CE, its directors, officers, or employees based
upon a claimed violation of HIPAA, the HITECH Act, the Privacy Rule, the Security Rule,
or other laws relating to security and privacy, except where BA or its subcontractor,
employee or agent is a named adverse party.

C. Obligations of CE

1. CE shall notify BA of any of the following, to the extent that such may affect BA's use,
access, maintenance or disclosure of PHI:

i. Any limitation(s) in CE’s notice of privacy practices in accordance with 45 C.F.R.
section 164.520.

ii. Any changes in, or revocation of, permission by an individual to use, access or
disclose PHI.

iii. Any restriction to the use, access or disclosure of PHI that CE has agreed to in
accordance with 45 C.F.R. section 164.522.

D. General Provisions
1. Remedies

BA agrees that CE shall be entitied to seek immediate injunctive relief as well as to
exercise all other rights and remedies which CE may have at law or in equity in the event
of an unauthorized use, access or disclosure of PHI by BA or any agent or subcontractor
of BA that received PHI from BA.

2. Qwnership

The PHI shall be and remain the property of the CE. BA agrees that it acquires no title
or rights to the PHI.

3. Regulatory References

A reference in this Agreement to a section in the Privacy Rule and Security Rule and
patient confidentiality regulations means the section as in effect or as amended.

4. No Third-Party Beneficiaries

Nothing express or implied in the Contract or this Agreement is intended to confer, nor
shall anything herein confer, upon any person other than CE, BA and their respective
successors or assigns, any rights, remedies, obligations or liabilities whatsoever.

5. Amendment
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The parties acknowledge that state and federal laws related to privacy and security of
PHI are rapidly evolving and that amendment of the Contract or this Agreement may be
required to ensure compliance with such developments. The parties shall negotiate in
good faith to amend this Agreement when and as necessary to comply with applicable
laws. If either party does not agree to so amend this Agreement within 30 days after
receiving a request for amendment from the other, either party may terminate the
Agreement upon written notice. To the extent an amendment to this Agreement is
required by law and this Agreement has not been so amended to comply with the
applicable law in a timely manner, the amendment required by law shall be deemed to
be incorporated into this Agreement automatically and without further action required by
either of the parties. Subject to the foregoing, this Agreement may not be modified, nor
shall any provision hereof be waived or amended, except in a writing duly signed and
agreed to by BA and CE.

6. Interpretation

Any ambiguity in this Agreement shall be resolved to permit CE to comply with the
Privacy and Security Rules, the HITECH Act, and all applicable patient confidentiality
regulations.

7. Compliance with State Law

in addition to HIPAA and all applicable HIPAA Regulations, BA acknowledges that BA
and CE may have confidentiality, privacy, and breach notification obligations under State
law, including, but not limited to, the California Confidentiality of Medical Information Act
(Cal. Civil Code §56, et seq. (“*CMIA”)). If any provisions of this Agreement or HIPAA
Regulations or the HITECH Act conflict with CMIA or any other California State law
regarding the degree of protection provided for PHI and patient medical records, then
BA shall comply with the more restrictive requirements.

8. Survival

The respective rights and obligations and rights of CE and BA relating to protecting the
confidentiality or a patient’s PHI shall survive the termination of the Contract or this
Agreement.
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EXHIBIT E-1
Business Associate Addendum for Cloud Services
Software as a Service (SaaS)

This Business Associate Addendum for Cloud Services is entered into by and between the San
Bernardino County (County) and Business Associate (Contractor) for the purposes of establishing
terms and conditions applicable to the provision of services by Business Associate to the County
involving the use of hosted cloud computing services. County and Business Associate agree that
the following terms and conditions will apply to the services provided under this addendum and
the associated Business Associate Agreement as applicable.

1. DEFINITIONS:

a) “Software as a Service (SaaS)" - The capability provided to the consumer is to use
applications made available by the provider running on a cloud infrastructure. The
applications are accessible from various client devices through a thin client interface such
as a web browser or application. The consumer does not manage or control the underlying
cloud infrastructure including network, servers, operating systems, storage, or even
individual application capabilities, with the possible exception of limited user-specific
application configuration settings.

b) “Data” - means any information, formulae, algorithms, or other content that the County,
the County’s employees, agents and end users upload, create or modify using the SaaS
pursuant to this Contract. Data also includes user identification information, Protected
Health Information (as defined by the Health Insurance Portability and Accountability Act
(HIPAA)) and metadata which may contain Data or from which the Data may be
ascertainable.

c) “DataBreach” - means any access, destruction, loss, theft, use, modification or disclosure
of Data by an unauthorized party or that is in violation of Contract terms and/or applicable
state or federal law.

2. SaaS AVAILABILITY: Unless otherwise stated in the Statement of Work (SOW):

a) The SaaS shall be available twenty-four (24) hours per day, 365 days per year (excluding
agreed-upon maintenance downtime).

b) If SaaS monthly availability averages less than 99.9% (excluding agreed-upon
maintenance downtime), the County shall be entitled to recover damages, apply credits
or use other contractual remedies as set forth in the SOW.

c) If SaaS monthly availability averages less than 99.9% (excluding agreed-upon
maintenance downtime), for three (3) or more months in a rolling twelve-month period, the
County may terminate the contract for material breach.

d) Contractor shall provide advance written notice to the County in the manner set forth in
the SOW of any major upgrades or changes that will affect the SaaS availability.

3. DATA AVAILABILITY: Unless otherwise stated in the SOW:

a) The Data shall be available twenty-four (24) hours per day, 365 days per year (excluding
agreed-upon maintenance downtime).

b) If Data monthly availability averages less than 99.9% (excluding agreed-upon
maintenance downtime), the County shall be entitled to recover damages, apply credits
or use other contractual remedies as set forth in the SOW if the County is unable to access
the Data as a result of:

1) Acts or omissions of Contractor;
2) Acts or omissions of third parties working on behalf of Contractor;
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3) Network compromise, network intrusion, hacks, introduction of viruses, disabling
devices, malware and other forms of attack that can disrupt access to Contractor’s
server, to the extent such attack would have been prevented by Contractor taking
reasonable industry standard precautions;

4) Power outages or other telecommunications or Internet failures, to the extent such
outages were within Contractor’s direct or express control.

c) If Data monthly availability averages less than 99.9% (excluding agreed-upon
maintenance downtime), for three (3) or more months in a rolling twelve-month period, the
County may terminate the contract for material breach.

4. DATA SECURITY:

a) In addition to the provisions set forth in the Business Associate Agreement, Contractor
shall certify to the County:

1) The sufficiency of its security standards, tools, technologies and procedures in
providing SaaS under this Contract;

2) Compliance with the following:
i. The California Information Practices Act (Civil Code Sections 1798 et seq.),
ii. Undergo an annual Statement on Standards for Attestation Engagements
(SSAE) 16 Service Organization Control (SOC) 2 Type [l audit. Audit
results and Contractor’s plan to correct any negative findings shall be made
available to the County within thirty (30) business days of Contractor’s

receipt of such results.

b) Contractor shall implement and maintain all appropriate administrative, physical, technical
and procedural safeguards in accordance with section a) above at all times during the
term of this Addendum to secure such Data from Data Breach, protect the Data and the
SaaS from hacks, introduction of viruses, disabling devices, malware and other forms of
malicious or inadvertent acts that can disrupt the County’s access to its Data.

c) Contractor shall allow the County reasonable access to SaaS security logs, latency
statistics, and other related SaaS security data that affect this Addendum and the County’s
Data, at no cost to the County.

d) Contractor assumes responsibility for the security and confidentiality of the Data under its
control.

e) No Data shall be copied, modified, destroyed or deleted by Contractor other than for
normal operation or maintenance of SaaS during the Addendum period without prior
written notice to and written approval by the County.

f) Contractor shall provide access to Data only to those employees, contractors and
subcontractors who need to access the Data to fulfill Contractor’s obligations under this
Agreement. Contractor will ensure that, prior to being granted access to Data, staff who
perform work under this agreement have all undergone and passed criminal background
screenings; have successfully completed annual instruction of a nature sufficient to enable
them to effectively comply with all data protection provisions of this Addendum and the
associated Business Associate Agreement; and possess all qualifications appropriate to
the nature of the employees’ duties and the sensitivity of the Data they will be handling.

5. ENCRYPTION: Contractor warrants that all Data will be encrypted in transmission (including
via web interface) using Transport Layer Security (TLS) version 1.2 or equivalent and in
storage at a level equivalent to or stronger than Advanced Encryption Standard (AES) 128-bit
level encryption.

6. DATA LOCATION: All Data will be stored on servers located solely within the Continental
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United States.

7. RIGHTS TO DATA: The parties agree that as between them, all rights, including all intellectual
property rights, in and to Data shall remain the exclusive property of the County, and
Contractor has a limited, non-exclusive license to access and use the Data as provided to
Contractor solely for performing its obligations under the Contract. Nothing herein shall be
construed to confer any license or right to the Data, including user tracking and exception
Data within the system, by implication, or otherwise, under copyright or other intellectual
property rights, to any third party. Unauthorized use of Data by Contractor or third parties is
prohibited. For the purposes of this requirement, the phrase “unauthorized use” means the
data mining or processing of data, stored or transmitted by the service, for unrelated
commercial purposes, advertising or advertising-related purposes, or for any other purpose
other than security or service delivery analysis that is not explicitly authorized.

8. TRANSITION PERIOD:

a) For ninety (90) days prior to the expiration date of this Contract, or upon notice of
termination of this Contract, Contractor shall assist the County in extracting and/or
transitioning all Data in the format determined by the County (“Transition Period”).

b) The Transition Period may be modified in the SOW or as agreed upon in writing by the
parties in a contract amendment.

¢) During the Transition Period, SaaS and Data access shall continue to be made available
to the County without alteration.

d) Contractor agrees to compensate the County for damages or losses the County incurs as
a result of Contractor’s failure to comply with this section.

e) Unless otherwise stated in the SOW, the Contractor shall permanently destroy or render
inaccessible any portion of the Data in Contractor’s and/or subcontractor's possession or
control following the expiration of all obligations in this section. Within thirty (30) days,
Contractor shall issue a written statement to the County confirming the destruction or
inaccessibility of the County’s Data.

f) The County at its option, may purchase additional transition services as agreed upon in
the SOW.

9. DISASTER RECOVERY/BUSINESS CONTINUITY: Unless otherwise stated in the

Statement of Work:

a) In the event of disaster or catastrophic failure that results in significant Data loss or
extended loss of access to Data, Contractor shall notify the County by the fastest means
available and also in writing. Contractor shall provide such notification within twenty-four
(24) hours after Contractor reasonably believes there has been such a disaster or
catastrophic failure. In the notification, Contactor shall inform the County of:

1) The scale and quantity of the Data loss;

2) What Contractor has done or will do to recover the Data and mitigate any
deleterious effect of the Data loss; and

3) What corrective action Contractor has taken or will take to prevent future Data loss.

b) If Contractor fails to respond immediately and remedy the failure, the County may exercise
its options for assessing damages or other remedies.

c) Contractor shall restore continuity of SaaS, restore Data, restore accessibility of Data, and
repair SaaS as needed to meet the Data and SaaS Availability requirements under this
Addendum. Failure to do so may result in the County exercising its options for assessing
damages or other remedies.

d) Contractor shall conduct an investigation of the disaster or catastrophic failure and shall
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share the report of the investigation with the County. The County and/or its authorized
agents shall have the right to lead (if required by law) or participate in the investigation.
Contractor shall cooperate fully with the County, its agents and law enforcement.

10. EXAMINATION AND AUDIT: Unless otherwise stated in the Statement of Work:

11.

12.

13.

a) Upon advance written request, Contractor agrees that the County or its designated
representative shall have access to Contractor’'s SaaS operational documentation and
records, including online inspections that relate to the security of the SaaS product
purchased by the County.

b) Contractor shall allow the County, its authorized agents, or a mutually acceptable third
party to test that controls are in place and working as intended. Tests may include, but
not be limited to, the following:

1) Operating system/network vulnerability scans,

2) Web application vulnerability scans,

3) Database application vulnerability scans, and

4) Any other scans to be performed by the County or representatives on behalf of the
County.

¢) After any significant Data loss or Data Breach or as a result of any disaster or catastrophic
failure, Contractor will at its expense have an independent, industry-recognized, County-
approved third party perform an information security audit. The audit results shall be
shared with the County within seven (7) days of Contractor’s receipt of such results. Upon
Contractor receiving the results of the audit, Contractor will provide the County with written
evidence of planned remediation within thirty (30) days and promptly modify its security
measures in order to meet its obligations under this Contract.

DISCOVERY: Contractor shall promptly notify the County upon receipt of any requests which
in any way might reasonably require access to the Data of the County or the County's use of
the SaaS. Contractor shall notify the County by the fastest means available and also in
writing, unless prohibited by law from providing such notification. Contractor shall provide
such notification within forty-eight (48) hours after Contractor receives the request. Contractor
shall not respond to subpoenas, service of process, Public Records Act requests, and other
legal requests directed at Contractor regarding this Contract without first notifying the County
unless prohibited by law from providing such notification. Contractor agrees to provide its
intended responses to the County with adequate time for the County to review, revise and, if
necessary, seek a protective order in a court of competent jurisdiction. Contractor shall not
respond to legal requests directed at the County unless authorized in writing to do so by the
County.

INSURANCE REQUIREMENTS: Contractor shall, at its own expense, secure and maintain
for the term of this contract, Cyber Liability Insurance with limits of no less than $1,000,000
for each occurrence or event with an annual aggregate of $2,000,000 covering claims
involving privacy violations, information theft, damage to or destruction of electronic
information, intentional and/or unintentional release of private information, alteration of
electronic information, extortion and network security. The policy shall cover breach response
cost as well as any regulatory fines and penalties.

DATA SEPARATION: Data must be partitioned from other data in such a manner that access
to it will not be impacted or forfeited due to e-discovery, search and seizure or other actions
by third parties obtaining or attempting to obtain Service Provider's records, information or
data for reasons or activities that are not directly related to Customer’s business.
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(SB 1439)

DEFINITIONS

Actively supporting the matter: (a) Communicate directly with @ member of the Board of Supervisors
or other County elected officer [Sheriff, Assessor-Recorder-Clerk, District Attorney, Auditor-
Controller/Treasurer/Tax Collector] for the purpose of influencing the decision on the matter; or (b)
testifies or makes an oral statement before the County in a proceeding on the matter for the purpose
of influencing the County’s decision on the matter; or (c) communicates with County employees, for
the purpose of influencing the County’s decision on the matter; or (d) when the person/company’s
agent lobbies in person, testifies in person or otherwise communicates with the Board or County
employees for purposes of influencing the County’s decision in a matter.

Agent: A third-party individual or firm who, for compensation, is representing a party or a participant
in the matter submitted to the Board of Supervisors. If an agent is an employee or member of a
third-party law, architectural, engineering or consulting firm, or a similar entity, both the entity and
the individual are considered agents.

Otherwise related entity: An otherwise related entity is any for-profit organization/company which
does not have a parent-subsidiary relationship but meets one of the following criteria:

(1) One business entity has a controlling ownership interest in the other business entity;

(2) there is shared management and control between the entities; or

(3) a controlling owner (50% or greater interest as a shareholder or as a general partner) in one
entity also is a controlling owner in the other entity.

For purposes of (2), “shared management and control” can be found when the same person or
substantially the same persons own and manage the two entities; there are common or commingled
funds or assets; the business entities share the use of the same offices or employees, or otherwise
share activities, resources or personnel on a regular basis; or there is otherwise a regular and close
working relationship between the entities.

Parent-Subsidiary Relationship: A parent-subsidiary relationship exists when one corporation has
more than 50 percent of the voting power of another corporation.

Contractors must respond to the questions on the following page. If a question does not
apply respond N/A or Not Applicable.
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1. Name of Contractor: __EPI-USE America Inc.

2. Is the entity listed in Question No.1 a nonprofit organization under Internal Revenue Code
section 501(c)(3)?

Yes [ If yes, skip Question Nos. 3-4 and go to Question No. 5 No X

3. Name of Principal (i.e., CEO/President) of entity listed in Question No. 1, if the individual
actively supports the matter and has a financial interest in the decision:
N/A

4. If the entity identified in Question No.1 is a corporation held by 35 or less shareholders, and
not publicly traded (“closed corporation”), identify the major shareholder(s):

N/A

5. Name of any parent, subsidiary, or otherwise related entity for the entity listed in Question No.
1 (see definitions above):

Company Name ~Relationship

Group Elephant Parent Holding Company

6. Name of agent(s) of Contractor:

~ Company Name ‘ ~ Agent(s) . ~ Date Agent Retained
... | (if less than 12 months prior)

7. Name of Subcontractor(s) (including Principal and Agent(s)) that will be providing services/work
under the awarded contract if the subcontractor (1) actively supports the matter and (2) has a
financial interest in the decision and (3) will be possibly identified in the contract with the County
or board governed special district.

CompanyName . Subcontractor(s): ‘ ‘PrihcipalgandllprAgent(_s):~‘;  -
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8. Name of any known individuals/companies who are not listed in Questions 1-7, but who may
(1) actively support or oppose the matter submitted to the Board and (2) have a financial interest
in the outcome of the decision:

Company Name ; lndividual(s) Name

9. Was a campaign contribution, of more than $250, made to any member of the San Bernardino
County Board of Supervisors or other County elected officer within the prior 12 months, by any
of the individuals or entities listed in Question Nos. 1-8?

No @ If no, please skip Question No. 10.
Yes O Ifyes, please continue to complete this form.

10. Name of Board of Supervisor Member or other County elected officer:

Name of Contributor:

Date(s) of Contribution(s):

Amount(s):

Please add an additional sheet(s) to identify additional Board Members or other County
elected officers to whom anyone listed made campaign contributions.

By signing the Contract, Contractor certifies that the statements made herein are true and correct.
Contractor understands that the individuals and entities listed in Question Nos. 1-8 are prohibited
from making campaign contributions of more than $250 to any member of the Board of Supervisors
or other County elected officer while award of this Contract is being considered and for 12 months
after a final decision by the County.
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