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Contract Number

SAN BERNARDINO

COUNTY SAP Number

ARROWHEAD REGIONAL
MEDICAL CENTER

Department Contract Representative  Andrew Goldfrach
Telephone Number 909 580-6150

Contractor
Contractor Representative
Telephone Number

Contract Term Five years from date of full
execution

Original Contract Amount Non-Financial

Amendment Amount N/A

Total Contract Amount N/A

Cost Center

SCHOOL SITE AGREEMENT
FOR ARROWHEAD REGIONAL MEDICAL CENTER BREATHMOBILE PROGRAM

This School Site Agreement (“Agreement”) is entered into by and between San Bernardino County, hereinafter
referred to as “County” on behalf of Arrowhead Regional Medical Center, hereinafter referred to as “Medical
Center” and , hereinafter referred to as “District”, for the provision of Breathmobile
Clinic services.

WHEREAS, the County, through the Medical Center operates a school-based mobile asthma treatment program,
hereinafter referred to as “Breathmobile Clinic”; and

WHEREAS, the District desires that Medical Center operate the Breathmobile Clinic on District property as set
forth hereinbelow;

NOW, THEREFORE, the parties hereto enter into this Agreement as a full statement of their respective

responsibilities during the term of this Agreement, and in consideration of the representations made above and
the covenants and conditions set forth herein, as follows:
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A. General Information:
The delivery of services by the Medical Center will be on the premises of selected school sites of the
District, on days and at times, as mutually agreed by both parties.

B. Obligations of the Medical Center:

B.1

B.2

B.3

B.4

B.5

B.6

B.7

Be solely responsible for staffing and providing services under this Agreement. Medical Center
certifies that staff and/or trainees providing the services are adequately trained and prepared
according to prevailing professional standards for providing such services.

Provide adequate supervision of the professional staff and/or trainees.

Certify that Medical Center staff will follow legal guidelines on reporting child abuse.

Certify that all personnel in contact with children shall provide evidence of freedom from
tuberculosis upon request of the District and that personnel meet District criminal conviction
standards that are made known to Medical Center prior to the operation of the Breathmobile Clinic
on District Property.

Be responsible for the cost, care and maintenance of the Breathmobile Clinic.

Be responsible for the services described herein with parent/guardian written approval. Services
shall include:

B.6.1 History and physical examination, including peak flow measurements
B.6.2 Limited skin testing

B.6.3 Exhaled Nitric Oxide testing

B.6.4 Spirometry

B.6.5 Pharmacologic therapy

B.6.6 Patient/parent education regarding environmental control measures, asthma
management and treatment plans.

B.6.7 Referrals for additional care where indicated. If the services required cannot be performed
at the designated location or by staff present, Medical Center will make its best efforts for
referrals as may be appropriate to the patient’s needs.

Should services by Medical Center include any form of medical services, including diagnostic
services, treatment or counseling, Medical Center shall obtain written parent consent prior to
providing service(s) to a minor, where required by applicable laws.

C. Obligations of the District (School Site):

Cl1

C.2

Provide the Breathmobile Clinic medical team with any necessary utilities, including phone lines,
electrical hookups, and restroom facilities for staff as required for the operations of the
Breathmobile Clinic.

District Nursing staff shall:

C.2.1 Identify students who are high risk asthma patients

C.2.2 Coordinate patients and parents for scheduled Breathmobile Clinic visits

C.2.3 Monitor asthma status utilizing individual treatment plans
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L.

C.2.4 Notify Breathmobile Clinic teams regarding patient status as necessary

C.3  District represents that it either (1) owns the premises where Medical Center will provide the
services under this Agreement, or (2) has the authority to authorize Medical Center to provide the
services under this Agreement on the premises where such services will be provided.

Billing:
Services will be provided to the District or to the students served. The Medical Center will bill insurances
as a courtesy to the patient. The patient/guarantor will be responsible for all co-pays and deductibles.

Insurance:

County and District are authorized self-insured public entities for purposes of Professional Liability,
General Liability, Automobile Liability and Workers’ Compensation and warrant that through their
respective programs of self-insurance, they have adequate coverage or resources to protect against
liabilities arising out of the performance of the terms, conditions or obligations of this agreement.

Indemnification:

District agrees to defend, (with counsel reasonably approved by County), indemnify and hold harmless
the County and its officers, employees, agents and volunteers from any and all claims, actions, losses,
damages and/or liability arising out the acts or omissions of District, its employees, and agents or arising
out if its obligations under this Agreement.

Status of Parties:

G.1 The parties hereby expressly understand and agree that this Agreement is not intended and shall
not be construed to create a relationship of agent, servant, employee, partnership, joint venture,
or association between District and County but is rather an Agreement by and between
independent contractors.

G.2 The parties hereby expressly understand and agree that their employees, agents, and
independent contractors are not the employees or agents of the other party for any purpose,
including, but not limited to, compensation for services, employee welfare and pension benefits,
other fringe benefits of employment, or workers’ compensation insurance.

Assignment:
Neither party hereto shall assign its rights or obligations pursuant to this Agreement without the express
written consent of the other party.

Modification:
No modification, amendment, supplement to or waiver of any provision of this Agreement shall be binding
upon the parties unless made in writing and duly signed by all parties.

Rules of Construction:

The language in all parts of this Agreement shall in all cases be construed as a whole, according to its
fair meaning, and not strictly for or against either the County or the District. Section headings in this
Agreement are for convenience only and are not to be construed as a part of this Agreement or in any
way limiting or amplifying the provisions hereof. All pronouns and any variations thereof shall be deemed
to refer to the masculine, feminine, neuter, singular or plural, as the identifications of the person or
persons, firm or firms, corporation or corporations may require.

Governing Law and Venue:

This Agreement is made and entered into in the State of California, and shall in all respects be interpreted,
enforced and governed by and under the laws of the State of California. Any action arising hereunder
shall be venued exclusively in the San Bernardino County Superior Court, San Bernardino District.

Confidentiality:
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Pursuant to the Health Insurance Portability and Accountability Act of 1996 (HIPAA), regulations have
been promulgated governing the privacy and security of individually identifiable health information (lIHI)
otherwise defined as Protected Health Information (PHI) or electronic Protected Health Information
(ePHI). The HIPAA Privacy and Security Regulations specify requirements with respect to contracts
between an entity covered under the HIPAA Privacy and Security Regulations and its Business
Associates. A Business Associate is defined as a party that performs certain services on behalf of, or
provides certain services for, a Covered Entity and, in conjunction therewith, gains access to IIHI, or PHI
or ePHI. To the extent that the District is considered a Business Associate under HIPAA, the District
shall comply with the terms and conditions as set forth in the attached Business Associate Agreement,
hereby incorporated by this reference as Attachment I.

M. Counterparts:
This Agreement may be executed in any number of counterparts, each of which so executed shall be
deemed to be an original, and such counterparts shall together constitute one and the same Agreement.
The parties shall be entitled to sign and transmit an electronic signature of this Agreement (whether by
facsimile, PDF or other mail transmission), which signature shall be binding on the party whose name is
contained therein. Each party providing an electronic signature agrees to promptly execute and deliver
to the other party an original signed Agreement upon request.

N. Severability:
The provisions of this Agreement are specifically made severable. If any clause, provision, right and/or
remedy provided herein is unenforceable or inoperative, the remainder of this Agreement shall be
enforced as if such clause, provision, right and/or remedy were not contained herein.

O. Term and Termination:
This Agreement shall be effective as of the date fully executed (“Effective Date”) through the fifth
anniversary of the Effective Date. However, this Agreement may be terminated, with or without cause,
by either party after giving the other party thirty (30) days advance written notice of its intention to
terminate. The ARMC Chief Executive Officer is authorized to terminate this Agreement on behalf of the
County.

P. Any written notice required or desired to be given under this Agreement shall be delivered in-person or
sent, postage prepaid, by certified mail, return receipt requested, to the following person(s), as the case
may be:

County
ARROWHEAD REGIONAL MEDICAL CENTER

400 North Pepper Avenue
Colton, CA 92324
Attention: ARMC Chief Executive Officer

District

Q. Entire Agreement:
This agreement contains the final, complete and exclusive Agreement between the parties hereto. Any
prior Agreement promises, negotiations or representations relating to the subject matter of this
Agreement not expressly set forth herein are of no force or effect. This Agreement is executed without
reliance upon any promise, warranty or representation by any party or any representative of any party
other than those expressly contained herein. Each party has carefully read this Agreement and signs the
same of its own free will.
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R. Authorization:
The undersigned individuals represent that they are fully authorized to execute this Agreement on behalf
of the named parties.

IN WITNESS WHEREOF, this Agreement has been executed by the parties hereto as of the date set forth
below.

SAN BERNARDINO COUNTY

(Print or type name of corporation, company, contractor, etc.)

> >
By
Andrew Goldfrach, ARMC Chief Executive Officer (Authorized signature - sign in blue ink)
Dated: Name
(Print or type name of person signing contract)
Title
(Print or Type)
Dated:
Address
FOR COUNTY USE ONLY
Approved as to Legal Form Reviewed for Contract Compliance Reviewed/Approved by Department
> > »
Charles Phan, Supervising Deputy County
Counsel
Date Date Date
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ATTACHMENT I
BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (Agreement) supplements and is made a part of the contract (Contract) by
and between the San Bernardino County on behalf of Arrowhead Regional Medical Center (hereinafter Covered
Entity) and (hereinafter referred to as “District” or “Business Associate”)
for the provision of Breathmobile Clinic Services, and applies only to the extent that District is considered a
“Business Associate” as defined in 45 C.F.R. section 160.103. This Agreement is effective as of the effective
date of the Contract.

RECITALS

WHEREAS, Covered Entity (CE) wishes to disclose certain information to Business Associate (BA) pursuant to
the terms of the Contract, which may include Protected Health Information (PHI); and

WHEREAS, CE and BA intend to protect the privacy and provide for the security of the PHI disclosed to BA
pursuant to the Contract in compliance with the Health Insurance Portability and Accountability Act of 1996,
Public Law 104-191 (HIPAA), the Health Information Technology for Economic and Clinical Health Act, Public
Law 111-005 (HITECH Act), their implementing regulations, and other applicable laws; and

WHEREAS, The Privacy Rule and the Security Rule require CE to enter into a contract containing specific
requirements with BA prior to the disclosure of PHI, as set forth in, but not limited to, Title 45, sections 164.314,
subdivision (a), 164.502, subdivision (e), and 164.504, subdivision (e) of the Code of Federal Regulations
(C.F.R.) and contained in this Agreement; and

WHEREAS, Pursuant to HIPAA and the HITECH Act, BA shall fulfill the responsibilities of this Agreement by
being in compliance with the applicable provisions of the HIPAA Standards for Privacy of PHI set forth at 45
C.F.R. sections 164.308 (Administrative Safeguards), 164.310 (Physical Safeguards), 164.312 (Technical
Safeguards), 164.316 (Policies and Procedures and Documentation Requirements), and, 164.400, et seq. and
42 United States Code (U.S.C.) section 17932 (Breach Notification Rule), in the same manner as they apply to
a CE under HIPAA;

NOW THEREFORE, in consideration of the mutual promises below and the exchange of information pursuant
to this Agreement, the parties agree as follows:

A. Definitions

Unless otherwise specified herein, capitalized terms used in this Agreement shall have the same meanings as
given in the Privacy Rule, the Security Rule, the Breach Notification Rule, and HITECH Act, as and when
amended from time to time.

1. Breach shall have the same meaning given to such term under the HIPAA Regulations [45 C.F.R.
8164.402] and the HITECH Act [42 U.S.C. 8817921 et seq.], and includes the definition set forth in 22
California Code of Regulations (C.C.R.) § 79901(b).

2. Business Associate (BA) shall have the same meaning given to such term under the Privacy Rule, the
Security Rule, and the HITECH Act, including but not limited to 42 U.S.C. section 17921 and 45 C.F.R.
section 160.103, and includes the definition set forth in 22 C.C.R. § 79901(c).

3. Covered Entity (CE) shall have the same meaning given to such term as under the Privacy Rule and
Security Rule, including, but not limited to 45 C.F.R. section 160.103.

4. Designated Record Set shall have the same meaning given to such term under 45 C.F.R. section
164.501.

5. Detect(ed) shall have the same meaning given to such term under 22 C.C.R. 8§ 79901(f).

Electronic Protected Health Information (ePHI) means PHI that is maintained in or transmitted by
electronic media as defined in the Security Rule, 45 C.F.R. section 164.103.
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Individual shall have the same meaning given to such term under 45 C.F.R. section 160.103.

Medical Information shall have the same meeting given to such term under 22 C.C.R. § 79901(]).

Privacy Rule means the regulations promulgated under HIPAA by the United States Department of
Health and Human Services (HHS) to protect the privacy of Protected Health Information, including,
but not limited to, 45 C.F.R. Parts 160 and 164, subparts A and E.

10. Protected Health Information (PHI) shall have the same meaning given to such term under 45 C.F.R.
section 160.103, limited to the information received from, or created or received by Business Associate
from or on behalf of, CE.

11. Security Rule means the regulations promulgated under HIPAA by HHS to protect the security of ePHI,
including, but not limited to, 45 C.F.R. Part 160 and 45 C.F.R. Part 164, subparts A and C.

12. Unsecured PHI shall have the same meaning given to such term under the HITECH Act and any
guidance issued pursuant to such Act, including, but not limited to 42 U.S.C. section 17932,
subdivision (h).

B. Obligations and Activities of BA

1. Permitted Uses and Disclosures

BA may disclose PHI: (i) for the proper management and administration of BA, (ii) to carry out the
legal responsibilities of BA; (iii) for purposes of Treatment, Payment and Operations (TPO); (iv) as
required by law; or (v) for Data Aggregation purposes for the Health Care Operations of CE. Prior to
making any other disclosures, BA must obtain a written authorization from the Individual.

If BA discloses PHI to a third party, BA must obtain, prior to making any such disclosure, (i) reasonable
written assurances from such third party that such PHI will be held confidential as provided pursuant
to this Agreement and only disclosed as required by law or for the purposes for which it was disclosed
to such third party, and (ii) a written agreement from such third party to immediately notify BA of any
breaches of confidentiality of the PHI, to the extent it has obtained knowledge of such breach. [42
U.S.C. section 17932; 45 C.F.R. sections 164.504(e)(2)(i), 164.504(e)(2)(i)(B), 164.504(e)(2)(i))(A)
and 164.504(e)(4)(ii)]

2. Prohibited Uses and Disclosures

i. BA shall not use, access or further disclose PHI other than as permitted or required by this
Agreement and as specified in the attached Contract or as required by law. Further, BA shall not
use PHI in any manner that would constitute a violation of the Privacy Rule or the HITECH Act. BA
shall disclose to its employees, subcontractors, agents, or other third parties, and request from
CE, only the minimum PHI necessary to perform or fulfill a specific function required or permitted
hereunder.

ii. BA shall not use or disclose PHI for fundraising or marketing purposes.

iii. BA shall not disclose PHI to a health plan for payment or health care operations purposes if the
patient has requested this special restriction, and has paid out of pocket in full for the health care
item or service to which the PHI solely relates. (42 U.S.C. section 17935(a) and 45 C.F.R. section
164.522(a)(1)(i)(A).)

iv. BA shall not directly or indirectly receive remuneration in exchange for PHI, except with the prior
written consent of CE and as permitted by the HITECH Act (42 U.S.C. section 17935(d)(2); and
45 C.F.R. section 164.508); however, this prohibition shall not affect payment by CE to BA for
services provided pursuant to this Agreement.

3. Appropriate Safequards

i.  BA shall implement appropriate safeguards to prevent the unauthorized use or disclosure of PHI,
including, but not limited to, administrative, physical and technical safeguards that reasonably
protect the confidentiality, integrity and availability of the PHI BA creates, receives, maintains, or
transmits on behalf of the CE, in accordance with 45 C.F.R. sections 164.308, 164.310, 164.312
and 164.316. [45 C.F.R. sections 164.504(e)(2)(ii)(b) and 164.308(b).]
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i. In accordance with 45 C.F.R. section 164.316, BA shall maintain reasonable and appropriate
written policies and procedures for its privacy and security program in order to comply with the
standards, implementation specifications, or any other requirements of the Privacy Rule and
applicable provisions of the Security Rule.

iii.  BA shall provide appropriate training for its workforce on the requirements of the Privacy Rule and
Security Rule as those regulations affect the proper handling, use confidentiality and disclosure of
the CE’s PHI.

Such training will include specific guidance relating to sanctions against workforce members who
fail to comply with privacy and security policies and procedures and the obligations of the BA under
this Agreement.

4, Subcontractors

BA shall enter into written agreements with agents and subcontractors to whom BA provides CE’s
PHI that impose the same restrictions and conditions on such agents and subcontractors that apply
to BA with respect to such PHI, and that require compliance with all appropriate safeguards as found
in this Agreement.

5. Reporting of Improper Access, Use or Disclosure or Breach

Every suspected and actual Breach shall be reported immediately, but no later than one (1) business
day upon discovery, to CE’s Office of Compliance. Upon discovery of a Breach or suspected Breach,
BA shall complete the following actions:

i. Provide CE’s Office of Compliance with the following information to include but not limited to:
a) Name and address of the facility where the breach occurred;
b) Date and time the Breach or suspected Breach occurred;
c) Date and time the Breach or suspected Breach was discovered or Detected;

d) Number of staff, employees, subcontractors, agents or other third parties and the names and
titles of each person allegedly involved, including the person who performed the Breach,
witnessed the Breach, used the Medical Information, or the person to whom the disclosure was
made;

e) Name of patient(s) affected;
f)  Number of potentially affected Individual(s) with contact information;
g) Description of how the Breach or suspected Breach allegedly occurred; and

h) Description of the Medical Information that was Breached, including the nature and extent of
the Medical Information involved, including the types of individually identifiable information and
the likelihood of re-identification.

ii. Conduct and document a risk assessment by investigating without unreasonable delay and in no
case later than five (5) calendar days of discovery of the Breach or suspected Breach to determine
the following:

a) The nature and extent of the PHI involved, including the types of identifiers and likelihood of
re-identification;

b) The unauthorized person who had access to the PHI;
c) Whether the PHI was actually acquired or viewed; and
d) The extent to which the risk to PHI has been mitigated.

ii. Provide a completed risk assessment and investigation documentation to CE’s Office of
Compliance within ten (10) calendar days of discovery of the Breach or suspected Breach with a
determination as to whether a Breach has occurred. At the discretion of CE, additional information
may be requested.

a) If BA and CE agree that a Breach has not occurred, notification to Individual(s) is not required.
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b) If a Breach has occurred, notification to the Individual(s) is required and BA must provide CE
with affected Individual(s) name and contact information so that CE can provide notification.

c) The risk assessment and investigation documentation provided by BA to CE shall, at a
minimum, include a description of any corrective or mitigation actions taken by BA.

iv. Make available to CE and governing State and Federal agencies in a time and manner designated
by CE or governing State and Federal agencies, any policies, procedures, internal practices and
records relating to a Breach or suspected Breach for the purposes of audit or should the CE reserve
the right to conduct its own investigation and analysis.

6. Access to PHI

To the extent BA maintains a Designated Record Set on behalf of CE, BA shall make PHI maintained
by BA or its agents or subcontractors in Desighated Record Sets available to CE for inspection and
copying within ten (10) days of a request by CE to enable CE to fulfill its obligations under the Privacy
Rule. If BA maintains ePHI, BA shall provide such information in electronic format to enable CE to fulfill
its obligations under the HITECH Act. If BA receives a request from an Individual for access to PHI,
BA shall immediately forward such request to CE.

7. Amendment of PHI

If BA maintains a Designated Record Set on behalf of the CE, BA shall make any amendment(s) to PHI
in a Designated Record Set that the CE directs or agrees to, pursuant to 45 C.F.R. section 164.526, or
take other measures as necessary to satisfy CE’s obligations under 45 C.F.R. section 164.526, in the
time and manner designated by the CE.

8. Access to Records

BA shall make internal practices, books, and records, including policies and procedures, relating to the
use, access and disclosure of PHI received from, or created or received by BA on behalf of, CE
available to the Secretary of HHS, in a time and manner designated by the Secretary, for purposes of
the Secretary determining CE’s compliance with the Privacy Rule and Security Rule and patient
confidentiality regulations. Any documentation provided to the Secretary shall also be provided to the
CE upon request.

9. Accounting for Disclosures

BA, its agents and subcontractors shall document disclosures of PHI and information related to such
disclosures as required by HIPAA. This requirement does not apply to disclosures made for purposes
of TPO. BA shall provide an accounting of disclosures to CE or an Individual, in the time and manner
designated by the CE. BA agrees to implement a process that allows for an accounting to be collected
and maintained by BA and its agents or subcontractors for at least six (6) years prior to the request. At
a minimum, the information collected and maintained shall include: (i) the date of disclosure; (ii) the
name of the entity or person who received PHI and, if known, the address of the entity or person; (iii) a
brief description of PHI disclosed; and (iv) a brief statement of purpose of the disclosure that reasonably
informs the individual of the basis for the disclosure, or a copy of the Individual’s authorization, or a
copy of the written request for disclosure.

10. Termination

CE may immediately terminate this agreement, and any related agreements, if CE determines that BA
has breached a material term of this agreement. CE may, at its sole discretion, provide BA an
opportunity to cure the breach or end the violation within the time specified by the CE.

11. Return of PHI

Upon termination of this Agreement, BA shall return all PHI required to be retained by the BA or its
subcontractors, employees or agents on behalf of the CE. In the event the BA determines that returning
the PHI is not feasible, the BA shall provide the CE with written notification of the conditions that make
return not feasible. Additionally, the BA must follow established policies and procedures to ensure PHI
is safeguarded and disposed of adequately in accordance with 45 C.F.R. section 164.310, and must
submit to the CE a certification of destruction of PHI. For destruction of ePHI, the National Institute of
Standards and Technology (NIST) guidelines must be followed. BA further agrees to extend any and

Revised 04/27/2022 Page 9 of 12



all protections, limitations, and restrictions contained in this Agreement, to any PHI retained by BA or
its subcontractors, employees or agents after the termination of this Agreement, and to limit any further
use, access or disclosures.

12. Breach by the CE

Pursuant to 42 U.S.C. section 17934, subdivision (b), if the BA is aware of any activity or practice by
the CE that constitutes a material Breach or violation of the CE’s obligations under this Agreement, the
BA must take reasonable steps to address the Breach and/or end eliminate the continued violation, if
the BA has the capability of mitigating said violation. If the BA is unsuccessful in eliminating the violation
and the CE continues with non-compliant activity, the BA must terminate the Agreement (if feasible)
and report the violation to the Secretary of HHS.

13. Mitigation

BA shall have procedures in place to mitigate, to the extent practicable, any harmful effect that is known
to BA of a use, access or disclosure of PHI by BA, its agents or subcontractors in violation of the
requirements of this Agreement.

14. Costs Associated to Breach

BA shall be responsible for reasonable costs associated with a Breach. Costs shall be based upon the
required notification type as deemed appropriate and necessary by the CE and shall not be
reimbursable under the Agreement at any time. CE shall determine the method to invoice the BA for
said costs. Costs shall incur at the current rates and may include, but are not limited to the following:

e Postage;

¢ Alternative means of notice;
¢ Media notification; and

¢ Credit monitoring services.

15. Direct Liability

BA may be held directly liable under HIPAA and California law for impermissible uses and disclosures
of PHI; failure to provide breach notification to CE; failure to provide access to a copy of ePHI to CE or
individual; failure to disclose PHI to the Secretary of HHS when investigating BA’'s compliance with
HIPAA; failure to provide an accounting of disclosures; and, failure to enter into a business associate
agreement with subcontractors.

16. Indemnification

BA agrees to indemnify, defend and hold harmless CE and its authorized officers, employees, agents
and volunteers from any and all claims, actions, losses, damages, penalties, injuries, costs and
expenses (including costs for reasonable attorney fees) that are caused by or result from the acts or
omissions of BA, its officers, employees, agents and subcontractors, with respect to the use, access,
maintenance or disclosure of CE’s PHI and Medical Information, including without limitation, any Breach
of PHI of Medical Information, or any expenses incurred by CE in providing required Breach natifications
under federal and state laws.

17. Judicial or Administrative Proceedings

CE may terminate the Contract, effective immediately, if (i) BA is named as a defendant in a criminal
proceeding for a violation of HIPAA, the HITECH Act, the Privacy Rule, Security Rule or other security
or privacy laws or (ii) a finding or stipulation is made in any administrative or civil proceeding in which
the BA has been joined that the BA has violated any standard or requirement of HIPAA, the HITECH
Act, the Privacy Rule, Security Rule or other security or privacy laws.

18. Insurance

In addition to any general and/or professional liability insurance coverage required of BA under the
Contract for services, BA shall provide appropriate liability insurance coverage during the term of this
Agreement to cover any and all claims, causes of action, and demands whatsoever made for loss,
damage, or injury to any person arising from the breach of the security, privacy, or confidentiality
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obligations of BA, its agents or employees, under this Agreement and under HIPAA 45 C.F.R. Parts
160 and 164, Subparts A and E.

19. Assistance in Litigation or Administrative Proceedings

BA shall make itself, and any subcontractors, employees, or agents assisting BA in the performance of
its obligations under the Agreement, available to CE, at no cost to CE, to testify as witnesses, or
otherwise, in the event of litigation or administrative proceedings being commenced against CE, its
directors, officers, or employees based upon a claimed violation of HIPAA, the HITECH Act, the Privacy
Rule, the Security Rule, or other laws relating to security and privacy, except where BA or its
subcontractor, employee or agent is a named adverse party.

C. Obligations of CE

1. CE shall notify BA of any of the following, to the extent that such may affect BA’s use, access,
maintenance or disclosure of PHI:

i. Any limitation(s) in CE’s notice of privacy practices in accordance with 45 C.F.R. section 164.520.
ii. Any changes in, or revocation of, permission by an individual to use, access or disclose PHI.

iii. Any restriction to the use, access or disclosure of PHI that CE has agreed to in accordance with 45
C.F.R. section 164.522.

D. General Provisions
1. Remedies

BA agrees that CE shall be entitled to seek immediate injunctive relief as well as to exercise all other
rights and remedies which CE may have at law or in equity in the event of an unauthorized use, access
or disclosure of PHI by BA or any agent or subcontractor of BA that received PHI from BA.

2. Ownership

The PHI shall be and remain the property of the CE. BA agrees that it acquires no title or rights to the
PHI.

3. Regulatory References

A reference in this Agreement to a section in the Privacy Rule and Security Rule and patient
confidentiality regulations means the section as in effect or as amended.

4. No Third-Party Beneficiaries

Nothing express or implied in the Contract or this Agreement is intended to confer, nor shall anything
herein confer, upon any person other than CE, BA and their respective successors or assigns, any
rights, remedies, obligations or liabilities whatsoever.

5. Amendment

The parties acknowledge that state and federal laws related to privacy and security of PHI are rapidly
evolving and that amendment of the Contract or this Agreement may be required to ensure compliance
with such developments. The parties shall negotiate in good faith to amend this Agreement when and
as necessary to comply with applicable laws. If either party does not agree to so amend this Agreement
within 30 days after receiving a request for amendment from the other, either party may terminate the
Agreement upon written notice. To the extent an amendment to this Agreement is required by law and
this Agreement has not been so amended to comply with the applicable law in a timely manner, the
amendment required by law shall be deemed to be incorporated into this Agreement automatically and
without further action required by either of the parties. Subject to the foregoing, this Agreement may
not be modified, nor shall any provision hereof be waived or amended, except in a writing duly signed
and agreed to by BA and CE.

6. Interpretation

Any ambiguity in this Agreement shall be resolved to permit CE to comply with the Privacy and Security
Rules, the HITECH Act, and all applicable patient confidentiality regulations.
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7. Compliance with State Law

In addition to HIPAA and all applicable HIPAA Regulations, BA acknowledges that BA and CE may
have confidentiality, privacy, and breach natification obligations under State law, including, but not
limited to, the California Confidentiality of Medical Information Act (Cal. Civil Code §56, et seq. (“CMIA”)
and 22 C.C.R. 8§ 79001 et seq.). If any provisions of this Agreement or HIPAA Regulations or the
HITECH Act conflict with CMIA or any other California State law regarding the degree of protection
provided for PHI/Medical Information and patient medical records, then BA shall comply with the more
restrictive requirements.

8. Survival

The respective rights and obligations and rights of CE and BA relating to protecting the confidentiality
or a patient’s PHI/Medical Information shall survive the termination of the Contract or this Agreement.
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