REPORT/RECOMMENDATION TO THE BOARD OF SUPERVISORS
OF SAN BERNARDINO COUNTY
AND RECORD OF ACTION

January 24, 2023

FROM
CHAD NOTTINGHAM, Deputy Executive Officer, Innovation and Technology Department

SUBJECT

Non-Financial Interconnection Security Agreement with the United States Forest Service Law
Enforcement and Investigations to Provide Network Interconnectivity

RECOMMENDATION(S)

1. Approve a non-financial Interconnection Security Agreement No. 23-37 with the United
States Forest Service Law Enforcement and Investigations to provide network
interconnectivity for the period of January 24, 2023, through January 23, 2028.

2. Direct the Clerk of the Board of Supervisors to maintain confidentiality of the Interconnection
Security Agreement as designated by the United States Forest Service Law Enforcement
and Investigations security classification.

(Presenter: Chad Nottingham, Deputy Executive Officer, 387-4811)

COUNTY AND CHIEF EXECUTIVE OFFICER GOALS & OBJECTIVES
Pursue County Goals and Objectives by Working with Other Agencies and Stakeholders.

FINANCIAL IMPACT
Approval of this item will not result in the use of Discretionary General Funding (Net County
Cost) as the Interconnection Security Agreement (ISA) is non-financial in nature.

BACKGROUND INFORMATION

The Innovation and Technology Department (ITD) provides Wide Area Network (WAN)
connectivity to the County’s telecommunication network for multiple outside agencies for the
purpose of accessing computer information systems that are managed by the County. The
Bureau of Land Management (BLM) uses the United States (US) Forest Service Law
Enforcement and Investigations (USFS) network to receive their WAN connection from ITD.
BLM’s WAN connection from ITD is required for the purpose of providing Federal Interagency
Communications Center (FICC) dispatchers’ access to the California Law Enforcement
Telecommunications system (CLETS), which access is provided by the San Bernardino County
Sheriff’'s Department (Sheriff).

Approval of Recommendation No.1 will approve a non-financial ISA with the USFS for the
period of January 24, 2023, through January 23, 2028. The ISA is required by USFS to
establish appropriate use of security technologies and measures, which are implemented by
ITD to provide a secure network connection that allows access to CLETS. The Sheriff is
responsible for the exchange of criminal offender record information and other criminal justice
information between FICC and nationwide criminal justice agencies.
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Approval of Recommendation No. 2 will direct the Clerk of the Board of Supervisors to maintain
confidentiality of the ISA as designated by the USFS security classification, which has
designated the ISA as “Sensitive But Unclassified/Sensitive Security Information — Disseminate
on a Need-To-Know Basis only.”

ITD recommends approval of the ISA to allow the continued provision of WAN connectivity
services to BLM.

PROCUREMENT
Not applicable.

REVIEW BY OTHERS

This item has been reviewed by County Counsel (Bonnie Uphold, Supervising Deputy County
Counsel, 387-5455) on November 21, 2022; Sheriff (Andy Lerma, Departmental IS
Administrator) on November 3, 2022; Risk Management (Victor Tordesillas, Director, 386-8623)
on December 9, 2022; Finance (lvan Ramirez, Administrative Analyst, 387-4020) January 4,
2023; and County Finance and Administration (Paloma Hernandez-Barker, Deputy Executive
Officer, 387-5423) on January 6, 2023.
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Record of Action of the Board of Supervisors
San Bernardino County

APPROVED (CONSENT CALENDAR)

Moved: Curt Hagman Seconded: Joe Baca, Jr.
Ayes: Col. Paul Cook (Ret.), Jesse Armendarez, Dawn Rowe, Curt Hagman, Joe Baca, Jr.

Lynna Monell, CLERK OF THE BOARD
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cc: IT - Lewis w/agree
Contractor - C/O IT w/agree
File w/agree (BAI Only)
File - Confidential Files w/agree

CCM 01/26/2023
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