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��� !"#$%�"&�'�!((!�# )*!��+�! ),"� ��-./012345�26-7�83.903/0:�;23/�231�<==2>2<3015�?��� !"#$@A�1BCC>201�<�D.E0:6�E<3<�D<6<90D063�C><3=.:D�;23/�-./01234FD<6<90E�81<<1A�<6E�-B13.D0:FD<6<90E�81.=3;<:0A�E0C>.4D063�.C32.61�<6E�=0<3B:017�3/010�30:D1�<CC>4�.6>4�3.�-./01234�1<<17��-./01234�<9:001�3.�1BCC>4�<--011�3.�1C0-2=20E�-./01234�1<<1�10:G2-01��3.�4.B:�HB126011�.:�.:9<62I<32.6�8?�J!#�* )5@�?$�J@�.:�?$�J)@A�.6>4�2=�8<A�4.B�:0C:01063�<6E�;<::<63�3/<3�4.B�/<G0�3/0�<B3/.:234�3.�>09<>>4�H26E�-B13.D0:�<6E�8HA�4.B�<--0C3�<6E�<9:00�.6�H0/<>=�.=�-B13.D0:�3.�H0�H.B6E�H4�<>>�.=�3/0�30:D1�<6E�-.6E232.61�26�3/010�-./01234�1<<1�30:D1�.=�10:G2-0�83/0�?# )*!5@�26->BE269�<>>�E.-BD0631�26-.:C.:<30E�/0:026�H4�:0=0:06-0A7�3/0�=.:09.269�1/<>>�H0�E0=26232G0>4�0G2E06-0E�H4�<64�.60�.=�3/0�=.>>.;269�D0<61K�4.B:�->2-L269�3/0�?<--0C35@�?-.6326B0@�.:�<�12D2><:�HB33.65�<1�<CC>2-<H>0M�4.B:�1296<3B:0�.6�<�3<692H>0�-.C4�.=�3/21�<9:00D063M�4.B:�B10�8.:�-.6326B0E�B10A�.=�3/0�10:G2-01�.:�H4�1B-/�.3/0:�-.63:<-3�=.:D<32.6�D0-/<621D�<1�D<4�H0�:0-.962I0E�B6E0:�<CC>2-<H>0�><;7�2=�4.B�E.�6.3�<9:00�3.�3/21�<9:00D0635�-0<10�<>>�<--011�<6EN.:�B10�.=�3/0�10:G2-081A7���O'�! ),"� �(&P�) !#)"�#"�&!�QA�!RSTUVR�!VWXR�YZ[�(VVR\\7�1]̂_̀ab�bc�bd̀�3̀efg5�hiaj]khil�bd̀�1acm̀�cn�1QQ1�.nǹehilg�Qb�ooo7acd̀ghbp7acfNQlè f̀̀ ibg�hiacemceQb̀k�d̀èhi5�-]gbcf̀ e�fQp�Qaàgg�Qik�]g̀�bd̀�1̀eqhàg�bc�odhad�-]gbcf̀ e�hg�0ibhbj̀k�nce�-]gbcf̀ erg�hib̀eiQj�̂]ghìgg�m]emcg̀g�cijp7�3c�bd̀�̀sb̀ib�]g̀�cn�Q�1̀eqhà�èt]hèg�-]gbcf̀ e�bc�higbQjj�-cd̀ghbp�gcnboQè5�-cd̀ghbp�leQibg�-]gbcf̀ e�Q�jhfhb̀k5�iciFbeQigǹeQ̂j̀5�iciFg]̂jhàigQ̂j̀5�iciF̀saj]ghq̀�jhàig̀�k]ehil�bd̀�1]̂gaehmbhci�C̀ehck�bc�]g̀�bd̀�ĉ_̀ab�ack̀�ncef�cn�g]ad�gcnboQè�hib̀eiQjjp�hi�aciìabhci�ohbd�-]gbcf̀ erg�]g̀�cn�bd̀�1̀eqhà5�g]̂_̀ab�bc�bd̀�3̀efg�8Qik�Qip�jhàig̀�Qlè f̀̀ ib�acibQhìk�bd̀èhi5�hn�QmmjhaQ̂j̀�Qik�Qaàmb̀k�̂ p�-]gbcf̀ eA7�=ce�ajQehbp5�g]̂gaehmbhci�0ibhbj̀f̀ ibg�hiaj]k̀�̂cbd�Q�jhàig̀�Qik�1]mmceb�nce�bd̀�k]eQbhci�cn�bd̀�g]̂gaehmbhci7�1̀eqhàg�fQp�̂ �̀g]mmjh̀k�]ghil�bdhekFmQebp�hineQgbe]ab]è�g]ad�Qg�<fQuci�;`̂�1̀eqhàg�8?(v!@A�ce�Dhaecgcnb�<u]è�-jc]k�1̀eqhàg7��Â�!RSTUVR�wRTRx\'�3d̀�1̀eqhàg�ohjj�̂̀ �mecqhk̀k�hi�QaacekQià�ohbd�bd̀�QmmjhaQ̂j̀�1̀eqhà�>̀q̀j�<lè f̀̀ ib�jcaQb̀k�Qb�ooo7acd̀ghbp7acfNQlè f̀̀ ibg�8hn�QmmjhaQ̂j̀A7���aA�)R\ySUVyUWZ\'��-]gbcf̀ e�ohjj�icb�8Qik�ohjj�icb�zicohiljp�Qjjco�Qip�bdhek�mQebp�bcAK�8hA�fckhnp5�èq̀eg̀�ìlhì è5�k̀acfmhj̀5�khgQgg̀f̂ j̀5�ce�cbd̀eohg̀�Qbb̀fmb�bc�khgacq̀e�bd̀�]ik̀ejphil�gbe]ab]è5�hk̀Qg5�gc]eà�ack̀5�ce�Qjlcehbdfg�cn�bd̀�1̀eqhàg�ce�Qip�gcnboQè�]g̀k�bc�mecqhk̀�ce�fQz̀�bd̀�1̀eqhàg�QqQhjQ̂j̀�8̀sàmb�bc�bd̀�̀sb̀ib�bdQb�QmmjhaQ̂j̀�jQo�mecdĥhbg�g]ad�ègbehabhcigAM�8hhA�èfcq̀�ce�cbd̀eohg̀�Qjb̀e�Qip�acmpehldb5�mQb̀ib5�ce�cbd̀e�mecmeh̀bQep�ehldbg�icbhàg�ce�jQ̂ j̀g�necf�bd̀�1̀eqhàg�ce�Qip�mcebhci�bd̀ècnM�8hhhA�Qaàgg�ce�]g̀�bd̀�1̀eqhàg�bc�k̀q̀jcm5�mecfcb̀5�khgbeĥ]b̀5�g̀jj�ce�g]mmceb�Qip�meck]ab�ce�g̀eqhà�acfm̀bhbhq̀�ohbd�Qip�1̀eqhàgM�8hqA�khgajcg̀�Qip�k̀bQhjg�Q̂c]b�̂ ìadfQezhil�èg]jbg�ce�b̀adihaQj�gm̀ahnhaQbhcig�cn�Qip�1̀eqhàgM�ce�8qA�fQz̀�èmèg̀ibQbhcig5�oQeeQibh̀g5�ce�l]QeQib̀̀ g�bc�Qip�m̀egci�ce�̀ibhbp�ohbd�ègm̀ab�bc�Qip�1̀eqhàg�bdQb�m]emceb�bc�̂ �̀̂p�ce�ci�̂ d̀Qjn�cn�-cd̀ghbp�ce�hbg�g]mmjh̀eg7�-]gbcf̀ e�fQp�m̀efhb�hbg�:̀ mèg̀ibQbhq̀�bc�]g̀�bd̀�1̀eqhàg�ci�-]gbcf̀ erg�̂̀ dQjn�gc�jcil�Qg�g]ad�]g̀�hg�nce�-]gbcf̀ erg�gcj̀�̂̀ ìnhb�Qik�-]gbcf̀ e�hg�ègmcigĥj̀�nce�bd̀�:̀ mèg̀ibQbhq̀rg�acfmjhQià�ohbd�bd̀�3̀efg7�=ce�QqchkQià�cn�kc]̂b5�-]gbcf̀ e�fQp�icb�]bhjhù5�dcgb5�g]mmceb�ce�cbd̀eohg̀�k̀mjcp�bd̀�1̀eqhàg�Qg�Q�g̀eqhà�ci�̂ d̀Qjn�cn�Qip�]iQnnhjhQb̀k�bdhek�mQebp�ohbdc]b�bd̀�̀smègg�oehbb̀i�Qlè f̀̀ ib�cn�-cd̀ghbp7��kA��TRSY{R\7�-]gbcf̀ e�hg�m̀efhbb̀k�Q�bdhebp�8|}A�kQp�leQà�m̀ehck�nce�̀sàgg�BgQl̀�ce�]incèg̀ ì�̀q̀ibg�j̀Qkhil�bc�iciFacfmjhQià�ohbd�hbg�0ibhbj̀f̀ ibg7�1]̂g̀t]̀ibjp5�-]gbcf̀ e�hg�̀sm̀ab̀k�bc�fQz̀�Qi�QkkhbhciQj�m]eadQg̀�ce�̀smQighci�bc�0ibhbj̀f̀ ibg�bc�Qkkègg�Qip�mehce�ce�acibhi]̀k�̀sàgg�aQmQahbp�BgQl̀7�À��~ZRS\�UX7��-cd̀ghbp�èbQhig�Qjj�ehldbg5�bhbj̀5�Qik�hib̀ègb�8hiaj]khil�Qjj�mQb̀ib5�acmpehldb5�beQk̀fQez5�beQk̀�g̀aèb�Qik�cbd̀e�hib̀jj̀ab]Qj�mecm̀ebp�ehldbgA�hi�Qik�bc�bd̀�1̀eqhàg5�Qik�Qip�Qik�Qjj�gcnboQè5�meck]abg5�ocezg�ce�cbd̀e�hib̀jj̀ab]Qj�mecm̀ebp�aèQb̀k5�]g̀k5�mecqhk̀k�ce�fQk̀�QqQhjQ̂j̀�̂p�-cd̀ghbp�]ik̀e�ce�hi�aciìabhci�ohbd�bd̀�3̀efg7�-]gbcf̀ e�leQibg�-cd̀ghbp�Q�m̀em̀b]Qj�Qik�heèqcaQ̂j̀�ehldb�bc�]g̀5�hi�Qip�oQp�Qik�nce�Qip�m]emcg̀�ohbdc]b�ègbehabhci�ce�acfm̀igQbhci�bc�-]gbcf̀ e5�g]ll̀gbhcig5�̀idQiàf̀ ib�èt]̀gbg5�hk̀Qg5�aceèabhcig5�ce�cbd̀e�ǹ̀ k̂Qaz�mecqhk̀k�̂p�-]gbcf̀ e�8ce�hbg�Bg̀egA�èjQbhil�bc�-cd̀ghbp�meck]abg�ce�g̀eqhàg7��
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�

�������	�
������
�������������������	�� ������������� �������
���
���	������

������ !"�#$%�#$&�'�$(�!# )*$+�, �(,!-# #�*.��"�/%*�"�*$.,0.*$+�����1� .*(�"�2�%*"(0,"�%�'&�#�3# �&�'�4, ��, �%/ *$+������� !5�'/���6(0/%*$+�7*8�*$4, !#�*,$�#0 �#%&�)$,9$�'&�����:�(*-*�$��9*��,/��,'0*+#�*,$�,4�(,$4*%�$�*#0*�&5�7**8�*$4, !#�*,$���#��*"�, �'�(,!�"�-/'0*(0&�)$,9$�,��� ���#$��� ,/+��' �#(��,4������� !"5�7***8�*$4, !#�*,$� �(�*.�%�'&�����:�(*-*�$��4 ,!�#���* %�-# �&�$,��)$,9$�7*$�+,,%�4#*��8�'&�����:�(*-*�$���,�'��/$%� �#$�,'0*+#�*,$�,4�(,$4*%�$(���,�����;*"(0,"� 5�#$%�7*.8�*$4, !#�*,$�*$%�-�$%�$�0&�%�.�0,-�%�'&�����:�(*-*�$��9*��,/�� �4� �$(���,�, �/"��,4�����;*"(0,"� <"�=,$4*%�$�*#0�>$4, !#�*,$?��48�@ABCDEFGH�AEIDGIDJ�!�#$"�=/"�,!� <"�(,$��$��#$%�#--0*(#�*,$�%#�#� �(�*.�%�'&�����;#�#�30#$��4, �!#$#+�!�$��#$%�"�, #+�?�+8�@KLDL�MNLIGJ�!�#$"�%#�#�"�, #+��#$%�#"",(*#��%�"� .*(�"�"/--0*�%�'&�=,��"*�&��� ,/+��=,��"*�&�1##1?��8�@KOCPNECGHJ�!�#$"�#�3# �&�, �*�"�Q44*0*#�����#��4/ $*"��"�=,$4*%�$�*#0�>$4, !#�*,$��,�����,��� �3# �&�, �*�"�Q44*0*#��?��*8�@KEPBFGIDLDOEIJ�!�#$"�����,-� #�*$+�!#$/#0"5�/"� �+/*%�"�#$%�#$&�,��� �%,(/!�$�#�*,$�9�*(��=,��"*�&�+�$� #00&�!#)�"�#.#*0#'0���,�*�"�(/"�,!� "�7%* �(�0&�, �*$%* �(�0&8�*$�(,$$�(�*,$�9*�������1� .*(�"?�R8�@SIDODNGFGIDJ�!�#$"�#�=/"�,!� <"� *+���-/ "/#$���,�#�.#0*%�T %� ��,�/"��1� .*(�7"85�4, �����1/'"( *-�*,$�3� *,%�*$�7#$%�"/'R�(���,�#$&�#--0*(#'0��/"�5�(#-#(*�&5�, �,��� �0*!*�#�*,$"�"-�(*4*�%�*$8�"/(��T %� �7#$%�@SIDODNGUJ�"�#00�'��+*.�$�*�"�!�#$*$+�#((, %*$+0&8?�)8�@VHUGHJ�!�#$"�#$�, %� �9�*(��*"��*��� �7*8�-0#(�%�'&�=/"�,!� �9*���#�=,��"*�&�3# �$� 5�, �7**8�.#0*%0&�- ,(�""�%��� ,/+��#�=,��"*�&�3# �$� �*$�� 4#(��7�W+W�QX1�Y# )��-0#(�8�, �,��� �- ,(�""5�*$��#(��(#"���,������6��$�� �40�(�*$+�#�.#0*%�=,��"*�&�"#0�"�Z/,�#�*,$�, �"*!*0# �%,(/!�$�?��08�@MLHD[J�!�#$"�=,��"*�&�, �=/"�,!� 5�#"�#--0*(#'0�5�#$%�(,00�(�*.�0&�����@MLHDOGCJ?���!8�@MGHCEILN�KLDLJ�!�#$"�*$4, !#�*,$�%*"(0,"�%�'&�=/"�,!� ��� �/$%� �9�*(�� �0#��"��,�#$�*%�$�*4*�%�, �*%�$�*4*#'0��$#�/ #0�-� ",$5�*W�W�,$��9�,�(#$�'��*%�$�*4*�%5�%* �(�0&�, �*$%* �(�0&5�*$�-# �*(/0# �'&� �4� �$(���,�#$�*%�$�*4*� �"/(��#"�#�$#!�5�#$�*%�$�*4*(#�*,$�$/!'� 5�0,(#�*,$�%#�#5�#$�,$0*$��*%�$�*4*� �, ��,�,$��, �!, ��4#(�, "�"-�(*4*(��,�����-�&"*(#05�-�&"*,0,+*(#05�+�$��*(5�!�$�#05��(,$,!*(5�(/0�/ #0�, �",(*#0�*%�$�*�&�,4���#��$#�/ #0�-� ",$?��$8�@\GPO]OGIDJ�!�#$"�����3# �&�, �*�"�Q44*0*#�����#�� �(�*.�"�=,$4*%�$�*#0�>$4, !#�*,$�4 ,!�����,��� �3# �&�, �*�"�Q44*0*#��?�,8�@\G]HGCGIDLDÔGCJ�!�#$"5�*$� �"-�(��,4�#�3# �&5�*�"�#$%�*�"�Q44*0*#��"<��!-0,&��"5� �- �"�$�#�*.�"5�#$%�(,$"/0�#$�"?�-8�@_GĤOPGCJ�!�#$"���,"���0�!�$�"�,4�=,��"*�&�1##1�#$%� �0#��%�"� .*(�"��,�9�*(��=/"�,!� �'�(,!�"�$̀�*�0�%�/$%� ������� !"?�Z8�@_GĤOPG�aILN[DOPC�KLDLJ�!�#$"�%#�#�7*$(0/%*$+�/"#+��%#�#�#$%�!��#%#�#8�#',/������,-� #�*,$5�"/--, �5�#$%b, �=/"�,!� <"�/"��,45�1� .*(�"�7'/���6(0/%*$+�=/"�,!� �=,$��$�8?�� 8�@_BcCPHO]DOEI�MGHOEUJ�!�#$"�����-� *,%�,4��*!��=/"�,!� �*"�̀$�*�0�%��,�/"��"-�(*4*�%�1� .*(�"�/$%� �#$�T %� ?��"8�@dCLeGJ�!�#$"�=/"�,!� <"��*+��"��-,*$��,4�(#-#(*�&�(,$"/!-�*,$�,4�#$�̀$�*�0�%�1� .*(��%/ *$+�#�"-�(*4*�%�-� *,%�,4�!�#"/ ��7, �*4�$,��",�"�-# #��0&�"-�(*4*�%�*$�#$�̀$�*�0�!�$�5�����1/'"( *-�*,$�3� *,%8?�#$%��8�@dCGHCJ�!�#$"�*$%*.*%/#0�:�- �"�$�#�*.�"���#��=/"�,!� �#/��, *f�"��,�,-� #�������1� .*(�"�,$�'��#04�,4�=/"�,!� W������ghijklm�nkjolip�q�rst�uvwolxhi�yz{�ytyt�|�}~ik��y�{�ytyr��q�yst�u}~ik��y�{�ytyr�|��h~oh�xhi�y�{�ytyr��q�zst�u�h~oh�xhi�y�{�ytyr�|��l�h�xhi�y�{�ytyy��q��st�u�l�h�xhi�y�{�ytyy�|���p��{�ytyz���q��st�u��p���|��ihjhmo����



Page 1 of 7 

COHESITY, INC. 
BUSINESS ASSOCIATE ADDENDUM 

This HIPAA Business Associate Addendum ("BAA") is made and entered into as of the date this BAA is signed by both parties 
(“Effective Date”) by and between Cohesity, Inc., a Delaware corporation having a principal place of business at 300 Park Avenue, 
San Jose, CA 95110 (together with its affiliates, “Cohesity” or “Business Associate”), and the entity identified as “Customer’ 
below (together with its affiliates, “Customer” or “Covered Entity”), each individually a "Party" and together the "Parties." 

Customer Name:  

County of San Bernardino 

Address:  

385 N. Arrowhead Ave. 

San Bernardino, CA  92415 

Additional Special Terms and Conditions (if any): 

This BAA has two parts as follows: 

Applicable Terms Description 

Part 1 All Cohesity offerings (except  Cohesity SaaS Azure): 
● Cohesity Software hosted by Customer in Customer-managed environment(s), e.g. on-premises

or Customer-controlled cloud; and
● Customer uses Cohesity-managed Software-as-a-Service in a Cohesity-managed Amazon

Web Services environment.

Part 2 Cohesity-managed Software-as-a-Service in a Cohesity-managed Microsoft Azure Cloud Services 
environment (“Cohesity SaaS Azure”). 

ONLY THE TERMS APPLICABLE TO THE USE CASE(S) CUSTOMER ACTUALLY PURCHASES SHALL APPLY.  For 
example, if Customer does not use Cohesity Software-as-a-Service in a Microsoft Azure Cloud Services environment, Part 2 shall 
not apply.      

Notwithstanding anything else in this Addendum, where Customer is a business associate of a covered entity pursuant to HIPAA, 
Cohesity shall be deemed Customer’s downstream business associate and this Addendum shall be read – and deemed amended 
– accordingly, with Cohesity having all obligations of Business Associate hereunder.

The Customer must have an Underlying Agreement in place for this BAA to be valid and effective. Together with the applicable 
Underlying Agreement, this BAA will govern each Party’s respective obligations regarding PHI. If there is any conflict between a 
provision in this BAA and a provision in the Underlying Agreement, this BAA will control. 

In witness whereof, the Parties’ authorized representatives have, in consideration of the mutual covenants and agreements set 
forth herein, executed this BAA with intent to be bound. Documents executed, scanned and transmitted electronically, and 
electronic signatures, shall be deemed, and shall have the same legal effect as, original signatures for purposes of this BAA and 
all related matters. 

COHESITY: 

(signature) 

Signatory’s Name: 

Signatory’s Title:   

Date of signature:  

CUSTOMER: 

(signature) 

Signatory’s Name: 

Signatory’s Title:   

Date of signature:  

San Bernardino County Fire Protection District

Dawn Rowe
Chair
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Part 1 
 
1.  DEFINITIONS 
Unless otherwise expressly defined in this BAA, all capitalized terms in this BAA will have the meanings set forth in an Underlying 
Agreement or in HIPAA. Defined terms used in this Part 1 with initial letters capitalized have the meanings given below: 

a) “Agreement” means the BAA and Underlying Agreement, together. 
b) “Business Associate” generally has the same meaning as the term "business associate" at 45 CFR 160.103, and in 

reference to the Party to this BAA, means Cohesity. 
c) "Covered Entity" generally has the same meaning as the term "covered entity" at 45 CFR 160.103, in reference to the 

Party to this BAA, means Customer. 
d) “Covered Services” are the products and services provided to Covered Entity pursuant to an applicable Underlying 

Agreement     . 
e) “Electronic PHI” has the same meaning given to such term under the Privacy Rule and the Security Rule, including, but 

not limited to, 45 C.F.R. § 160.103, as applied to the information that Business Associate creates, receives, maintains or transmits 
from or on behalf of Covered Entity. 

f) “HIPAA” means the Administrative Simplification Subtitle of the Health Insurance Portability and Accountability Act of 
1996, as amended by Subtitle D of the 2009 Health Information Technology for Economic and Clinical Health (HITECH) Act, and 
their implementing regulations. 

g) “PHI” means “protected health information” as defined in 45 C.F.R. 160.103 that is received by Business Associate from 
or on behalf of Covered Entity.  PHI includes Electronic PHI. 

h) “Privacy Rule” means the Standards for Privacy of Individually Identifiable Health Information at 45 C.F.R., Parts 160 
and 164, Subparts A and E. 

i) “Security Rule” means the HIPAA Security Standards (45 C.F.R. Parts 160 and 164, Subpart C). 
j) “Underlying Agreement” means the written agreement(s) for services between Covered Entity and Business Associate 

available at www.cohesity.com/agreements, including the SaaS Terms of Service. 
 
2. SCOPE 
This BAA applies to the extent Customer acts as a Covered Entity and, as a result, Cohesity is deemed under HIPAA to act as a 
Business Associate. Nothing herein obliges a Party to comply with laws not applicable to such Party as a matter of law. 
 
3.  OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE 
    3.1. Business Associate agrees to: 

a) Use or Disclose PHI only as permitted by the  Agreement or required by law, provided such Use or Disclosure would not 
violate HIPAA if done by a Covered Entity, unless permitted under HIPAA for a Business Associate. 

b) use reasonable and appropriate safeguards to prevent Use or Disclosure of PHI other than as  permitted by the Agreement 
and consistent with the requirements of Subpart C of 45 C.F.R. Part 164.      

c) take appropriate measures to ensure subcontractors used to perform its obligations in the Underlying Agreement to 
process, create, receive, maintain, or transmit PHI on behalf of Business Associate agree to (i) restrictions and conditions at least 
as stringent as those found in this BAA and (ii) implement reasonable and appropriate safeguards to protect PHI consistent with 
the requirements of Subpart C of 45 C.F.R. Part 164. Business Associate shall be liable for the acts and omissions of its 
subcontractors to the same extent  as if performing the services of each subcontractor directly. 

d) make available to the Covered Entity information required to provide an accounting of Disclosures of which Business 
Associate is aware in accordance with Covered Entity's obligations under 45 CFR 164.528. Because Business Associate cannot 
readily identify which Individuals are identified or what types of PHI are included in content that Covered Entity uploads to the 
Covered Services or is otherwise processed in connection with the Business Associate’s services, Covered Entity will be solely 
responsible for identifying which Individuals, if any, may have been included in Covered Entity’s content that Business Assoc iate 
has disclosed and for providing a brief description of the PHI disclosed. 

e) to the extent required by applicable law, make its internal books, records, and policies and procedures relating to the Use 
and Disclosure of PHI received from, or created or received by Business Associate on behalf of Covered Entity, available to the 
U.S. Department of Health and Human Services for purposes of monitoring Business Associate’s compliance with this BAA. 

 
3.2.  Reporting 

a) For all reporting obligations under this BAA, the Parties acknowledge that: (i) because Business Associate does not know 
the nature of PHI contained in any of Covered Entity’s content, Business Associate will not be able to provide information about 
the identities of the Individuals who may have been affected, or a description of the type of information that may have been subject 
to a Security Incident, Impermissible Use or Disclosure, or Breach, and (ii) Business Associate may provide such reporting to the 
email address associated with Covered Entity. 

b) Business Associate will report to Covered Entity any Use or Disclosure of PHI not permitted or required by this BAA of 
which Business Associate becomes aware. 

c) Business Associate will report to Covered Entity any Security Incidents of which Business Associate becomes aware 
within five (5) business days, provided however it is acknowledged by Covered Entity that (if applicable) AWS will report to Business 
Associate on no less than a quarterly basis any Security Incidents involving PHI of which AWS becomes aware in which there is 

http://www.cohesity.com/agreements
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a successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system 
operations in the Covered Services in a manner that risks the confidentiality, integrity, or availability of PHI, and Business Associate 
shall in turn notify Covered Entity thereof within five (5) business days. Notice is hereby deemed provided, and no further notice 
will be provided, for unsuccessful attempts at such unauthorized access, use, disclosure, modification, or destruction, such as 
pings and other broadcast attacks on a firewall, denial of service attacks, port scans, unsuccessful login attempts, or interception 
of encrypted information where the key is not compromised, or any combination of the above. 

d) Business Associate will report to Covered Entity any Breach of Unsecured PHI that Business Associate may discover to 
the extent required by 45 C.F.R. § 164.410  within five (5) business days, provided however it is acknowledged by Covered Entity 
that (if applicable) AWS will make such report to Business Associate without unreasonable delay, and in no case later than sixty 
(60) calendar days after AWS’s discovery of such Breach, and Business Associate shall in turn notify Covered Entity thereof within 
five (5) business days. 
 
3.3.  Permitted Uses and Disclosures by Business Associate. 

a) Business Associate may Use or Disclose PHI for or on behalf of Covered Entity in connection with carrying out the services 
specified in an Underlying Agreement. 

b) Business Associate may Use and Disclose PHI as necessary for the proper management and administration of Business 
Associate. Any Disclosures under this subsection will be made only if Business Associate obtains reasonable assurances from the 
recipient of the PHI that (a) the recipient will hold the PHI confidentially and will Use or Disclose the PHI only as required by law or 
for the purpose for which it was disclosed to the recipient, and (b) the recipient will notify Business Associate of any instances of 
which it is aware in which the confidentiality of the information has been breached. 

c) Business Associate may Use or Disclose PHI as required by law or to carry out the legal responsibilities of Business 
Associate. 

d) Business Associate agrees to use best efforts to make Uses and Disclosures and requests for PHI consistent with 
Covered Entity's minimum necessary policies and procedures notified to it. 

e) Business Associate will use best efforts not to Use or Disclose PHI in a manner that would violate Subpart E of 45 CFR 
Part 164 if done by Covered Entity.      
      
4.  OBLIGATIONS OF COVERED ENTITY 

a) Covered Entity must encrypt all PHI stored in or transmitted using the services in accordance with the Secretary of the 
U.S. Department of Health and Human Services Guidance to Render Unsecured Protected Health Information Unusable, 
Unreadable, or Indecipherable to Unauthorized Individuals, available at 
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html, as it may be updated from time to 
time, and as may be made available on any successor or related site designated by HHS. 

b) Covered Entity warrants that it shall use appropriate safeguards designed to prevent the unauthorized use or disclosure 
of PHI, and as other required under HIPAA with respect to Covered Entity’s use of Covered Services. 

c) Covered Entity warrants that it has obtained any necessary authorizations, consents, and other permissions that may be 
required under applicable law prior to disclosing Covered Entity’s information, including without limitation PHI, to Business  
Associate. 

d) Covered Entity will not agree to any restriction requests or place any restrictions in any notice of privacy practices that 
would cause Business Associate to violate this BAA or any applicable law. 

e) Covered Entity will not request or cause Business Associate to make a Use or Disclosure of PHI in a manner that does 
not comply with HIPAA or this BAA. 

f) Covered Entity shall ensure that (i) it will use all controls available to it within the Covered Services, to ensure that its use 
of the Covered Services is in compliance with HIPAA and it shall be solely responsible for ensuring that its Users of the Covered 
Services comply with HIPAA. 

g) Covered Entity will indemnify, defend and hold harmless Business Associate and its employees, directors, officers, 
subcontractors, agents and affiliates from and against all third-party claims, actions, damages, losses, liabilities, fines, penalties, 
costs or expenses (including, without limitation, reasonable attorneys' fees) against Business Associate arising from or in 
connection with any breach of this BAA, or any negligent or wrongful acts or omissions in connection with this BAA, by Covered 
Entity or by its employees, directors, officers, subcontractors, agents or representatives. 
 
5.  TERM AND TERMINATION 

a) Term.  The term of this BAA will commence on the Effective Date and will immediately terminate upon the earlier of (i) 
termination of the Underlying Agreement for any reason, or (ii) termination of this BAA by either Party as set forth in this Section 
5.   

b) Termination by Covered Entity.  Covered Entity may terminate this BAA for any reason upon notice to Business 
Associate provided that Covered Entity must discontinue all services with Business Associate that require the processing or storage 
of PHI.   

c) Termination by Business Associate.  Business Associate may terminate this BAA for any reason upon 90 days’ prior 
written notice to Covered Entity.    

d) Effect of Termination.  At termination of this BAA, Business Associate, if feasible, will return or destroy all PHI that 
Business Associate still maintains in any form and retain no copies of such information or, if such return or destruction is not 

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
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feasible, extend the protections of this BAA to the information and limit further Uses and Disclosures to those purposes that make 
the return or destruction of the information infeasible.  
 
6.  NOTICES 
Except as otherwise expressly set forth in this BAA, all notices required under this BAA shall be in writing and shall be delivered 
by personal delivery, certified overnight delivery such as Federal Express, or registered mail (return receipt requested), and shall 
be deemed given upon personal delivery or confirmation of receipt. Notices may be sent to the Parties at their primary business 
address(es) or such address as either Party may designate for itself in writing. 
 
7.  MISCELLANEOUS 
Except as amended by this BAA, any Underlying Agreement pertaining to the services performed by Business Associate will 
remain in full force and effect. This BAA, together with the Underlying Agreement as amended by this BAA: (a) is intended by the 
parties as a final, complete, and exclusive expression of the terms of their agreement pertaining to PHI; and (b) supersedes all 
prior agreements and understandings (whether oral or written) between the parties with respect to the subject matter hereof. If any 
terms of this BAA conflict with or are inconsistent with the terms of the Underlying Agreement, the terms of this BAA will prevail.  
This BAA may be executed in any number of counterparts, each of which so executed shall be deemed to be an original, and such 
counterparts shall together constitute one and the same BAA. The parties shall be entitled to sign and transmit an electronic 
signature of this BAA (whether by facsimile, PDF or other email transmission), which signature shall be binding on the party whose 
name is contained therein. Each party providing an electronic signature agrees to promptly execute and deliver to the other party 
an original signed BAA upon request. Nothing express or implied in this BAA is intended to: (x) make either Party an agent of the 
other, (y) to confer upon a Party the right or authority to control the other Party’s conduct in the course of complying with the 
Underlying Agreement or (z) confer, upon any person other than the Parties and their respective successors and permitted assigns, 
any rights, remedies, obligations or liabilities whatsoever.   
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Part 2 
 
This Part 2 applies only if Customer uses Cohesity Software-as-a-Service in a Microsoft Azure Cloud Services 

environment. 

1. DEFINITIONS. 

Except as otherwise defined in this BAA, capitalized terms shall have the definitions set forth in HIPAA, and if not defined by 
HIPAA, such terms shall have the definitions set forth in the Underlying Agreement. 

a) “Breach Notification Rule” means the Breach Notification for Unsecured Protected Health Information Final Rule. 
b) “Business Associate” shall have the same meaning as the term “business associate” in 45 CFR § 160.103 of HIPAA. 
c) “Covered Entity” shall have the same meaning as the term “covered entity” in 45 CFR § 160.103 of HIPAA. 
d) “Covered Services” are the products and services provided to Covered Entity pursuant to an applicable Underlying 

Agreement. 
e) “Customer”, for this BAA only, means Customer and its affiliates. 
f) “HIPAA” collectively means the administrative simplification provision of the Health Insurance Portability and 

Accountability Act enacted by the United States Congress, and its implementing regulations, including the Privacy Rule, the Breach 
Notification Rule, and the Security Rule, as amended from time to time, including by the Health Information Technology for 
Economic and Clinical Health (“HITECH”) Act and by the Modifications to the HIPAA Privacy, Security, Enforcement, and Breach 
Notification Rules under the Health Information Technology for Economic and Clinical Health Act and the Genetic Information 
Nondiscrimination Act; Other Modifications to the HIPAA Rules; Final Rule. 

g) “Privacy Rule” means the Standards for Privacy of Individually Identifiable Health Information. 
h) “Protected Health Information” shall have the same meaning as the term “protected health information” in 45 CFR § 

160.103 of HIPAA, provided that it is limited to such protected health information that is received by Cohesity from, or created, 
received, maintained, or transmitted by Cohesity on behalf of, Customer (a) through the use of the Cohesity Covered Services, (b) 
for Cohesity’s performance of the Covered Services. 

i) “Security Rule” means the Security Standards for the Protection of Electronic Protected Health Information. 
j) “Underlying Agreement” means the written agreement(s) for services between Covered Entity and Business Associate 

available at www.cohesity.com/agreements, including the SaaS Terms of Service. 

2. PERMITTED USES AND DISCLOSURES OF PROTECTED HEALTH INFORMATION. 

a) Performance of the Agreement. Except as otherwise limited in this BAA, Cohesity may Use and Disclose Protected 
Health Information for, or on behalf of, Customer as specified in the Underlying Agreement; provided that any such Use or 
Disclosure would not violate HIPAA if done by Customer, unless expressly permitted under paragraph b of this Section. 

b) Management, Administration, and Legal Responsibilities.  Except as otherwise limited in this BAA,      Cohesity may 
Use and Disclose Protected Health Information for the proper management and administration of Cohesity and/or to carry out the 
legal responsibilities of  Cohesity, provided that any Disclosure may occur only if: (1) Required by Law; or (2)   Cohesity obtains 
written reasonable assurances from the person to whom the Protected Health Information is Disclosed that it will be held 
confidentially and Used or further Disclosed only as Required by Law or for the purpose for which it was Disclosed to the person, 
and the person notifies Cohesity of any instances of which it becomes aware in which the confidentiality of the Protected Health 
Information has been breached. 

3. RESPONSIBILITIES OF THE PARTIES WITH RESPECT TO PROTECTED HEALTH INFORMATION. 

a) Cohesity’s Responsibilities. To the extent Cohesity is acting as a Business Associate, Cohesity agrees to the following: 

(i) Limitations on Use and Disclosure. Cohesity shall not Use and/or Disclose the Protected Health Information other 
than as permitted or required by the Underlying Agreement and/or this BAA or as otherwise Required by Law. Cohesity 
shall not disclose, capture, maintain, scan, index, transmit, share or Use Protected Health Information for any activity 
not authorized under the Underlying Agreement and/or this BAA. Cohesity Covered Services shall not use Protected 
Health Information for any advertising, Marketing or similar commercial purpose of Cohesity or any third party. 
Cohesity shall not violate the HIPAA prohibition on the sale of Protected Health Information. Cohesity shall make 
reasonable efforts to Use, Disclose, and/or request the minimum necessary Protected Health Information to 
accomplish the intended purpose of such Use, Disclosure, or request. 

(ii) Safeguards. Cohesity shall: (1) use reasonable and appropriate safeguards to prevent Use and Disclosure of 
Protected Health Information other than as permitted in Section 2 herein; and (2) comply with the applicable 
requirements of 45 CFR Part 164 Subpart C of the Security Rule. 

(iii) Reporting. Cohesity shall report to Customer: (1) any Use and/or Disclosure of Protected Health Information that is 
not permitted or required by this BAA of which Cohesity becomes aware; (2) any Security Incident of which it becomes 
aware, provided that notice is hereby deemed given for Unsuccessful Security Incidents and no further notice of such 
Unsuccessful Security Incidents shall be given; and/or (3) any Breach of Customer’s Unsecured Protected Health 

http://www.cohesity.com/agreements
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Information that Cohesity may discover (in accordance with 45 CFR § 164.410 of the Breach Notification Rule).  
Notification of a Breach will be made without unreasonable delay, but in no event more than seventy-two (72) hours 
after      Cohesity’s discovery of a Breach.  Taking into account the level of risk reasonably likely to be presented by 
the Use, Disclosure, Security Incident, or Breach, the timing of other reporting will be made consistent with    Cohesity’s 
and Customer’s legal obligations. For purposes of this Section, “Unsuccessful Security Incidents” mean, without 
limitation, pings and other broadcast attacks on  Cohesity’s firewall, port scans, unsuccessful log-on attempts, denial 
of service attacks, and any combination of the above, as long as no such incident results in unauthorized access, 
acquisition, Use, or Disclosure of Protected Health Information.  Notification(s) under this Section, if any, will be 
delivered to contacts identified by Customer pursuant to Section 3b(ii) (Contact Information for Notices) of this BAA 
by any means Cohesity selects, including through e-mail. Cohesity’s obligation to report under this Section is not and 
will not be construed as an acknowledgement by Cohesity of any fault or liability with respect to any Use, Disclosure, 
Security Incident, or Breach. 

(iv) Subcontractors. In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2) of HIPAA,      Cohesity shall 
require its Subcontractors who create, receive, maintain, or transmit Protected Health Information on behalf of 
Cohesity to agree in writing to: (1) the same or more stringent restrictions and conditions that apply to Cohesity with 
respect to such Protected Health Information; (2) appropriately safeguard the Protected Health Information; and (3) 
comply with the applicable requirements of 45 CFR Part 164 Subpart C of the Security Rule. Cohesity remains 
responsible for its Subcontractors’ compliance with obligations in this BAA. 

(v) Disclosure to the Secretary. Cohesity shall make available its internal practices, records, and books relating to the 
Use and/or Disclosure of Protected Health Information received from Customer to the Secretary of the Department of 
Health and Human Services for purposes of determining Customer’s compliance with HIPAA, subject to attorney-
client and other applicable legal privileges. Cohesity shall respond to any such request from the Secretary in 
accordance with applicable law.  

(vi) Access. The Parties acknowledge and agree that Cohesity does not maintain Protected Health Information in a 
Designated Record Set for Customer.  In the event that there is a change in the      Cohesity Covered Services that 
Cohesity provides to Customer such that Cohesity commences maintaining Protected Health Information in a 
Designated Record Set, then Cohesity, at the request of Customer, shall within fifteen (15) days make access to such 
Protected Health Information available to Customer in accordance with 45 CFR § 164.524 of the Privacy Rule. 

(vii) Amendment.  Subject to Section 3a (vi) above, if Cohesity maintains Protected Health Information in a Designated 
Record Set for Customer, then Cohesity, at the request of Customer, shall within fifteen (15) days make available 
such Protected Health Information to Customer for amendment and incorporate any reasonably requested 
amendment in the Protected Health Information in accordance with 45 CFR § 164.526 of the Privacy Rule. 

(viii) Accounting of Disclosure. Cohesity, at the request of Customer, shall within thirty (30) days make available to 
Customer such information relating to Disclosures made by Cohesity as required for Customer to make any requested 
accounting of Disclosures in accordance with 45 CFR § 164.528 of the Privacy Rule. 

(ix) Performance of a Covered Entity’s Obligations. To the extent Cohesity is to carry out a Covered Entity obligation 
under the Privacy Rule, Cohesity shall comply with the requirements of the Privacy Rule that apply to Customer in the 
performance of such obligation. 

b) Customer Responsibilities. 

(i) No Impermissible Requests.  Customer shall not request Cohesity to Use or Disclose Protected Health Information 
in any manner that would not be permissible under HIPAA if done by a Covered Entity (unless permitted by HIPAA for 
a Business Associate). 

(ii) Contact Information for Notices. Customer hereby agrees that any reports, notification, or other notice by Cohesity 
pursuant to this BAA will be provided as set forth in the Underlying Agreement. 

(iii) Safeguards and Appropriate Use of Protected Health Information. Customer is responsible for implementing 
appropriate privacy and security safeguards to protect its Protected Health Information in compliance with HIPAA.  
Without limitation, it is Customer’s obligation to: 

1) Not include Protected Health Information in: (1) information Customer submits to technical support personnel through 
a technical support request or to community support forums outside of Covered Services, or, for Covered Services, 
within the subject or body of a support case management or support ticket; and (2) Customer’s address book or 
directory information.  In addition, Cohesity does not act as, or have the obligations of, a Business Associate under 
HIPAA with respect to Protected Health Information once it is sent to or from Customer outside Cohesity Covered 
Services over the public Internet, or if Customer fails to follow applicable instructions regarding physical media 
transported by a common carrier. 
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2) During use of Cohesity Covered Services or in an engagement with Cohesity to obtain Covered Services, implement 
privacy and security safeguards in the systems, applications, and software that Customer controls, configures, and 
uploads. 

4.  APPLICABILITY OF BAA. 

This BAA applies to the extent Customer acts as a Covered Entity and, as a result, Cohesity is deemed under HIPAA to be acting 
as a Business Associate. Nothing herein obliges a Party to comply with laws not applicable to such Party as a matter of law. It is 
Customer’s obligation to not store or process in an online service, or provide to Cohesity for performance of a professional service, 
protected health information (as that term is defined in 45 CFR § 160.103 of HIPAA) until this BAA is effective as to the applicable 
service. 

5. TERM AND TERMINATION. 

a) Term.  This BAA shall continue in effect until the earlier of (1) termination by a Party for breach as set forth in Section 
5.b., below, or (2) expiration of Customer’s Underlying Agreement. 

b) Termination for Breach.  Upon written notice, either Party immediately may terminate  this BAA if the other Party is in 
material breach or default of any obligation in this BAA.  Either Party shall provide the other a thirty (30) calendar day period to 
cure a material breach or default within such written notice. 

c) Return, Destruction, or Retention of Protected Health Information Upon Termination.  Upon expiration or 
termination of this BAA, Cohesity shall return or destroy all Protected Health Information in its possession, if it is feasible to do so, 
and as set forth in the applicable termination provisions of the Underlying Agreement.  If it is not feasible to return or destroy any 
portions of the Protected Health Information upon termination of this BAA, then Cohesity shall extend the protections of this BAA, 
without limitation, to such Protected Health Information and limit any further Use or Disclosure of the Protected Health Information 
to those purposes that make the return or destruction infeasible for the duration of the retention of the Protected Health Information. 

6. MISCELLANEOUS. 

a) Interpretation. The Parties intend that this BAA be interpreted consistently with their intent to comply with HIPAA and 
other applicable federal and state law.  Except where this BAA conflicts with the Underlying Agreement, all other terms and 
conditions of the Underlying Agreement remain unchanged.  Any captions or headings in this BAA are for the convenience of the 
Parties and shall not affect the interpretation of this BAA. 

b) Amendments; Waiver. This BAA may not be modified or amended except in a writing duly signed by authorized 
representatives of the Parties.  A waiver with respect to one event shall not be construed as continuing, as a bar to, or as a waiver 
of any right or remedy as to subsequent events. 

c) No Third-Party Beneficiaries. Nothing express or implied in this BAA is intended to confer, nor shall anything in this 
BAA confer, upon any person other than the Parties, and the respective successors or assigns of the Parties, any rights, remedies, 
obligations, or liabilities whatsoever. 

d) Severability. In the event that any provision of this BAA is found to be invalid or unenforceable, the remainder of this 
BAA shall not be affected thereby, but rather the remainder of this BAA shall be enforced to the greatest extent permitted by law. 

e) No Agency Relationship. It is not intended that an agency relationship (as defined under the Federal common law of 
agency) be established hereby expressly or by implication between Customer and Cohesity under HIPAA or the Privacy Rule, 
Security Rule, or Breach Notification Rule. No terms or conditions contained in this BAA shall be construed to make or render 
Cohesity an agent of Customer. 


