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STATE OF CALIFORNIA - DEPARTMENT OF GENERAL SERVICES

STANDARD AGREEMENT AGREEMENT NUMBER PURCHASING AUTHORITY NUMBER (If Applicable)
STD 213 (Rev. 03/2019) 0000000113

1. This Agreement is entered into between the Contracting Agency and the Contractor named below:

CONTRACTING AGENCY NAME

San Bernardino County District Attorney's Office

CONTRACTOR NAME

Employment Development Department

2. The term of this Agreement is:

START DATE
May 1, 2020 or upon final approval

THROUGH END DATE
April 30, 2023

3. The maximum amount of this Agreement is:
$8,676.00 Eight Thousand Six Hundred Seventy-Six Dollars and No Cents

4. The parties agree to comply with the terms and conditions of the following exhibits, which are by this reference made a part of the Agreement.

EXHIBITS TITLE

PAGES

Exhibit A Scope of Work

2

Attachment A-1 | Specifications

4

Exhibit B Budget Detail and Payment Provisions

Exhibit C * General Terms and Conditions

GTC04/2017

Exhibit D Protection of Confidentiality

Attachment D-1 | Confidentiality Agreement

Attachment D-2 | Indemnity Agreement

Attachment D-3 | Statement of Responsibility

Items shown with an asterisk (*), are hereby incorporated by reference and made part of this agreement as if attached hereto.

These documents can be viewed at https.//www.dgs.ca.gov/OLS/Resources

IN WITNESS WHEREOF, THIS AGREEMENT HAS BEEN EXECUTED BY THE PARTIES HERETO.

CONTRACTOR

CONTRACTOR NAME (if other than an individual, state whether a corporation, partnership, etc.)
San Bernardino County District Attorney's Office

CONTRACTOR BUSINESS ADDRESS ary

STATE |ZIP

303 W. 3rd Street, 6th Floor San Bernardino CA 92415

PRINTED NAME OF PERSON SIGNING TITLE

Jason Anderson District Attorney

CONTRACTOR AUTHORIZED SIGNATURE DATE SIGNED
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STATE OF CALIFORNIA - DEPARTMENT OF GENERAL SERVICES

STANDARD AGREEMENT AGREEMENT NUMBER PURCHASING AUTHORITY NUMBER (If Applicable)
STD 213 (Rev. 03/2019) 0000000113

STATE OF CALIFORNIA
CONTRACTING AGENCY NAME
Employment Development Department
CONTRACTING AGENCY ADDRESS cny STATE |zIP
722 Capitol Mall, 62-C Sacramento CA 95814
PRINTED NAME OF PERSON SIGNING TITLE
Sheri L. Collins Manager, Contract Services Group
CONTRACTING AGENCY AUTHORIZED SIGNATURE DATE SIGNED

CALIFORNIA DEPARTMENT OF GENERAL SERVICES APPROVAL

EXEMPTION (If Applicable)
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EDD Agreement No. 0000000113

EDD/SBCDA
Customer Code: E00526
Page 1 of 2
EXHIBIT A
(Standard Agreement)

This Agreement is entered into by and between the Employment Development Department, hereinafter
referred to as the EDD, and the San Bernardino County District Attorney’s Office, hereinafter referred to as
the SBCDA. It sets forth the terms and conditions for the release and use of the EDD’s confidential
information.

SCOPE OF WORK
Purpose

The EDD agrees to provide confidential Employer and Client Address information to the SBCDA. The
SBCDA agrees to use the EDD confidential information for locating victims, suspects, missing persons,
potential witnesses, or persons for whom a felony arrest warrant has been issued, when the information
is requested in the course of, and as a part of an investigation into the commission of a crime when
there is a reasonable suspicion that the crime is a felony and that the information would lead to relevant
evidence.

Legal Authority

The EDD shall make this information available to the SBCDA pursuant to section 1095(i) of the
Unemployment Insurance Code (UIC).

The SBCDA shall request and use the specified information in accordance with section 1095(i) of the
UIC and section 830.1 of the California Penal Code.

Agreement Representatives
1. The EDD’s contact persons are:
AGREEMENT NEGOTIATIONS, CONFIDENTIALITY, AND TECHNICAL ASSISTANCE

Ivory Mitchell or Designee
Employment Development Department
Information Security Office, MIC 33
P.O. Box 826880

Sacramento, CA 94280-0001

Phone:
E-mail: lvory.Mitchell@edd.ca.qov
cc: ISOPrivacyDisclosureUnit@edd.ca.gov

FISCAL

Erlinda Matienzo or Designee
Employment Development Department
Accounts Receivable Unit, MIC 70
P.O. Box 826880

Sacramento, CA 94280-0001

Phone: (916) 654-9210
E-mail: Erlinda.Matienzo@edd.ca.qov




EDD Agreement No. 0000000113

EDD/SBCDA
Customer Code: E00526
Page 2 of 2
EXHIBIT A
(Standard Agreement)

2. The SBCDA contact persons are:
AGREEMENT NEGOTIATIONS AND ADMINISTRATION

Claudia Walker or Designee

Chief, Bureau of Administration

San Bernardino County District Attorney’s Office
303 W. 31 Street, 6" Floor

San Bernardino, CA 92415

Phone: (909) 382-7689

E-mail: cwalker@sbcda.org

FISCAL MATTERS

Karen White or Designee

Supervisor, Bureau of Administration

San Bernardino County District Attorney’s Office
303 W. 3rd Street, 6th Floor

San Bernardino, CA 92415

Phone: (909) 382-3674
E-mail: kwhite@sbcda.org

CONFIDENTIALITY AND DATA SECURITY ASSIGNMENTS

Data Security and Integrity: Steven Arias

Internal distribution of the EDD products: Eric Bremner

3. Either party may make changes to the Agreement Representatives information above by giving
written notice to the other party. Said changes shall not require an amendment to this Agreement.



EDD Agreement No. 0000000113
EDD/SBCDA

Customer Code: E00526

Page 1 of 4

ATTACHMENT A-1
(Standard Agreement)

SPECIFICATIONS

METHODOLOGY: DEPARTMENT OF TECHNOLOGY SERVICES SECURE FILE TRANSFER

The SBCDA submits a request for LE 1095(i) Locator Reports under Customer Codes E00526
following the EDD specifications through the Secure File Transfer (SFT) service hosted by the
California Department of Technology Services (CDT) for the purpose of investigating felony victims,
suspects, missing persons, potential witnesses, or persons for whom a felony arrest warrant has
been issued.

1.

2. The EDD retrieves and processes the Social Security Numbers (SSNs) submitted by the SBCDA.

On matching records the EDD produces the data files authorized under this agreement under
Customer Code E00526 and submits the data files to the attention of the SBCDA through the SFT
system.

4. The SBCDA retrieves the output data files from the SFT system within twenty (20) days of transfer.

On a quarterly basis the EDD invoices the SBCDA for ail SSN transactions submitted and the cost of
the SFT account.

RESPONSIBILITIES

1.

The EDD agrees to:

a.

Set up a Basic User Account and password under Customer Code E00526 for the SBCDA
to access the CDT SFT system.

Assign copies of the CDT SFT Basic User Manual and the EDD Abstract System Customer
Instruction Packet to the SBCDA to assist the SBCDA in the implementation of the SFT
process.

Provide User Account administration to reset password, unlock user account, and/or modify user
account. To request User Account support submit an email message to:

lvory.Mitchell@edd.ca.gov
cc: ISOPrivacyDisclosureUnit@edd.ca.gov

Retrieve the SBCDA input file from the SFT temporary file storage repository on a daily
basis and run the input file against the EDD databases.

Provide the SBCDA the following Abstract data files for those individuals whose submitted social
security numbers match the EDD records:

(1) LE 1095(i) Locator Report
Transfer the response data file to the SBCDA, through the SFT system under the output DSN:
LE 1095(i) Locator Report: em_abs_abs251_sftrpts_abs00526

Retain the output data file for a period of twenty (20) calendar days in the SFT temporary file
repository. On the 21t day, the data file is automatically deleted.

Invoice the SBCDA on a quarterly basis for all SSN transactions submitted and SFT account
cost.



EDD Agreement No. 0000000113
EDD/SBCDA

Customer Code: E00526

Page 2 of 4

ATTACHMENT A-1
(Standard Agreement)

Monitor and assess status of the data to ensure that the terms, conditions, and disclosure
constraints stipuiated in this Agreement are followed. This compliance review is part of the EDD
contract monitoring process.

2. The SBCDA agrees to:

a.
b.

Request only the EDD information specifically authorized under this Agreement.

Establish a new password at first logon to the Basic User Account established under Customer
Code E00526 for the SBCDA to access the CDT SFT system.

Follow the following SFT Password Policy syntactical requirements:
e The password must contain at least 8 characters.
o At least one of the characters must be a number.
* Atleast one of the characters must be a symbol (for example: !|@#$%).
e At least one of the characters must be an uppercase alpha character.
Change the Basic User Account password on or before 90 days, after which the account will be

locked. A limit of five attempts to enter the password is allowed after which the account will be
locked. To request User Account support submit an email message to:

Ivory.Mitcheli@edd.ca.gov
cc: ISOPrivacyDisclosureUnit@edd.ca.gov

Create the request for LE 1095(i) Locator Reports, following the EDD specifications, for felony
victims, suspects, missing persons, potential witnesses, or persons for whom a felony arrest
warrant has been issued.

Request the file(s) authorized in this Agreement on an as needed basis during the period
specified herein. The number of requests (SSNs) shall not exceed one million (1,000,000) SSNs
on any daily cycle. Requests exceeding one million (1,000,000) SSNs will process the first one
million (1,000,000) SSNs only. SSNs in excess of one million (1,000,000) will be discarded and
the SBCDA will need to resubmit in a future cycle.

Upload the request file into the SFT temporary file storage repository, on an as needed basis,
under the input DSN:

em_abs_abs010_absreq_abs00526

Retrieve the response data file from the SFT temporary file storage repository within twenty (20)
calendar days from submission. On the 21% day, the data file is automatically deleted.

Delete the retrieved response data file from the SFT temporary file storage repository before
submitting a new request.

Use the EDD information to assist in the investigations of felonies or suspected felonies.

Comply with the UIC on any matters pertaining to the access, use, and/or release of data under
this Agreement. Failure to comply with this provision shall be deemed a breach of this
Agreement and shall be grounds for cancellation of this Agreement.

Oversee the SBCDA staff in their use of confidential information received from the EDD.



EDD Agreement No. 0000000113
EDD/SBCDA

Customer Code: E00526

Page 3 of 4

ATTACHMENT A-1
(Standard Agreement)

m. Instruct all the SBCDA staff with access to the information provided by the EDD under this
Agreement regarding the: (1) the confidential nature of the information; (2) the requirements
of this Agreement; (3) the need to adhere to the security and confidentiality provisions
outlined in Exhibit D — Protection of Confidentiality Provisions; and (4) the sanctions and
penalties against unauthorized use or disclosure found in sections 1094 and 2111 of the
UIC, section 1798.55 of the California Civil Code, and section 502 of the California Penal
Code.

n. Ensure that all SBCDA staff assigned to work with the information provided by the EDD
have signed the EDD Confidentiality Statement (Attachment D-1. Rev 072017).

o. Comply with section 603.9, Title 20 of the Code of Federal Regulations Section with respect
to any of the EDD confidential information.

p. Use the information provided by the EDD only as specifically authorized under this Agreement.
Section 1095(u) of the UIC prohibits a private collection agency from using any EDD information
the SBCDA obtains under this Agreement. Therefore, nothing in this Agreement shall be
construed to authorize or permit a private collection agency to use the EDD information for any
purpose. Violation of this paragraph will be a basis for terminating the Agreement.

g. Dispose of the EDD’s confidential information using an approved method of confidential
destruction.

r. Not release the EDD’s confidential information to any other public or private entity without
the EDD’s prior written consent.

s. Cooperate with the EDD’s authority to monitor this Agreement in accordance with Exhibit D,
Section Il, paragraphs (e) and (f).

t. Pursuantto 20 C.F.R., Part 603.10(c)(1), if the SBCDA fails to comply with any
provision of this Agreement, including timely payment of the EDD’s costs under this
Agreement, this Agreement shall be suspended and no further disclosures will be
made until the EDD is satisfied that corrective action has been taken and there will be
no further breach. In the absence of prompt and satisfactory corrective action, this
Agreement will be cancelled, and the SBCDA shall surrender to the EDD all
confidential information obtained under this Agreement which has not been
previously returned to the EDD, and any other information relevant to the Agreement.

. Joint Responsibilities. Both parties agree to:

a. Designate staff to have primary responsibility for program liaison, coordination of activities,
and to meet, when necessary, to further redefine specific program procedures.

b. Not disclose any of the EDD or the SBCDA information to any person or agency other than
those authorized specifically under this Agreement.

c. Cooperate fully and furnish such assistance as may be mutually agreed upon by the parties
hereto as being necessary and appropriate for proper performance of this Agreement.

Disputes:

Any dispute concerning a question of fact arising under the term of this Agreement which is not
disposed of within a reasonable period of time (ten days) by the Contractor and State
employees normally responsible for the administration of this contract shall be brought to the
attention of the Chief Executive Officer (or designated representative) of each organization for
joint resolution.



EDD Agreement No. 0000000113
EDD/SBCDA

Customer Code: E00526

Page 4 of 4

ATTACHMENT A-1
(Standard Agreement)

lll. ACCURACY ASSESSMENT

Individual employers and claimants report the information in the EDD’s files. Since the EDD is not the
originator of the information disclosed, the EDD cannot guarantee the accuracy of the information.

IV. TERMINATION CLAUSE

This Agreement may be terminated by either party by giving written notice 30 days prior to the effective
date of such termination.



EDD Agreement No. 0000000113

EDD/SBCDA
Customer Code: E00526
Page 1 of 2
EXHIBIT B
(Standard Agreement)

BUDGET DETAILS AND PAYMENT PROVISIONS
a.

The maximum amount of this Agreement shall not exceed Eight Thousand Six Hundred Seventy-
Six Dollars and No Cents ($8,676.00).

In consideration of the performance and completion of the foregoing in a satisfactory manner, and

upon receipt of a detailed invoice, in triplicate, quarterly in arrears, the SBCDA shall reimburse EDD

the total amount due, based on the following product rate structure:

e $16.00 per month SFT Account Fee

e A $1,500.00 Administrative Fee. The administrative costs for contracting include the costs for
development, processing, and maintenance of an Agreement, which averages $1,500 per
Agreement. For a three year Agreement, the administrative fee will be charged at a rate of $125
per quarter. These costs are computed in accordance with Sections 8752 and 8752.1 of the
State Administrative Manual; and

e $2.00 per SSN for each LE 1095(i) Locator Report requested.
The SBCDA shall be charged for the total number of products requested. Each SSN submitted
will generate 1 LE 1095(i) Locator Report.

The maximum amount of this Agreement has been computed based on an estimated 275 SSNs
per quarter, as follows:

EDD ABSTRACT FORMULA COST
LE 1095(i) Locator report 275 x2.00 x 12Q $6,600.00
Administrative Fees $1,500.00
| SFT Account Fee 16.00 x 12 Months x 3 yrs $576.00
| Total for 3-year contract $8,676.00

The EDD invoices will reference the EDD Agreement No. 0000000113 and the EDD Customer
Code: E00526; and shall be submitted for payment to:

Karen White, Administrative Supervisor or designee
San Bernardino County District Attorney’s Office
303 W. 3" Street, 6" Floor

San Bernardino, CA 92415

The SBCDA payment must reference the EDD Invoice Number, the EDD Agreement No.
0000000113, and the EDD Customer Code: E00526; and be submitted to:

Employment Development Department
Accounting Section, MIC 70

P.O. Box 826217

Sacramento, CA 94230-6217



EDD Agreement No. 0000000113

EDD/SBCDA
Customer Code: E00526
Page 2 of 2
EXHIBIT B
(Standard Agreement)

Payment will be made in accordance with, and within the time specified in, Title 1, Division 3.6,
Part 3, Chapter 4.5 of the Government Code.

Nothing herein contained shall preclude advance payments, pursuant to Article 1, Chapter 3,
Part 1, Division 3, Title 2 of the Government Code of the State of California.



EDD Agreement Number: 0000000113

EDD/SBCDA
Customer Codes: E00526
Page 1 of 3
EXHIBIT D
(Standard Agreement)

PROTECTION OF CONFIDENTIALITY

Federal and state confidentiality laws, regulations, and administrative policies classify all the Employment
Development Department (EDD) information provided under this Agreement as confidential. The federal and
state laws prohibit disclosure of the EDD’s confidential information to the public and mandate its protection
against loss and against unauthorized access, use, disclosure, modification, or destruction.

The SBCDA must therefore, agree to the following security and confidentiality requirements:

. ADMINISTRATIVE SAFEGUARDS

a.

Adopt policies and procedures to ensure use of the EDD’s confidential information solely for purposes
specifically authorized under this Agreement that meet the requirements of section §603.10, Title 20 of
the Code of Federal Regulations.

Warrant by execution of this Agreement, that no person or selling agency has been employed or
retained to solicit or secure this Agreement upon agreement or understanding for a commission,
percentage, brokerage, or contingent fee. In the event of a breach or violation of this warranty, the
EDD shall have the right to annul this Agreement without liability, in addition to other remedies provided
by law.

Warrant and certify that in the performance of this Agreement the SBCDA will comply with all applicable
statutes, rules and/or regulations, and Agreement information security requirements, including but not
limited to the following:

e California Unemployment Insurance Code §1094 (Disclosure Prohibitions)

= Title 20, Code of Federal Regulations §603.9 and §603.10 (Federal Unemployment
Compensation Safeguards and Security Requirements)

e California Civil Code §1798, et seq. (Information Practices Act)

e California Penal Code §502 (Computer Fraud Act )

e Title 5, U.S. Code §552a (Federal Privacy Act Disclosure Restrictions)
¢ Title 42, U.S. Code §503 (Social Security Act)

o Title 18, U.S. Code §1905 (Disclosure of Confidential Information)

Except for state agencies, agree to indemnify the EDD against any loss, cost, damage or liability
resulting from violations of these applicable statutes, rules and/or regulations, and Agreement
information security requirements.

Protect the EDD’s information against unauthorized access, at all times, in all forms of media. Access
and use the information obtained under this Agreement only to the extent necessary to assist in the
valid administrative needs of the program receiving such information, and only for the purposes defined
in this Agreement.

Keep all the EDD’s confidential information completely confidential. Make this information available to
authorized personnel on a "need-to-know" basis and only for the purposes authorized under this
Agreement. “Need-to-know” refers to those authorized personnel who need information to perform their
official duties in connection with the use of the information authorized by this Agreement.

Confidentiality Requirements STD. [Rev 03/08/2016]



EDD Agreement Number: 0000000113

EDD/SBCDA
Customer Codes: E00526
Page 2 of 3
EXHIBIT D
(Standard Agreement)

g. Notify the EDD Information Security Office (ISO) at (916) 654-6231, immediately upon discovery, that
there may have been a breach in security which has or may have resulted in compromise to the
confidential information. For purposes of this section, immediately is defined within 24 hours of
discovery of the breach. The notification shall be by phone and email. It is not sufficient to simply
leave a message. The notification must include a detailed description of the incident (such as time,
date, location, and circumstances) and identify responsible personnel (name, title and contact
information). The verbal notification shall be followed with an email notification to
<InformationSecurityOffice@edd.ca.gov>.

II. MANAGEMENT SAFEGUARDS

a. Acknowledge that the confidential information obtained by the SBCDA under this Agreement remains
the property of the EDD.

b. Instruct all personnel assigned to work with the information provided under this Agreement regarding
the following:

e Confidential nature of the EDD information.
¢ Requirements of this Agreement.

¢ Sanctions specified in federal and state unemployment compensation laws and any other relevant
statutes against unauthorized disclosure of confidential information provided by the EDD.

c. Require that all personnel assigned to work with the information provided by the EDD complete the EDD
Confidentiality Agreement (Attachment D-1):

d. Return the following completed documents to the EDD Contract Services Group:

o The EDD Indemnity Agreement (Attachment D-2): Required to be completed by the
SBCDA Chief Financial Officer or authorized Management Representative, uniess
SBCDA is a State Agency.

o The EDD Statement of Responsibility Information Security Certification (Attachment
D-3): Required to be completed by the Information Security Officer or authorized
Management Representative.

e. Permit the EDD to make on-site inspections to ensure that the terms of this Agreement are being met.
Make available to the EDD staff, on request and during on-site reviews, copies of the EDD
Confidentiality Agreement (Attachment D-1) completed by personnel assigned to work with the EDD'’s
confidential information, and hereby made a part of this Agreement.

f.  Maintain a system of records sufficient to allow an audit of compliance with the requirements under
subsection (d) of this part. Permit the EDD to make on-site inspections to ensure that the requirements
of federal and state privacy, confidentiality and unemployment compensation statutes and regulations
are being met including but not limited to §1137(a)(5)(B) of the Social Security Act.

lil. USAGE, DUPLICATION, AND REDISCLOSURE SAFEGUARDS

a. Use the EDD'’s confidential information only for purposes specifically authorized under this Agreement.
The information is not admissible as evidence in any action or special proceeding except as provided
under section §1094(b) of the UIC. Section 1095(u) of the UIC does not authorize the use of the EDD’s
confidential information by any private collection agency.

b. Extraction or use of the EDD information for any purpose outside the purposes stated in this Agreement
is strictly prohibited. The information obtained under this Agreement shall not be reproduced, published,
sold, or released in original or any other form not specifically authorized under this Agreement.

Confidentiality Requirements STD. [Rev 03/08/2016]
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EDD/SBCDA
Customer Codes: E00526
Page 3 of 3
EXHIBIT D
(Standard Agreement)

c. Disclosure of any of the EDD information to any person or entity not specifically authorized in this
Agreement is strictly prohibited. Personnel assigned to work with the EDD’s confidential information
shall not reveal or divulge to any person or entity any of the confidential information provided under this
Agreement except as authorized or required by law.

IV. PHYSICAL SAFEGUARDS

a. Take precautions to ensure that only authorized personnel are given access to physical, electronic and
on-line files. Store electronic and hard copy information in a place physically secure from access by
unauthorized persons. Process and store information in electronic format, such as magnetic tapes or
discs, in such a way that unauthorized persons cannot retrieve the information by means of computer,
remote terminal, or other means.

b. Secure and maintain any computer systems (network, hardware, and software applications) that will be
used in the performance of this Agreement. This includes ensuring that all security patches, upgrades,
and anti-virus updates are applied as appropriate to secure data that may be used, transmitted, or
stored on such systems in the performance of this Agreement.

c. Store all the EDD’s confidential documents in a physically secure manner at all times to prevent
unauthorized access.

d. Store the EDD's confidential electronic records in a secure central computer facility. Where in-use on a
shared computer system or any shared data storage system, ensure appropriate information security
protections are in place. The SBCDA shall ensure that appropriate security access controls, storage
protections and use restrictions are in place to keep the confidential information in the strictest
confidence and shall make the information available to its own personnel on a "need-to-know” basis
only.

e. Store the EDD’s confidential data in encrypted format when recorded on removable electronic storage
media, or on mobile computing devices, such as a laptop computer.

f. Maintain an audit trail and record data access of authorized users and authorization level of access
granted to the EDD's data, based on job function.

g. Direct all personnel permitted to use the EDD’s data to avoid leaving the data displayed on their
computer screens where unauthorized users may view it. Personnel should retrieve computer printouts
as soon as they are generated so that the EDD’s data is not left unattended in printers where
unauthorized personnel may access them.

h. Dispose of confidential information obtained fromthe EDD, and any copies thereof made by the
SBCDA, after the purpose for which the confidential information is disclosed is served. Disposal means
return of the confidential information to the EDD or destruction of the information utilizing an approved
method of confidential destruction, which includes electronic deletion (following Department of Defense
specifications) shredding, burning, or certified or witnessed destruction.

Confidentiality Requirements STD. [Rev 03/08/2016]



i -~ Employment '- ' EDD Agreement No. 0000000113 |

I !' ; ;* ). »g ‘ g:velormen: | EDD’SBCDAI
R partmen , Customer Code; EQ0526
State of California ; ATTACHMENT NO. D1
= e e | . Page1of1]

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources maintained by the State of Califomia Employment Development Depariment (EDD) and provided to your agency may be
confidentlal or sensitive. Confidential and sensitive information are not open to the public and require special precautions o protect it from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces information security. If you violate these provisions, you may be
subject to administrative, civil, and/or criminal action.

LMD ACENEDHO _ anemployesol  San Bernardino County Dietrict Attorney's OMfice

PRINT YOUR NAME PRINT YOUR EMPLOYER'S NAME
hereby acknowledge tha the confidential and/or sensitive records of the Employment Development Depariment are subjsct to strict confidentiality requirements
Imposed by stais and federal law nclude the Unemployment Insurance Code (UIC) §§1094 and 2111, the Califomia Civil Code (CC) §1708 et seq., the Callfiormia

| Code {PC) §502, Title 5, USC §552a, Code of Faderal Reguletions, Titie 20 part 803, and Title 18 USC §1805,
acknowledge that my supervisor and/or the Contract's Confidentiality and Data Security Monitor reviewed with me the confidentiality and security
WAL requirements, policies, and administrative processes of my orgenization and of the EDD.
acknowledge responelbliity for knowing the classification of the EDD Information | work with and agres to refer questions about the ciassification of the
—wma. EDD information {public, sensitive, confidenlal) to the person the Coniract sssigns responaibility for the securlty and confidentiality of the EDD's data.

acknowdadge responsibility for knowing the privacy, confidentality, and data securtty lews that apply to the EDD information | have been granted acoess
WTAL  to by my employer, Inciuding UIC §§1084 and 2114, California Government Code § 15619, CC § 1798.53, and PC § 502,

acknowiadge thet wrongful access, use, modtficetion, or disclosure of confldential information may be punishable as a crime and/or result n discipiinary
WAL andfor clvil action taken agalnst me—Inciuding but not limited to: reprimand, suspanelon without pay, salary reduction, demotion, or dismissal—and/or
fines and penalties resulting from crimina! prosecution or clvil lawsults, and/or temination of contract.

& acknowladge thal wrongful access, inspection, use, or disclosure of confidentiel Information for personal gain, curiosity, or any non-bus!ness related
WTAL  reason is a crime under state and federal laws.

acknowledge thal wrongful access, use, modification, or disclosure of confidentlal information Is grounds for Immediate termination of my organization's
WAL Confract with the EDD.

agree to prolect the following types of the EDD confidentlal and sensitive informailon:

WNTAL »  Wage Information s  Applicant information
s  Employer information e  Proprietary Information
o  (Claimant Information o  Operational Information (manuals, guidelines, procedures)
»  Tax Payer Information

\><\=>x—  hereby agree to protect the EDD's Information on either paper or electranic form by:
! Accessing or using the EDD supplied information only a8 specified In the Contract for the performance of the specific work | am assigned.
Never accesslng Information for curlosHy or personal reasons.
Never showing or discussing senslitive or confidential information to or with anyone who doss not have the need to know.
Placing sensitive or confidential information only in approved locations.
Never remaving sensitlve or confidential information from the work site without authorization.
Following encryption requirements for all personal, sensitive, or confidentis! information In any portable device or media,

“| certify that | have read and Initialed the confidentiality statements printed above and will abide by them.”

AT Rovhe s C @&m\v\ C\\_&\%B\}”_ =N

Print Full Name (ast, first, MI) Signaturs
San Bemardino County District Attorney’s Office on N eyo
~ PrintName of Requesting Agency ) .. .. DateSignsd
Check the appropriate box:
X Employee O Student
[0 Subcontractor O Volunteer
Ooter
Explain

Attachment D-1 [Rev 072017]



_ "Employment EDD Agrsement No. 0000000113
D e W fg}) De\'r)elo’;menl Ao EDD/SBCDA
ferr (247 4" Department Customer Code: E00526
State of California

ATTACHMENT NO. D-1 |

;
| Page 1 of 1 |

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources malntained by the State of Califomia Employment Development Department (EDD) and provided to your agency may bs
confidential or sensitive. Confidential and sensitive information are not open to the public and require special precautions to protect it from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces information securlty. If you violate these provisions, you may be
subject to administrative, civil, andfor criminal action.

. RS an employee of San Bernardino County Dlstrict Attorney's Offi
MM&._HL/_Q&;%%%&_ e _ 9@n cemard m_ﬁmy e ey ce

hereby acknowledge that the confidential and/or sensitive records of the Employment Development Depariment are subject to sirict confidentiality requirements
impoged by state and federal law Include the Unemployment insurance Code (UIC) §§1094 and 2111, the Callfomia Civil Coda (CC) §1798 et geq., the Caltfomia
Penal Code (PC) §50Z, Ttle 5, USC §552a, Code of Federal Regulations, Title 20 part 803, and Title 18 USC §1905.

- acknowladgs that my supervisor and/or the Contract's Confidentlality and Data Security Monitor reviewed with ma the confidentiality end security
WmAL  requiremsnts, policies, and adminisirative processes of my organization and of the EDD.
A l\ - acknowledga responsibiiity for knowing the classification of the EDD information | work with and agree to refer quastions about the classlfication of the
wmA. EDD information (public, sensitive, confidential) to the person the Contract assigns responsibilty for the securlty and confidentislity of the EDD's data.

M N acknowledge responsibility for knowing the privacy, confidentiality, end data security lews that apply to the EDD Information | have been granted access
NTAL  to by my employer, Including UIC §§1084 and 2111, Califomla Government Code § 15619, CC § 1798.53, and PC § 502.

f\- acknowledge thet wrongful access, use, modification, or diaclosurs of confidential informatlon may be punishabie as & crime andfor result in disciplinery
NTAL  andicr clvll action taksn agelnst me—Including but not limited to: raprimand, suspension without pay, salary reduction, demation, or dismissal—and/or
fines and penzlties resulting from criming! prosecution or civil lawsults, and/or fermination of contract.

M\~ acknowlsdge that wrongful access, Inspection, uge, or disclosure of confidentia information for parsonal gain, curiosty, or any non-business related
INTAL  rgagon I8 a crime under State and fadersal laws.

P - acknowledge thet wrongful access, use, modificetion, or disclosure of confidentlal Information ts grounds for immediate termination of my organization's
WAL Contract wih the EDD.

I\ agree to protect the following types of the EDD confidential and senaitive information:
IRTUL

s Wage Information o  Applicant Infermation
s Employer Information e Proprietary Information
+  Cleimant information e Operational Information (manuals, guidslines, procedures)

o Tax Payer Information

B4l hereby agree to protect the EDD's information on elther paper or electronic form by:

INAL Accessing or using the EDD supplied informetion only a8 spectfied In the Contract for the performance of the specific work | am assigned.
Never accessing Information for curiosity or personal reasons,
Never showing or discussing sensltive or confidential information to or with anyone who doss not have the need to know.
Piacing sensitive or corfidential Information anly in approved locations,
Never remaving sensitive or confidential information from the work site without authorization.

Following encryption requiremsnts for alt personal, sensitive, or confidential information in any portable device or media,

“| certify that | have read and Initialed the confidentiality statements printed above and will abide by them.”

—
ARDERSC ::Lz_t:z&_KL_ , N Sl
Print Full Name (last, first, Ml) Signature
San Bemnardino County District Attorney's Office i / a /zo
Print Name of Requesting Agency .. .. DeteSigned _
Check the appropriate bex:
[ Employes [ Student
[ Subcontractor 3 volunteer
Cother
Explein

Attachment D-1 [Rev 072017]



 Stai’E

Employment . EDD Agreement No, 0000000113
Development | EDD/SBCDA

‘&2 Department | Customer Code: ED0526
of Califernts ATTACHMENT NO. D-1 |
S | o Page1of1|

EMPLOYMENT DEVELOPMENT DEPARTMENT
CONFIDENTIALITY AGREEMENT

Informetion resources maintained by the State of Califomnia Employment Development Depariment (EDD) and provided to your agency may be
confidentlal or sensitive. Confidential and sensitive information are not open io the public and require special precautions to protect it from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces information securlty, If you violate these provisions, you may be
subject to administrative, civil, and/or criminal action.

Eita€ST0 Anrillos L emempioyad  San Bemardino County District Attomey's Office
PRINT YOUR NAME PRINT YOUR EMPLOYER'S NAME

hereby acknowtedge that the confidential andfor sensiiive records of the Employment Development Depariment are subject to strict confidentiafity requirements
imposed by stets and federal law include the Unempioyment Insurance Code (UIC) §§1094 and 2111, the Califomia Civll Code (CC) §1708 et seq., the California
Penal Code (PC) §502, Title 6, USC §552a, Cods of Federal Regulations, Title 20 part 603, and Titis 18 USC §1805.

o

INTIAL

AR

INTIAL

(50

INTAL

Zaat
INTTIAL

13
NTAL

ZAxr

INTIAL
it

INTIAL

£

acknowledge that my suparvisor and/or the Contract's Corridentlality and Data Security Monitor reviewed with me the confidentlallty and security
requirements, policies, and administrative processes of my organization gnd of the EDD.

acknowiadge responsibiiity for knowing the classification of the EDD information | work with and agree to refer questions about the classtfication of the
EDD Information (public, sensitive, confidenial) to the person the Contract assigns responsibilty for the security and confidentiality of the EDD's daa,
acknowledge responsibility for knowing the piivacy, confidentiality, and data security laws that apply to the EDD Information | have been granted acoess
to by my employer, Incliding UIC §§1084 and 2111, California Govemment Code § 15619, CC § 1788.53, and PC § 602.

acknowiedge that wrongful access, use, modification, ar disclosure of confidential information may be punishable as a crime and/or result in discipiinary
end/or civil action taken againet me—Including but not limited to: reprimand, suspenslon without pay, salary reduction, demotion, or dismissal—and/or
fines and penalties resulting from criming! prosecution or civil lswsults, endfor termination of confract.

acknowledge thal wrongful access, inspection, use, or disclosure of confidential Information for personal gain, curioslly, or any non-business related
reason is a crime under state and federal laws.

acknowledge that wrongful access, use, modtfication, or disclosure of confidentlal Information is grounds for Immediate termination of my organization’s
Contract with the EDD.

agree to protact the following types of the EDD confidentlal and sensltive information:

e Wage Information o  Applicant information

o  Employer information *  Proprietary Information

e  Claimant information »  Operational Information (manuals, guidsiines, procedures)
e  Tax Payer Information

hereby egres to protect the EDD's Information on either paper or electronic form by:

Accessing or using the EDD supplied information only a8 specified In the Contract for the performance of the spectfic work | am gssigned.
Never accessing Information for curlosity or personal reasons.

Never showlng or discussing sensltive or confidential information to or with anyons who doss not have the need 1o know.

Placing sensitive or confidential Information only in approved locations.

Never removing sensitive or confidential information from the work site without authorization.

Following encryption requirements for all parsonal, sensltive, or confidential Information in any portable device or media,

“I certify that | have read and Initialed the confidentiality statements printed above and will abide by them.”

TR S Tt L 2 S
Print Full Name (last, first, M) Signature
San Bernardino County Dlstrict Attorney's Offics i /2 20
Print Name of Requesting Agancy .. .. DateSigned
Check the appropriate box:
Employee O student
3 Subcontractor O Volunteer
[ Other , ,
Explsin .

Attachment D-1 [Rev 072017]
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EDD Agresment No. 0000000113 |
EDD/SBCDA

Customer Code: E00526 |

ATTACHMENT NO. D-1 |

Page1of1

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources maintained by the State of Califomia Employment Development Department (EDD) and provided 1o your agency may be
confidentlal or sensitive. Confidential and sensitive information are not open to the public and require special precautions to protect it from wrongful
access, use, disciosure, modification, and destruction. The EDD strictly enforces informetion securlty. f you violete these provisions, you may be

subject lo edministrative, civil, andfor criminal action.

ErnesTe A DOANUELOS  menpopena

___San Bernardino County District Attorney's Office

PRINT YOUR EMPLOYER'S NAME

hereby acknowledge that the confidential and/or sensitive records of the Empioyment Development Department are subject to strict confidentiality requirements
imposed by state and federal lew Include the Unemployment insurance Code (UIC) §§1084 and 2111, the Calffornia Civll Code (CC) §1788 et seq., the Calffornia
Penal Code (PC) §502, THie 5, USC §552a, Code of Federal Reguiations, Title 20 part 603, and Titie 18 USC §1805.

ﬁ&”? acknowiedgs that my supervisor and/or the Contract's Confidentiallty and Data Securily Monitor reviewed with me the confidentlality and securlty

WTAL  requiremsnts, policies, end adminisiralive processes of my organization and of the EDD.

% acknowledge responsibility for knowing the classification of ihe EDD Information | work with and agree to refer questions about the classification of the
WAL EDD information (pubfic, sensitive, confidentiel} to the person the Contract assigns responalbiitty for the securtty and confidentiality of the EDD's data.

73:"9 acknowladge responsibility for knowing the privacy, confldentialy, and data securlty lews that apply to the EDD information | have been granted access
INTW.  to by my employer, induding UIC §§1084 and 2111, Callfomia Government Code § 15618, CC § 1788.53, and PC § 602.

acknowledge that wrongful access, use, modification, or disclesure of confidential information may be punishabie as a crime and/or result In disciplinary
! andior civil action taken apelnst me—Iincluding but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismisaal—andior
fines and penaities resulting from crimingl prosecution or civil lawsults, and/or isrmination of contract,

AN acknowledge that wrongful access, Inspection, use, or disclosure of confidential Information for personsi gain, curiaslty, or any non-business related
INTIAL . reason is & crime under state and federal laws.

5&_{5 acknowiedgs that wrongful access, uss, modification, or discicsure of confidantial information Is grounds for immediate termination of my organizstion's

WL Contract whh the EDD.

\ ) agree to protect the following types of the EDD confidential and senslitive information:

Applicant Information

Proprietary Information

Operational Information (manuals, guidslines, procedures)

s  Wage Information

»  Employer information
e Claimant Informetion
»  Tex Payer Information

520 neraby agrea to protectthe EDD's nformation on aither paper or slectronic form by:
bl Accessing or using the EDD supplied Information only a3 specified In the Contract for the performance of the specfic work | em easigned.

Never access!ng Information for curioslly ar personal reasons.

Never showing or discussing sensliive or confidential informatlon to or with anyone who does not have the need t know.

Placing sensttive or confidential Information only in approved locations.

Never removing sensitive or confidential information from the work stie without authorization.

Following ancryption requirements for el personel, sensitive, or confidental informetion in any portable device or media.

“] certify that | have read and Initialed the confldentiallty statemen

4.

 Panvels, Epdeso

Print Full Nama {last, first, Mi)

_San Bernardino County District Attorney’s Office

?ﬁm&w p-afd Wil ablde by them.”

Print Name of Requesting Agancy

Attachment D-1 [Rev 072017]

.. .. DeteSigned
Check the appropriate box:

O student

[ Subcontractor O volunteer

Explan
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EDD Agreement No. 0000000113

EDD/SBCDA

Customer Code: E005286

ATTACHMENT NO. D1
___Pagelof1)

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources maintained by the State of Califomia Employment Development Depariment (EDD) and provided to your agency may be
confidentlal or sensitive. Confidential and sensitive information are not open b the public and require spacial precautions to protect it from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces information security. If you violate these provisions, you may be
subject to adminisirative, civil, and/or criminal ecfion,

PRINT YOUR NAME

~ &n employee of

San Bernardino County District Attomney's Office

 PRINT YOUR EMPLOYER'S NAME

hereby acknowledge tha the confidential and/or sensttive records of the Employment Development Depertment are subject to strict confidentiality requirements
imposed by stale and federal law include the Unemployment Insurance Code (UIC) §§1084 and 2111, the Caltfomia Civil Code (CC) §1798 et seq., the Calfornia
Penal Code (PC) §502, Title 5, USC §652a, Cods of Federal Regulations, Title 20 part 803, and Title 18 USC §4805.

RN acknowledgs that my supervisor and/or the Contract's Confidentiality and Data Security Monitor reviewed with me the confidentiality and security
WmMAL  requirements, policles, and adminisiralive processes of my organtzstion snd of the EDD,

7 acknowledge responsibifity for knowing the classification of the EDD information | work with and agree to refer questions about the classification of the
WAL EDD Information (public, sensitive, confidential) to the person the Contract essigns responsiblltty for the securlty and confidentiality of the EDD's data.

acknowledgs responsibility for knowing the privacy, confidentiallty, and deta securlty laws that apply to the EDD Information | have been granted access
NTAL  to by my employer, Including UIC §§1084 and 2114, California Government Code § 15619, CC § 1788.53, and PC § 502.

acknowledge thet wrongful access, use, modification, o diaclesura of confidential Information may be punishable 8 & crime and/or regult in disciplinery
gndfor civll action taken agalnst me—Inciuding but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismissal—and/or
fines and penalties resulting from criming! prosecution or civil lewsults, andfor termination of contract.

acknowledge that wrongful access, Inspection, use, or disclosura of confidential information for personal gain, curiosity, or any non-business related

T
TIAL

TR

i 1

LLS

?

reason is & crime under state and foderal laws,

acknowledge that wrongful eccess, use, modification, or disclosure of confidentlal Information Is grounds for Immediate termination of my crganization’s

Contract with the EDD.

agree to protect the following types of the EDD confldentlal and sensltive information:

e Wage Information

s  Employer Information
o  Claimant Information
»  Tax Payer information

Applicent information
Proprietery Information
Operational Information (manuals

hereby agree to protect the EDD's information en efther paper or electronic form by;

, guidellnes, procedures)

Accessing or using the EDD supplied information only as specified In the Contract for the performance of the specific work | am assigned.
Never acceselng Information for curiosity or personal reasons,

Never showing or discussing sensltive or confidential information to or with anyone who does not have the need o know,

Placing senskive or confidential information only in approved locations.

Never removing sensltive or confidential informetion from the work site without authorization.
Following encryption requirements for all personal, sensitive, or confidential information in any portable device or media.

“I certify that | have read and initialed the confidentiality statements printed above and will abide by them.”

San Bernardino County District Aftorney’s Office

™,

s ___Begf\D,_ T¥o
Print Full Nama {last, first, MI)

Print Name of Requesting Agsncy

Attachment D-1 [Rev 072017}

_ wma X

Signature
4/2e/2020
. .. DeteSigned
Chack the appropriate box;
B3, Empioyee O Student
] Subcontractor O volunteer
OOther
Explain



_ . Employment EDD Agreement No. 0000000113 |

%5 e:}a Development EDD/SBCDA
: i.—#’“ Department Customer Code; E00526 |
State of California ! ATTACHMENT NO. D1 :
R . - Page 101!

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources malnteined by the State of Califomia Employment Development Department (EDD) and provided o your agency may be
confidential or sensitive. Confidential and sensitive information are not open to the public and require special precautions to protect it from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces information securlty. If you violate these provisions, you may be
subject to edministrative, civil, and/ar criminal action.

=hawe Balsco s San Bemardino County District Attomey's Office
" YR . TTTPRINTYOUR BMPLOVERS NAME

heraby acknowledge that the confidential and/or sensitive records of the Employment Development Department are subject to strict cofidentiality requirements
imposed by stete and federa! law include the Unemployment Insurance Cods {UIC) §§1094 and 2111, the Caltfomia Civil Code {CC) §1788 et seq., the Caltfomia
Penal Code (PC) §602, Title 5, USC §652a, Code of Federal Regulations, Titie 20 part 803, and Title 18 USC §1905,

% ecknowledge that my supervisor andfor ihe Contract’s Confidentiality and Data Security Monitor reviewsd with me the confidentielity and security

requirements, policies, and administretive processes of my organization and of the EDD.
acknowledga responsibllity for knowing the classification of the EDD information | work with and agree to refer Questions about the classlfication of the
wmAL EDD information (public, sensitive, confidentlal) to the person the Contract assigna responsibllity for the security and confidentislity of the EDD's data,

,%_ acknowladge responsibiity for knowing the privacy, confidentiality, and data securtty laws that apply o the EDD Informetion | have been granted acoess
to by my empioyer, Including UIC §§1084 and 2111, California Government Code § 15619, CC § 1798.53, and PC § 502,

acknowledge that wrongful access, uss, modication, or disclosure of confidential Informatlon may be punishebie s a crime and/or resutt In disciplinary
endfor civil action taken against me—Including but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismissal—and/or
fines and penalties resulting from crimina! prosecution or civil lawaults, and/or femmingtion of contract.

acknowledge that wrongful access, Inspection, uss, or disclosure of confidential information for personal gain, curiosity, or any non-business nelated
reason I8 a crime under state and federal laws.

acknowledge that wrongful access, use, modificatlon, or disclosure of confidential Information Is grounds for Immediate termination of my organization’s

Coniract with the EDD.
‘% agree to protect the following types of the EDD confidential and sensitive information:
¢  Wage information e Applicant Information
o  Employer information e Proprietary Information
o Claimant Information »  Operational Information (manuals, guldelines, procedures)
s Tex Payer Information

~7Y 7 hereby agres o protect the EDD's Information on efther paper or elsctronic form by

Accessing o using the EDD suppiied information only as specified In the Contract for the performance of the specific work | am gssigned.
Never acceasing Informatlon for curlosity or personal reasons.

Never showing or discussing sensitive or confidential Information to or with anyone who does not have the need to know.

Placing sensttive or confidential Information only in approved iccations.

Never removing sensitive or confidential informetion from the work site without authorization.

Following encryption requirements for alf personal, sensitive, or confidential information In any porfeble device o media.

“| certify that | have read and Initialed the confidentiality statements printed above and will abide by them.”

San Bemardino County District Attorney's Office oH-2\ ~20z2o
o Print Name of Requesting Agency . ... DateSigned
Check the appropriate box:
){ Employee O Swdent
[ Subcontractor [0 Volunteer
O Other o o
Explain

Attachment D-1 [Rev 072017]



- Department Customer Code: E00526
State of California ATTACHMENT NO. D-1
R _ Page 1 of 1

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources malntained by the State of California Employment Devslopment Department (EDD) end provided to your agency may be
confidential or sensitive. Confidential and sensitive information are not open to the public and require special precautions to protect it from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces information security. If you violate these provisions, you may be
subjsct to administrative, civil, and/or criminal action.

. Employment ' 'EDD Agreement No, 0000000113
$ Development EDD/SBCDA

J

FZ\C_ oS L an employes of San Bernardino County Di ’
-"——--E[Zﬁmm' E e “W"“ﬁ“ﬁfﬁféﬁ%ﬁ%ﬂomey a0

heraby acknowledge that the confidential andor sensitive records of the Employment Development Department are subject to strict confidentiality requirements
imposed by state and federal law Include the Unemployment Insurance Code (UIC) §§1084 and 2111, the Caltiomia Clvil Coda {CC) §1788 et seq., the Calfonia
Penal Code (PC) §502, Title 5, USC §552a, Code of Federal Regulations, Title 20 part 603, and Title 18 USC §1905.
acknowledga that my supervisor and/or the Contract's Confidentlality and Data Security Monitor reviewad with me the corfidentlafity end security
WAL requirements, policies, and administrative processes of my organization and of the EDD.
Qﬁ acknowledge responslibiiity for knowing the classification of the EDD information | work with and agrse o refer questions about the classification of the
mmaL EDD Information (public, sensitive, confidenlal) to the person the Contract assigns respansibillty for the security and confidentiality of the EDD's data.

gs acknowledge responsibility for knowing the privacy, confidendiality, and data securlty laws that apply to the EDD information | have been granted access
INTAL o by my employer, Including UIC §§1084 and 2114, Callfornia Govemment Code § 15619, CC § 1798,53, and PC § 502,

d acknowledge that wrongful access, use, modification, or disclosure of confldential information may be punishable as a crime and/or result in discipiinary
INTWL  andor clvl! action taken agalnst me—Including but not limited to: reprimand, sugpansion without pay, safary reduction, demotion, or dismissal—and/or
fines and penalties resulting from crimingl proseculion or clvil lawsults, and/or termination of contract.

acknowledge that wrongful access, inspection, uss, or digclosurs of confidential information for psrsonal gain, curiosily, or any non-business related
reason is a crime under state and foderal laws.

acknowledge thal wrongful access, use, modification, or discloaure of confidential Information |s grounds for Immediate fermination of my organization's
NTAL  Coniract with the EDD.

2.5 sagree to protect the following types of the EDD confidentlal and sensitive information:

NTAL - Wage Information o Applicant Infermation
»  Employer Information ¢ Proprietary Information
¢ Claimant Information o Operational Information {menuale, guldslines, procedures)

o  Tax Payer Information

W;{_AM _hereby agree to protect the EDD’s Information on elther paper or electronic form by:

S Accessing or using the EDD supplied information only as spectfied In the Contract for the performance of the spectfic work | am assigned.
Never acceszing Information for curlosiy or personal reasons.
Never showing or discussing sensitive or confldential information to or with anyone who does not have the need 1o know.
Placing sensltive or confidential Information only in approved locations.
Never removing sensitive or confidential information from the work site without authorization.
Following encryption requirements for ali personal, sensitive, or confidential Information In any portable device or media,

“| certify that | have read and Initialed the confidentiality statements pri and will abide by them.”
BRREMNER, e P. - - _

Print Full Name {iast, first, Mi) 7" Signaturs T

San Bernardino County Digtrict Attorney’s Office OY-20 ~Z020
P e o Feiesirg Aggy . DetleSkned
Chack the appropriate box:
B Employes ] Student

[J Subcontractor O Volunteer
[ Other

Explain

Attachment D-1 [Rev 072017}



Stai’e

Employment -‘ """ "EDD Agreement No. 0000000113

i ﬂ, ;,F [} : govelorl:.nen: EDD/SBCDA
Fut ioy Departmen Customer Code: E00526

of Callfornta ATTACHMENT NO. D-1 |

_ Psgetof1|

EMPLOYMENT DEVELOPMENT DEPARTMENT
CONFIDENTIALITY AGREEMENT

Information resources maintained by the State of Califomia Employment Development Department (EDD) and provided to your agency may be
confidential or sénsitive. Confidential and sensitive information are not open to the public and require special precautions to protect it from wrongfl
access, use, disclosure, modification, and destruction. The EDD strictly enforces information sscurity. If you violate these provisions, you mey be
subject to administretive, civil, and/or criminal action.

I BRiONEF<  eoempowed  SanBemardino County District Attorney’s Office
PRINT YOUR NAME PRINT YOUR BMPLOYER'E NAE

hereby acknowledge thel the confidential and/or sensitive records of the Employment Deveiopment Depariment are subject to strict confidentiality requirements
imposed by stete and federal law include the Unemployment insurance Code (UIC) §§1094 end 2111, the Caltfornia Civll Cade (CC) §1788 et 8eq., the Callfomia
Penal Code (PC) §502, Title & USC §552a, Code of Federal Regulations, Title 20 part 603, and Titie 8 USC §1805.

=
-
—

TNITAL

\_:

acknowledge that my suparvisor and/or the Contract's Confidentiality and Data Security Monitor reviewed with me the confidentiallty and security
requirements, policies, and administrative processes of my organization and of the EDD.

acknowladge reaponsibllity for knowing the classification of he EDD information | work with and agree to refer questions about the class!fication of the
EDD Information {public, sensitive, confidentlal) to the person the Contract assigns responaibiltiy for the security and confidentiality of the EDD's data.

acknowledge responsiblilty for knowing the privacy, confidentialtty, and data securlty lews that apply to the EDD Information | have been granted acoess
to by my employer, including UIC §§1094 and 2114, Califomla Govemment Code § 15619, CC § 1788.53, and PC § 602,

acknowladge that wrongful access, use, modification, or disclosure of confidantial information may be punishable es a crime and/or result in discipiinary
and/or civil action taken against me—Inciuding but not fimited to: reprimand, suspension without pay, salary reduction, demotion, or dismissal—andior
fines and penalties resulting from crimina! prosecution or clvil lewsults, and/or termination of contract.

acknowledge that wrongful access, Inspection, use, or disclosure of confidential information for parsonal gain, curiostly, or any non-business related
reason is a crime under state and federal laws,

acknowledge that wrongful access, use, modification, or disciosure of confidentlal information Is grounds for Immediate termination of my organization's
Contract with the EDD.

agree to protect the following types of the EDD confidentlal and sensitive information:

»  Wage Information s  Applicant Information

»  Employer information ¢ Proprietary Infornation

s  (Clgimant Information ¢ Operational Information {menuals, guidelines, procedures)
s  Tax Payer Information

hereby agres to protect the EDD's Information on elther paper or electronic form by:

Accessing or using the EDD supplied Information only as specified in the Contract for the performance of the specific work | em assigned.
Never accossing Information for curiosly or personal reasons. .

Never showing or discussing sensitive or confidential information to or with anyone who does not have the need o know.

Placing sensttive or confidential information only in approved locations.

Never removing sensitive or confidential informetion from the work site without authorization.

Following ancryption requirements for all personal, sensitive, or confidential Information In any portable davice or media,

“l cortify that | have read and Initialed the confidentlality statements printed above and will abide by them.”

BRunEs . BAY T T2,

Print Full Name {last, first, MI) Signaure .
San Bernardino County Disirict Aftorney’s Office H4-20-20
Print Name of Requesting Agency __ .. DeleSigned B
Check the eppropriate box:
3 Employee " O student
O subcontractor 3 volunteer
O3 Other .
Explain '

Attachment D-1 [Rev 072017]
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EDD Agreement No. 0000000113
EDD/SBCDA

Customer Code: E00526

ATTACHMENT NO. D-1
_ Page1of1

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources maintained by the State of California Employment Development Department (EDD) and provided to your agency may be
confidential or sensitive. Confidential and sensitive information are not open o the public and require special precautions to protect It from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces Information security. If you violate these provisions, you may he

subject to administrative, civll, and/or criminal action,
____San Bemardino County District Attomey’s Office

ﬁfggsfé;. Q:Ejsféj an empioyee of
INT YOUR NAME === " PRINT YOUR EYPLOYER'S NAME

heraby acknowlsdge that the confidential andior ssnsftive records of the Employment Development Department ere subjact to strict confidentlality requirements

imposed by

state and federal law include the Unemployment Insurance Coda (LIIC) §51084 and 2111, the Califomia Civl Code (CC) §1788 et sq., the Calfformia

Penal (PC) §502, Thle &, USC §5524, Code of Federal Regulations, Title 20 part 803, and Title 18 USC §1805,
ecknowiedge that my supervisar and/or the Contract's Confidentlality and Data Securily Monitor reviewed with ma the confidentiality and securlty

cknowledge respansibliity for knowing the classification of the EDD information | work with &nd agree bo refer questions about the classification of the

quirements, policies, and administrative processes of my orgenization snd of the EDD.
% 8

D information (pubic, sensitive, confidential) to the person the Contract essigne responsibility for the securlty and confidentiality of the EDD's data.

& acknowledge responsibifity for knowing the privacy, confidentiality, and data securtty lews that apply to the EDD Information | have been granted access
by my employer, including UIC §§1084 and 2111, Californla Government Code § 15619, CC § 1788.53, and PC § 502.

% acknowiedge that wrongful eccess, use, modification, or disclosure of confidential information may be punisheble 8 & crime and/or result in disciplinary
andfor chvil action taken agalnsi me—Inciuding but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismlsaal—and/or
fines and penalties resulting from criming! prosecution or civil lewsuits, andfor femination of contract.

acknowledge that wrongful access, Inspection, use, or disclosure of confidential information for personal gain, curiosily, or any non-business relatsd

80N I8 & crime under state and fodersl lews.

acknowledge that wrongful access, use, modification, or disclosure of confidential Information Is grounds for immediate termination of my organization's

-Condract with the EDD.
E agree to protect the following types of the EDD confldentlal and sensitive information:
¢ Wage Information Applicant Information
e  Employer Information Proprietary Informeion

Clelment Information
s Tax Payer information
_ hereby agree to protect the EDD's Information on aither paper ar elactronic form by:

Accessing or using the EDD supplied information only es specified In the Contract for the parformance of the specific work | am assigned.
Nevet ecceaslng Information for curlosiy or personal reasons.

Naver showing or discussing eensltive or confidential informatian to or with anyone who doss not haves the need to know.

Placing sensltive or confidential Information only in approved locations.

Never remaving sensltive or confidential information from the work site without authorization.

Following encryption requirements for all personel, sensitive, or confidentlal information In any poriable device or media.

Operational Information (manuals, guidelines, procedures)

“| certify that | have read and Initialed the confidentiality statements printed above and will abide by them.”

Print Full Name (last, first, Mi) Signature
~ San Bernardino County District Attorney's Office 29/20/Z020
T Print Neme of Requesting Agency " . .. DaeSgned
Check the appropriate box;
& Empioyee [ Student
O Subcontractor 3 Volunteer
Oother .
Explan

Attachment D-1 [Rev 072017]
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EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources maintained by the State of California Employment Development Depariment (EDD) and provided to your agency may be
confidential or sensitive. Confidential and sensitive information are not open fo the public and require special precautions to protect it from wrongful
access, uss, disciosure, modification, and destruction. The EDD strictly enforces information security. If you violate these provisions, you may be
subject to administretive, civli, andor criminal action.

. | menioyoec! ____ San Bemardino Countj District Attomey's Office
PRINT YOLR PRINT YOUR B NAME
hereby acknowledge thal the confidential and/or sensitive records of the Employment Development Depariment are subject to sirict confidentiality requirements
imposed by state and federal law include the Unemployment Insurance Cods (UIC) 881084 and 2111, the Califomia Civil Code (CC) §1788 et seq., the Cellformia
Pepa| Code (PC) §502, Title 5, USC §552a, Code of Federal Regulations, Title 20 part 603, and Titie 48 USC §1805.

acknowiadge that my supervisor and/or the Contract's Confidentlality and Data Security Monitor reviewed with me the confidentlelity and sacurity
requlrements, policies, and administralive processes of my organization and of the EDD.

acknowledge responeibliity for knowing the classification of the EDD Information | work with and agree to refer questions about the classification of the
EDD information (public, sensitive, confidential) to the person the Coniract assigna responsibility for the securlty and confidentiality of the EDD's deta.

acknowledge responsiblty for knowing the privacy, confidentiality, and data security laws that apply fo the EDD information | have been granted acoess
to by my employer, including LIC §§1084 and 2114, Californla Government Code § 15619, CC § 1788.53, and PC § 502.

acknowledge that wrongful access, use, modification, or disclosure of confidantial information may be punishable aa a crime andior result In discipiinary
andfor civll action taken agelnst me—Including but not fimited to: raprimend, suspansion without pay, salary reduction, demotion, or dismissal—and/or
fines and penslties resulting from criming! prosecution or clvii lewsuits, and/or termination of contract.

acknowledge that wrongful access, Inspection, use, or disclosure of confidential Information for personal gain, curlostty, or any non-business related
reason | a crime under state and federal lews.

scknowledge that wrongful accsss, use, madification, or disciosure of confidentlal Information Is grounds for immadiate termination of my organization's

Contract wih the EDD.

agree to prolect the following types of the EDD confidentlal and sensitive information:

¢  Wage Information e  Applicant information

e  Employer information o  Propristary Information

e  Clalmant Information ¢  Operational information (manuals, guldslines, procedures)

e  Tax Payer Information

hereby agree to protect the EDD's information on elther paper or electronic form by;

Accessing or using the EDD supplied information only es specified in the Contract for the performance of the spectfic work | am essigned.
Never accessing Information for curioslty or personal reasons.

Never showing or discussing sensitive or confidential Informatian to or with anyone who does not have the need to know.

Placing sensltive or confidantial Information only in approved locations.

Never removing sensitive or confidential information from the work site without authorization.

Foliowing encsyplion requirements for ell parsonal, sensitive, or confidentiel Information in any portable device or medie.

“I certify that | have read and Initialed the confidentlaiity statements printed ,}nnd will abide by them.”

S eerriiy

P repdes

" PrintFull Nafne (jest, first, M) 6/ n&ture
San Bernardino County District Altorney’s Office ‘/&’fh 2v
Print Name of Requesting Agancy ./ DéeSigned
Check the appropriate box:
Employes OO student
[ Subcontractor O Volunteer
CJother _ _—
Explein

Atiachment D-1 [Rev 072017]
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EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources mainteined by the State of Calfomia Employment Development Department (EDD) and provided to your agency may be
confidential or sensiive. Confidential and sensitive information are not open fo the public and require special precautions to protect it from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces information security. If you violate these provisions, you may be

subject admlnioth civil, andfor criminal action.
KEVIN D& Coup ~ anemployenct _San Bernardino Count§ District Attorney's Office
PRINT YOLIR NAME PRINT YOUR EMPLOYER'S NAME

hereby acknowledge that the confidential and/or sansitive records of the Employment Development Department are subject to strict confidentiality requirements
im state and federal law include the Unemployment Insurance Code (UIC) §§1094 and 2111, the Callfomia Civil Code (CC) §1788 et seq., the Callfornia
) §502, Thle 5, USC §552a, Cods of Faderal Regulations, Titie 20 part 603, and Title 18 USC §1905.

acknowledge that my supervisor and/or the Contract's Confidentiality and Data Sscurily Monitor reviewed with me the confidentiality and security
requiremants, policies, and administralive processes of my organization and of the EDD.

acknowlsdge responsibllity for knowing the classification of the EDD information | work with and agree to refer questions about the classification of the
EDD information (public, sensitive, confidentisl} to the person the Contract assigns responsibilly for the sscurity and confidentiality of the EDD's data.

acknowledge responsibility for knowing the privacy, confidentialty, and daia security laws that apply to the EDD Information | have been granted access
to by my employer, indluding UIC §§1084 and 2111, California Government Code § 15619, CC § 178853, and PC § 602,

acknowledge that wrongful access, use, modification, or disclosure of confidential information may be punishabie a8 & crime andor result in disciplinary
[ and/or clvil action taken agelnst me—Including but not limited fo: reprimand, suspension without pay, salary reduction, demotion, or dismisaal—andfor
fines and penelties resulting from criminal prosecution or civil Iawsuits, end/or termination of contract.

acknowledgs that wrongful access, Inspection, uss, or disclosure of confidential Informetion for personal gain, curiostty, or any non-business related
I reason is a crime under state end federal laws.

acknowledge that wrongful access, use, modification, or disciosure of confidential information s grounds for Immediate termination of my organization's

Contract with tha EDD.
afree to protect the following types of the EDD confidentlal and sansitive information:
¢  Wage Information e  Applicant information
e  Employer information e Proprietary Infomation
¢  Clzimant Information e Operational Information (manuals, guldslines, procedures)
e  Tax Payer Information

w hereby agree to protect the EDD's information on afther paper or electronic form by:

INTTIAL

Accessing or using the EDD supplied information only a3 specified In the Contract for the performence of the specific work | am essigned.
Never accessing informatlon for curlosity or personal reasons.

Never showing or discuesing sensitive or confidential information to or with anyone who doss not have the need fo know.

Placing senstive or confidential Information only in approved locations.

Never removing sensitive or confidential information from the work site without authorizefion.

Following encrypiion requirernents for e peraonel, senaltive, or confidentlal information in any portable device or media,

“l certify that | have read and Initialed the confidentlality statemens printed ahove and will ablgde-by them.”

Ll , Keym 1l

Print Full Name (last, first, M) Signare
San Bernardino County District Attorney’s Office 4 - )7 IDPIC
© " PrintName of Requesting Agency / .. .. DateSigned
Check the appropriate box:
O Employee [0 Student
O Subcontractor O Volunteer
Dother i
Explain

Attachment D-1 [Rev 072017]
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EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Informetion resources maintained by the State of Califomia Employment Development Department (EDD) and provided to your agency may be
confidential or sensitive. Confidential and sensitive information are not open to the public and require spacial precautions to protect it from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces information securlty. If you violate these provisions, you may be
subject to edministretive, civl, and/or crimina! action.

<SCAN ?M\ES _ mempiojeest  San Bemardino Count Distrct Attomey's Office

; PRINT EMPLOYER'B NAME
hereby acknowledge that the uonﬁdeﬂhd andjor sensitive records of the Employment Deveiopment Department 2re subject to strict confidentiality requirements
imposed by stete and federal lew Include the Unemployment Insurance Code (UIC) §§1084 and 2111, the Callfomia Civll Code (CC) §1788 et seq., the Califoria
Penel Codé (PC) §602, Tie 5, USC §552a, Code of Federal Regulations, Tl 20 part 803, and Tite 18 USC §1805.

aclnowledge that my supervisor and/or the Contract's Confidentlality and Data Security Monitor reviewed with ma the confidentlality and security
AL  requirements, policies, and administrative processes of my organization end of the EDD.
/~—  acknowledge respons!bility for knowing the classfiication of the EDD Information | work with and agree to refer questions about the claesification of the
WAL EDD information (public, sensitive, confidendial) to the person the Contract assigns responsibliity for the security and confidentiality of the EDD's das.

}L acknowledge responsibility for knowing the privacy, confidentiality, and deta security laws that apply to the EDD Information | have been granted access
AL to by my employer, Including UIC §§1084 and 2111, Califomnla Govemment Code § 15618, CC § 178853, and PC § 602

acknowledge that wrongful access, use, modfication, or disclosure of confidential information may be punishable & a crime and/or result n disciplingry
INTWL  and/or civil aclon taken agelnst me—Inchsding but not limited to; reprimand, suspansion without pay, ealary reduction, demotion, or dismissal—andfor
fines and penelties resuiting from ¢rimine! prosecution or civil lawaults, andior termination of contract,

acknowledge that wrongful access, Inspection, use, or disclosure of confidental information for parsonal gain, curioshy, or any non-business releted
NTW- reason Is a crime under state and federal laws.

ncknowledge that wrongful access, use, modification, or disclosure of confidentlal information Is grounds for Immadlate termination of my organizstion's

Contract with the EDD.
2 agree to protect the following types of the EDD confidential and eensitive information:
e Wage Information o Applicant Information
=  Employer information s Proprietary information
o  Claimant Information o  Operational Informetion (manuals, guldelines, procedures)

: e  Tax Payer Informetion

5 hereby agres to protect the EDD's information on elther paper or elactronic form by:

TRTAL Accessing or using the EDD supplied information only es specified In the Contract for the performance of the specific work | em essigned.
Never accessing Information for curiosliy or personal reasons,
Never showing or discussing sensltive or confidential Information to or with anyone who doss not have the need to know.
Placing sensitive ar confidential Information only In approved locations.
Never removing sensitive or confidential information from the work site without authorization.
Following encryption requirements for al personal, sensitive, or confidentiel informetion In any portable device or media,

“| certify that | have read and Initialed the confldentlality statements prlyjed ve and will ablde by them.”
FancS  Seao P L

Print Full Name (last, firet, MI) _ Signature
San Bernardino County District Attorney’s Office L / 27 / Lo 'L Q
Print Name of Requasting Agency
Checkths appmpd.lu____ ]
,’E%mplom O Student
O Subcontractor O volunteer
[ Other
Explain

Attachment D-1 [Rev 072017]
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EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources maintained by the State of Calfornla Employment Development Department (EDD) and provided to your agency may be
confidential or sensitive. Cmﬁdanﬁdandsenalﬁvahbmaﬂonmnotopenbmeptbﬁcmdmkespﬁal precautions fo protect it from wrongful
access, use, disclosure, modification, end destruction, The EDD strictly enforces information security. lfyouvlo!atemseprovbions.youmaybe
subject to edministrative, civil, and'or crimine! action,

BAdeal gﬁd,‘/p? _ enemployee of ~_ San Mﬂ!nof.‘ou% District Attomey's Ofice

mmmmmmmmmammmmwnwmmm uirements
lmpoledbyutatamdfadefdIwhcludamaUnunplowmhaumcwe(UIC)moumdmﬂ,MthnhWIcoda(GC)QWBBetseq.meCdlfma
mm«(m)mmauscm.mwwmumnneaomm.mdmwuscsisos.
DEF mmmwmmmm*amwummmmmmmﬁnmmmanymmmy
WTAL  requiremants, policles, and administretive processes of my organizaion snd of the EDD,
My mmmmmumhmmmammdmmmfomumqummmwmmmdmam
TR EDDlnfomllonmmmmemmeﬂuMhhmﬂwmoomdenﬁamyufmeEDD'adm
Zg mmmmmmmmmm,mmmmmmmmmmhmbwm!mmmgmum
WUAL {0 by my employer, including UIC §§1094 and 2111, Cefifornia Govemment Code § 15619, CC § 1786.53, and PG § §02.

B L ankmulodaethumngfulm,use.mdﬂleetlon.wdbdmmdwﬁaﬂdmmmwummabhnamtnammuﬂmmdﬂnuy
NTAL sldludwlmﬂmtdunmdnnmmudmbutmnmb:mmmmmmmm,lﬂaryreduﬁon.domﬁm,ordmbld—mdlar
fines and pensities resulting from criminal prosecution or civil Iswsults, andfor termination of contract
éts' ummnwlmlm,mudmmdmﬁdmmfmmmd gain, curtostty, or any non-business related
WTAL  reason s a crime under btate and federal isws.
86 mmwlmun.mdﬁaathn,wdhebaumdmﬂduﬂdkﬂmﬁmlwmundahﬂmadmhﬂmﬁmdm izgtion's
WAL Contract with the EDD. Y o

Z6__ agres to protect the following types of the EDD corfidential and sensitive information:
AL

o Wage Information e Applicant information

s  Employer Information e Proprietary Information

o Clzimant Information *  Operafional information (manuals, guidelines, procedures)
»  Tax Payer information

&3 hereby agree to protsct the EDD's Information on alther paper or slectronic form by:

A Accassing or using the EDD suppled Infomation only es specfled n the Contract for the performance of the specific work | am essigned.
Never ecceasing Information for curloslty or personal reasons.
Nevarshwhgordmmhgmdﬂvewmdanﬂdlnfnnnalmmwwm:nmmdmmthavemwbm.

Placing sensttive or confidential information only in epproved locations,

Never removing sensitive or confldential informsation from the work sie without authorizetion.
demummmmmmfordmond.aemmﬁ.orconﬁdmlnbnnaﬁmhmypomuedwbeormdia.

“I certify that | have read and Initialed the confidentlality statements printed above and will abide by them.”

G AR MIR, SAdTS Qé/é

Print Full Name (1ast, first, M) Signature
8an Bemardino County District Attorney's Office %. 20 -20
Print Name of Requeating Agency .. .. DetieSigned
O Empioyes ] Student
[ subcontrector O Voluniser

Attachment D-1 [Rev 072017]



.~ . Employment ) . 2 EDD Agreement No, 0000000113 |

‘ ,{::7@“‘ [ "} Development EDD/SBCDA
, o Do By Dapartmant Customer Code: E00526
| Staie of Callfornia ATTACHMENT NO. D-1
. _ il _ Pegetof1

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources maintained by the State of Calfonia Empioyment Development Department (EDD) and provided fo your agency may be
confidential or sensitive. Confidential and sensitive information are not open 1o the public and requlre special precautions to protect It from wrongful
access, use, disclosure, modificetion, and destruction. The EDD strictly enforces information security. If you violate these provisions, you may be
subject to administretive, civil, and/or criminal action.

Mmy\AE\.— G”{AﬁE\Q _anempioyeeod ~ San Bernardino County District Attorney's Office
e PRINT YOUR ENPLOYER'S NAE

hereby acknowledge thal the confidential and/or sensifive records of the Employment Development Depariment are subject to strict confidentiakity requirements
imposed by stele and federel law include the Unemployment insurance Code (UIC) §§1094 and 2111, the Califomia Civll Code (CC) §1788 et seq, the Celifomia
Penal Code (PC) §602, Tide b, USC §652s, Code of Federal Regulations, Title 20 part 603, and Title 18 USC §1805.,

%_ acknowledge that my supervisor and/or the Contract's Confidentlality and Data Security Monitor reviewed with me the confidentiallty and securlty
requirements, policies, and administrative processes of my osgenizetion end of the EDD.

acknowladge responsibillty for knowing the dlasstfication of the EDD information | work with and agree to refer questions about the ciassification of the
~mAL EDD information (public, sensitive, confidential) to the person the Contract eesigns responsibllity for the securlty and confidentility of the EDD's data.

acknowledge responsibility for knowing the privacy, confidentaiity, and data securlty iews that apply to the EDD information | have been granted access
to by my employer, Inciuding UIC §§1094 and 2114, Callforia Govemment Code § 15619, CC § 1798.53, and PC § 502.

acknowledge thet wrongful access, use, modification, or disclosure of confidential information may be punishable as & crime and/or result in discipinery
andfor clvil ection taken against me—Iincluding but not limited to: reprimand, suspension without pay, salary raduction, demotion, or dismissal—and/or
fines and penalties resulting from crimina! prosecution or civil lawsults, ancfor teminetion of contract.

acknowlacige that wrongful access, Inspection, use, or disciosure of confidential information for personal gain, curiosity, or any non-business related
WNTAL  reason Is a crime under state and federal iaws.

A/} acknowledge that wrongful access, use, modtfication, or disciosurs of confidentlal Information I8 grounds for Immediate termination of my organization’s
WTAL  Contract with the EDD.

% sgree to protect the following types of the EDD confidentlal and sensitive information:

o Wape Information »  Applicant Information

o  Employer information e  Proprietary Information

»  Clalmant Information o Operational Information {manusls, guidelines, procedures)
o Tax Payer Information

W hereby agree to protect the EDD's Information on elther paper or electronic form by:
i Accessing or using the EDD suppiied information only as specified in the Contract for the performance of the specific work | am assigned.
Never accessing Information for curiosity or personal reasans,
Never showing or discussing sensitive or confidential Information to or with anyons who does not have the need to know.
-Placing senskive or confidential Information only in approved locations.
Never removing sensitive or confidentlal Information from the work stie wihout authorization.
Following encryption requiremants for all personal, sensitive, or confidentiel Information In any portable device or media.

“| certlfy that | have read and Initialed the confidentiality statements anwo by them.”
 Garsee, M A (] __

Print Full Name (last, first, M) \_  CSignalure

8an Bernardino County Disirict Aitorney's Office /2 /2-O
Print Neme of Requesting Agency .. .. DateBSiged
Check the appropriate box:
Employee [0 Student
[ Subcontrectar [0 Volunteer
[ Other
Expiain

Attachment D-1 [Rev 072017]
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EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources maintained by the State of Callforia Employment Development Department (EDD) and provided o your agency may be
confidential or sensitive. Confidential and sensitive information ere not open fo the public and require special preceutions to protect it from wrongful
access, uss, disclosure, modification, and destruction. The EDD strictly enforces information security. If you violate these provisions, you may be
subject to administrative, civil, and/or criminal action,

D 2 @o & an employee of San Bernardino County Dlistri !
it Some 7, on Samarne Cousy Dltct Aoy Ofcs

heraby acknowledge thal the confidential and/or sensitive records of the Employment Development Department are subject to strict confidentiality requirements
im by state and federal law Include the Unemployment Insurance Code (LIC) §51084 and 2111, the Cailfomia Civll Code (CC) §1798 et seq., the Callfornia
D Penal Code (PC) §502, Tiile 5, USC §652a, Cods of Federal Regulations, Title 20 part 803, and Title 18 USC §1805,

acknowledge that my supervisor and/or the Contract's Confidentiality and Data Security Monitor reviewed with me the confidentlality and sacurity
requiremsnts, policies, and administrative processes of my organization and of the EDD.

TNFAL
D 0’ acknowledge responslbliity for knowing the dlasstfication of the EDD information | work with and agree to refer questions about the classification of the
EDD information (public, sensitive, confidential} to the person the Contract essigna responsibiltty for the securlty and confidentiality of the EDD's data,

INTIAL
acknowledge responsibility for knowing the privacy, confidentiality, and data security laws that apply to the EDD Information | have been granted access
MTAL  to by my employer, including UIC §§9084 and 2114, Callforia Govemment Code § 15619, CC § 1788.53, and PC § 502.

D@‘ acknowledge that wrongful access, use, modification, or dieclosure of confldential information may be punishabie as & crime and/or result in disciplinary
AL and/or clvil action taken against me—Including but not limited to: reprimand, suspension without pay, salary reduction, damotion, or dismisaal—and/or

D fines and penalties resulting from criming! prosecution or civil lawsuits, and/or temination of contract.
Q‘ acknowledge that wrongful access, inspection, use, or disclosure of confidential information for personal gain, curiosity, or any non-business relatsd
NMAL  reason is a crime under state and federal laws.

:D& acknowledge that wrongful access, use, modHfication, or disclosure of confidentlal Information Is grounds for Immediate termination of my organization's
WTAL  Contract with the EDD.

DQ agree to protect the following types of the EDD confidentlal and sensitive informatlon:

INTAL ¢ Wage Information e Applicent Information
o  Employer Information . e  Proprietary Information
e  (Claimant Information »  Operational Information (manuals, guidelines, procedures)
*  Tax Payer Information

y hereby agree to protect the EDD's Information on elther paper ar elactronic form by:
NTIAL Accessing or using the EDD suppiied Information only as specified in the Contract for the parformance of the specific work | am assigned.
Never accesalng Information for curlosity or personal reasons.
Never showing or discussing sensitive or confidential information to or with anyone who does not have the need 1o know.
Plecing sensitive or confidential Information only in approved locstions.
Never removing sensitive or confidential information from the work stte without authorization.
Following encryption requirements for ail personal, sensitive, or confidential information In any portsble device or media,

“I certify that | have read and Initialed the confidentiality statements printed above and will abide by them.”

GoeméZ, DaméL . D PR Lo —

7" rint Full Name (iast, irst, M)

Signature ( “:_ ~
8an Bemardino County District Attorney's Office ('f / 27 / S0 0
' Print Name of Requesting Agency . .. DeteSined
Check the appropriate bax:
K1 Employee [ Student
[ Subcontractor 0 Volunteer
[ other ==
Explain

Attachment D-1 [Rev 072017]
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EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

information resources maintained by the State of Cafifonia Empioyment Development Department (EDD) and provided fo your agency may be
confidential or sensitive. Confidential and sensitive information are not open o the public and require epecial precautions to protect It from wrongful
acoess, use, disclosure, modification, and destruction. The EDD strictly enforces information securliy. If you violate these provisions, you may be
subject to edminisretive, civil, end/or criminal action.

-1, g en amployea of San Bernardino County Dist '
T lopd ColdMM ~ San Bemardino County District Aftomey's Office

hereby acknowledge that the confidential and/or sensitive records of the Employment Development Department are subject to strict confidentlality requirements
imposed by state and federel law Include the Unemployment Insurance Code (UIC) §§1094 and 2111, the Callfomia Civil Code (CC) §1788 et seq., the Califomia

Pe (PC) §502, Tile 5, USC §552a, Code of Federal Regulations, Titie 20 part 803, and Title 18 USC §1805.
acknowledge that my supervisor and/or the Contract's Confidentiality and Data Security Montor reviewed with me the confidentiellty and security
requirements, poficies, and administrative procasses of my organtzation and of the EDD.
E74

acknowiedge respanslbliity for knowing the classification of the ECD Information | work with and agres to refer quastions about the classlfication of the
EDD information (pubfic, sensitive, confidential} to the person the Contract assigns responsibllity for the sacurlty and confidentiality of the EDD's dsta.

acknowledge responsibility for knowing the privacy, confidentialty, and deta sacurity lews thal apply to the EDD information | have been granted scoess

lé‘ ;-i / to by my employer, Including UIC §§1084 and 2111, Callfornia Government Code § 15618, CC § 1788.53, and PC § 502,

= acknowledpe that wrongful access, use, modification, or disclosure of confidential information may be punishabie es a crime and/or result in disciplinary
[ andfor clvil action taken against me—Including but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dism!ssal—and/or
/4 fines and penalties resuiting rom crimingl prosecution or civi lewauits, snclor tenmination of contracl,

___ acknowledge that wrongful access, Inspection, uss, or disclosure of confidentiel Information for personal gain, curtosity, or any non-business related

? reason is a crime under stete and faderal laws.
- é; acknowledge that wrongful access, use, modification, or disclosure of confidantial Informatlon ls grounds for immediate termingtion of my organization's
[

Contract with the EDD.
7, agree to protect the following types of the EDD confldential and sensitive information:
¢  Wage Information e  Applicant Informetion
=  Employer Information e  Proprietary Information
o  Claimant Information o  Operational Infomation (manuals, guldslines, procedures)
Tax Payer information

/7 heraby agree to protsct the EDD's Information on either paper or electronic form by:
s Acceasing or using the EDD supplied information only a8 specified In the Contract for the performance of the speciic work | am essigned.
Never accessing Information for curlosity or personal reasons.
Never showing or discussing sensiive or confidential information to or with anyone who does not have the need {6 know.
Placing senskive or confidential Information only In approved localions,
Never removing sensitive or confidential information from the work site without aulhorization.
Following encryption requirements for el personal, senaitive, or confidential informetion in any portable device or media,

“| certify that | have read and Initialed the confidentlality statements printed above 1t will abide by them.”

EoR 1M Tt A 4_‘,,//

Prirft Full Narme {iast, first, MI) ] / . Signature
8an Bernardino County District Attorney's Office 5// 253 / 2.0
" PrintName of Requesting Agancy /.1 DateSigned
Check the appropriate box:
I Employes O Student
O Subcontractor O Volunteer
O Other I
Explain

Attachment D-1 [Rev 072017



~ ~ .. Employment : EDD Agreement No. 0000000713 |
=% £ Development EDD/SBCDA |

Vo B " Department Customer Code: E00526 |
Staie of Californis ATTACHMENT NO. D-1
. i Page 10f 1 |

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources malntained by the State of Califomia Employment Development Department (EDD) and provided to your agency may be
confidential or sensitive. Confidential and sensitive informetion are not open 1o the public an require special precautions to protsct It from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces information securify. If you violate these provisions, you may be
subject to adminisirative, civil, andor criminal action,

Jo vz g —~ an employea of 8an Bernardino County Distri !
se Biloemar 'County District Aftomey's Office

hereby acknowledge that the confidential and/or sensitive records of the Employment Development Department are subject to strict confidentiality requirements
imposed by state and federal law include the Unemplcyment Insurance Code (UIC) §§1084 and 2111, the Caffomia Civil Coda (CC) §1798 et seq., the Califomia
| Cade (PC) §502, Title 5, USC §552a, Code of Federal Regulaiions, Title 20 part 603, and Titie 18 USC §1605,
% acknowledge that my supervisor and/or the Contract's Confidentiaiity and Data Security Monitor reviewed with me the confidentlality end securlty
requirements, policies, and administrative processes of my organization and of the EDD.

acknowladge responsibiity for knowing the classification of the EDD Information | work with and agree to refer quastions about the clasaification of the
EDD Information (public, sensitive, confidendial) to the person the Contract easigns responsibllty for the securlty and confidentiality of the EDD's data.
acknowledge responsibility for knowing the privacy, confidentiality, and deta securlty lews that apply to the EDD Information | have been granted access
to by my employer, Including UIC §§1094 and 2111, California Government Code § 15619, CC § 17988.53, and PC § 502.

ﬁ _ acknowledge that wrongful access, use, modification, or disclosure of confidential Information may be punishabie a8 a crime andor result in disciplinary
andior civil action taken agalnet me—Including but not limlted to: reprimand, suspension without pay, salary reduction, demotion, or dlamissal—and/or
fines and penalties resulting from criminel prosecution or clvil lewsults, andfor termination of contract,

acknowladge thal wrongful accass, Inspection, use, or disclosura of confidential Information for personal gain, curiosity, or any non-business related
[ reason is a crime under state and federal lews.

# acknowledge that wrongful access, use, modfication, or discloaure of confidentlal information Ie grounds for immediate termination of my organization's

Contract with the EDD.

agree to protect the following types of the EDD confidentlal end sensitive information:

e  Wage Information s Applicant Information

s  Employer Information o Proprietary Information

»  Claiment Information ¢  Operational Information {manuals, guidslines, procedures)
s  Tex Payer Information

ﬁ:hemy agree 1o protect the EDD's Information on elther paper or electronic form by:
Accessing or using the EDD supplied information only as specified In the Contract for the performancs of the specific work | am assigned.
Never accessing Informatlon for curlosity or personal reasons.
Never showing or discussing eensitive or confidential information to or with anyone who does not have the need to know.
Plecing sensltive or confidential Information only in approved locations,
Never removing sensltive or confidential information from the work site without authorization.
Following encryption requirements for all personal, sensitive, or confidentiel informatlon In any portable device or media,

“] certify that | have read and Initialed the confidentiality statements printed above and will abide by them.”

____é_u_im_aﬂ-: es € /é

Print Full Name {iast, first, M) Signaturs T
San Bemnardino County District Attorney's Office 272,/ 202 &
" PrintName of Requesting Agency - 7. ./ DateSigned
Check the appropriate box:
[B-Employee [ Sstudent
[ Subcontractor O Volunteer
3 other
Explain

Attachment D-1 [Rev 072017]



. Employment EDD Agresment No. 0000000113 |

| | _5"" {“} Development EDD/SBCDA

g ear Department Customer Code: E00526

Staie of California ATTACHMENT NO. D-1
| _ Page 1 of 1 |

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources malnteined by the State of Calfomia Empioyment Development Department (EDD) and provided to your agency may be
confidential or sensilive. Configential and sensitive information are not open to the public and require special precautions to protect it from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces information securlty. If you violate thase provisions, you may be
subjest to edministretive, civil, and/or criminel action.

A !%i (O A enempioyesof  San Bemardino County District Attorney's Office
PRINTYOUR NAME PRINT YOUR EMPLOYER'S NAWE -

hereby acknowledge that the confidential and/or sensilive records of the Employment Development Department are subject to sirict confidentiality requirements
impased by stete and federel iaw Include the Unemployment Insurance Code (UIC) §§1034 and 2111, the Callfornia Civil Code (CC) §1788 et s2q., the Cellfornia
Pengl Code (PC) §502, Tile 5, USC §552a, Code of Federal Regulations, Title 20 part 803, and Titie 18 USC §1905.
acknowledge that my supervisor and/or the Contract's Confidentlallty and Data Security Monitor reviewed with me the confidentiallty and security
WL requirements, policies, and administrative processes of my organizetion and of the EDD.
acknowledge responslbility for knowing the classification of the EDD Information | work with and apree to refer queslions about the classification of the
WAL EDD information (pubMic, sensitive, confidential) to the person the Contract essigna responaibifity for the securlty and confidentiality of the EDD's data,

&%ﬁ_ acknowledge responsibliity for knowing the privacy, confidantialiy, and data securlty laws that apply to the EDD Information | have bsen granted access
to by my employer, Including UIC §§1084 and 2114, Callfornla Government Code § 15618, CC § 1788.53, and PC § 602,

acknowiede that wrongful access, use, modification, or disciosure of confidentiel information may be punishable &8 & crime and/or result in disciplinary
[ andfor clvil aclon taken agalnst me—Inciuding but not limited to; reprimand, suspension without pay, salary reduction, demction, or dismisaal—and/or
finss and penalties resulting from crimina! prosecution or clvil lawsuits, and/or tamination of contract,

acknowledge that wrangful access, inspection, use, or disclosure of confidentiel information for parsonal gain, curiosity, or any non-business releted
! reason I8 & crime under stete and foderal laws.
acknowledge that wrongful access, use, maodtfication, or diacioaure of confidentlal information s grounds for Immediate termination of my organization's
1 Contract with the EDD.
agree to prolect the following types of the EDD confldentlal and sensitive information:
o  Wape Information e  Applicant Infarmation
e  Employer information s Proprietary Information
o  (Claimant Infommation ¢ Operational Information {manuals, guldslines, procedures)
%, o  Tax Payer Informaiion
! hereby agree to protect the EDD's information on efther paper or electronic form by:
INTAL Accessing or using the EDD supplied information only as specified In the Contract for the performanc of the specific work | am essigned.
Never accessing Information for curioslty or personal reasons.
Never showing or discussing sensitive or confidential information to or with anyone who does not have the need to know,
Placing ssnsitive ar confidential Information only in approved locations,
Never remaving sensitive or confidential information from the work sile without authorization.

Foliowing encryption requirements for af personal, sensitive, or confidenttal information in any portabie device or media,
“] certify that | have read and Initialed the confldentlality stateme above and will abide by them.”

—Aotowsf AvanDA_I, e

San Bernardino County District Attorney's Office Alz| 1 2020
. Print Neme of Requesting Agancy .. . Date'Signed
Checkthe 2ppropriate box:
E’ﬁnplovae O Student
[ Subcontractor O volunteer
[ Other
Explain '

Attachment D-1 [Rev 072017)



e . Employment l ’ EDD Agreement No. 0000000113 |

5 87% ") Development EDD/SBCDA

Bowrd .:‘l ‘gg Department Customer Code: E00526

State of California ATTACHMENT NO. D-1
) - - Pace 1 of 1 |

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources maintained by the State of Calfomia Employment Development Department (EDD) and provided fo your agency may be
confidential or sensitive. Confidential and sensitive information are not open io the public and recquire spacial precautions to protsct it from wrongful
acoess, use, disclosure, modification, and destruction. The EDD strictly enforces information securlty. If you violats these provisions, you may be
subject to administrative, civil, and/or criminal action,

ANDREA? Lo nesfc o 5 &n employee of San Bernardino County District Attorney’s Office
PRINTYOLR B

PRINT YOUR EMPLOYER'S NAME
hereby acknowledge that the confidential andior sensitive records of the Employment Development Department ere subject to strict confidentlality requirements
impoeed by stete and federal law include the Unemployment Insurance Code (UIC) §§1084 and 2111, the Caltfomia Civil Code (CC) §1798 et 82q., the Callfomia
Penal Code (PC) §502, Title 5, USC §552a, Code of Federal Regulations, Title 20 part 803, and Titie 18 USC §1805.

acknowledge that my supervisor and/or the Contract's Confidentiality and Data Security Monitor reviewed with me the confidentlality and securlty
INTAL  requirements, policies, and administrative processes of my organizetion and of the EDD.

A \,\ acknowledge responalblity for knowing the clagstfication of the EDD information | work with and agree to refer questions about the classification of the
wmAL EDD information (public, sensitive, confidential) to the person the Contract assigna responaibility for the securlty and confidentislity of the EDD's data.

acknowledge responsibiity for knowing the privacy, confidentiality, and deta security laws that apply to the EDD Information | have been granted acoess
MTAL  to by my employer, Including UIC §§1084 and 2114, Califorla Govemment Code § 15619, CC § 178853, and PC § 502,

A H acknowledge thal wrongful access, use, modification, or disclosure of confidential information may be punishabie as & crime and/or result in disciplinery
WmAL  andfor civil action taken against me—including but not limited to: reprimand, suspsnelon without pay, satary reduction, demotion, or dismissal—andlor
fines and penalties resulting from criminal prosecution or civil lawsults, and/or termingtion of contract.

PV H acknowledge thal wrongful accees, Inspection, use, or disclosure of confidential information for personal gain, curiostty, or any non-busineas related
INTAL  rgason is a crime under state and federal laws.

% “ acknowiedge thal wrongful access, use, modification, or discipaure of confidentlal Information Is grounds for Immediate termingtion of my organization's

WAL Contract with the EDD.
H—H agree to protect the following types of the EDD confidentlal and sensitive tnformatlon:
WA o Wage Informaiion s Applicant Information
e  Employer Information ¢ Proprigtary Information
s  (Claimant Information »  Operational Informetion (manuals, guidelines, procedures)
o  TaxPayer infomation
{5\ hereby agree to protect the EDD's Information on efther paper or elactronic form by:
NNAL

Accessing or using the EDD supplied information only as specified in the Contract for the performance of the specific work | am assigned.
Never accessing Information for curlosity or personal reasons.

Never showing or discussing seneltive or confidential information to or with anyone who does not have the need to know.

Placing sensitive or confidential Information only in approved locations.

Never removing sensltive or confidential information from the work site without authorization.

Following encrypfion requirements for afl personal, sensitivs, or confidential information In any portable device or media,

“I certify that | have read and Initialed the confidentlality statements printed above and will abide by them.”

HonevesTT andlecs P L

PAnt Full Nam (ast, fret, M) 7 U/ \antum
8an Bernardino County District Attorney's Office L)) * O
T Print Name of Requesting Agency J .. .. DeteSigned
Check the appropriate box:
ﬂsgrrmlovee O Student
[ Subconiractor 0 Volunteer
[ other
Explain

Attachment D-1 [Rev 072017]



— Employment ’ EDD Agreement No, 0000000113 |

= ) Eg Development EDD/SBCDA
e o e Departmant Customer Code: E00526
State of California ATTACHMENT NO. D-1
- B ) __ Page1of1

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources mainteined by the State of California Employment Development Depariment (EDD) and provided o your agency may be
confidential or sensitive. Confidential and sensltive information are not open fo the public and require spacial precautions to protect It from wrongfu!
access, use, disclosure, modification, and destruction. The EDD striclly enforces information securify. f you violate these provisions, you may be
subject to adminisirative, civii, andfor criminal action.

ZSA Hﬂ’) %;qvﬁ gﬁo/q TE anempoyeeof ~ San Bernardino County District Attomey's Office

PRINT YOUR EMPLOYER'E NAME
hereby acknowledge that the confidential and/or sensitive records of the Employment Development Department are subject to sirict confidentlality requirements
imposed by state and federal law include the Unemployment Insurance Code (UIC) §§1094 and 2111, the Calfomia Civil Coda (CC) §1788 et seq., the Callfomia
Penal Cogle (PC) §502, Tiia 5, USC §652a, Code of Federal Regultions, Title 20 part 803, and Title 18 USC §1805.

vl 74 acknowledge that my supervisor and/or the Contract's Confidentiality and Data Sacurity Monitor reviewed with me the corfidantiality and securlty
INTAL  requirements, policies, and adminisiralive processes of my organization and of the EDD.
ﬂ acinowladge responelbiity for knowing the classification of the EDD information | work with and agree to refier questions about the classification of the
wnaL  EDD Information (public, sensitive, confidentlsl) to the pereon the Contract essigns responsibility for the securlty and confidentisfity of the EDD's data.

%’Z-ﬁ acknowledge responaibiity for knowing the privacy, confidentality, and data security laws that apply to the EDD Information | have been granted access
MNTAL o by my employer, Including UIC §§1084 and 2114, California Govemnment Coda § 15619, CC § 178853, and PC § 502.

y acknowledpe that wrongful access, use, modification, or disclosure of confidentlal information may be punishable as & crime and/or result In discipiinary
WAL gnd/or civil acfion taken agalnat me—Including but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismiasal—and/or
fines and penaities resulting from criminal prosecution or civil lawsuilts, and/or termination of contract.

#Z7 -« acknowledge that wrongful access, Inspection, use, or disclosure of confidential Information for personal gain, curioslty, or any non-business related
INTAL  reason Is a crimse under state and federal lews.

721 & acknowledge thet wrongful access, use, modification, or disciosure of confidential information Is grounds for immediete termination of my organization's
WAL Contraci with the EDD.

72747 egree to protect the following types of the EDD confldential and sensitive information:

NTAL. o  Wage Information s Applicant information
»  Employer information s Proprietary Information
e  Claimant Information o Operational Information (manuals, guldelines, procadures)

o  Tax Payer information
#2747 _hereby agree to protsct the EDDs Information on efther paper or electronic form by:
N, Accessing or using the EDD supplied information only 9 specified in tha Contract for the performance of the specific work | am assigned.
Never acceseing Information for curlosity or parsonal reasons.
Never showing or discuesing sensitive or confidential information to or with anyone who does not have the need to know.
Placing sensitive or confidentlal Information only In approved locations.
Never removing sensitive or confidential information from the work stte without authorization.
Following encryption requiremnents for all personel, senaltive, or confidential Information in any porteble device or medie,

“] certify that | have read and Initialed the confidentlality statements printed above and will abide by them.”

TSAHEL, IR IONTE i zioze” o (A v’
“ Print Full Name (last, first, MI) () Signature
San Bemardino County District Aftorney’s Office A/ BrH L2
Print Name of Requesting Agancy .. .. DateSigned
Check the appropriate box:
B Employee O Student
[ Subcantractor O Volunteer
[ other o o e
Explain

Attachment D-1 [Rev 072017]



: g j' Development
52f Department Customer Code; E00526

of California ATTACHMENT NO. D-1
Page 1 of 1

o ’f":,_;? Employment ' EDD Agreement No, 0000000113

Staie

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

information resources maintained by the State of Califomia Employment Development Dspartment (EDD) and provided to your agency may be
confidential or sensiive. Confidential and sensitive information are not apen o the public and require special precautions to protect it from wrongiul
access, use, disclosure, modtfication, and destruction. The EDD strictly enforces information securlty. If you violate these provisions, you may be
subject to administrative, clvil, and/or criminal action,

EDD/SBCDA

|

JEREMY Thchson) memipenc San Bemardino County District Attome;'s Office
PRINT YOUR NAME PRINT YOUR EMPLOYER'S NAME

hereby acknowledge tha the confidential and/or sensitive records of the Employment Development Depertment are subject to strict confidentiality requirements
imposed by staie and federal law include the Unemployment Insurance Code (UIC) §§1084 and 2111, the Callfomia Civil Code (CC) §1798 et seq,, the Calfomia
Penal Code (PC) §502, Title 5, USC §852a, Cods of Federal Regulations, Title 20 part 803, and Titie 18 USC §1605.

T acknowledge that my supervisor andior the Cortract's Confidentiality and Data Security Monitor reviewed with me the corfidentiality and securlty
WAL requirements, policies, and administrative processes of my organizetion and of the EDD.

B acknowladge responsibility for knowing the classification of the EDD information | work with and agree to refer questions about the classification of the
wmaL  EDD information (public, sensitive, confidential) to the person the Contract assigns responsiblllty for the sacurlly and confidentiality of the EDD's daia.

3 T acknowledge responsibility for knowing the privacy, confidentiality, and data securlty lews that apply to the EDD Information | have been granted access
NTAL 1o by my employer, Inciuding UIC §§1084 and 2114, California Government Code § 15619, CC § 1798.53, and PC § 502,

J3 acknowledge that wrongful access, use, modification, or disclosure of confldential information may be punishabie as & crime andlor result in discipfinary
WNTAL  andfor chvil action taken againet me—Inciuding but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismisasl—and/or
finas and penalties resutting from crimina! prosecution or civil lawsults, and/or ermination of contragl,

JJ__ acknowledge that wrongful access, Inspection, use, or disclosure of confidentiel information for personal gain, curiosity, or any non-business related
INTAL  reason is a crime under state and federal laws.

=) J __ acknowledge that wrongful access, use, modification, or disclosure of confidentlal Information Is grounds for Immediate termingtion of my organizstion’s
WAL Contraci with the EDD.

< J__ agree to protect the following types of the EDD confidential and sensitive information:
INMAL

»  Wage Information e Applicant Information

o  Employer Information e Proprietery Information

s Clalmant Information ¢ Operational Information (manuals, guidslines, procedures)
»  Teax Payer information

JJ__ hereby agree to protect the EDD's Information on efther paper or electronic form by:
R Accessing or using the EDD supplied information only as specified In the Contract for the performance of the speciiic work | am assigned.
Never acceasing Informatlon for curlosity or personal reasons.
Never showing or dlscussing sensitive or confidential information to or with anyone who does not have the need to know.
Placing sensitive or confidential Information only in approved locstions.
Never removing sensitive or confidential information from the work stte without authorizstion.
Foliowing encryption requirements for all personal, sensitive, or confidential Information In any portable device or media.

“I certify that | have read and Initialed the confidentiality statements printed above and will abide by them.”

Jerem~|  JAcsow g
Print Full Name (ast, first, M) Signature T
San Bemardino County Dlstrict Aftorney's Office () 4/z2¢/ 2 0
) Print Name of Requesting Agancy .. ... DeteSigned
Check the appropriate box:
B Employee O Student
[ Subcontractor O Volunteer
Dother
Explain

Attachment D-1 [Rev 072017]



.~ Employment

|
"% Development | " EDD/SBCDA
! B 80" Ll Department ; Customer Code: E00526
Staté of Californfa j ATTACHMENT NO. D1
o | . Pegelof1]

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

information resources mainteined by the State of Galfomia Employment Development Department (EDD) end provided to your agency may be
mwwmmmdmmmm“mmummmmwmbmnmm
access, use, disclosure, modification, and destruction. The EDD striclly enforces infurmelion securlty, if you violats these provisions, you may be
mzf:ammmaw,mmm

pars JoHASe _ mempoped __ San Bernardino County District Attomey's Office

FRNTYOUR NG FRINT YOUR ENPLOTER S WAME
hereby acknowledge that the confidential and/or sensilive records of the Empioyment Development Department are subject to strict confidentiality requirements
imposed by stele and federal law include the Unempioyment insurance Code {UIC) §§1084 and 2111, the Califomia Civil Code (CC) 81798 et seq., the Califomia
Penal Code (PC) §502, Thia 5, USC §552a, Code of Fedéral Regulstions, Tide 20 part 803, and Tile 18 USC §1605,
MMWWMNMWMMMMMM&MMMWNM
WAL requiremants, polcies, and administrative processss of my organizaion and of the EOD.
Cet acknowiedge responsibifity for knowing the classffication of the EDD informaion { work with and agree to refer questions about the ciassification of the
Tww EDD information {public, sensitive, confidential) to the person the Contract assigna responsibity for the securlty and confidentisiity of the EDD's data.
g;ﬁ acknowledgs responsiblity for knowing the privacy, confidentality, ﬂmmmMMhMMlmmmm
to by my employer, including UIC §§1094 and 2111, Caltfornia Govemment Code § 15619, CC § 1796.53, and PC § 502.
gﬁ'_ acknowiedge that wrongfid access, use, mod¥fication, or disclosure of confidentil information may be punishable @ @ crime andior resull in discipinery
andior cvil action taken agains! me—including but not fimited to: reprimand, suspension without pay, salary reduclion, demotion, or dismisaai—andior
fines and paraltice resulting from criminal prosecation or civil tawsults, andéor termination of contract.

% acknowledge thal wrongful access, inspection, use, or disclosure of confidential information for personal gain, curiosily, o any non-business relatsd
reason Is a crime under state and foderal lows.

% acknowledge thal wrongful access, use, modification, or disclosure of confidential information Is grounds for immediate termination of my organization's

Contract with the EDD.

agree to profect the following types of the EDD confidentlal and sensitive information:

¢ Wage informaton ' o Appiicant Informaion

»  Employer information s Proprietery information

o Claliant Infortiation o Operational Infomiaton (manusls, guidelines, procedures)

»  Tax Payer information

C,;g;_ hereby agree to protect the EDD's information cn elther paper or electronic form by:
Accessing or using the EDD supplied information only a3 specified in the Contract for the performance of the specific work | am assigned.

Never accessing informafion for curlosily or personal reasons.
Never showing or discussing sensiiive or confidertial Information to or with anyone who does not have the need o know,
Placing sensitive or confidential information only in epproved locations.
Never removing sensitive or confidential informetion from the work siie without authorization,
Following encryption requirements for all personal, sensitive, or confidential informetion In any poriable device or media,

“| cartify that | have read and Initialed the confidentiality above and will ablde by them.”
Jogdused Cyhad> B
Print Full Narme (last, first, MJ) Signature )
San Bernardino County Disirict Atomey’s Office y’/ 2% | 2o !
Print Name of Raquesting Agency
mmmm
IS Empioyee O suden
[2 Subcontractor O Vownteer
Dlother SR
Explain

Aftachment D-1 [Rev 072017]



Employment - i " EDD Agreement No. 0000000113

| [= [ 3|} Development | EDD/SBCDA
| A tmant Customer Code: E00526
State of Callfornia ATTACHMENT NO. D-1

Page 1 of 1

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources malntained by the State of Califomia Employment Development Dspariment (EDD) and provided to your agency may be
confidential or sensifive. Confidential and sensitive informetion are not open to the public and require special precautions to protect it from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces information security. If you violete these provisions, you may be
subject to administrative, civil, and/or criminal action.

Prret) o NP ~ anempioyeeof San Bemardino County District Attorney’s Office
PRINT YOUR NAME PRINT YOUR BMPLOYER'S NAME

hereby acknowledge that the confidential and/or sensiive records of the Employment Development Depariment are subject to strict confidentiality requirements
imposed by stais and federal iaw include the Unemployment Insurance Code {UIC) §§1094 and 211, the Caltfomia Civll Cade (CC) §1798 et seq., the Callfomia
Pen {PC) §502, THle b, USC §662a, Codse of Federal Regulations, Title 20 part 603, and Titie 18 USC §1805.
acknowledge that my suparvisor and/or the Contract's Confidentiality and Data Security Monitor reviewed with me the confidentiallty and securlty
requirements, policies, and administralive processes of my organization and of the EDD.
knowledge responsibllity for knowing the classification of the EDD information | work with and agree to refer questions about the classification of the
EDD Information (public, sensitive, confidential) to the person the Contract assigns responsiblity for the security and confidentiality of the EDD's data.

acknowledge responsibility for knowing the privacy, confidentiality, and data securlty laws that apply to the EDD information | have been granted acoess
to by my employer, including UIC §§4094 and 2114, Californla Government Code § 15619, CC § 1788.53, and PC § 502,

acknowledpe thet wrongful access, use, modification, or disclosure of confidential information may be punishable es & crime end/or result In discipiinery
and/or clvll action taken against me—Including but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismisaal—and/or
fines and penalbies resutting from crimina! prosecution or civil lawsults, and/or temination of contract.

acknowledgs that wrongful access, Inspection, use, or disclosure of confidential information for parsonal gain, curiostty, or any non-business related
880 i & crime under state and federal laws.

acknowledge that wrongful access, use, modtfication, or disclosure of confidentlal Information is grounds for Immadiate termination of my organization’s
with the EDD.

agree to protect the following types of the EDD confidential and sansitive information:

s Wage information s Applicant Information
e  Employer Information o Propristary Information
»  Clalment information o Operational Information {(manuals, guidslines, procedures)

Tax Payer information

" hereby agree to protect the EDD's information on elther paper or elactronic form by:

Accessing or using the EDD supplied Information only as specified in the Contract for the performance of the spectic work | am assigned.
Never accassing Informatlon for curlosity or personal reasons.

Nevar showing or discussing senslive or confidential information to or with anyone who does not hhave the nesd o know.

Placing sensltive or confidential Information only in approved locations.

Never remaving sensitive or confidential information from the work site without authorization.

Following encryption requirements for il personal, sensltive, or confidentls! Information in any portable device or media.

“I certify that | have read and Initialed the confidentiallty statements prlnti?%;lll abide by them.”

JONAS . PHILLE 7] )’

P

7" " Print Full Name (last, first, M) _— —— — Signaure
San Bernardino County Digtrict Attorney's Office ) S-2 /22>
"~ PrintName of Requesting Agency ' .. _. DateSigned N
Check the appropriate box:
X< Employes O Swudent
[ Subcontractor O Volunteer
Oother
Explein

Attachment D-1 [Rev 072017)
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Employment "EDD Agreement No. 0000000113 |

ED [ Development EDD/SBCDA
| Maw B W Departmant _ Customer Code: E00526
Staie of California ATTACHMENT NO. D1
—— e . Pegeloft

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources malntained by the State of Calfornia Employment Development Department (EDD) and provided to your agency may be
confidential or sensitive. Confidential and sensitive Information are not open fo the public and require special precautions to protect it from wrongful
access, use, disclogure, modification, and destruction. The EDD strictly enforces informetion security. If you violate these provisions, you may be
subject fo administretive, civil, and/or criminal action.

Dusrrn  Ka-—re ~ anemployeaof __San Bemardino County District Attorney's Office

PRINT YOUR NAME PRINT YOUR EMPLOYER'S NAME

hereby acknowledge thal the confidential and/or sensitive records of the Employment Development Deperiment are subject to strict confidentiality requirements
imposed by staie and federal law include the Unemployment Inaurance Cods (UIC) §§1094 and 2111, the Caltfomia Civll Cade (CC) §1798 et seq., the Callfornia
Penal Code (PC) §502, Title 5, USC §552a, Cods of Federal Regulations, Title 20 part 803, and Title 18 USC §1905,

ecknowledge that my eupervisor and/or the Contract's Confidentlality and Data Security Monitor reviewed with me the confidentlallty and securtty
WMAL  requirements, policies, end adminisiralive processes of my orgenlzation and of the EDD.

acknowledge responsibllity for knowing the classification of the EDD information | work with and agree to refer questiona about the classification of the
wma. EDD information (public, sensitive, confidential) to the person the Conract eesigns responalblllty for the security and confidentility of the EDD's data.

ige responeibiiity for knowing the prvacy, confidentality, and data securlty laws that apply to the EDD information | have been granted access
WTAL - to by my employer, Including UIC §§1084 and 2114, California Govemment Code § 15619, CC § 178853, and PC § 602.

%knowledga that wrongful access, use, modfication, or diaciosure of confidential information may be punishabie as a crime and/or result in discipinary
INTAL  gndfor civil action taken against me—Including but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismisaal—and/or
fines and penalties resulting from crimina! proseculion or civil lewsults, andfor temination of contract.
acknowiadge that wrongful access, inspection, uss, or disclosure of confidential information for personal gain, curiosity, or any non-business related
Og% reason is a crime under stete and federal laws.

acknowledge that wrongful access, use, modification, or disclosure of confidentlal Information Is grounds for Immediate termination of my organization's
WAL Contract with the EDD.

Q _. agree to protect the following types of the EDD confidentlal and sensitive information:

NTAL -«  Wage Information e Applicant Informetion
o  Employer Information s Proprietery Information
»  Claimant Information e Operational Information (manuals, guldelinas, procedures)
o Tax Payer Information

IX]=" hereby agree to profect the EDD's Information on elther paper or electronic form by:
AL Accessing or using the EDD suppiied information only as specified in the Contract for the performance of the specific work | am assigned.
Never accessing Informatlon for curlosily or personal reasons.
Never showing or discussing senstiive or confidential information to or with anyone who doss not have the nsed to know.
Piecing sensltive or confidantial Information only in approved locations.
Never removing sensltive or confidential Informedlon from the work siie without authorzstion.
Following encryption requirerents for all personal, sensitive, or confidentiel Information In any portable device or media,

“| certify that | have read and Initialed the confidentiality mhm%nd will abide by them.”
KATD , DuSTzo ), Z

Print Full Kame (last, first, Mi) ) Signature
San Bemardino County Disirict Attomey's Office 7R F- 2720

Print Name of Requesting Agency .. .. DeteSlgned
Check the appropriate box:

[ Employee O Stwdent

[ Subcontrector 0 Volunteer
[ Other

L=

Explain

Attachment D-1 [Rev 072017]
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o T Employment T ] " "EDD Agreement No, 0000000113
i

a
i
S SRS - -

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources maintained by the State of Celifornia Employment Development Depariment (EDD) and provided to your agency may be
confidential or sensifive. Confidential and sensitive informetion ere not open to the public and require speciel precautions to protect it from wrongful
access, use, disclosure, modtfication, and destruction. The EDD strictly enforces information sacurity. If you violate these provisions, you may be
subject to administrative, civil, and/or criminal action.

ot Lozars _ memioyeedt _ San Bemardino Courty District Attomey's Offics
PRINT YOUR NAME PRINT YOUR EMPLOYER'S NAME

hereby acknowledge that the confidential andfor sensiiive records of the Employment Development Depertment ere subject to sirict confidentiafity requirements
imposed by state and federal law include the Unemployment Insurance Code (UIC) 851094 and 2111, the Califomia Civil Code (CC) §1788 et 8aq., the Callfomia
| Code (PC) §502, Title 5, USC §552a, Code of Federal Reguiations, Tiile 20 part 803, and Titie 18 USC §1005.
L acknowledge that my supervisor and/or the Contract's Confidentiality and Dsta Security Monitor reviewed with me the confidentlality end security
requirements, policies, and adminisiralive proceases of my organization and of the EDD.
L, acknowledge responsiblltty for knowing the classification of the EDD information | work with and agree to refer uestions about the classification af the
W, EDD Information (public, sensitive, confidential) to the person the Contract essigns responaibillty for the securlty and confidentiality of the EDD's dats.

L acknowladge responsibility for knowing the privacy, confidentiality, and data security lews that apply to the EDD Information | have been granted access
to by my employer, Including UIC §§1094 and 2111, California Govemment Code § 15619, CC § 178,53, and PC § 602,

\\/. acknowledge that wrongful access, use, modification, or disclosure of confidential information may be punishable ae a crime andor result In discipiinary
and/or civil action taksn agalnst me—Including but not limitad to: reprimand, suspension without pay, salary reduction, demotion, or dismisaal—andor
fines and penalties resulting from crimina! prosecution or civil iawsults, and/or termination of contract.

acknowledge that wrongful access, inspection, use, or disclosure of confidential information for personal gain, curioslly, or any non-business related
reason I8 a crime under state and federal lews.

L
L acknowledge that wrongful access, use, modification, or disclosure of confidenlal Information Is grounds for immediate termination of my organization's
L

Contract with the EDD.

agree to protect the following types of the EDD confidentlal and sensitive information:

s  Wage information s Applicant Information

o  Employer information s Proprietery Information

o  Clgiment Information e  Operational Information {manuals, guldelines, procadures)
o  Tax Payer Information

Qé_-{‘ hereby agree to protect the EDD's Information on aither paper or electronic form by:
Accesslng or using the EDD supplied Information only a8 spectied In the Contract for the performance of the specific work | am essigned.
Never acceasing Information for curlaslty or pergonel reasons.
Never showing or discussing sensitive or confidential information to or with anyone who does not have the need 1o know.
Placing sansitive or confidential information only in approved locations.
Never removing sensitive or confidential information from the work site without aulhorization.
Following encryption requirernents for all personal, sensitive, or confidentlel Informetion In any portable device or media,

“| certify that | have read and Initialed the confidentlality statements printed aboye and will abide by them.”

Lonto | Toea, T, -

Print Full Name {last, first, Mi) alure

San Bemardino County District Attorney's Office "l\ ”";TW
Print Name of Requesting Agency . .. DeteSigned

Check the appropriate box:

iEA-Employee O Student

3 Subcontractor O Volunteer
CJother R
Explain

Attachment D-1 [Rev 072017]



T e “Employment EDD Agreement No. 0000000113
E=" "3 I Development he EDD/SBCDA
o A ez Department Customer Code: E00526
Staie of Callfornia ATTACHMENT NO. D-1

Page 1 of 1

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources maintained by the State of Calfomia Employment Development Department (EDD) and provided to your agency may be
confidential or sensifive. Confidential and sensitive information are not open to the public and require special precautions to protect It from wrongful
access, use, disclosure, modffication, and destruction. The EDD strictly enforces information sscurity. If you violate these provisions, you may be
subject to administrative, civil, and/or criminal action.

PRINT YOUR EMPLOYER'S

ors acknowledge that the confidential and/or sensitive records of the Employment Development Depertment are subject to stric confidentiality requirements

posed by stete and federal law Include the Unemployment Insurance Code (U1C) §§1094 and 2111, the Caltfomia Civil Code (CC) §1798 et seq., the Caltfomia

""3 de (PC) §602, Title 5, USC §652a, Code of Federal Regulations, Titke 20 part 603, and Titie 18 USC §1605.

/ acknowledge that my supervisor andfor the Contract's Confidentiality and Data Security Monitor reviewed with me the confidentlality and securlty

M requirements, policles, and administrative processes of my organizaion and of the EDD.

» Bcknowledge responsibliity for knowing the classification of the EDD Information | work with and agree to refer questions about the classification of the
EDD Informetion (public, sensitive, confidential} to the person the Contract assigns responsiblltty for the security and confidentiality of the EDD's deta.

acknowledgs responsibility for knowing the privacy, confidentlallty, and data security laws that apply to the EDD Information | have been granted eccess
1 to by my employer, Including UIC §§1084 and 2114, Callfornia Government Code § 15619, CC § 1788.53, and PC § 502.

acknowledge thal wrongful access, use, modfication, or disclosure of confidential information may be punishable as a crime and/or result in discipiinery
endfor civll action taken ageinst me—Including but not limited to: reprimand, suspension without pay, ealary reduction, demotion, or dismisaal—and/or
85 and penalties resulting from criminal prosecution or civil lewsults, and/or fermination of coniract.

acknowledge thal wrongful access, Inspection, use, or disclosure of confidential information for personal gain, curiosity, or any non-tusiness related
reason is a crime under state and federal laws.

acknowledge that wrongful access, use, modification, or disclosure of confidentlal Information is grounds for immediate termination of my organization’s
Contract with the EDD.

agree to protect the following types of the EDD confidentlal and senaitive information:

L o Wags Information e Applicant information
=  Employer information e  Proprietary Information
e  Clalmant Information e Operational Information {manuals, guidelines, procedures)

e  Tax Payer Information

hereby agree to protect the EDD's Information on either paper or electronic form by:

AL Accessing or using the EDD supplied information only as specified In tha Contract for the performance of the specific work | am assigned.,
Never accesalng Information for curioslly or personal reasons.

Never showing or discussing sensitive or confidential information o or with anyone who does not have the need to know,

Placing sensitiva or confidential information only in approved locations,

Never removing sensltive or confidential information from the work site without authorization.

Following encryption requirements for all personal, sensitive, or confidentlal Information In any portable device or media,

“I certify that | have read and Initialed the confidentiality statemen%ﬁed above and wifl abide by them.”
%

ey, CHAD D . //{

Print Full Name (last, first, M) nature o
San Bernardino County District Attorney’s Office d49-21-20
' Print Name of Requesting Agency - 4/ Date Signed
Check the appropriate box:
Employee O Student
[0 Subcontractor O Volunteer
Dother
Explain

Attachment D-1 [Rev 072017)
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d///f/? ﬂ-ﬁf{ﬁé&b an employee of San Bemnardino County District Attoney's Office
: PRINT YOLR NAME NAME
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EDD Agreement No. 0000000113

EDD/SBCDA

Customer Code: E00528
ATTACHMENT NO. D-1 |
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EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources malntained by the State of Califomla Employment Development Department (EDD) and provided to your agency may be
confidential or seneltive. Confidential and sensilive Information are not open 1o the public and require special precautions to protect It from wronghul
access, use, disclosure, modification, and destrucion. The EDD strictly enforces informetion sscurlty. If you violate these provisions, you may be
subject to administrative, civil, and/or criminal action,

Dosn MeCione _ enempioyeecl  8an Bernardino County District Attoey’s Office
PRINT YOUR NAME PRINT YOUR BMPLOYER'E NAME

hereby acknowledge that the confidantial and/or sensitive records of the Employment Development Department are subject to strict confidentiality requirements
Imposed by stete and federal iaw Include the Unemployment Insurance Code (UIC) §§1094 and 2111, the Califomia Civll Cade (CC) §1798 et seq,, the Caltfomia
al (PC) §602, Tiia 5, USC §652a, Code of Federal Regulations, Title 20 part 803, and Tttie 18 USC §1605.

acknowledge that my supervisor and/or the Contract's Confidentiality and Data Security Monitor reviewed with me the confidentlallty and securty
requiremants, policies, end administralive processes of my organization and of the EDD.

ecknowledge responsitillty for knowing the classification of the EDD informetion | work with and agree to refer questions about the classification of the
EDD information (public, sensitive, confidential) to the person the Contract assigne responsiblllty for the security and confidentiality of the EDD's data,

acknowiedge responsibility for knowing the privacy, confidentiaiity, and data securlty laws that apply to the EDD information | have been granted access
! Z w Z to by my employer, Including UIC §§1084 and 2114, Caltfornia Government Code § 15619, CC § 1788.53, and PC § 502,
INTIAL

- acknowledge thet wrongful access, use, modification, or diaclosure of confidential information may be punishabie s a crime and/or result in discipiinery
andfor civil action taken against me—Inciuding but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismissal—and/or
fines and penalties resulting from crimina! prosecution or civil lawsults, and/or termination of contrast.

acknowledge that wrangful access, Inspection, use, or disclosure of confidential information for personal gain, curiosity, or any non-business relatsd
regson I8 a crime under state and foderal laws.

acknowledge that wrongful access, use, modification, or disclosure of confidentlal information ls grounds for Immediate termination of my orgenization’s

Contract with the EDD.
agree to protect the following types of the EDD confidentlal and sensitive information;
o  Wage Information e  Appiicant information
o  Employer information o Proprietery Information
' /e Claimant Information o Operational Information (manuals, guidelines, procedures)
1/ §/ o TaxPayer Information

hareby agree to protect the EDD'a Information on elther paper or electronic form by:

Accessing or using the EDD supplied information only as spectfied in the Contract for the performance of the spectfic work | am gesigned,
Never accessing Information for curlosHy or personel reasans.

Never showling or discussing eensitive or confidential information to or with anyone who does not have the need to know.

Placing seneltive or confidential Information only in approved locations.

Never removing sensltive or confidentisl Information from the work site without authorizstion.

Following encryption requirerents for all personal, sensitive, or confidentis! Information In any portable device or med'a.

“] certify that | have read and Initialed the confidentiality m%m%tzve and will abide by them.”
~Melrawe , Devsy, G A e

INTIAL

‘Print Full Name (last, first, M) . “Signature
San Bernardino County Dlstrict Attorney's Office 5157020
T Print Name of Requesting Agancy .. .. DeteSigned
Check the appropriate box:
X1 Employee 0 Student
[0 subcontrector 0 Volunteer
Oother

S — . oy

Explain

Attachment D-1 [Rev 072017]



éf;“ Employment ' EDD Agreement No, 0000000113

Development EDD/SBCDA
. epRIim ANt Customer Code: E00526
e of Californla ATTACHMENT NO. D-1

S I _ _Page1of1

EMPLOYMENT DEVELOPMENT DEPARTMENT
CONFIDENTIALITY AGREEMENT

Information resources mainteined by the State of Celifonia Employment Development Department (EDD) and provided to your agsncy may be
confidential or sensitive. Confidantial and sensitive information are not open to the public and require special precautions to protect it from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces information securlty. If you violate these provisions, you may be
subject to administrative, civil, and/or criminal action.

Choacle= Millee - an employes of San Bemardino County District Attorey’s Office

PRNTYOLRNAME PRINT YOUR EMPLOYER'S NAME -

heraby acknowledge that the confidential and/or sensitive records of the Employment Development Department are subject to strict confidentiality requirements
imposed by staie and federal law include the Unemployment Insurance Gode (UIC) §§1034 and 2111, the Caltfomia Civil Code (GC) §1798 et seq., the Callfomia
Code (PC) §602, Title 5, USC §552a, Code of Federal Regulations, Titie 20 part 803, and Title 18 USC §1905,

INTTIAL

acknowledge that my supervisor and/or the Contract's Confidentiality and Data Security Monitor reviewed with me the confidentlallty and security
requiremsnts, policles, and administrative processes of my organtzation and of the EDD.

acknowledge responsibliity for knowing the classification of the EDD Information | work with and agree to refer questions about the classification of the

mmAL  EDD Information (public, sensitive, confidential) to the person the Contract essigns responsibility for the security and confidentiafity of the EDD's deta.

INTIAL

INTIAL

INMAL

NITIAL

acknowledge responsibikity for knowing the privacy, confidentiality, and data security laws that apply to the EDD information | have been granted access
to by my employer, Including UIC §§1084 and 2114, Caltfornla Government Code § 15619, CC § 1788.53, and PC § 502.

ecknowledge thel wrongful access, use, modification, or disclosure of confldential Information may be punishabia as & crime and/or result in disciplinary
endor civl action taken againet me—Including but not limited to; reprimand, suspansion without pay, salary reduction, demotion, or dismissal—end/or
fines and penalties resulting from criming! prosecution or civil lewsults, andlor femination of contract.

acknowledge thal wrongful access, Inspection, use, or disclosure of confidential information for personal gain, curiosity, or any non-business related
reason is a crime under state and federal laws.

acknowledge that wrongful access, use, modificatian, or disclosure of confidentlal Information Is grounds for immediate termination of my organization's
Contract with the EDD.

agree to proiect the following types of the EDD confidentlal and sansitive information:

o Wage Information e Applicant Information
e  Employar Information o  Proprietary Information
o  Claimant Information ¢ Operational Information (manuals, guidelines, procedures)

o  TaxPayer information

hereby agree to protect the EDD's Information on elther paper or electronic form by:

Accessing or using the EDD supplied information only s specified in the Contract for the performance of the specific work | am assigned,
Never accessing information for curlosHy or personal reasons.

Naver showing or discussing sensltive or confidential information to or with anyone who does not have the need to know.

Piacing sensiive or confidential Information only In approved locations.

Never removing sensltive or confidential information from the work site without authorization.

Following encryption requirements for all personal, senaltive, or confidential information in any portable device or media.

“I certify that | have read and Initialed the confidentiality statements prin abovma by them.”
~ Miller hopless & [ W : __

Print Full Name {|ast, first, M) Signature

San Bernardino County District Attorney’s Office 4 / Al /
T PrintName of Requesting Agency / ./ .. DateSgned
Check the appropriate box:
3 Empioyee [0 Student
] Subcontractor 0 Volunteer
[ Other
Explain

Attachment D-1 [Rev 072017]
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5 B 7Y Development

! i :r émi-‘ér Dep”r"""‘ Customer CoEeD:néggggg
Staie of Californis ATTACHMENT NO. D-1 |
e . S | _ _ Pegetof1]

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources maintained by the State of Califomia Employment Development Department (EDD) and provided fo your agency may be
confidential or sensitive. Confidentiaf and senaitive Informetion are not open fo the public and require special precautions & protsct It from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces informetion sacurlty. If you violate these provisions, you may be
subject to administrative, civil, and/or criminal action.

Voul Ereze /Mz//E7  enempoyeed  8anBemardino County District Attomey's Office
PRINT YOUR NAME PRINT YOUR EMPLOYER'S NAME

hereby acknowiadge thal the confidential ndior ssnaltive records of the Employment Development Depertmant ere subject to strict confidentiality requirements
Imposed by state and federal lew include the Unemployment Insurance Code (UIC) §§1084 and 2111, the Califomia Civll Code (CC) §1708 et seq., the Callfomia
Penal Code (PC) §602, Title 5, USC §652a, Code of Federal Repulations, Title 20 part 603, and Title 18 USC 81005,
%;; acknowiedge that my supervisor andfor the Contract's Confidentiality and Data Security Monitor reviewed with me the confldentiality and sacurlty
requirements, policies, and administrative proceases of my organization and of the EDD.

é—- Z acknowledige responsiblity for knowing the classification of the EDD Information | work with and agree to refer questions about the clasafication of the
wval  EDD Information (public, sensitive, confidential} to the person the Contraci essigna responsibillty for tha security and canfidentiality of the EDD's data.

%—- ﬂ acknowledge responsibility for knowing the privacy, confidenfailty, and data security lews thet apply to the EDD information | have been granted access
i to by my employer, Including UIC §§1094 and 2114, Callfomia Govemment Code § 15619, CC § 178853, and PC § 502.

- acknowledge thal wrongful access, use, modification, or disciosure of confidential Information may be punishable s a crime and/or result in discipiinary
1 end/or clvil action taken againet me—Including but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismisssl—and/or
L:”’7 fines and panalties resutting from crimina! prosecution or clvil lawsuits, end/or termination of contract.
£/ scknowlsdge that wrongful accsss, Inspsction, use, or cisciosure of confidentis information for personal gain, curiosity, or any non-business related
leq% reason I a crime under state and federal laws.

& acknowledge that wrongful accass, use, modification, or discloaure of confidentlal Information Is grounds for Immediate termination of my organization's
NTAL  Contract with the EDD.

_C;% ggree to protect the following types of the EDD confidantial and sensitive information:

»  Wage Information e  Applicant information
=  Employsr information o  Propristary Information
o  (Clgimant information ¢ Operational Information (manuals, guldsiines, procedures)

e{f o  TexPayer Information
hereby agree to protect the EDD' Information on elther paper or electranic form by:
Accessing or using the EDD supplied Information only 28 specified In tha Contract for the performance of the spectfic work | am assigned.
Never acceasing Information for curlosity or personal reasons.
Never showing or dlscussing sensitive or confidential information to or with anyone who does not have the need to know.
Plecing sensttive or confidentlal Information only in approved locations,
Never removing sensltive or confidential information from the work sie without mthorization.
Foliowing encryption requirements for all personal, senaitive, or confidential Information in any portable device or media,

“| certify that | have read and Initialed the confidentiality statements @vc and will abide by them.”

INTAL

— ; 3
ok Eeze. My cex A7 7 D
T PrintFull Name {iast, first, M) g Signature
8an Bernardino County District Attorney’s Office / Y-27-z20
T Print Neme of Requesting Agency .. .. DaeSgned :
Check the approprizte box:
[ Employee O Student
[ Subcontractor 3 Volunteer
Cloter e
Explain

Attachment D-1 [Rev 072017]



. Employment EDD Agreement No. 0000000113

S Bl Lyg” Department Customer Code: E00526
S5tate of Californis ATTACHMENT NO. D-1
Page1of1

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources mainteined by the State of Califonia Employment Development Department (EDD) and provided to your agency may be
confidential or sensitive. Confidential and sensitive informetion are not open to the public i require special precautions to protect it from wrongful
access, Use, disclosure, modification, and destruction. The EDD striclly enforces information securlty. If you violate these provisions, you may be
subject to administrative, civil, and/or criminel action,

J gsse (Voo  anempiojeact S2n Bernardino County District Attorney’s Office

PRINT YOUR NAME PRINT YOURBM| NAME -
heraby acknowledge that the confidential and/or sensitive records of the Employment Development Department ere subject to strict confidentiality requirements
imposad by staie ani federal law include the Unemployment Insurance Code (UIC) §§1084 and 2111, the Califomia Civil Code (CC) §1788 et seq., the Califomia
Penal Code (PC) §502, Tile 5, USC §552a, Cods of Federal Regulations, Title 20 part 803, and Titie 48 USC §1805.

. LN\ acknowledge that my supervisor and/or the Contract's Confidentlality and Data Security Monitor reviewed with me the confidentlality and securtty
NTAL - requiremsnts, policles, and adminisirative processes of my organization and of the EDD.

acknowledge responsibiity for knawing the classification of the EDD information | work with and agree to refer questions about the classification of the
mra. DD information (public, sensitive, confidential) to the person the Contract essigns responsiblitty for the security and confidentiality of the EDD's data.

. !N\ acknowledge responsiblity for knowing the privacy, confidentiality, and deta sacurity laws thed apply to the EDD information | have been granted access
NTAL {0 by my employer, including UIC §§1084 and 2114, California Government Code § 15618, CC § 1788.53, and PC § 502

Y\ acknowledge that wrongful access, use, modication, or disclosure of confidential information may be punishable as & crime and/or result in discipfinary
INTAL  gndlor clvll action taken agalnst me—Including but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismisaal—and/or
finas and penalties resulting from crimina! prosecution or clvil lawsults, and/or temination of contract,

s S ¥\ acknowisdge thal wrongful access, Inspection, use, or disclosure of confidential information for personal gain, curiosity, or any non-buslness related
INTA.  reason is a crime under state and federal lews.

Jj N\ acknowledge thal wrongful sccess, use, modification, or disclosure of confidentlal Information Is grounds for immediate termination of my organization's
INTAL  Contract with the EDD.

egree to protect the followlng types of the EDD confidentlal and sensitive information:

WAL 5 Wage Informailon s Applicant Information
e  Employer Information e Proprietery information
o  Claimant Information o Operational information (manuals, guidelines, procedures)

»  Tax Payer Information

- QM hereby agres to protect the EDD's Information on elther paper ar electronic form by;

At Accessing or using the EDD suppiied information only as spectfied in the Contract for the performance of the specific work | am assigned.
Never accessing Information for curloslty or personal reasons.
Never showing or dlecussing sensitive or confidential Information to or with anyorie who does not have the nesd to know,
Placing sensitive or confidential Information only in approved locations.
Never removing sensitive or confidential information from the work site without suthorization.
Following ancryption requiremants for all personal, sensltive, or confidentie! information In any portable device or media,

“I certify that | have read and Initialed the confidentiality statements pri bove and will abide by them.”

) N\»ﬁ;_)e;\&. D

Print Full Name (last, frst, M) = L = Signature o
San Bemardino County Distfrict Attorney's Office ylul oo
Print Name of Requesting Agency ' .. .. DeteSlned
Check the appropriate box:

(X Employes O Student

[0 Subcontractor [0 Volunteer

[ Other e mwe

Explain o

Attachment D-1 [Rev 072017]



- 'EDD Agreement No, 0000000113
EDD/SBCDA

T Employment
‘ F—: ;} E‘} Development
1 e B B8 Department GaPierCode IEn0Ess
State of Callfornis ATTACHMENT NO. D-1

— I - Page 1 of 1

* —
|

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

lnfonnaﬂonmmreasmalntalnedbymesuteofCaﬂfomlaEmploymmmvdopmtDapmnent(EDD)mdperedtoyouragmcymeybe
confidential or sensitive. Cmﬂdenﬁdwsendﬂvehfomaﬂmmnotopenbmepwhmmmlmspedalpmmmbpmtactltfmmwrongﬁu
access, use, disciosure, modification, and destruction. The EDD strictly enforces information security, if you violate these provisions, you may be
subject to adminisirative, civil, and/or criminal action.

LD ARD - Ny RERG _enempoyeeof  San Bernardino County District Attorney's Office
PWIW— T PRINT YOUR EMPLOYER'S NAME
mmmmwmmmammmmmmmmm lremants
ih:;?euymandmIawhdudaﬂ\eu‘mploymmlnwmcoda(mc)wosund2111',ﬂmcufuniaCIvIICoda(OC)§1mam..ml?\ue0dlfonis
Code (PC) §602, Tiie 5, USC §652a, Code of Federal Reguiations, Title 20 part 803, and Title 18 USC §1005,
/7 Mmmmmmmmmsc«mmmmmmmmmmmmmmmmm
STAL  requirements, policies, and administrative processes of my osganization and of the EDD.
f/ﬂ acknowledge responsiblity for knowing the classification of the EDD Information | work with and agree to refer questions about the classification of the
Enmnfommmaamlmmmwmmmmecmmmmmummuammymmmamydmmmm

f »? mmmmmmmmm,mmm,mmmmmmmmmmsnnhfmlnavebeengrumum
/ MTA to by my employer, lcluding UIC §§1084 and 2111, Califomia Govemment Code § 15619, CC § 1788.53, and PC § 502,

/Z M ecknowledge thal wrongful access, use, modification, or disclosure of confidential information may be punishable s a crime andior resutt in disciplinery
WNTW.  andfor civil action teken against me—Inciuding but not limited to: reprimand, suspansion without pay, salary reduction, demotion, or dismissal—andior
fines and penaities resulting from criminal prosecution or civil lawstits, and/or termination of contracl.

acknowledge that wrongful access, inspection, use, or disclosure of confidential information for personal gain, ouriosily, or any non-business related
WTA  meason is a crime under state and federa! laws.

F m mmdmmlms,use.mwm.wdhmmdmmmmummeManmdmymmﬂm's
WAL Contract with the EDD.

/101 agree o protect the following types of the EDD confidential and sensitve rformation:

WNTAL o Wage Information o  Applicant information
o  Employer information »  Proprietary Infomation
e  Claiment Information o Operational information (manuals, guidelines, procedures)
e  Tax Payer information

Q/zzm hereby agree to protect the EDD's Information on elther pape or electronic form by:
A AccesslngormhthDDwmummmmyumhmmmwmmdﬂwmmlamasslmed.
Never accesaing Information for curiosity or personal reasons.
Never showing or discusaing sensitive or corfidential information o or with anyone who does not have the need to know.
Placing sensitive or confidential Information only in approved locations.
Never removing sensitive or confidential information from the work siie without suthorization.
Following encryption requirements for &l personal, sensitive, or confidentiel infarmation In any porteble device of media,

“I certify that | have read and Initialed the confidentiality statements printed above and will ablde by them.”

/M BER S EhHwrrO T /géom/ /éyﬁcw o
7 PriotFul Name (ast, fist, MI) 7 Signature T
San Bemardino County District Aftorney’s Office Y -2/ 2020
Print Name of Requesting Agency .. .. DateSigned
Check the appropriats box:
O Employes [0 Student
7] Subcontractor O Volunteer
[JOther —
Explain

Attachment D-1 [Rev 072017]



_Employment ] 'EDD Agresment No. 0000000113 |

% Development EDD/SBCDA

- Department Customer Code: EQ0526

State nf Callfornia ATTACHMENT NO. D-1
_Pageiof1

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources malntained by the State of California Employmant Development Dspartment (EDD) and provided to your agency may bs
confidentlal or sensifive. Confidential and sensitive information are not open to the public and require special pracautions to protect it from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces information security. If you violate these provisions, you may be
subject to administrative, civil, and/or criminal action.

Cwees Vergpeg)  @nempoyeed!  San Bernardino County District Attorney's Office

PRNT YOUR RAME PRINT YOUR ENMPOVERS NANE
hereby acknowledge that the confidential andlor sensitive records of the Employment Develcpment Deparbment are subject to strict confidentiality requirements
imposed by staie and federal lew include the Unemploymant Insurance Coda (UIC) §§1084 and 2111, the California Civll Coda (CC) §1798 et seq., the Caltfarnia
Penal Code (PC) §502, Thia 5, USC §852a, Cods of Federal Regulations, Tite 20 part 803, and Title 18 USC §1808.

(44 acknowlsdge that my supervisor andfor the Contract's Confidentiality and Data Security Monitor reviewad with me the corfidentiality and security
INTAL  requirements, policies, and administrative procasses of my omganizetion and of the EDD.

p acknowledge responsibliity for knowing the dlassification of the EDD information | work with and agree to refer questions about the classification of the
wi . EDD information {public, sensitive, confidentiel) to the person the Caniract assigns responsibiifty for the securfty and confidentiality of the EDD's data,

acknowlsdge responsibiiity for knowing the privacy, confidentialify, and data sacurity laws thet apply to the EDD Information | have been grented access
WAL to by my employer, Including UIC §§1084 and 2111, Californla Govemment Code § 15619, CC § 1788.53, and PC § 602,

C]E acknowledge thai wrongful access, use, modification, or disclosure of confidential informatlon may be punishable es a crime andfor result in disciplinary
ang/or civil action taken againet me—including but not limited to: reprimand, suspansion without pay, salary reduction, demotion, or diemisaal-—andior
fines and penalties resulting from crimina! prosecution or clvil [awsuits, and/or termination of confract.

cf acknowledge that wrongful access, Inspection, use, or disclosure of confidential information for personal gain, curiosity, or any non-business related
INTAL  reas0n is & crime under stete and faderel laws.

cf acknowledge that wrongful access, use, modification, or disclosure of confidentlal Information 18 grounds for immadiate termination of my organization's
INTAL  Contract with the EDD.

(%) apres to protect the foliowing fypes of the EDD confidentlal and sensitive information:

WL« Wage Information s Applicant information
»  Employer information o Propristary Infomation
s  Claimant Information o  Operational Information (manuals, guldsiines, procadures)

»  Tax Payer information

Cﬁ ~ hsreby agree to protect the EDD's Informatlon on either paper or elsctronic form by

NTAL Accessing or using the EDD supplied information only as specified In the Centract for the perfarmance of the specific work | am assigned.
Never acoanging Information for curlosity or personal raasons.
Never showing or discussing senslive or confidential information to or with anyone who doas not hiave the need to know.
Piacing senskive or confldantial Information only in approved locations.
Never removing sensitive or confidential information from the work site without authorizetion.
Following encryption requiremsnts for all personal, sensitive, or confidertial information In any portable device or media,

“| certify that | have read and Initialed the confidentiality statements printed above and will abide by them.”

PewrseN, Cuapes M- N

Print Full Name (last, first, Ml) Signature
~ San Bernardino County District Aftorney’s Office oiﬁl 2020
T Print Name of Requesting Agency . Date Signed-
Check the appropriate bex:
ﬁ Employse [ Student
] Subcontractor O volunteer
[ Other

Explatn

Atiachment D-1 [Rev 072017]



EF “} Development EDD/SBCDA

. Neoapsrimant Customer Code: E00526 |
Stai'e of Callfornts ATTACHMENT NO. D-1
Page 1 of 1

Employment EDD Agreement No, 0000000113

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources malntained by the State of California Employment Development Department (EDD) and provided fo your agency may be
confidential or sensifive. Confidential and sensitive informetion are not open o the public and require special precautions to protect it from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces informetion security. If you violate these provisions, you maey be

subject inistrative, ¢ I,Zvior crimine! action,
' &n employee of 8an Bemardino County :
M%_ eoct ___ SanBemardino County District Attomey's Office

hereby acknowledge thet the confidential and/or sansitive records of the Empioyment Development Depertment ere subject to strict confidentiality requirements
imposed by state and federal law include the Unemployment Insurance Code (UIC) §§1094 and 2111, the Callfomia Civll Code {CC) 81798 et 88q., the Callfomia
Pengl Code (PC) §502, Thie 5, USC §552a, Cods of Federal Reguiations, Titie 20 part 603, and Titis 18 USC §1805.

acknowledga that my supervisor and/or the Contract's Confidentiality and Data Security Monitor reviewed with me the confidentlallty and security
INTAL  requirements, policies, and administrative processes of my organization and of the EDD.

acknowiadge responsibliity for knowing the dassification of the EDD information | work with and agree to refer questions about the ciassification of the
ng EDD Information (public, sensitive, confidential) to the person the Contract assigns responalblltly for the security and confidentiality of the EDD's dats.

acknowledge responsibity for knowing the privacy, confidentialty, and data security lews that apply to the EDD Iinformation | have been granted access
to by my employer, Including UIC §§1024 and 2114, California Govemment Code § 15619, CC § 1788.53, and PC § 502,

g g acknowledge that wrongful access, use, modification, or disclosure of confidential information may be punishable as a crime end/or result In discipiinary
andfor clvil action taken against me—Including but not limited to: reprimand, suspenslon without pay, selary reduction, demotion, or dismissal—and/or
fines and penalties resulting from crimina! prosecution or civil lawsults, andor termination of contract.

acknowledge that wrongful access, Inspection, use, or disclosure of confidential Information for personal gain, curlosfy, or any non-business related
reason is a ¢rime under stete and federal laws.

acknowiedge that wrongful access, use, modification, or disclosure of canfidentlal Information |s grounds for Immediate termination of my organization’s

Contrac! with the EDD.

agree to protact the following types of the EDD confldential and sensitive information:

o  Wage Information o Applicant Information

o  Employer information o  Propristery Information

o  Claimant Information »  Operational Information (manuals, puldelines, procedures)
o Tex Payer information

é_ ! _hereby agree to protect the EDD's Information on elther paper or elactronic form by:
Accessing or using the EDD supplied information only as specified In the Contract for the performance of the speclfic work | am assigned.
Never accessing Informatlon for curlosiy ar personal reasons,
Never showing or discussing eensitive or confidential information to or with anyone who does not have the need to know.
Placing sensitive or confidential Infarmation only in approved locations.
Never removing sensitive or confidential information from the work site without authorization.
Following ancryption requirements for all personal, sensitive, or confidential information In any portable device or media,

“] certify that | have read and Initialed the confidentiality statements printed abo;;vnll abide by them.”

fgéégz_;&m/ﬁ - S

Print Full Name (Iast, first, M) /(7 ~ Signatu -
San Bemnardino County District Aftorney's Office S /2’9 Zéﬂc;&
Print Name of Requesting Agency .. /.. DieSigned
Check the appropriate box:
ﬂEmployee [ Swdent

[ Subcontractor [0 Volunteer
DOother

Explain

Attachment D-1 [Rev 072017]



——gmplofment ' - " EDD Agreement No. 0000000113

Development EDD/SBCDA

Ve Department Customer Code: E00526
Stnte of California ATTACHMENT NO. D-1
R | __ Pagelof1]

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Informetion resources malnteined by the State of Califomnia Employment Development Department (EDD) and provided to your agency may be
confidentiel or sensitive. Confidential and sensitive information are not open to the public and require spacial precautions to protect it from wrongful
access, use, disclosure, modification, end destruction. The EDD strictly enforces information security. If you violate these provisions, you may be
sub}eﬁbadmlnlshaﬂva civil, andlor criminal action.

an employee of San Bemarﬂ_lno County Distri mey’s Office

i : mmmm
Mmammummmumwmw are subject to strict confidentiality requirements
hnposedbystmeandfederdIawlmludethelhemuoymntlnwmcode(um)gsmund2111.u\ecwfomlaﬁvllcode(CC)§1798etseq..meCallfomia

Code (PC) §502, Tile 6, USC §652a, Code of Faderal Reguiations, Title 20 part 803, and Titie 18 USC §1605.
i)~ acknowledge that my supervisor and/or the Contract's Confidentiality and Data Security Monitor reviewed with me the confidentiallty and sacurlty
requirements, poiicies, and administrafive processes of my organization and of the EDD.
i acknowlstdge responsibility for knowing the classification of the EDD information | work with and agree to refer questions about the classification of the
mw. EDD information {public, sensiive, confidential) to the person the Contract essigna responsibiitly for the security and confidentiafity of the EDD's data.

) \achmwledgemponslbaﬁtyforMng privacy, confidentlality, and data security lewa that apply to the EDD Information | have been granted sccess
Amk to by my employer, indluding UIC §§1084 and 2111, Califonia Government Code § 15619, CC § 1788.53, and PC § 502,

1 acknowledge thet wrongful access, use, modification, or disclosure of confidential information may ba punishabls as a crime and/or result in discipinary
TNTAL andlor civil action taken against me—Including but not limited to; reprimand, suspension without pay, salary reduction, demotion, or dismissal—and/or
finas and pangltiss resulting from criminal prosecution or civil lawsults, and/or temination of contract.

'\ ) acknowledge thal wrongful access, Inspection, use, or disclosure of confidential information for personal galn, curiosity, or any non-business related
reason I8 a crime under state and faderal lews.

B zé \_ acknowiedge thel wrongful access, use, modification, or disclosure of confidential Information Is grounds for immediate termination of my organization's

Condraci with the EDD.

agree to protect the following types of the EDD confidential and sensitive information:

e  Wage information s  Applicent information

e  Employer information s  Proprietary information

o Clgimant information »  Operationa Information (manuals, guldelines, procedures)
o  Tax Payer information

A) Y hereby agree to protect the EDD's informalion on elther paper or slsctronic form by:
AL Acoessing or using the EDD supplied information only as spacified in the Contract for the performance of the specific work | am assigned.
Never eccaasing information for curlosity or personal reasons.
Never showing or discussing sensitive or confidential information to or with anyona who does not have the need to know.
Placing sensitive or confidenttal Information only In approved locations.
Naver removing saneltive or confidential information from the work site without authorization.
Following ancryption requirements for afl personal, sensitive, or confidential information In any portable device or medla,

“| certify that | have read and Initialed the confidentlallty statements printed above and will abide by them.”

REYVES, ANMREW, T, Wty . — ey —

Print Full Namsa (last, first, Ml) Signature
San Bemardino County District Aftorney’s Office 04/ 7/ .,20’20
Print Name of Requesting Agancy
cmmm_be&
i Empiayes O Student
[0 Subcontractor O Volunteer
O3 Other | s
Explain

Attachment D-1 [Rev 072017]



Employment EDD Agresment No. 0000000113 |

"~ "7 |} Development
| f- f? L'é Depnrrmant CustomerCoEeD:DEIg(B)gozg
Stai’e of Callifornia ATTACHMENT NO. D-1
B _  Pageiof1

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources maintained by the State of Callfornia Employment Development Department (EDD) end provided to your agency may be
confidential or sensitive. Confidential and sensitive information are not open o the public and require special precautions to protsct It from wrongful
acoess, use, disciosure, modtfication, and destruction. The EDD strictly enforces information security. If you violate these provisions, you may be
subject to administrative, civil, and/or criminal action.

Stephen Showalter enempioyeeof  San Bernardino County District Attorney’s Office

PRINT YOUR NAME i PRINT YOUR ENPLOYER'S NAE
hereby acknowledge that the confidential andior sansiive records of the Employment Development Department are subject to strict confidentiality requirements
Imposed by stele and federsl lew Include the Unemployment Insurance Code (UIC) §§1094 and 2111, the Callfomia Civll Code (CC) §1798 et seq., the Celifomia
Pengl Code (PC) §502, Tiie 5, USC §552a, Code of Federal Regulations, Titie 20 part 803, and Titie 18 USC §1905,

acknowledge that my supervisor andfor the Contract's Canfidentlality and Data Security Monitor reviewed with me the confidentlalty and securlty
requirements, policles, end administrative processes of my organization and of the EDD.

acknowledge responslbliity for knowing the classification of the EDD information | work with and agree to refer questions about the classification of the
EDD information (public, sensitive, confidential) to the pereon the Contract assigna responslbliily for the securtty and confidentiality of the EDD's data.

acknowledge responsibility for knowing the privacy, confidentiality, and data security laws that apply to the EDD information | have been granted access
to by my employer, Including UIC §§1084 and 2114, California Govemment Code § 15619, CC § 1788.53, and PC § 502,

acknowledge that wrongful access, use, modification, or disclosure of confidential information may be punishable as a crime and/or result in discipiinary
andfor clvil actlon taken against me—Including but not limited to: reprimand, suspanslon without pay, salary reduction, demotion, or dismissal—andfor
fines and panaitias resulting from crimine! prosecution or civil lawsults, and/or termination of contract.

acknowledge that wrongful access, inspection, use, or disclosure of confidential information for personal gain, curiosily, or any non-business related
reason s a crime under state and foderal laws.

acknowledge that wrongful access, use, modification, or disclosure of confidentlal information Is grounds for Immediate termination of my organization’s
Contract with the EDD.

agree to protect the following types of the EDD confidentlal and sensitive information:

¢  Wage Information s  Applicent Information

«  Employer Information o Proprietery Information

s  Clalmant Information o Operational Information {(menuale, guidelines, procedures)
e  Tax Payer information

hereby agres to protect the EDD's information on efther paper or electronic form by:
Accessing or using the EDD supplied information only aa specified In the Contract for the performancs of the specific work | am assigned.
Never acceasing Informatlon for curlosiy or personal reasons,

Never showing or discussing sensitive or confidential information to or with anyone who doss not have the need to know.

Placing sensitive or confidential Information only in approved locations.

Never removing seneltive or confidential information from the work stte without authorization.

Following encryption requirements for all personal, sensltive, or confidential Inforrie .---\ any portable device or media.

“| certify that | have read and Initialed the confidentiality state
Stephen Showalter

o "~ Print Full Name {last, first, M) VO N Signature .
~ San Bernardino County Disirict Attomey's Office 04-23-2020
Print Name of Requesting Agency .. .. DateSigned o

Check the appropriate box:

X1 Empioyee O Student

] Subconirector 3 Volunteer

[ Other .

Explain

Attachment D-1 [Rev 072017]



Employment EDD Agreement No. 0000000113 |

; @ Development EDD/SBCDA '
S Rt Sy Department Customer Code: E00528 |
State of Callfornia ATTACHMENT NO. D-1 |

Page1of1)]

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources maintained by the State of Califomia Employment Development Department (EDD) and provided to your agency may be
confidential or sensitive. Confidential and sensitive information are not open to the public and require special precautions to protect it from wrongful
access, use, disclosure, modification, and destruction. The EDD stricly enforces information security. If you violate these provisions, you may bs
subject o administrative, civil, andfor criminal action.

S7TEE Silpguspy  amemioyesdt  San Bemardino County District Attoey's Office
PRINT voun NAME . PRINT YOUR BEMPLOYER'S NAME

hereby acknowledge that the confidential and/or sensitive records of the Employment Development Department are subject to strict confidentiality requirements
imposed by state and federal faw include the Unemployment Insurance Code (UIC) §§1094 and 2114, the Caltfomia Civil Coda (CC) §1788 et seq., the Califomia
Penal Code (PC) §502, Title 5, USC §552a, Code of Federal Ragulations, Title 20 part 603, and Title 18 USC §1805.

S S acknowledge that my supervisor and/or the Contract's Confidentiality and Data Security Monitor reviewed with me the confidentiallty and securlty
INTAL - requirements, policies, and administrative processes of my organizetion and of the EDD.

acknowletge responsibliity for knowing the classification of the EDD information | work with and agree to refer questions about the classification of the

Al EDD information (public, sensitive, confidentlal) o the person the Contract assigns responsiblity for the security and confidentiality of the EDD's data.

SS  acknowledge responsibility for knowing the privacy, confidentiality, and data securtty laws that apply to the EDD Information | have been granted access
INTAL 1o by my employer, including UIC §§1094 and 2111, California Government Code § 15619, CC § 1798.53, and PC § 502,

§§ acknowledge that wrongful access, use, modification, or disclosure of confidential informatlon may be punishabie as a crime and/or result in discipiinary
INTW  and/or clvll action taken agalnst me—Including but nat limited to: reprimand, suspension without pay, salary reduction, demotion, or dismissal—and/or
fines and penalties resulting from ¢riminal prosecution or civil lawsults, and/or termination of contract,

acknowledge that wrongful access, Inspection, use, or disclosure of confidential information for personal gain, curiosity, or any non-business related
INTL  reagson is a crime under state and foderal laws.

acknowledge that wrongful access, use, modtiication, or discloaurs of confidentlal information Is grounds for immediate termination of my organization's
NTAL - Contract with the EDD.

S5S  agree to protect the following types of the EDD confidentlal and sensitive informaflon:

NTAL & Wage Information o  Applicant information
«  Employer Information e  Proprietary Information
»  Clalmant Information e Operational Information (manuals, guidelines, procedures)

o Tax Payer information
5: 5 hereby agree to protect the EDD's information on either paper cr electronic form by:
S Accassing or using the EDD supplied information only as specified In the Contract for the performance of the specific work | am assigned.
Never accessing Informatlon for curlosity or personal reasons,
Never showing or discussing sensitive or confidential information to or with anyone who doss not hava the need to know.
Piacing sensttive or confidential information only in approved locations,
Never removing sensitive or confidential information from the work site without authorization.
Following encryption requirements for all personal, sensitive, or confidential information In any portable device or media.

“1 certify that | have read and initialed the confidentiality statements printed aboy d will abide by them.”
5///4/071«//9/, {7EV£ /77, B /M_/uwﬁ\

7" Print Full Name {\ast, first, M} SignatU
~ San Bernardino County District Attorney’s Office - fi7-ee
Print Name of Requesting Agancy .. .. DateSigned
Check the appropriate box:
[ Employee O Siudent
7] subcontractor [ Volunteer
] Other o
Explain

Attachment D-1 [Rev 072017}
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EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources mainteined by the State of Califomnia Employment Development Depariment (EDD) and provided to your agency may be
confidential or sensitive. Confidential and sensitive information are not open 1o the public and require special precautions to protect It from wrongfui
ac0sss, use, disciosure, modification, and destruction. The EDD strictly enforces informalion securlty. If you violate these provisions, you may be
subject to administrative, civil, and/or criminal action.

Weule i Lo SWMYSEa _ mnemployeeof  San Bernardino County District Attorney's Office
PRINT YOUR NAME PRENT YOUR EMPLOYER'S NAME '_‘

hereby acknowledge thet the confidential andior sensitive reconds of the Empioyment Development Department are subjact to strict confidentlality requirements
Imposed by stete and federal iaw Include the Unempioyment Insurance Code (UIC) §§1084 end 2111, the Callfornia Clvll Code (CC) §1708 et seq., the Callfornia
Penal Code (PC) §502, Title 5, USC §552a, Cods of Fedaral Regulations, Title 20 part 803, and Title 18 USC §1005,
s acknowledge that my suparvisor and/or the Contract's Confidentiaty and Data Security Monitor reviewed with me the confidentlality and securtty
WTAL  requirements, policies, and administrative processes of my orgenization and of the EDD.

Qva_  scknowledge responsiblity for knowing the ciassification of the EDD information | work with and agree to refer questions about the clessification of the
WA EDD information (public, sensitive, confidential) to the person the Contract assigns responsiblltty for the securlty end confidentiality of the EDD's data.
A s—  acknowledge responsibility for knowing the privacy, confidentiallty, and data security laws that apply to the EDD Information | have been granted scoess

NTAL  to by my employer, indluding UIC §§1084 and 2111, Californla Government Code § 15618, CC § 179,53, and PC § 502,

% s acknowledge thel wrongful access, use, modiication, or diaclosure of corfidential information may be punishebie as a crime andfor resull in disciplinery
WAL gndfor civil action taken agalnst me—inciuding but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismissal—andfor
fines and pangities resulting from criming! prosecution or civil lewsuits, andfor teminstion of contract,
Vo acknowledge that wrongful access, inspection, use, or disclosure of confidential information for parsonal gain, curiosity, or any non-business related
NTAL  reason is a crime under stete and federal laws.

frv o —  acknowledge that wrongful eccess, use, modtfication, or discosure of confidenilal information Is grounds for immediate termination of my organization's
NTA.  Coniract with the EED.

A/ 2— agree to protect the following types of the EDD confidentlal and sensitive Information:

NTAL o Wage Informaiion e Applicant Information
»  Employer Information o  Proprigtery Information
o  Claimant Information e Operational Information (manuals, guidslines, procedures)

s  Tax Payer information

’Wﬁ/ hereby agree to protect the EDD's Information on elther paper or elactronic form by:

WAL Accessing or using the EDD supplisd information only es specified in the Contract for the parformance of the specific work | am assigned.
Never accesslng Information for curlosity or personal reasons,
Never showing or discussing sensltive or confidential information to or with anyons who does not have the need fo know.
Placing sensitive or confidential Informetion only in approved locations.
Never removing sensltive or confidential information fram the work site without authorization.
Following encryption requirements for all personal, sensitive, or confidentlal information In any portable device or media,

“| certify that | have read and Initialed the confidentiality statements printed above and will abide by them.”

Wur L _ R
o Signalure

_ Swwtsg-ﬂ- h_ytbb;f-}v\h (U
> Print Full Name {iast, frst, W)

San Bernardino County District Attorney’s Office X ( >7 / roro
- Print Name of Requesting Agancy .. .. DateSignsd
Check the appropriate box:
[Z[Employee [J Student
[ Subcontractor O Volunteer
[ Other
Explsin

Attachment D-1 [Rev 072017]
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EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources mainteined by the State of Cafifonia Employment Development Depertment (EDD) and provided o your agency mey be
confidential or sensitive. Confidential and sensitive information are not open to the public end require special precautions fo protsct it from wrongful
ancess, use, disclosure, modtfication, end destruction. The EDD strictly enforces informallon securtty. If you violate these provisions, you may be
subject to administrative, civil, and/or criminal acion.

Thn X _S7eee”  mnempoyesd San Bemardino County District Attorney’s Office

PRINT YGUR NAME PRINT YOUR EMPLOYER'S NAME
hereby acknowledge thet the confidential and/or sensitive records of the Employment Developrment Department are subjsct to strict confidentlality requirements
imposed by stete and federal law include the Unemployment Insurance Code (UIC) §§1084 and 2111, the Calfomia Civll Code (CC) §1788 et seq., the Caltiomia
Penal Code (PC) §602, Tiie B, USC §552a, Code of Faderal Regulations, Title 20 part 803, and Titie 18 USC §1805. )
_%_ ecknowledge that my suparvisor and/or the Contract's Confidentlality and Data Securtty Monitor reviewed with me the confidentlallty and securlty
requirements, policies, and administrelive processes of my organizetion and of the EDD.

5 acknowladge responsiblity for knowing the classification of the EDD Information | work with and agree to refer questions about the classification of the
wAL EDD Information (pubfic, sensitive, confidential) to the pereon the Contract assigns responalblilty for the securtty and confidentiality of the EDID's dals.
ﬁ acknowledge responsibllity for knowing the privacy, confidentiality, and data securlty laws that apply to the EDD Information | have been granted access
WAL to by my employer, Including UIC §§1084 and 2111, California Goverment Code § 15619, CC § 1788.53, and PC § 502.

ﬂé acknowledge that wrongful eccess, use, modification, or disclosure of confidential information may be punisheble as & crime and/or result in discipiinary
endior civil action taken agalnet me—Including but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismissal—and/or
fines and penaities resulting from criming! prosecution or clvil lawsults, andfor temination of contract,
acknowledge that wrongful access, inspection, use, or disclosure of confidential information for personal gain, curiosity, or any non-busineas related
reason is & crime under state and foderal lews,

% acknowiedge that wrongful access, use, modificetion, or disclosure of confidentlal information Is grounds for Immediate termination of my organization's

Contract with the EDD.
_DS  sgres toprotect the foliowing types of the EDD confidential and sensilive information:
WAL s Wage Information e  Applicant Information
= Employer Information »  Proprietery information
»  Claimant Information e Operationa Information (manuals, guldslines, procedures)

»  Tax Payer information

_%m hereby agree to protect the EDD's Information on elther paper or elecironic form by:
Accessing or using the EDD supplied information only es specified In the Contract for the performance of the specific work | am assigned.

Never acceszlng Information for curlosity or personal reasons.
Never showing or discussing sensttive or confidantial information to or with anyone who does not have the nesd to know.
Placing senstive or confidentlal information only In approved locaions.
Never removing sensltiva or confidential information from the work site without authorization.
Following encryption requiremants for all personel, sensiiva, or confidentia! information in any poriable device or media,

“| certify that | have read and Initialed the confidentiality statements printed above and will abide by them.”

m_mﬂ? .
Print Full Name {Tast, first, Mi) Signature
o San Bernardino County District Aitorney's Office B !// 22 - 2o
o Print Name of Requesing Agency .. . DeteSigned
Chack the approprizte box:
2 Empioyee O Student
O Ssubcontractor [J Volunteer
Oother e
Explain

Attachment D-1 [Rev 072017]
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EMPLOYMENT DEVELOPMENT DEPARTMENT
CONFIDENTIALITY AGREEMENT

Information resources mainteined by the State of Califomia Employment Development Depariment (EDD) and provided to your agency may be
confidential or sensitive. Confidential and sensitive information are not open to the public and require special precautions to protect It from wrangful
access, use, disclosure, modfication, and destruction. The EDD striclly enforces information security. If you violate these provisions, you may be
subject to edministretive, civil, and/or criminal action,

qu VameAaony . eempojed San Bemardino County District Attoney's Office

PRINT YOUR NAME PRINT YOUR EMPLOYER'S NAME

heraby acknowiedge that the confidential andlor ssnsifive records of the Employment Development Department are subject to strict confidentislity requirements

imposed by

stats and federal law Inciude the Unemployment Insurance Code (UIC) §§1094 and 2111, the Califomia Civil Code (GC) §1788 et seq., the Cellfornia

Penal Code (PC) §502, Tiie 5, USC §652a, Code of Federal Regulations, Title 20 part 803, and Title 18 USC §1805.

=

INTTIAL

-

INTAL

ot

INTUAL

INTIAL

&L

———emea

INTIAL

acknowledge that my supervisor and/or the Contract's Confidentlality and Data Security Monitor reviewed with me the confidentiellty and sacurlty
requirements, policies, and administralive processes of my omanlzation and of the EDD.

acknowledge responsibiity for knowing the classification of the EDD Information | work with and agree to refer questions about the classification of the
EDD information (public, sensitive, confidential} to the person the Contract assigns responsibilty for the securtty and corfidentiality of the EDD's data.

acknowledge responsibiity for knowing the privacy, confldentiality, and deta sacurity laws that apply to the EDD Information | have been granted access
to by my employer, Including UIC §§1084 and 2111, Callforia Government Code § 15618, CC § 1788.53, and PC § 602.

acknowiedge that wrongful access, use, modlfication, or disciesure of confidential information may be punishabie as & crime and/or result in disciplinary
andor civil action taksn against me—including but not limited to: reprimand, suspension without pay, salary reduction, demotion, o dismisaal—and/or
fines and penalties resulting from crimina! prosecution or civil lawsuits, and/or termination of contract.

acknowledge that wrongful access, Inspection, use, or disclosure of confldentle! information for parsonal gain, curisity, or any non-business related
reason I8 a crime under state and federal laws.

acknowledge that wrongful access, uss, modification, or disclosure of confidential information I grounds for immediate termination of my organization's
Contract with the EDD.

agree to protect the following types of the EDD confidential and sensitive tnformation:

¢  Wage information »  Applicant Information

s Employer Information s  Propristary Information

o (Claimant information o Operational Information (manuals, guidefines, procedures)
e  Tax Payer Information

hereby agree to profect the EDD's Information on efther paper or electronkc form by:

Acceasing or using the EDD supplied informatlon only &s specified In the Contract for the performance of the specific work | em easigned.
Never accassing information for curloslty or personel reasons,

Nevar showing or discussing sensitive or confidantial Informatlon to or with anyone who does not have the nead to know.

Placing eenetive or confidentlal Information only In approved locations.

Never removing sensitive or confidential information from the work stie withoul authorization.

Following encryption requirements for al personal, senaitive, or confidential Information in any portable device or media.

“l certify that | have read and Initialed the confidentiality statements printed above and will abide by them.”

_Tameacn. osuEM

San Bemardino County District Attomey's Office - 4!’~Zl — Zo2o

Print Full Name (last, first, M) Signature

Print Name of Requesting Agency R Date Signed
Check the appropriate box:

[ Employee O Student

[ subcontractor O Volunteer
Cother

Explain

Attachment D-1 [Rev 072017]
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EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

informalion resources maintained by the State of Calfornla Employment Devalopment Dspartment (EDD) and provided to your agency may be
confidential or sensifive. Confidential and sensitive Information are not open io the public and require special pracautions to protect It from wrongiul
access, use, disclosurs, modification, and destruction. The EDD strictly enforces information security. If you violate these provisions, you may be
subject to administrative, civil, and/or criminal action.

Taon TN enempioyesol  8an Bemardino County District Attoney's Office

"~ "EDD Agreement No. 00000007113

PRINT YOUR NAME PRINT YOUR BMPLOYER'S NAME
heraby acknowledge that the confidential andior sensilive records of the Employment Development Department are subject to strict confidentiaiity requirements
imposed by state and federal law include the Unemployment Insurance Code (UIC) §§1084 and 2111, the Caltioria Civll Code (CC) §1708 et seq., the Calffomnia
Penal Code (PC) §502, Title 5, USC §652a, Code of Federal Regulations, Titie 20 part 603, and Title 18 USC §1905,

1~ 1 acknowledge that my supsrvisor and/or the Contract's Confidentlality and Data Security Monitor reviewed with me the confidentlality and security
WmAL  requirements, policies, end adminisiralive processes of my orgenlzation and of the EDD.

-y acknowledge responsibllity for knowing the classification of the EDD information | work with and agree to refer questions about the ciassification of the
Wi EDD information (public, sensitive, confidential) to the person the Contract essigne responalblitly for the security and confidentiality of the EDD's data.

{' f acknowledge responsibility for knowing the privacy, confidentiality, and data security lews that apply to the EDD information | have been granted access
NTAL o by my employer, Including UIC §§1004 and 2111, California Govemment Code § 15619, CC § 1788.53, and PC § 502,

ﬁ 7. acknowisdge that wrongful access, use, modification, or disciosure of confidential Information may be punishable &s & crime and/or result in dieciplinary
WAL and/or clvil action teken ageinst me—Including but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismissa—andior
fines and penalties resulting from crimine! prosecution or civil Iawsults, andfor {ermination of contract.

i 7. acknowledge that wiongful access, Inspection, use, or disclosure of confidential Information for personal gain, curiosity, or any non-business related
WTAL  raason I8 a crime under stete and federal laws.

y# i acknowledge that wrongful access, use, modtfication, or disclosure of confidentlal information Is grounda for Immediate termination of my organization's
WAL Contract with the EDD.

7 7. agree to protect the following types of the EDD confidentlal and sensitive information:
T

s Wage Information e  Applicant Information

o  Employsr Information e Proprietery Information

¢  Claimant Information o Operational information (manuals, guidelines, procedures)
o Tax Payer Information

“-7 - hereby agree to protect the EDD's information on elther paper or elactronic form by:
AL Accessing or using the EDD supplied information only aa specified in the Contract for the performance of the specific work | am assigned.
Never accessing Information for curlostly or personal reasons,
Never showing or discussing senshive or confidential information to or with anyone who does not have the need 1o know.
Placing sensttive or confidential Information only In approved locations,
Never removing sensitive or confidentlal Information from the work slie without authorization.
Following encryption requirements for all personal, sensitive, or confidential Information In any portable device or media,

“| certify that | have read and Initialed the confidentiality statements printed above and will abide by them.”

' {w{ﬁ;un mm. M) //A/% -

o~

San Bernzrdino County District Attorney's Office A? 3 /01:_7
- Print Name of Requesting Agency . . DatoSigned
Check the appropriate box:
X Employee O Stdert
[ Subcontractor 3 Volunteer
CJother .
Explain

Attachment D-1 [Rev 072017]



——~ . Employment | ~EDD Agreement No. 0000000113
Y z, Development EDD/SBCDA

- e Depurtmant Customer Code: E00526
taie of Callfornia ATTACHMENT NO. D1
S = ___ Pageloft]

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources mainteined by the State of Calfomia Employment Development Dspartment (EDD) and provided to your agency may be
confidential or senailive. Confidentia! and sensitive information are not open to the public and require special precautions to protect it from wrongful
aoocess, use, disciosure, modfication, and destruction. The EDD strictly enforces information securty. If you violate these provisions, you may be
subject to edministrative, civil, and/or criminal action.

dnEw Sco __ nempyeaof  San Bemmardino County District Attorney's Office
PRINT YOUR PRINT YOUR EMPLOYER'S NAME

hareby acknowledge that the confidential and/or sensitive records of the Empioyment Development Department are subject to strict confidentiality requirements
impased by etete and federa! law Include the Unemployment Insurance Code (UIC) §§1094 end 2111, the Calioria Civil Code (CC) §1788 et seq., the Caltfornia
Penal Code (PC) §502, Tile 5, USC §552a, Code of Federal Regulations, Titie 20 part 803, and Titie 18 USC §4805. '

acknowledg that my supervisor and/or the Contract's Confidentiality and Data Security Monitor reviewed with me the corfidentiality and security
WAL requirements, policies, and administrative processes of my orgenization and of the EDD.

acknowledge respansibility for knowing the classification of the EDD Information | work with and agree to refer questions about the ciassification of the
wraL  EDD information (public, sensiiive, confidential) to the person the Contract assigns responsibillty for the securtty end confidentislity of the EDD's dats.

dge responeibliity for knowing the privacy, confidentiality, and data security laws that apply to the EDD Information | have been granted access
to by my employer, Including UIC §§1094 and 2111, California Government Code § 15619, CC § 1788.53, and PC § 602,

ﬁmkmmdge that wrongful access, use, modification, or disciosure of confidential information may be punishabie & & crime and/or result In disciplinary
andior clvil action taken agalnst me—Inckuding but not limited to; reprimand, suspension without pay, salary reduction, demotion, or dismissal—andfor
fines and penatties resulting from crimina! prosecution or clvll lewsults, and/or termingtion of contract,

£ acknowladge that wrongful access, Inspection, use, or disclosure of confidential Irformation for personal gain, curlosty, or any non-business relatsd
INTA.  reason Is a crime unde; state and federal laws.

ige that wrongful accass, use, modification, or disciosure of confidential information Is grounds for Immediate termination of my organizstion's
INTAL  Contract with the EDD.

_ﬁmm to protect the following types of the EDD confidential and sensitive information:
[ ]

Wage Information o  Applicant Information
s  Employer information o Proprietary information
o  Cleimant Information »  Operational Information (manuals, guidelines, procedures)
e  Tex Payer Information
__£——hereby agres to protact the EDD's Information on elther paper or electronic form by:
INFRAL

Accassing or using the EDD supplied information only es specified in the Contract for the performance of the specific work | am assigned.
Never eccessing Information for curlosly or personal reasons.

Never showing or dscussing sensitive or confidential information to or with anyone who does not have the need t know,

Piacing sensiive or confldentlal Information only In approved locations,

Never removing sensitive or confidential information from the work slie without authorization.

Following encryption requirements for all personal, sensitive, or confidential infomation in any poriable device or madia,

“} certify that | have read and Initialed the confidentlallty statements printed above and will abide by them.”

_TAYrioR ANOREL S a4
7" Print Full Name (last, first, MI)

Signeture
San Bernardine County District Aftorney's Office oY —2|-20
Print Name of Requesting Agency _. .. DeteSigned
Check the 2ppropriate box:
O Employee O Sstudent
[ Subcontractor O Volunteer
Oother o
Explain

Attachment D-1 [Rev 072017]



| gt peen . Employment [ EDD Agreement No, 0000000113
, E‘ £} Development EDD/SBCDA
e . Dupartmant Customer Code; E00526 |
Staie of California ATTACHMENT NO. D-1

e _ _ Pageloft)

EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources mainteined by the State of Califomia Empioyment Development Department (EDD) and provided to your agency may be
confidential or senaitive. Confidential and sensitive information are not open to the public and require special precautions to protect it from wrongful
access, use, disclosure, modification, and destrucion. The EDD strictly enforces informetion sacurlty. If you violaie these provisions, you may bs
subject to administrative, civil, and/or criminal action,

19 Tpozm,. & mempyed _ SanBemandino County District Attory’s Office
PRINT YOUR NAME T VO R

hereby acknowledge that the confidential and/or sensitive records of the Employment Development Depariment are subject to strict confidentisity requirements
imposed by state and federal law Includs the Unamployment Inaurance Cods (UIC) §§1094 and 2111, the Calffomia Civil Code (CC) §1798 et 864., the Celffomia
Penal Code (PC) §602, Title 5, USC §552a, Code of Federal Regulations, Title 20 part 603, and Title 18 USC §1905.

£.7-__ acknowiedge that my supervisor andfor the Contract's Confidentiaiity and Data Security Monitor reviewed with me the confidentlaltiy and sacurity
MAL  requiremants, policies, and administrative processes of my organization and of the EDD.

D7~ acknowledge responsibliity for knowing the classification of the EDD information | work with and agree to refer questions about the ciassification of the
Wil EDD information (public, sensitive, confidentisl) to the person the Contract assigns responsibillty for the securlty and confidentiality of the EDD's dats.

42,’// acknowledge responsibillty for knowing the privacy, confideniality, and data security lews that apply to the EDD Information | have been granted access
NTAL  to by my employer, including UIC §§1094 and 2114, California Govemment Code § 15619, CC § 1798.53, and PC § 602.

£, 7-_ acknowledge that wrongful access, use, modification, or disciosure of corfidential information may be punishable 28 a crime and/or result in disclplinary
MTA.  and/or civil action taken apainst me—Including but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismissal—andior
fines and penalties resulting from crimina! prosecution or civil lawsults, and/or tarmination of contract,

-7 atknowiedge thal wrongful access, Inspection, use, or disclosure of confidential information for personal gein, curlosiy, or any non-business related
INTAL  reason i a ¢rime under state and federal laws.

/2.7~ acknowledge that wrongful eccess, use, modification, or disciosure of confidentlal information Is grounds for Immadiate termination of my onganization's
WA Contract with the EDD.

27 agree to protect the following types of the EDD confidentlal and sensitive information:
NTAL 4 Wage Information s Applicant Information
»  Employer Information *  Proprietary Information
s  Clalment information ¢ Operational Information (manuals, guidelines, procedures)
o  Tax Payer Information

2‘ 7 hereby agree to protect the EDD's Information on efther paper or electronic form by:
BT Accesging o using the EDD supplied Information only es specified in the Contract for the performance of the specific work | em assigned.
Never accessing Information for curlosily or paréonal raasons.
Never showing or discussing sensitive or confidential information to or with anyone who does not have the need to know.
Placing sensitive or confidential Information only in approved locations.
Never removing sensitive or confidential information from the work stte without authorization.
Following encryption requirements for all personal, sensitive, o confidentlal Information In any portable device or media,

“I certify that | have read and Initialed the confidentiality statem/er?ﬁ?-teyvo and will abide by them.”
e / B
o, L, s, A Al '

Print Full Name (iast, first, MI) : 77
San Bernardino County District Attorney’s Office 7/?0 / 2R )
Print Name of Requesting Agency .. .. DateSlgned
Check the appropriate box:
[ Employee O Student
[J subcontractor 1 volunteer
DOother o
Explain

Attachment D-1 [Rev 072017]
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EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

information resources mainteined by the State of Celifomia Employment Development Dapartment (EDD) and provided to your agency may be
confidental or sensilive. Confidential and sensitive informalion are not open o the public and require special precautions to protect it from wrongful
&ccess, use, disclosure, modffication, and destruction. The EDD strictly enforces Information security. If you violate these provisions, you may be
subject ¥ administretive, civil, and/or criminal action.

Tesse VAwnrez- ~ enempioyes of _ 8an Bermardino County District Attomey's Office

PRINTYOLR NAVE T PRUNT YOUR EMPLOYER'S NAME
hereby acknowledge that the confidential and/or sensitive records of the Employment Development Department are subject to strict confidentiality requirements
imposed by state and federal law Include the Unemployment Insurance Code (UIC) §§1094 and 2111, the Callfomia Civil Code (CC) §17988 et seq., the Callfornia
Pengl Code (PC) §502, Thle 5, USC §552a, Code of Federal Regulations, Titie 20 part 803, and Title 18 USC §1805.

é LZ acknowledge that my supaivisor and/or the Contract’s Confidentiality and Data Securily Monitor reviewed with me the confidentlellty and security
requirements, policies, and administrative processes of my organization and of the EDD.

% 4 acknowledge reaponsiblity for knowing the classification of the EDD information | work with and agree to refer questions about the classification of the
EDD information (public, sensitive, confidential) to the person the Contract assigns responsibilty for the sacurlty and confidentielity of the EDD's data.

, acknowledge respansiblity for knowing the privacy, confidentlalty, and deta securlty laws that apply to the EDD information | have been granted access
to by my employer, Induding UIC §§1084 and 2114, Celifomla Government Code § 15619, CC § 1788.53, and PC § 602,

acknowledge that wrongful access, use, modffication, or disciosure of confidential information may be punishable as a crims and/or result in disciplinary
and/or clvll action taken against me—Including but not limited to: reprimand, suspension without pay, salary reduction, demotion, or diamissal—and/or
fines and penaities resufting from crimina! prosecution or civil lawsults, antVor termination of contract,

acknowledge thal wrongful access, Inspection, use, or disclosure of confldential information for persons! gain, curioslty, or any non-buslness relatad
reason is a crime under stete and faderal laws.

acknowledps thet wrongful access, use, modificetion, or discicsure of confidentlal information Is grounds for Immediate termination of my organization's
Contract with the EDD.

ﬁ é apree to protect the following types of the EDD confidentlal and sansitive information:

e  Wage Information o  Applicant informalion

e  Employer information s Propristary Information

o  Claimant Informetion s Operational Information (manuals, guldelines, procedutes)
o Tex Payer Information

__ hereby agree to protect the EDD's Information on either paper or electronic form by:

Accessing or using the EDD supplied information only a3 specified In the Contract for the parformance of the specific work | am assigned.
Never eccessing Information for curiosity or personal reasons.

Never showing or discussing sensitive or confldential Informatlon to or with anyone who doss not have the need to kniow.

Placing senstiive or confidentlal information only In approved locations.

Nevsr removing sensitive or confidential information from the work site without authorization.

Following encryption requirements for all personal, senaltive, or confidentisl Information in any porteble device or madia,

“| certify that | have read and Initialed the confidentlallty statements printed above and will ablde by them.”

VALADEZ, Jzs55& _
Print Full Name (last, first, MI) Signature

San Bernardino County District Attorney's Office - 4/ 26 /26
T Print Name of Requesting Agancy " Date Signsd

Check the zppropriate box:
£=-Employee O Student
] Subcontractor O Volunteer
[ Othes

Expiain

Attachment D-1 [Rev 072017]
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EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources maintained by the State of Callfonia Employment Dsvelopment Department (EDD) and provided io your agency may be
confidential or senalive. Confidantial and senaitive information are not open to the public and require special precautions o protect it from wrongfut
access, use, disclosure, modification, and destruction. The EDD strictly enforces information securtty. if you violate these provisions, you may be

subject to admi jve, civil, andfor criminal action.

L PRIKT YOUR NAME

heraby acknowledge thet the confidential and/or sensitive reconds of the Empl

Z Y04 an ampioyee of

San Bernardino County District Attomey's Office

PRINT YOUR EMPLOYER'S NAME

ioyment Development Department are subject to sirict confidantiality requirements

imposed by state and federal law include ihe Unemployment Insurance Cods (UIC) §§1094 and 2111, the Callforia Civil Cod (CC) §1788 et seq., the Calliomia
| Code (PC) §502, Thie §, USC §652a, Code of Federal Regulations, Titie 20 part 803, and Titis 18 USC §1805.

acknowledge that my supervisor end/or the Confract's Confidentiality and Data Security Monitor reviewed with me the confidentiality and aecurlly
IN requirements, policies, and adminisirative processes of my organization and of the EDD.

acknowisdge responstbliity for knowing the classification of the EDD information | work with and agree to refer quastions about the classification of the
] EDD informeation (public, sensitive, confideniial) to the person the Coniract essigns responsibiity for the security and confidentielity of the EDD's date,

_ acknowledge responsibility for knowing the privacy, confidentality,

, and data securlty laws that apply to the EDD Informetion | have been granted acoess

; 1o by my employer, indluding UIC §§1084 and 2111, Califomla Government Code § 15819, CC § 1788.53, and PC § 502.

acknoiwiadgs thal wrongful accass, use, modification, or disclosure of confidential information may be punishable es & crime andior result In discipinary
NTA  andfor el action taken againat me—including but not limited to: rprimand, suspansion without pay, salary reduction, demotion, o dismiasal—and/or
fines and penalties resulting from crimina! prosecution or civil lawsults, andfor temmination of contract.

M/ acknowledge that wrongful access, Inspection, use, or disciosure of confidential information for personal gein, curlosity, or any non-business related

resson is a crime under state snd federal lows.

thal wrongful access, use, modification, or disciosure of confidentlal Information [s grounds for immediate termination of my organlzation's

Contract with the EDD.

agree to protect the foliowing types of the EDD canfidentlal and sensttive information:

e Wage Information
«  Employer information
*  Cleimant Information

Applicant Information

Propristary Information
Operationa! Information (manuals, guidslines, procedures)

hereby agree to protect the EDD's Information on elther peper or elacironic form by:

INTIAL
h{/ s Tax Payer Information
TR

Vitwe, Heeme Z-

Print Full Name (Ist, firat, M)

8an Bernardino County Disfrict Aftorney's Office

Accessing or using the EDD supplied information onfy es specified In the Contract for the performance of the spectfic work | em sssigned.
Never accesaing Informetion for curlosity or pereonal reasons.

Never showing or discussing sansltive or confidential information to or with anyone who does not have the need to know.

Placing sensitive or confidentlal Information only in approved locafions.

Navar removing eensitive or confidential information from the work site without euthorizetion.

Following encryption requirements for all personal, sensitive, or confidential Information in any portable device or media,

‘1 certify that | have read and Initlaled the confidentiality statements ;/r;a will abide by them.”

Print Name of Requesting Agency

Attachment D-1 [Rev 072017]

Slgnature

.. /. DateSigned
Check the appropriate box:
[X} Employee O Student
[ Subcontractor O Volunteer

0 Other =
Explein
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EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources malntained by the State of Califomia Employment Development Dapartment (EDD) and provided fo your agency mey be
confidential or sensitive. Confidential and sensitive information are not open fo the public and require speciel precautions to protect it from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces information security. If you violate these provisions, you may be
subject to administrative, civil, and/or criminel action,

Meo mi witey an empioyee of San Bemardino County District Attoey's Office

PRINT YOUR NAME PRINT YOUR EMPLOYER'S NANE
hereby acknowledge that the confidential and/or sensitive records of the Employment Development Department are subject to strict confidentiality requirements
imposed by etaie and federal law inciude the Unemployment Insurance Cods (UIC) §§1034 and 2111, the Caltfornia Civil Code {CC) §1798 et seq., the Califomia

_ Penal Code (PC) §502, Title 5, USC §552a, Cods of Federal Regulations, Titie 20 part 803, and Titie 48 USC §1805.
acknowiedge that my supervisor and/or the Contract’s Confidentiality and Data Securtty Monitor reviewed with me the confidentiality and security
WAL requirements, policies, and administrative processes of my orgsnization and of the EDD.

V>  acknowiedge responsiblity for knowing the classification of the EDD informetion | work with and agree to refer questions about the classification of the
mmaL DD information (public, eensitive, confidentiaf) to the person the Contract assigna responaibllity for the security and confidentiality of the EDD's data.

NL acknowledge responsibllity for knowing the privacy, confidentlality, and data securlty laws that apply to the EDD information | have been granted access
INTAL  to by my employer, Including UIC §§1084 and 2111, Callforia Govemment Code § 15619, CC § 178853, and PC § 502.

N acknowledge thet wrongful access, use, modication, or diaclosurs of confidential information may be punishable & a crime ancor result in disclpinary
WTAL  end/or civll action tken againg! me—Including but not limited to: reprimeand, suspension without pay, satary reduction, demotion, or dismissal—and/or
fines and penalties resulting from crimina! prosecution or clvil lawsults, andfor termination of contract.

h SL 5 acknowledge that wrongful access, inspection, use, or disclosure of confidential information for personal gain, curiostty, or any non-business related
INTAL  reason I8 & crime under state and faderal laws.

E\'\‘ acknowledge that wrongful access, use, modification, or disclosure of confidentlal Information Is grounds for Immediate termination of my organization's

t\"fﬂ'& Contract with the EDD.
\'\3 agree to protect the following types of the EDD confidentlal and sensitive information:
NTAL o Wage Information «  Applicant Information
=  Employer Information e  Proprietary Information
o  Cigimant Information ¢ Operational Information (manuals, guldslines, procedures)

\’\x »  Tax Payer information
‘\\ hereby agres to protect the EDD's information on either paper or electronic form by:
WL, Acoessing or using the EDD supplied information only as specified In the Contract for the performance of the specific work | am assigned,

»  Never accesaing Informatlon for curlosly or persona! reasons.
»  Never showing or discussing sensitive or confidential information to or with anyone who does not have the need o know.
s  Placing sensitive or confidential information only in approved locations.
o  Never removing sensitive or confidential information from the work site without authorization.
e  Following encryption requirements for !l personal, sensitive, or confidential information In any poriable device or media,

“| certify that | have read and Initialed the confidentlality shtemegts printed above and will abide by them.”

) : \,
WY NEDMY M S s = ]
Pririt Full Name (|ast, first, MI) ) gnture
San Bernardino County District Aftorney’s Office 4 I 1411010
o Print Name of Requesting Agency .. .. | DateSlned
Check the appropriate box:
K Employee O Student
[ Subconiractor O Volunteer
0 Other e -
Explain

Attachment D-1 [Rev 072017]
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EMPLOYMENT DEVELOPMENT DEPARTMENT
CONFIDENTIALITY AGREEMENT

" PRINT YOUR NAME

hareby acknowledge that the confidential and/or sensitive records of the Employment Development Department are subjsct to sirict confidentiality requirements
imposed by state and federal law include the Unemployment Inaurance Code (UIC) §§1094 and 2111, the Caflforia Civil Code (CC) §1708 et 8aq., the Califomia

Information resources mainteined by the Stste of Califomia Employment Development Department (EDD) and provided fo your agency may be
confidential or senaitive. Confidential and sensitive information are not open to the public and require special precautions to protect it from wrongful
eccess, use, disclosure, modification, and destruction. The EDD strictly enforces information security. If you violate these provisions, you may be
subject to administrative, civil, and/or criminel action.

O ALL 1 ifal anempioyeacl  San Bernardino County District Attorney’s Office

'PRINT YOUR EMPLOYER'S NAME

Penal Cods (PC) §502, Title 5, USC §552a, Code of Federal Regulations, Title 20 part 803, and Title 18 USC §1805.

e that my supervisor and/or the Contract's Confidentlallty and Data Security Monltor reviewed with ms the confidentlallty and securty

INTAL  requirements, policies, and administrative processes of my osganization and of the EDD.

_M’i'cknowledga responslbllity for knowing the dlassification of the EDD information | work with and agree to refer questions about the clasalfication of the
WAL EDD Information (public, sensitive, confidentiel} to the person the Contract assigns responsibilty for the securlty and confidentiality of the EDD's dats.

C~—" acknowledge responsibility for knowing the privecy, confidentality, and data securlty laws that apply to the EDD information | have been granted access
by my employer, Including UIC §§1094 and 2111, California Government Code § 15619, CC § 1798.53, and PC § 602.

knowladge thet wrongful access, use, modification, or disclosure of confidential information may be punishabie as & crime and/or result In discipiinary
NTAL  andfor civil action taken agalnst me—Inciuding but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismissal—and/or

e

fines and penalties resulting from crimina! prosecution or civil lawsults, andfor temination of contract,

acknowledge thal wrongful access, nspection, use, or disclosure of confidential information for persanal gain, curiosity, or any non-business related
WAL reason s a crime under state and federal lews.

C/—" acknowledge that wrongful access, use, modification, or disclosure of confidentlal information Is grounds for Immediate tarmination of my organization's

WTAL  Contrect with the EDD.

M
NTAL o Wage Information
«  Employer information
s  Cleimant Information
Tax Payer information

agroe to protect the following types of the EDD confidentlal and sansitive information:

Applicant Information
Proprietary Information

Operational Information (manuals, guldslines, procedures)

hereby agree to protect ihe EDD’s Information on elther paper or electronic form by:

JS—

Wit amsS AR AL

Print Full Name (|ast, first, MI)

San Bernardino County District Attorney's Office

-+

Accessing or using the EDD supplied Information only as specified In the Contract for the performance of the specific work | am sasigned,
Never accassing Informatlon for curlosity or personal reasons.

Never showing or discussing sensitive or confidential information to or with anyone who does not have the need to know.
Placing sensltive or confidential Information only in approved locations.

Never remaving sensitive or confidential information from the work site without authorization.

Following encryption requirements for all personal, sensltive, or confidentlal information in any portable device or media,

“l| certify that | have read and Initialed the confidentlallty statements printed above and will abide by them.”

(r-) f,_{(\____,___

Print Name of Requesting Agancy

Attachment D-1 [Rev 072017]

Signature
yle v |

.. .. 7DateSigned
Check the appropriate box:
O Employee [0 Student

[ Subcontractor O volunteer
[Jother S
Explain
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EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

information resources maintained by the State of Calfornia Employment Development Department (EDD) and provided to your agency may be
confidential or sensitive. Confidential and sensitive information are not open fo the public and require special precautions to protect it from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces information sscurity. If you violate these provisions, you may be
subject to administrative, civil, and/or criminal action.

Tames D L, o’ anempioyeaof “8an Bernardino County District Attorney’s Office
PRINT YOUR NAME PRINT YOUR EMPLOYER'B NAME
hereby acknowledge that the confidential and/or sensitive records of the Employment Development Department are subject to strict corfidentiality requirements
nosed by state and federal Iaw include the Unemployment Insurance Code (UIC) §§1094 and 2111, the Califomia Civil Code (CC) §1788 et seq., the Callfomia
sndl Code (PC) §502, Thle 5, USC §552a, Code of Federal Regulations, Title 20 part 803, and Titte 18 USC §1805.
1~ gcknowledge that my supervisor and/or the Contract's Confidentiality and Data Securily Monitor reviewed with me the confidentlallty and escurtty
requirements, policies, and administrative processes of my organization and of the EDD.

acknowledge respansibility for knowing the classffication of the EDD information | work with and agree to refer questions about the classification of the
EDD information (public, sensitive, confidential) to the person the Contract assigns responsiblity for the security and confidentiality of the EDD's data.
acknowledge responsibility for knowing the privacy, confldenfiallty, and data security laws that apply to the EDD information | have been granted access
to by my employer, including UIC §§9094 and 2114, Callfornia Government Code § 15619, CC § 1798.53, and PC § 502.

acknowledge that wrongful access, use, modification, or diaclosure of confidential information may be punishabie as a crime and/or result in disciplinary
and/or civil action taken agalnst me—Including but not limited to: reprimand, suspansion without pay, salary reduction, demofion, or dismlssal—and/or
fines and penalties resulting from crimina! prosecution or civil lawsults, and/or temmination of contracl.

acknowledge that wrongful access, inspection, use, or disclosure of confidential information for personal gain, curiosity, or any non-business related
reason is a crime under stete and foderal laws.

acknowledge that wrongful access, use, modification, or disclosure of confidentlal information le grounds for Immediate termination of my organization’s
Contract with the EDD.

agree to protect the following types of the EDD confidentlal and sensitive informaion:

o  Wage Information o Applicant informetion

e  Employer Information e Propristary Information

s  Clalmant Information e  Operational Information (manuals, guldelines, procedures)
e  Tax Payer Information

~ hereby agree to protect the EDD’s Information on elther paper or electronic form by:

Accessing or using the EDD supplied Information only aa specified In the Contract for the performance of the specific work | am assigned.
Never accessing Information for curlosity or personal reasans.

Never showing or discussing sensitive or confidential information to or with anyone who does not have the need to know.

Placing sensitiva or confidential Information only in approved locations.

Never removing sensitive or confidential information from the work site without suihorization.

Following encryption requirements for all personal, sensitive, or confidentlal Information in an? portable device or media,

“| certify that | have read and Initialed the confidentiality statemen ted abo will ablde by them.”
LS lsons, TameS D e L T E72F

7 Print Full Name (iast, first, M) / : Signature
San Bernardino County District Aftorney’s Office GL22-2Ze2o
Print Name of Requesting Agency . _ . DateSlgned
Check the appropriate box:
T Employee 0 Student

O Subcontractor O Volunieer
[ Other

Explain

Attachment D-1 [Rev 072017]
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EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

information resources malntained by the State of Califomia Employment Development Department (EDD) and provided to your agency may be
confidential or sensitive. Confidential end sensitive information are not open to the public and require speciel precautions to protsct it from wrongful
access, use, disclosure, modification, and destruction. The EDD strictly enforces information securlty. If you violate these provisions, you may be
subject to administrativa, civil, and/or criminel action.

Nvoude Zarate enempiojeect  San Bernardino County District Attorney's Office
PRINT YOLR NAME PRINT YOUR EMPLOYER'S NAME

hereby acknowledge thet the confidential andior sensiive records of the Employment Development Department are subject to sirict confidentlality requirements
imposed by state and federal lew include the Unemployment Insurance Code (UIC) 851094 and 2111, the Cafifomia Civil Code (CC) §1788 et seq., the Celtfomia
Penal Code (PC) §502, Title 5, USC §552a, Cods of Federal Regulations, Title 20 part 603, and Title 18 USC §1805,

Nz acknowledge that my supervisor and/or the Contract's Confidentiality and Data Securtty Monitor reviewed with me the confidentiallty and securtty
WAL requiremants, poficies, and administrative processes of my organizetion and of the EDD.

Yz acknowledge responsibllity for knowing the classification of the EDD information | work with and agree to refer questions about the classification of the
Wi, EDD Information (public, sensitive, confidential) to the person the Contract assigns responsibility for the security and confidentiality of the EDD's dala.

N2  acknowledge responsibility for knowing the privacy, confidentiality, and data securlty lews that apply to the EDD Information | have been granted access
to by my employer, including UIC §§1094 and 2111, Califomia Government Code § 15619, CC § 1798.53, and PC § 602,

N2 acknowiadge thet wrongful access, use, modication, or disclosure of confldential informatlon may be punishable as a crime and/or result in discipinary
and/or clvil action taken agalnst me—inciuding but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismisaal—and/or
fines and penalties resutting from criminal proseculion or clvil lewsults, and/or termination of contract.

:

-

N2 acknowledge that wrongful access, inspection, use, or disclosure of confidential Information for personal gain, curlostty, or any non-business related

INTIAL  reason I8 a crime under state and federal laws.

Yz acknowiedge thet wrongful access, use, madification, ar disclosure of confidentlal Information Is grounds for Immadiate termination of my organizstion’s

WNTAL  Contract with the EDD.

Y2 agree to protect the following types of the EDD confidential and sensitive information:

WTA o Wags Information o  Applicant information
e  Employer information s Proprietary informetion
o  Clgimant Information »  Operational Information (manuals, guidslines, procedures)
s  Tax Payer Information

Nz hereby agree to protact the EDD's Information on either paper or electronic form by:

Accessing or using the EDD supplied Information only a3 specified in the Contract for the performance of the specific work | am sssigned.
Never accessing Information for curlosiy or personal reasons.

Nevar showlng or discussing sensifive or confidential information to or with anyone who does not hava the need to know.

Piacing sensitive or confidential Information only in approved locations.

Never remaving sensitive or confidential information from the work site without authorization.

Following encryption requirements for all personal, sensitive, or confidential Information In any poriable device or media,

“1 certify that | have read and Initialed the confidentlallty statements printed above and will abide by them.”

ZARATE Y vonNNe M Yy 7tk
Print Full Nams (last, first, Mi) ' [ U Signatre
San Bernardino County District Aftorney's Office og | 17120
Print Name of Requesting Agsncy ... .. DeteSigned
Check the appropriate box:
& Employee O Student
[ Subcontractor 0 volunteer
[ other R
Explain

Attachment D-1 [Rev 072017]
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EMPLOYMENT DEVELOPMENT DEPARTMENT

CONFIDENTIALITY AGREEMENT

Information resources maintained by the State of Calfornia Employment Development Depariment (EDD) and provided to your agency may be
confidential or sensifive. Confidential and sensitive informetion are not open to the public and require special precautions to protect it from wrongful
access, use, disclosure, modtfication, and destruction. The EDD strictly enforces information security. If you violate these provisions, you may be

subject to administrative, civil, andfor criminal action,
,;7? Yo  Cor e T

PRINT YOUR NAME

an employes of

__8an Bemardino County District Attorney’s Office
PLOYER'S NAME

PRINT YOUR EM!

hereby acknowledge thal the confidential and/or sensitive records of the Employment Development Depariment are subjact to strict confideiality requirements
imposed by state and federal law include the Unemployment Insurance Code (UIC) §§1094 and 2111, the Caltiomia Civil Code (CC) §1708 et seq., the Caltfomia
Code (PC) §502, Title 5, USC §652a, Cods of Federal Regulations, Title 20 part 603, and Titie 18 USC §1605.

# __ acknowisdge that my supervisor and/or the Contract's Confidentlality and Data Security Monitor reviewed with me the confidentlallty and securtty
WTAL  requirements, policies, and administrallve processes of my organization and of the EDD.

; acknowladge responsiblilty for knowing the classification of the EDD Information | work with and agree to refer quastions about the classification of the
wal EDD information (public, sensitive, confidential) to the person the Contract essigns responsibillty for the security and confidentiality of the EDD's data.

E% __ acknowledge responsibility for knowing the privacy, confidentality, and data security laws that apply to the EDD Information | have been granted acoess
WTAL  to by my employer, including UIC §§1084 and 2114, California Government Code § 15619, CC § 1788.53, and PC § 502.

; acknowledge that wrongful access, use, modification, or disclosure of confidentil Information may be punishable as a crime and/or result in disciplinary
INTAL  and/or clvil action taken against me—Including but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismissal—and/or
fines and penalties resulting from criming! prosecution or clvil lawsults, and/or temingtion of contragl.

acknowledge that wrongful access, Inspection, use, or disclosure of confidential information for personal gain, curiosity, or any non-buelness related
NTAL  reason is a crime under state and faderal iaws.

== acknowledge that wrongful access, use, modtfication, or diaclosure of confidentlal Information I8 grounds for Immediate termination of my organization's
WAL Coniract with the EDD,

agree to protect the following types of the EDD confldentlal and sensitive information:

WU 5 Wage Information o Applicent informetion
o  Employer Information s Proprietery Information
s  Claimant Information o  Operational Information (menusls, guidslines, procedures)
¢  Tax Payer Information

/é hereby agree to protect the EDD's information on elther paper or slectronic form by:
Ll Acoessing or using the EDD suppiied information only as specified in the Contract for the performancs of the spectfic work | am assigned.
Never accessing Information for curlosity or personal reasons.
Never showing or discussing eensltive or confidential information to or with anyone who doss not have the need to know.
Placing seneltive or confidential Information only In approvad locations,
Nevear removing sensltive or confidentia! information from the work site without authorization.
Following encryption requirerents for all personal, sensitive, or confidentlal informetion In any porisble device or media,

“] certify that | have read and Initialed the confidentiality statements prin ove and will abide by them.”
/

- — P — =
FERDT oy am, ]
" Print Full Name (last, first, i) " Signature
San Bernardino County District Aftorney’s Office 5 4 /:a <o
Print Name of Requesting Agency ~ 77 __ DateSigned
Check the appropriate box:
B3-Employee O Sstdent
[] Subcontractor O Volunteer
Oother o
Explain

Attachment D-1 [Rev 072017]
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EMPLOYMENT DEVELOPMENT DEPARTMENT
INDEMNITY AGREEMENT

In consideration of access to the EDD information which is personal, sensitive, or confidential,

San Bernardino County
(Enter Requesting Agency/Entity Name)

agrees to indemnify the EDD against any and all liability costs, damages, attorney fees, and other
expenses the EDD may incur by reason of or as a result of any unauthorized use of the personal,
sensitive, or confidential information or any violation of the “Confidentiality Agreement” by any and all
employees of:

San Bernardino County
(Enter Requesting Agency/Entity Name)

This obligation shall be continuous and may not be changed or modified unless agreed to in writing.

In addition, | understand that the following penalties may be incurred for any such misuse of the EDD
Information:

1. Any individual who has access to returns, reports, or documents maintained by the EDD who fails to
protect the confidential information from being published or open to the public may be punished by
imprisonment in the county jail for up to one year or a fine of $20,000.00 or both. (Unemployment
Insurance Code §§ 2111 and 2122).

2. Any person who intentionally discloses information, not otherwise public, which they knew or should
have known was obtained from personal information maintained by a state agency, shall be subject
to civil action for invasion of privacy by the individual to whom the information pertains.

(California Civil Code §1798.53).

3. Any unauthorized access to the EDD computer data, computer systems, or unauthorized use of the
EDD data is punishable by a fine or imprisonment in the county jail or both. (California Penal Code
§502).

| certify that | have read, understand, and agree with the above terms.
T TAHT O3 Al m TR D
IR R
SIGNED BY REQUESTING ENTITY REPRESENTATIVE

212vieque 1o e
cigeme8d nag Yo yiru-
Curt Hagman — -

Print Full Name ™ gnature
As Chairman, Board of Supervisors MAY 0z
Print Title Date Signed
Of County of San Bernardino
Print Name of Requesting Entity Enter Name Governmental Sponsor/Entity

Attachment D-2 [Rev 072017]
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EMPLOYMENT DEVELOPMENT DEPARTMENT
STATEMENT OF RESPONSIBILITY

INFORMATION SECURITY CERTIFICATION

We, the Supervising Automated Systems Analyst and Assistant Chief Investigator hereby certify that the San
Bemardino County District Attorney's Office has in place the safeguards and security requirements stated in this
Standard Agreement. We therefore accept responsibility for ensuring compliance with these requirements, as set
forth in Exhibit “D” of the EDD Contract No. 0000000113.

PROGRANM DIRECTOR OR CHIEF INFORMATION OFFICER

[INFORMATION SECURITY OFFICER SIGNATURE SIGNATURE
Steven Arias Eric Bremner
PRINT NAME OF INFORMATION SECUIRTY OFFICER PRINT NAME
Supervising Automated Systems Analyst Supervising Investigator
PRINT TITLE PRINT TITLE
(909 382-3875 (909) 382-3686
TELEPHONE NUMBER TELEPHONE NUMBER
sarias@sbcda.org ebremner@sbcda.org

E-MAIL ADDRESS E-MAIL ADDRESS

DATE SIGNED DATE SIGNED

NOTE: Return this Information Security Certification to the EDD Contract Manager with the signed
copies of the Contract.

FOR THE EDD USE ONLY

1. Information Security Certification received by:

EDD CONTRACT MANAGER NAME DATE RECEIVED

2. The EDD information asset access approved by:

CONTRACT MANAGER OR DISCLOSURE COORDINATOR DATE APPROVED (AFF, EMAIL, ETC.)

NOTE: The EDD must have a signed “Information Security Certification” in its possession prior to
disclosure of any personal, confidential, or sensitive information to the San Bemnardino
County District Attomey’s Office.

Attachment D-3 [Rev 072017]



