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THE INFORMATION IN THIS BOX IS NOT A PART OF THE CONTRACT AND IS FOR COUNTY USE ONLY

Contract Number

SAN BERNARDINO

C OUNTY 20-607 A-7

SAP Number
4400014763

Department of Public Health

Department Contract Representative  Michael Shin, HS Contracts

Telephone Number (909) 386 - 8146

Contractor Fulgent Genetics

Contractor Representative Katie Meg|

Telephone Number (805) 451 - 5519

Contract Term June 8, 2021 through December
31, 2022

Original Contract Amount Not to exceed $3,900,000

Amendment Amount $0

Total Contract Amount Not to exceed $72,677,500

Cost Center 9300991000

IT IS HEREBY AGREED AS FOLLOWS:

AMENDMENT NO. 7:
It is hereby agreed to amend Contract No. 20-607, effective December 14, 2021, as follows:

SECTION Il. CONTRACTOR GENERAL RESPONSIBILITIES

Add Paragraphs JJ through MM to read as follows:

JJ.

Pursuant to the Health Insurance Portability and Accountability Act of 1996 (HIPAA) and the
Health Information Technology for Economic and Clinical Health (HITECH) Act, regulations have
been promulgated governing the privacy of individually identifiable health information. The HIPAA
Privacy Rule and Security Rule specify requirements with respect to contracts between a Covered
Entity and its Business Associates. A Business Associate is defined as a party that performs
certain services on behalf of, or provides certain services for, a Covered Entity and, in conjunction
therewith, gains access to individually identifiable health information. Therefore, in accordance
with the HIPAA Privacy Rule, Contractor shall comply with the terms and conditions as set forth
in the attached Business Associate Agreement (Attachment D), hereby incorporated by this
reference. Contractor further agrees to comply with the requirements of other federal and state
law that applies to the information collected and maintained by Contractor for services performed
pursuant to the Contract.
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KK.

LL.

MM.

Contractor shall hold as confidential and use reasonable care to prevent unauthorized access by,
storage, disclosure, publication, dissemination to and/or use by third parties of, confidential
information that is either: (1) provided by the County to Contractor or an agent of Contractor or
otherwise made available to Contractor or Contractor’s agent in connection with this Contract: or,
(2) acquired, obtained, or learned by Contractor or an agent of Contractor in the performance of
this Contract. For purposes of this provision, confidential information means any data, files,
software, information or materials in oral, electronic, tangible or intangible form and however
stored, compiled or memorialized and includes, but is not limited to: technology infrastructure,
architecture, financial data, trade secrets, equipment specifications, user lists, passwords,
research data, and technology data.

To the extent applicable, if Contractor is a business that collects the personal information of a
consumer(s) in performing Services pursuant to this Contract, Contractor must comply with the
provisions of the California Consumer Privacy Act (CCPA) (Cal. Civil Code §§1798.100, et
seq.). For purposes of this provision, “business,” “consumer,” and “personal information” shall
have the same meanings as set forth at Civil Code Section 1798.140. Contractor must contact
the County immediately upon receipt of any request by a consumer submitted pursuant to the
CCPA that requires any action on the part of the County, including but not limited to, providing a
list of disclosures or deleting personal information. Contractor must not sell, market or otherwise
disclose personal information of a consumer provided by the County unless specifically authorized
pursuant to terms of this Contract. Contractor must immediately provide to the County any notice
provided by a consumer to Contractor pursuant to Civil Code section 1798.150(b) alleging a
violation of the CCPA that involves personal information received or maintained pursuant to this
Contract. Contractor must immediately notify the County if it receives a notice of violation from
the California Attorney General pursuant to Civil Code section 1798.155(b).

The Contractor shall maintain the confidentiality of all reports, -data, medical, and genetic
information associated with contractor duties associated with the County and shall only furnish
such information only upon a written request and the written authorization of the County.

SECTION VII. TERM

Amend Section VII. Term to read as follows:

This Contract
December 31,

is effective upon execution by both parties and amended from its original expiration date of
2021, to expire on December 31, 2022, but may be terminated earlier in accordance with

provisions of Section VIl of the Contract. The Contract term may be extended beyond the expiration date not to

exceed a total

of one (1) additional year, by mutual agreement of the parties.

ATTACHMENTS

Add ATTACHMENT D and E:
ATTACHEMENT D: BUSINESS ASSOCIATE AGREEMENT
ATTACHEMENT E: BUSINESS ASSOCIATE ADDENDUM for CLOUD SERVICES

Revised 5/12/21
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SAN BERNARDINO COUNTY

FULGENT GENETICS
(Print or type name o iaa@@mpany, contractor, etc.)
| 2
By ™
Curt Hagman, Chairman, Bo#rd of Supervisors (Authorized signalure - Sign in blue ink)
Dated: DEC 07 202 Name Brandon Perthuis
» (Print or type name of person signing contract)
Title Chief Commercial Officer
(Print or Type)
December 2, 2021
Dated:

Address 4978 Santa Anita Ave., Suite 205

Temple City, CA 91780

FOR COUNTY USE ONLY

Approved as Reviewe mmplianoe Reviewgd/ABPFOVBY B Department
Lo Eoriget 1B et 57 y 2
|- L4 »- . - h -
Adam Ebright, County Counsel Becky Giroux, Fig Eoniracfs'l\/lanager Joshua Dugas, Director
December 2, 2021 December 2, 2021 December 2, 2021
Date Date Date
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Attachment D

BUSINESS ASSOCIATE AGREEMENT

Except as otherwise provided in this Agreement, Fulgent Genetics, hereinafter referred to as Business Associate,
may use, access, maintain or disclose Protected Health Information to perform functions, activities or services
for or on behalf of the Department of Public Health, hereinafter referred to as the Covered Entity, as specified in
this Agreement and the attached CONTRACT, provided such use, access, maintenance or disclosure does not
violate the Health Insurance Portability and Accountability Act (HIPAA), 42 United States Code (USC) 1320d et
seq., and its implementing regulations, including but not limited to, 45 Code of Federal Regulations (CFR) Parts
160, 162, and 164, hereinafter referred to as the “Privacy and Security Rules” and patient confidentiality
regulations, including but not limited to, Title 42 of the Code of Federal Regulations Part 2 and the requirements
of the Health Information Technology for Economic and Clinical Health Act, as incorporated in Title XIII of the
American Recovery and Reinvestment Act of 2009 (ARRA), Public Law 111-5 (HITECH) and any regulations
adopted or to be adopted pursuant to HITECH that relate to the obligations of business associates. Business
Associate recognizes and agrees it is obligated by law to meet the applicable provisions of HITECH.

I Definitions

A. “Breach” means the acquisition, access, use or disclosure of Protected Health Information (PHI)
in a manner not permitted under HIPAA (45 CFR Part 164, Subpart E), which compromises the
security or privacy of the PHI. An impermissible use or disclosure of PHI is presumed to be a
Breach unless the Covered Entity or Business Associate demonstrates that there is a low
probability that the PHI'has been compromised. A breach shall not include:

1. Any unintentional acquisition, access or use of PHI by a workforce member or person
acting under the authority of Covered Entity or the Business Associate, if such acquisition,
access or use was made in good faith and within the scope of authority and does not result
in further use or disclosure in a manner not permitted under the Privacy Rules; or

2. Any inadvertent disclosure by a person who is authorized to access PHI at Covered Entity
or Business Associate to another person authorized to access Protected Health
Information at Covered Entity or Business Associate, respectively, and the information
received as a result of such disclosure is not further used or disclosed in a manner not
permitted under the Privacy Rule; or

3. A disclosure of PHI where Covered Entity or Business Associate has a good faith belief
that an unauthorized person to whom the disclosure was made would not reasonably have
been able to retain such information.

B. “Business Associate” means with respect to a Covered Entity, a person who:

1. On behalf of such Covered Entity, but other than in the capacity of a member of the
workforce of such Covered Entity creates, receives, maintains or transmits PHI for a
function or activity involving the use or disclosure of Personally Identifiable Health
Information, including claims processing or administration, data analysis, data storage,
utilization review, quality assurance, billing, benefit management, practice management,
and repricing; or

2. Provides, other than in the capacity of a member of the workforce of such Covered Entity,
legal, actuarial, accounting, consulting, data aggregation, management, administrative,
accreditation or financial services to or for Covered Entity where the provision of the
service involves the disclosure of PHI from such Covered Entity to the person.

A Covered Entity may be the Business Associate of another Covered Entity.
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C.

“Covered Entity” means a health plan, a health care clearinghouse or a health care provider who
transmits any health information in electronic form in connection with a transaction covered by
the Privacy and Security Rules.

“Data Aggregation” means, with respect to PHI created or received by a Business Associate in its
capacity as the Business Associate of a Covered Entity, the combining of such PHI by the
Business Associate with the PHI received by the Business Associate in its capacity as a Business
Associate of another Covered Entity, to permit data analyses that relate to the health care
operations of the respective Covered Entities.

“Discovered” means a Breach shall be treated as discovered by Covered Entity or Business
Associate as of the first day on which such Breach is known to such Covered Entity or Business
Associate, respectively, (including any person, other than the individual committing the Breach,
that is an employee, officer or other agent of such entity or associate, respectively) or should
reasonably have been known to such Covered Entity or Business Associate (or person) to have
occurred.

“Electronic Protected Health Information” or “Electronic PHI” means PHI that is transmitted by or
maintained in electronic media as defined in the Security Rules.

“HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law 104-
191.

“HITECH” means the privacy and security Breach notification provisions applicable to Business
Associate under Title Xlll of ARRA.

“Individual” means the person who is the subject of PHI, and shall include a person who qualifies
as a personal representative in accordance with 45 CFR 164.502(g).

“Individually Identifiable Health Information” means information that is a subset of health
information, including demographic information collected from an individual, and;

1. is created or received by a health care provider, health plan, employer or health care
clearinghouse; and

2. relates to the past, present or future physical or mental health condition of an individual:
the provision of health care to an individual; or the past, present or future payment for the
provision of health care to an individual; and

(a) that identifies the individual; or

(b) with respect to which there is a reasonable basis to believe the information can be
used to identify the individual.

“Privacy Rule” means the regulations promulgated under HIPAA by the United States Department
of Health and Human Services to protect the privacy of Protected Health Information, including,
but not limited to, 45 CFR Part 160 and 45 CFR Part 164, Subpart A and Subpart E.

“Protected Health Information” or “PHI” means Individually Identifiable Health Information
transmitted or maintained in any form or medium that (i) is received by Business Associate from
Covered Entity, (ii) Business Associate creates for its own purposes from Individually Identifiable
Health Information that Business Associate received from Covered Entity, or (iii) is created,
received, transmitted or maintained by Business Associate on behalf of Covered Entity. Protected
Health Information excludes Individually ldentifiable Health Information in education records
covered by the Family Educational Rights and Privacy Act, as amended, 20 U.S.C. Section
1232(q), records described at 20 U.S.C. Section 1232g(a)(4)(B)(iv), and employment records held
by the Covered Entity in its role as employer.
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M.

0.

“Security Rule” means the regulations promulgated under HIPAA by the United States
Department of Health and Human Services to protect the security of the Electronic Protected
Health Information, including, but not limited to, 45 CFR Part 160 and 45 CFR Part 164, Subpart
A and Subpart C.

“Unsecured PHI” means PHI that is not secured through the use of a technology or methodology
specified by the Secretary of the U.S. Department of Health and Human Services.

Any terms capitalized, but not otherwise defined, in this Agreement shall have the same meaning
as those terms have under HIPAA, the Privacy Rule, the Security Rule and HITECH.

. Obligations and Activities of Business Associate

A.

Prohibited Uses and Disclosures

Business Associate shall not use, access or further disclose PHI other than as permitted or
required by this Agreement and as specified in the attached CONTRACT or as required by law.
Further, Business Associate shall not use PHI in any manner that would constitute a violation of
the Privacy Rule or HITECH. Business Associate shall disclose to its employees, subcontractors,
agents, or other third parties, and request from Covered Entity, only the minimum PHI necessary
to perform or fulfill a specific function required or permitted hereunder.

Business Associate shall not use or disclose PHI for fundraising or marketing purposes. Business
Associate shall not disclose PHI to a health plan for payment or health care operations purposes
if the patient has requested this special restriction, and has paid out of pocket in full for the health
care item or service to which the PHI solely relates; 42 U.S.C. Section 17935(a) and 45 C.F.R.
Section 164.522(a)(1)(i)(A). Business Associate shall not directly or indirectly receive
remuneration in exchange for PHI, except with the prior written consent of Covered Entity and as
permitted by HITECH, 42 U.S.C. Section 17935(d)(2); and 45 C.F.R. Section 164.508 however,
this prohibition shall not affect payment by Covered Entity to Business Associate for services
provided pursuant to this Agreement.

Permitted Uses and Disclosures
1. Except as otherwise limited in this Agreement, Business Associate may use PHI for the

proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate.

2. Except as otherwise limited in this Agreement, Business Associate may use PHI to provide
Data Aggregation service to Covered Entity as permitted by 45 CFR Section
164.504(e)(2)(i)(B).

3. Business Associate may use PHI to report violations of law to appropriate Federal and

State authorities, consistent with 45 CFR Section 164.502(j)(1).
Appropriate Safeguards

Business Associate shall implement the following administrative, physical, and technical
safeguards that reasonably and appropriately protect the confidentiality, integrity and availability
of PHI that Business Associate creates, receives, maintains or transmits on behalf of Covered
Entity; and to ensure that any agent or subcontractor to whom Business Associate provides such
information agrees to implement reasonable and appropriate safeguards to protect PHI in
accordance with the Security Rule under 45 C.F.R., Sections 164.308, 164.310, 164.312, 164.314
and 164.316:

1. Implement policies and procedures to prevent, detect, contain and correct security
violations; identify the security official who is responsible for the development and
implementation of the policies and procedures required by this subpart for the Business
Associate; implement a security awareness and training program for all members of its
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workforce; implement policies and procedures to prevent those workforce members who
should not have access from obtaining access to Covered Entity’s Electronic PHI;
implement policy and procedures to address security incidents; establish policies and
procedures for responding to an emergency or other occurrence that damages systems
that contain Electronic PHI; and perform a periodic technical and nontechnical evaluation
in response to environmental or operational changes affecting the security of Electronic
PHI, including conducting accurate and thorough assessments of the potential risks and
vulnerabilities to the confidentiality, integrity and availability of Electronic PHI, that
establishes the extent to which an entity’'s security policies and procedures meet the
requirements of this subpart.

2. Implement policies and procedures to limit physical access to Business Associate's
electronic information systems and the facility or facilities in which they are housed, while
ensuring that properly authorized access is allowed; implement policies and procedures
that specify the proper functions to be performed, and the physical attributes of the
surroundings of a specific workstation or class of workstations that can access Electronic
PHI; implement physical safeguards for all workstations that access Electronic PHI; restrict
access to authorized users; implement policies and procedures that govern the receipt
and removal of hardware and electronic media that contain Electronic PHI into and out of
a facility and the movement of these items within the facility.

3. Implement technical policies and procedures for electronic information systems that
maintain Electronic PHI to allow access only to those persons or software programs that
have been granted access rights as specified in 45 C.F.R., Section 164.308 implement
hardware, software and/or procedural mechanisms that record and examine activity in
information systems that contain or use Electronic PHI; implement policies and procedures
to protect electronic PHI from improper alteration, destruction, unauthorized access or loss
of integrity or availability; including but not limited to, encryption of all workstations, laptops
and flash drives that store PHI.

4. Enter into written agreements with agents and subcontractors to whom Business
Associate provides Covered Entity’s PHI that impose the same restrictions and conditions
on such agents and subcontractors that apply to Business Associate with respect to such
PHI, and that require compliance with all appropriate safeguards as found in this
Agreement.

D. Mitigation

Business Associate shall have procedures in place to mitigate, to the extent practicable, any
harmful effect that is known to Business Associate of a use, access or disclosure of PHI by
Business Associate, its agents or subcontractors in violation of the requirements of this
Agreement.

E. Reporting of Improper Access, Use or Disclosure or Breach

Business Associate shall report to Covered Entity’s Office of Compliance any unauthorized use,
access or disclosure of unsecured PHI or any other security incident with respect to PHI no later
than one (1) business day upon the discovery of a Breach or suspected Breach consistent with
the regulations promulgated under HITECH by the United States Department of Health and
Human Services, 45 CFR Part 164, Subpart D. Upon discovery of a Breach or suspected Breach,
the Business Associate shall complete the following actions:

1. Provide Covered Entity’s Office of Compliance with the following information to include but
not limited to:

(a) Date the Breach or suspected Breach occurred;

(b) Date the Breach or suspected Breach was discovered:

(c) Number of staff, employees, subcontractors, agents or other third parties and the
titles of each person allegedly involved;
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(d) Number of potentially affected Patients/Clients; and
(e) Description of how the Breach or suspected Breach allegedly occurred.

2. Conduct and document a risk assessment by investigating without reasonable delay and
in no case later than five (5) calendar days of discovery of the Breach or suspected Breach
to determine the following:

(a) The nature and extent of the PHI involved, including the types of identifiers and
likelihood of re-identification;

(b) The unauthorized person who used PHI or to whom it was made;
(c) Whether the PHI was actually acquired or viewed; and
(d) The extent to which the risk to PHI has been mitigated.
(e)
3. Provide a completed risk assessment and investigation documentation to Covered Entity’s

Office of Compliance within ten (10) calendar days of discovery of the Breach or suspected
Breach with decision whether a Breach has occurred.

(a) If a Breach has not occurred, notification to Individual(s) is not required.

(b) If a Breach has occurred, notification to the Individual(s) is required and Business
Associate must provide Covered Entity with affected Individual(s) name and
contact information so that Covered Entity can provide notification.

4, Make available to Covered Entity and governing State and Federal agencies in a time and
manner designated by Covered Entity or governing State and Federal agencies, any
policies, procedures, internal practices and records relating to a Breach or suspected
Breach for the purposes of audit or should the Covered Entity reserve the right to conduct
its own investigation and analysis.

F. Access to Protected Health Information

Business Associate shall provide access to PHI in a Designated Record Set to Covered Entity or
to an Individual, at the request or direction of Covered Entity and in the time and manner
designated by the Covered Entity. If Business Associate maintains PHI in an electronic format,
and an individual requests a copy of such information in electronic form, Business Associate shall
provide such information in electronic form as required by of 45 CFR Section 164.524.

G. Amendment of Protected Health Information

If Business Associate maintains a Designated Record Set on behalf of the Covered Entity,
Business Associate shall make any amendment(s) to PHI in a Designated Record Set that the
Covered Entity directs or agrees to, pursuant to 45 CFR Section 164.526, in the time and manner
designated by the Covered Entity.

H. Access to Records

Business Associate shall make internal practices, books, and records, including policies and
procedures and PHI, relating to the use, access and disclosure of PHI received from, or created
or received by Business Associate on behalf of, Covered Entity available to the Secretary of the
U.S. Department of Health and Human Services, in a time and manner designated by the
Secretary, for purposes of the Secretary determining Covered Entity’'s compliance with the
Privacy and Security Rules and patient confidentiality regulations. Anything provided to the
Secretary shall also be provided to the Covered Entity upon Covered Entity’s request.

1. Accounting for Disclosures
Business Associate, its agents and subcontractors shall document such disclosures of PHI and
information related to such disclosures as would be required for Covered Entity to respond to a

request by an Individual for an accounting of disclosures of PHI. Further, Business Associate shall
provide to Covered Entity or an Individual, in the time and manner designated by the Covered
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Entity, information collected in accordance with provision (F.), above, to permit Covered Entity to
respond to a request by the Individual for an accounting of disclosures of PHI in accordance with
45 CFR Section 164.528.

Destruction of Protected Health Information

Upon termination of this Agreement, Business Associate shall return all PHI required to be
retained and return or destroy, with certification of destruction by an officer of Business Associate,
all other PHI received from the Covered Entity, or created or received by the Business Associate
or its subcontractors, employees or agents on behalf of the Covered Entity. In the event the
Business Associate determines that returning the PHI is not feasible, the Business Associate shall
provide the Covered Entity with written notification of the conditions that make return not feasible.
Business Associate further agrees to extend any and all protections, limitations, and restrictions
contained in this Agreement, to any PHI retained by Business Associate or its subcontractors,
employees or agents after the termination of this Agreement, and to limit any further use, access
or disclosures to the purposes that make the return or destruction of the PHI infeasible.

Breach Pattern or Practice by Covered Entity

Pursuant to 42 U.S.C. Section 17934(b), if the Business Associate knows of a pattern of activity
or practice of the Covered Entity that constitutes a material Breach or violation of the Covered
Entity’s obligations under this Agreement, the Business Associate must take reasonable steps to
cure the Breach or end the violation. If the steps are unsuccessful, the Business Associate must
terminate the Agreement if feasible, or if termination is not feasible, report the problem to the
Secretary of DHHS.

Costs Associated to Breach

Business Associate shall be responsible for reasonable costs associated with a Breach. Costs
shall be based upon the required notification type as deemed appropriate and necessary by the
Covered Entity and shall not be reimbursable under the Agreement at any time. Covered Entity
shall determine the method to invoice the Business Associate for said costs. Costs shall incur at
the current rates and may include, but are not limited to the following:

Postage;

Alternative means of notice;
Media notification; and
Credit monitoring services.

PON =

Direct Liability

Business Associate may be held directly liable under HIPAA for impermissible uses and
disclosures of PHI; failure to provide breach notification to Covered Entity; failure to provide
access to a copy of Electronic PHI to covered entity or individual; failure to disclose PHI to the
Secretary of the U.S. Department of Health and Human Services when investigating Business
Associate’s compliance with HIPAA,; failure to provide an accounting of disclosures and failure to
enter into a business associate agreement with subcontractors.

Termination for Cause

Covered Entity may, upon written notice to Business Associate, immediately terminate this
agreement, and any related agreements, if Covered Entity determines that Business Associate
has breached a material term of this agreement. Covered Entity may, upon written notice to
Business Associate, allow Business Associate five (5) business days to cure such breach.

Obligations of Covered Entity

Covered Entity shall notify Business Associate of any limitation(s) in its notice of privacy practices
of Covered Entity in accordance with 45 CFR Section 164.520, to the extent that such fimitation
may affect Business Associate's use, access or disclosure of PHI.
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B.

Covered Entity shall notify Business Associate of any changes in, or revocation of, permission by
an individual to use, access or disclose PHI, to the extent that such changes may affect Business
Associate’s use, access, maintenance or disclosure of PHI.

Covered Entity shall notify Business Associate of any restriction to the use, access or disclosure
of PHI that Covered Entity has agreed to in accordance with 45 CFR Section 164.522, to the
extent that such restriction may affect Business Associate’'s use, access, maintenance or
disclosure of PHI.

General Provisions

A

Remedies

Business Associate agrees that Covered Entity shall be entitled to seek immediate injunctive relief
as well as to exercise all other rights and remedies which Covered Entity may have at law or in
equity in the event of an unauthorized use, access or disclosure of PHI by Business Associate or
any agent or subcontractor of Business Associate that received PHI from Business Associate.

Ownership

The PHI shall be and remain the property of the Covered Entity. Business Associate agrees that
it acquires no title or rights to the PHI.

Regulatory References

A reference in this Agreement to a section in the Privacy and Security Rules and patient
confidentiality regulations means the section as in effect or as amended.

Amendment

The Parties agree to take such action as is necessary to amend this Agreement from time to time
as is necessary for Covered Entity to comply with the requirements of the Privacy and Security
Rules and the Health Insurance Portability and Accountability Act and patient confidentiality
regulations.

Interpretation

Any ambiguity in this Agreement shall be resolved to permit Covered Entity to comply with the
Privacy and Security Rules and patient confidentiality regulations.

Indemnification

Business Associate agrees to indemnify, defend and hold harmless Covered Entity and its
authorized officers, employees, agents and volunteers from any and all claims, actions, losses,
damages, penalties, injuries, costs and expenses (including costs for reasonable attorney fees)
that are caused by or result from the acts or omissions of Business Associate, its officers,
employees, agents and subcontractors, with respect to the use, access, maintenance or
disclosure of Covered Entity’'s PHI, including without limitation, any Breach of PHI or any
expenses incurred by Covered Entity in providing required Breach notifications.
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Attachment E

Business Associate Addendum for Cloud Services
Software as a Service (SaaS)

This Business Associate Addendum for Cloud Services is entered into by and between the County of
San Bernardino (County) and Business Associate (Contractor) for the purposes of establishing terms
and conditions applicable to the provision of services by Business Associate to the County involving
the use of hosted cloud computing services. County and Business Associate agree that the following
terms and conditions will apply to the services provided under this addendum and the associated
Business Associate Agreement as applicable.

1. DEFINITIONS:

a)

b)

“Software as a Service (Saa$S)" - The capability provided to the consumer is to use applications
made available by the provider running on a cloud infrastructure. The applications are
accessible from various client devices through a thin client interface such as a web browser or
application. The consumer does not manage or control the underlying cloud infrastructure
including network, servers, operating systems, storage, or even individual application
capabilities, with the possible exception of limited user-specific application configuration
settings.

“Data” - means any information, formulae, algorithms, or other content that the County, the
County’s employees, agents and end users upload, create or modify using the SaaS pursuant
to this Contract. Data also includes user identification information, Protected Health Information
(as defined by the Health Insurance Portability and Accountability Act (HIPAA)) and metadata
which may contain Data or from which the Data may be ascertainable.

“Data Breach” - means any access, destruction, loss, theft, use, modification or disclosure of
Data by an unauthorized party or that is in violation of Contract terms and/or applicable state or
federal law.

2. SaaS AVAILABILITY: Unless otherwise stated in the Statement of Work (SOW),

a)

b)

c)

d)

The SaaS shall be available twenty-four (24) hours per day, 365 days per year (excluding
agreed-upon maintenance downtime).

If SaaS monthly availability averages less than 99.9% (excluding agreed-upon maintenance
downtime), the County shall be entitled to recover damages, apply credits or use other
contractual remedies as set forth in the SOW.

If SaaS monthly availability averages less than 99.9% (excluding agreed-upon maintenance
downtime), for three (3) or more months in a rolling twelve-month period, the County may
terminate the contract for material breach.

Contractor shall provide advance written notice to the County in the manner set forth in the
SOW of any major upgrades or changes that will affect the SaaS availability.

3. DATA AVAILABILITY: Unless otherwise stated in the SOW,

a)

b)

The Data shall be available twenty-four (24) hours per day, 365 days per year (excluding
agreed-upon maintenance downtime).

If Data monthly availability averages less than 99.9% (excluding agreed-upon maintenance
downtime), the County shall be entitled to recover damages, apply credits or use other
contractual remedies as set forth in the SOW if the County is unable to access the Data as a
result of:

1) Acts or omissions of Contractor;

2) Acts or omissions of third parties working on behalf of Contractor;

3) Network compromise, network intrusion, hacks, introduction of viruses, disabling
devices, malware and other forms of attack that can disrupt access to Contractor's
server, to the extent such attack would have been prevented by Contractor taking
reasonable industry standard precautions;
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c)

Attachment E

Business Associate Addendum for Cloud Services
Software as a Service (SaaS)

4) Power outages or other telecommunications or Internet failures, to the extent such
outages were within Contractor’s direct or express control.
If Data monthly availability averages less than 99.9% (excluding agreed-upon maintenance
downtime), for three (3) or more months in a rolling twelve-month period, the County may
terminate the contract for material breach.

4. DATA SECURITY:

a)

b)

In addition to the provisions set forth in the Business Associate Agreement, Contractor shall
certify to the County:
1) The sufficiency of its security standards, tools, technologies and procedures in providing
.Saa$S under this Contract;
2) Compliance with the following:
i. The California Information Practices Act (Civil Code Sections 1798 et seq.);
ii. Undergo an annual Statement on Standards for Attestation Engagements (SSAE) 16
Service Organization Control (SOC) 2 Type Il audit. Audit results and Contractor’s plan
to correct any negative findings shall be made available to the County within thirty (30)
business days of Contractor’s receipt of such resuits.
Contractor shall implement and maintain all appropriate administrative, physical, technical and
procedural safeguards in accordance with section a) above at all times during the term of this
Addendum to secure such Data from Data Breach, protect the Data and the SaaS from hacks,
introduction of viruses, disabling devices, malware and other forms of malicious or inadvertent
acts that can disrupt the County’s access to its Data.
Contractor shall allow the County reasonable access to Saa$S security logs, latency statistics,
and other related SaaS security data that affect this Addendum and the County’s Data, at no
cost to the County.
Contractor assumes responsibility for the security and confidentiality of the Data under its
control.
No Data shall be copied, modified, destroyed or deleted by Contractor other than for normal
operation or maintenance of SaaS during the Addendum period without prior written notice to
and written approval by the County.
Contractor shall provide access to Data only to those employees, contractors and
subcontractors who need to access the Data to fulfill Contractor's obligations under this
Agreement. Contractor will ensure that, prior to being granted access to Data, staff who perform
work under this agreement have all undergone and passed criminal background screenings;
have successfully completed annual instruction of a nature sufficient to enable them to
effectively comply with all data protection provisions of this Addendum and the associated
Business Associate Agreement; and possess all qualifications appropriate to the nature of the
employees’ duties and the sensitivity of the Data they will be handling.

5. ENCRYPTION: Contractor warrants that all Data will be encrypted in transmission (including via
web interface) using Transport Layer Security (TLS) version 1.2 or equivalent and in storage at a level
equivalent to or stronger than Advanced Encryption Standard (AES) 128-bit level encryption.

6. DATA LOCATION: All Data will be stored on servers located solely within the Continental United

States.

7. RIGHTS TO DATA: The parties agree that as between them, all rights, including all intellectual
property rights, in and to Data shall remain the exclusive property of the County, and Contractor has a
limited, non-exclusive license to access and use the Data as provided to Contractor solely for
performing its obligations under the Contract. Nothing herein shall be construed to confer any license
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or right to the Data, including user tracking and exception Data within the system, by implication, or
otherwise, under copyright or other intellectual property rights, to any third party. Unauthorized use of
Data by Contractor or third parties is prohibited. For the purposes of this requirement, the phrase
“unauthorized use” means the data mining or processing of data, stored or transmitted by the service,
for unrelated commercial purposes, advertising or advertising-related purposes, or for any other
purpose other than security or service delivery analysis that is not explicitly authorized.

8. TRANSITION PERIOD:

a)

b)

f)

For ninety (90) days prior to the expiration date of this Contract, or upon notice of termination
of this Contract, Contractor shall assist the County in extracting and/or transitioning all Data in
the format determined by the County (“Transition Period”).

The Transition Period may be modified in the SOW or as agreed upon in writing by the parties
in a contract amendment.

During the Transition Period, SaaS and Data access shall continue to be made available to the
County without alteration.

Contractor agrees to compensate the County for damages or losses the County incurs as a
result of Contractor’s failure to comply with this section.

Unless otherwise stated in the SOW, the Contractor shall permanently destroy or render
inaccessible any portion of the Data in Contractor’s and/or subcontractor's possession or control
following the expiration of all obligations in this section. Within thirty (30) days, Contractor shall
issue a written statement to the County confirming the destruction or inaccessibility of the
County’s Data.

The County at its option, may purchase additional transition services as agreed upon in the
SOwW.

9. DISASTER RECOVERY/BUSINESS CONTINUITY: Unless otherwise stated in the Statement of

Work,
a)

b)

d)

In the event of disaster or catastrophic failure that results in significant Data loss or extended
loss of access to Data, Contractor shall notify the County by the fastest means available and
also in writing. Contractor shall provide such notification within twenty-four (24) hours after
Contractor reasonably believes there has been such a disaster or catastrophic failure. In the
notification, Contactor shall inform the County of:

1) The scale and quantity of the Data loss;

2) What Contractor has done or will do to recover the Data and mitigate any deleterious

effect of the Data loss; and

3) What corrective action Contractor has taken or will take to prevent future Data loss.
If Contractor fails to respond immediately and remedy the failure, the County may exercise its
options for assessing damages or other remedies.
Contractor shall restore continuity of SaaS, restore Data, restore accessibility of Data, and
repair SaaS as needed to meet the Data and SaaS Availability requirements under this
Addendum. Failure to do so may result in the County exercising its options for assessing
damages or other remedies.
Contractor shall conduct an investigation of the disaster or catastrophic failure and shall share
the report of the investigation with the County. The County and/or its authorized agents shall
have the right to lead (if required by law) or participate in the investigation. Contractor shall
cooperate fully with the County, its agents and law enforcement.

10. EXAMINATION AND AUDIT: Unless otherwise stated in the Statement of Work:

a)

Upon advance written request, Contractor agrees that the County or its designated
representative shall have access to Contractor's SaaS operational documentation and records,
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including online inspections that relate to the security of the SaaS product purchased by the
County.
Contractor shall allow the County, its authorized agents, or a mutually acceptable third party to
test that controls are in place and working as intended. Tests may include, but not be limited
to, the following:

1) Operating system/network vulnerability scans,

2) Web application vuinerability scans,

3) Database application vulnerability scans, and

4) Any other scans to be performed by the County or representatives on behalf of the

County.

After any significant Data loss or Data Breach or as a result of any disaster or catastrophic
failure, Contractor will at its expense have an independent, industry-recognized, County-
approved third party perform an information security audit. The audit results shall be shared
with the County within seven (7) days of Contractor’s receipt of such results. Upon Contractor
receiving the results of the audit, Contractor will provide the County with written evidence of
planned remediation within thirty (30) days and promptly modify its security measures in order
to meet its obligations under this Contract.

11. DISCOVERY: Contractor shall promptly notify the County upon receipt of any requests which in
any way might reasonably require access to the Data of the County or the County's use of the SaaS.
Contractor shall notify the County by the fastest means available and also in writing, unless prohibited
by law from providing such notification. Contractor shall provide such notification within forty-eight (48)
hours after Contractor receives the request. Contractor shall not respond to subpoenas, service of
process, Public Records Act requests, and other legal requests directed at Contractor regarding this
Contract without first notifying the County unless prohibited by law from providing such notification.
Contractor agrees to provide its intended responses to the County with adequate time for the County
to review, revise and, if necessary, seek a protective order in a court of competent jurisdiction.
Contractor shall not respond to legal requests directed at the County unless authorized in writing to do
so by the County.

13. INSURANCE REQUIREMENTS: Contractor shall, at its own expense, secure and maintain for
the term of this contract, Cyber Liability Insurance with limits of no less than $1,000,000 for each
occurrence or event with an annual aggregate of $2,000,000 covering claims involving privacy
violations, information theft, damage to or destruction of electronic information, intentional and/or
unintentional release of private information, alteration of electronic information, extortion and network
security. The policy shall cover breach response cost as well as any regulatory fines and penalties.

14. DATA SEPARATION: Data must be partitioned from other data in such a manner that access to
it will not be impacted or forfeited due to e-discovery, search and seizure or other actions by third
parties obtaining or attempting to obtain Service Provider’s records, information or data for reasons
or activities that are not directly related to Customer's business.
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