Attachment A - Technical Specifications

Submission Methods

SECURE G2G Portal User Interface (Ul) — Government Agencies who will be scanning
paper or uploading image files directly into the SECURE G2G Portal must use a token
for authentication. Government Agencies will receive recording confirmation via the UI.
The Ul allows user to upload a pre-scanned 300 DPI TIFF Group IV image or use a
browser scanner TWAIN plugin.

SECURE G2G Portal Web API (API) — Government Agencies that directly connect to the
APl must adhere to the XSD standard. The XML files that are uploaded must include
Base64 encoded 300 DPI TIFF Group IV image files. This process does not require a
user to be involved in the transfer; it is an automatic process that will be programmed by
the submitter in conjunction with the County. Government Agencies will receive
recorded information via XML return package.

Communications Protocol

HTTPS is required for the submission of instruments.

Security Framework

The required security framework is provided for in the SECURE G2G Portal software.
The SECURE G2G Portal software shall use a minimum of 128-bit file and image
encryption. Industry standard Secure Sockets Layer (SSL) and user login with password

that is encrypted shall be employed. User passwords are controlled by the Government
Agency and at a minimum changed at 90-day intervals to reduce security exposure.

a) Endpoint Security (Authentication Token) - Government Agencies will require one

token for each agency staff member that will be utilizing the Ul. For use of the token to
submit documents through the SECURE G2G Portal for recording electronically, please
refer to the SECURE G2G Portal User Manual.

b) Computers and User Accounts
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Government Agency computer(s) connected to the SECURE G2G Portal must be
dedicated workstations for G2G recording only. Government Agency computers utilized
for such are required to comply with a workstation checklist provided by Lead County.

Computers that connect to SECURE G2G Portal will have system and application
logging enabled with a retention period of 3 months. Lead County may request reports of
user access and transaction activity.
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Workstations used to submit, retrieve, or, when applicable, return SECURE G2G Portal
payloads are protected from unauthorized use and access. As a minimum, workstations
shall meet all of the following requirements:

o Anti-malware software configured to start on system boot-up.

e All critical operating system patches applied within one month from when the patch
first becomes available.

e A hardware firewall installed and maintained.

o Up to date virus scan software that shall check for definition updates every twenty-
four hours.

e A full virus scan configured to run weekly at a minimum.

* Installed applications shall be limited to the purpose of performing the necessary
operational needs of the recording process as defined by the County Recorder.

e Screen Lock must be configured for activation after 10 minutes of inactivity.

Shared user accounts may not be issued. At no time shall more than one person be
authorized access to SECURE G2G Portal using a single SECURE G2G Portal user
account or set of identity credentials. Each person shall be uniquely identified. If a
user's status changes, so that access to SECURE G2G Portal is no longer required, the
user's SECURE G2G Portal account and identity credentials shall be disabled and
revoked, but not deleted from the system. SECURE G2G Portal user accounts and
identity credentials are non-transferable.

c) Imaging Standards
The following imaging standards shall be complied with:

* Documents must be scanned or uploaded at 300 DPI TIFF Group IV image or
use a browser scanner TWAIN plugin.

*  Documents will be scanned in portrait mode.

« All pages, including attachments, must be numbered sequentially.

* Documents must be scanned to original size.

* Document details, such as margins, font size and other similar requirements,
must meet all applicable state statutes as set out in Government Code Section
27361 et seq.
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