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1. Factory test power factor correction equipment before shipment. Comply with NEMA CP 1.
Include the following:
a. Routine capacitor production tests, including short-time overvoltage, capacitance, leak, and

dissipation-factor tests.
b. Functional test of all operations, controls, indicators, sensors, and protective devices.
1.3 EXECUTION
A. Installation

1. Install freestanding equipment on concrete bases. Cast-in-place contrete is specified in
Division 3.

2. Comply with mounting and anchoring requirements specified in Divisiony26 Sectiong"Vibration
And Seismic Controls For Electrical Systems".

3. Maintain minimum workspace according to manufacturer's writtenlinstructions.

4, Connect remote monitoring communication module to electrical power“menitoring and control
data network through appropriate network interface unit.

5. Identify components according to Division 26 Section "ldentification‘Fer Electrical Systems".

B. Field Quality Control

1. Testing Agency: Engage a qualified testing ageng€y to perform tests and inspections.
2. Perform tests and inspections.
3. Tests and Inspections: Perform each visualgand, mechanical inspection and electrical test stated

in the following Sections, except optioghal tests;yin ‘NETA Acceptance Testing Specification.
Certify compliance with test parameters|

a. Current Transformers.

b. Capacitors and Reactors, @apacitors:

C. Startup Service

1. Perform startup service.
a. Complete installation and startup checks according to manufacturer's written instructions.
b. Connect and4fun installed motors and equipment to verify the automatic switching of the
capacitors 4 Verification shall include automatic switching of the total capacity of installed
capacitors.

1) Provide sufficient inductive/reactive load banks, in combination with resistive load
banks,¥or the test.

D. Demonstration
1. TrainhOwner's maintenance personnel to adjust, operate, and maintain automatic power factor
correction units:

END OF SECTIONN26 35 33 16
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SECTION 26 36 13 00 - TRANSFER SWITCHES

1.1 GENERAL

A. Description Of Work
1. This specification covers the furnishing and installation of materials for transfer switches.
Products shall be as follows or as directed by the Owner. Installationgprecedures shall be in
accordance with the product manufacturer's recommendations. Memolitionyand removal of
materials shall be as required to support the work.

B. Summary
1. This Section includes transfer switches rated 600 V and lessgincluding, the following:
Automatic transfer switches.
Bypass/isolation switches.
Nonautomatic transfer switches.
Remote annunciation systems.
Remote annunciation and control systemss

P20 CO

C. Submittals

1. Product Data: Include rated capacities, weights, operating characteristics, furnished specialties,
and accessories.
2. Shop Drawings: Dimensioned' plans, “elevations, sections, and details showing minimum

clearances, conductor entry provisions, gutter space, installed features and devices, and material
lists for each switch specified.

3. Manufacturer Seismic Qualification Certification: Submit certification that transfer switches
accessories, and components, will“withstand seismic forces defined in Division 26 Section
"Vibration And Seismic:€ontrols For Electrical Systems". Include the following:

4, Field quality-control test reports.

5. Operation anddmaintenancedata.

D. Quality Assurance
1. Electrical Compenents, Devices, and Accessories: Listed and labeled as defined in NFPA 70,
Articlest00, by a testing agency acceptable to authorities having jurisdiction, and marked for
intended use.
Comply withiNEMA ICS 1.
Comply with NFPA 70.
Comply with NFPA 99.
Comply‘with NFPA 110.
Comply with UL 1008 unless requirements of these Specifications are stricter.

o 0k WN

1.2 PRODUCTS

A. General Transfer-Switch Product Requirements
1. Indicated Current Ratings: Apply as defined in UL 1008 for continuous loading and total system
transfer, including tungsten filament lamp loads not exceeding 30 percent of switch ampere
rating, unless otherwise indicated.
2. Tested Fault-Current Closing and Withstand Ratings: Adequate for duty imposed by protective
devices at installation locations in Project under the fault conditions indicated, based on testing
according to UL 1008.

a. Where transfer switch includes internal fault-current protection, rating of switch and trip unit
combination shall exceed indicated fault-current value at installation location.
3. Solid-State Controls: Repetitive accuracy of all settings shall be plus or minus 2 percent or better

over an operating temperature range of minus 20 to plus 70 deg C.

June 2021 Transfer Switches
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10.

11.

12.

13.

14.

Resistance to Damage by Voltage Transients: Components shall meet or exceed voltage-surge
withstand capability requirements when tested according to IEEE C62.41. Components shall
meet or exceed voltage-impulse withstand test of NEMA ICS 1.

Electrical Operation: Accomplish by a nonfused, momentarily energized solenoid or electric-
motor-operated mechanism, mechanically and electrically interlocked in both directions.

Switch Characteristics: Designed for continuous-duty repetitive transfer of full-rated current
between active power sources.

a. Limitation: Switches using molded-case switches or circuit breakers or insulated-case
circuit-breaker components are not acceptable.

b. Switch Action: Double throw; mechanically held in both directions.

C. Contacts: Silver composition or silver alloy for load-current swit€hing. Conventional
automatic transfer-switch units, rated 225 A and higher, shall have, separate arcing
contacts.

Neutral Switching. Where four-pole switches are indicated, provide neutral “pele switched
simultaneously with phase poles OR overlapping neutral contacts{ as directeds

Neutral Terminal: Solid and fully rated, unless otherwise indicated.

Oversize Neutral: Ampacity and switch rating of neutral path through unitsjindicated for oversize
neutral shall be double the nominal rating of circuit in which switchisiinstalled.

Heater: Equip switches exposed to outdoor temperatures,and humidityj@nd other units indicated,
with an internal heater. Provide thermostat within en€losure to control heater.

Battery Charger: For generator starting batteries:

a. Float type rated 2 OR 10, as directed, A.

b. Ammeter to display charging current.

C. Fused ac inputs and dc outputs.

Annunciation, Control, and Programming Interface Components: Devices at transfer switches for
communicating with remote programmihg devices, annunciators, or annunciator and control
panels shall have communication€apability,matched with remote device.

Factory Wiring: Train and bundle factory wiringsand label, consistent with Shop Drawings, either
by color-code or by numbered or lettered wire and cable tape markers at terminations. Color-
coding and wire and cable tape‘markers are specified in Division 26 Section "ldentification For
Electrical Systems".

a. Designated Tefminals: Pressureitype, suitable for types and sizes of field wiring indicated.

b. Power-TermiinalyArrangement and Field-Wiring Space: Suitable for top, side, or bottom
entrance Of feedericonductors as indicated.

C. Control Wiring: Equipped with lugs suitable for connection to terminal strips.

Enclosures:” General-purpose NEMA 250, Type 1 OR 3R OR 12, as directed, complying with
NEMA ICS 6 and UL 508, unless otherwise indicated.

B. Automati¢ Bransfer Switchés

1.

Complywith“Cevelt equipment according to NFPA 110.

2. SwitchingdArrangement: Double-throw type, incapable of pauses or intermediate position stops
during-nérmal functioning, unless otherwise indicated.

3. Manual Switch Operation: Under load, with door closed and with either or both sources
energized. Transfer time is same as for electrical operation. Control circuit automatically
disconnects from electrical operator during manual operation.

4. Manual Switch Operation: Unloaded. Control circuit automatically disconnects from electrical
operator during manual operation.

5. Signal-Before-Transfer Contacts: A set of normally open/normally closed dry contacts operates
in advance of retransfer to normal source. Interval is adjustable from 1 to 30 seconds.

6. Digital Communication Interface: Matched to capability of remote annunciator or annunciator and
control panel.

7. Transfer Switches Based on Molded-Case-Switch Components: Comply with NEMA AB 1,
UL 489, and UL 869A.

8. Automatic Closed-Transition Transfer Switches: Include the following functions and
characteristics:

Transfer Switches June 2021
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10.

11.

12.

Fully automatic make-before-break operation.

Load transfer without interruption, through momentary interconnection of both power

sources not exceeding 100 ms.

C. Initiation of No-Interruption Transfer: Controlled by in-phase monitor and sensors
confirming both sources are present and acceptable.

1) Initiation occurs without active control of generator.

2) Controls ensure that closed-transition load transfer closure occurs only when the 2
sources are within plus or minus 5 electrical degrees maximum, and plus or minus 5
percent maximum voltage difference.

d. Failure of power source serving load initiates automatic break-béfore-make transfer.
In-Phase Monitor: Factory-wired, internal relay controls transfer s@ it occurs only when the two
sources are synchronized in phase. Relay compares phase relationship, and frequency difference
between normal and emergency sources and initiates transfer when beth sources are within 15
electrical degrees, and only if transfer can be completed within 60 electricahdegrees. Transfer is
initiated only if both sources are within 2 Hz of nominal frequency‘ahd 70 percent or more of
nominal voltage.

Motor Disconnect and Timing Relay: Controls designatefstartersiso they disconnect motors
before transfer and reconnect them selectively at an adjustable” time interval after transfer.
Control connection to motor starters is throughawiring external te'automatic transfer switch. Time
delay for reconnecting individual motor lodds is ‘adjustable between 1 and 60 seconds, and
settings are as indicated. Relay contacts’handling motor-control circuit inrush and seal currents
are rated for actual currents to be encountered.

Programmed Neutral Switch Position:  Switch operator has a programmed neutral position
arranged to provide a midpoint Jetweenthe two working switch positions, with an intentional,
time-controlled pause at midpoint during transfer.” Pause is adjustable from 0.5 to 30 seconds
minimum and factory set for 0.5 second, unless otherwise indicated. Time delay occurs for both
transfer directions. Pausegfis disabled unless’both sources are live.

Automatic Transfer-Switch Features:

a. Undervoltage Sensingffor Each Phase of Normal Source: Sense low phase-to-ground
voltage on each ‘ph@ase. Pickup voltage shall be adjustable from 85 to 100 percent of
nominal,and dropout voltage is adjustable from 75 to 98 percent of pickup value. Factory
set fopickup at 90 pereent and dropout at 85 percent.

co

b. Adjustable Time Delay: For override of normal-source voltage sensing to delay transfer
and engine, start signals. Adjustable from zero to six seconds, and factory set for one
second.

C, Voltage/Frequency Lockout Relay: Prevent premature transfer to generator. Pickup

voltage shall be adjustable from 85 to 100 percent of nominal. Factory set for pickup at 90
percent, Pickup frequency shall be adjustable from 90 to 100 percent of nominal. Factory
set for pickup at 95 percent.

d. hime Delay for Retransfer to Normal Source: Adjustable from 0 to 30 minutes, and factory
set for 10 minutes to automatically defeat delay on loss of voltage or sustained
undervoltage of emergency source, provided normal supply has been restored.

e. Test Switch: Simulate normal-source failure.
f. Switch-Position Pilot Lights: Indicate source to which load is connected.
g. Source-Available Indicating Lights: Supervise sources via transfer-switch normal- and

emergency-source sensing circuits.
1) Normal Power Supervision: Green light with nameplate engraved "Normal Source
Available."
2) Emergency Power Supervision: Red light with nameplate engraved "Emergency
Source Available."
h. Unassigned Auxiliary Contacts: Two normally open, single-pole, double-throw contacts for
each switch position, rated 10 A at 240-V ac.
i. Transfer Override Switch: Overrides automatic retransfer control so automatic transfer
switch will remain connected to emergency power source regardless of condition of normal
source. Pilot light indicates override status.

Transfer Switches
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j- Engine Starting Contacts: One isolated and normally closed, and one isolated and
normally open; rated 10 A at 32-V dc minimum.
k. Engine Shutdown Contacts: Instantaneous; shall initiate shutdown sequence at remote

engine-generator controls after retransfer of load to normal source.

l. Engine Shutdown Contacts: Time delay adjustable from zero to five minutes, and factory
set for five minutes. Contacts shall initiate shutdown at remote engine-generator controls
after retransfer of load to normal source.

m. Engine-Generator Exerciser: Solid-state, programmable-time switch starts engine
generator and transfers load to it from normal source for a preset time,ihen retransfers
and shuts down engine after a preset cool-down period. Initiates exer€ise cycleyat preset
intervals adjustable from 7 to 30 days. Running periods are adjustable from“10 to 30
minutes. Factory settings are for 7-day exercise cycle, 20-minute running period, and 5-
minute cool-down period. Exerciser features include the following:

1) Exerciser Transfer Selector Switch: Permits selectiongof exercise withdand without
load transfer.
2) Push-button programming control with digital display of settings.

3) Integral battery operation of time switch when normahcentrol power is not available.
C. Bypass/Isolation Switches
1. Comply with requirements for Level 1 equipment aceording to NFPA 110.
2. Description: Manual type, arranged to select andfconnect either source of power directly to load,

isolating transfer switch from load and from both“pewef sources? Include the following features

for each combined automatic transfer switch.and bypass/isolation switch:

a. Means to lock bypass/isolation switch in the, position that isolates transfer switch with an
arrangement that permits complete electrical testing of transfer switch while isolated.
While isolated, interlocks jprevent transfer-switch operation, except for testing or
maintenance.

b. Drawout Arrangement fof Transfer Switehi®Provide physical separation from live parts and
accessibility for testing and maintenance operations.

C. Bypass/Isolation Switch Cufrent, Voltage, Closing, and Short-Circuit Withstand Ratings:
Equal to or greater than these of associated automatic transfer switch, and with same
phase arrangefment and number of poles.

d. Contact temiperatures of bypass/isolation switches shall not exceed those of automatic
transfer-switch contacts when they are carrying rated load.

e. Operability: Construgted so load bypass and transfer-switch isolation can be performed by
1 person in‘iie more than 2 operations in 15 seconds or less.

f. Legend: Manufacturer's standard legend for control labels and instruction signs shall
describe operating instructions.

g. Maintainability;’ Fabricate to allow convenient removal of major components from front
withoutiremoving other parts or main power conductors.

3. Interconnection of Bypass/Isolation Switches with Automatic Transfer Switches: Factory-installed
copperbus bars; plated at connection points and braced for the indicated available short-circuit
current.

D. Nonautomatic Transfer Switches

1. Operation: Electrically actuated by push buttons designated "Normal Source" and "Alternate
Source." Switch shall be capable of transferring load in either direction with either or both
sources energized.

2. Operation: Electrically actuated by push buttons designated "Normal Source" and "Alternate
Source." In addition, removable manual handle provides quick-make, quick-break manual-
switching action. Switch shall be capable of electrically or manually transferring load in either
direction with either or both sources energized. Control circuit disconnects from electrical
operator during manual operation.

3. Double-Throw Switching Arrangement: Incapable of pauses or intermediate position stops during
switching sequence.

Transfer Switches June 2021
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4. Nonautomatic Transfer-Switch Accessories:
a. Pilot Lights: Indicate source to which load is connected.
b. Source-Available Indicating Lights: Supervise sources via transfer-switch normal- and

alternate-source sensing circuits.
1) Normal Power Supervision: Green light with nameplate engraved "Normal Source
Available."
2) Emergency Power Supervision: Red light with nameplate engraved "Alternate
Source Available."
C. Unassigned Auxiliary Contacts: One set of normally closed centacts for each switch
position, rated 10 A at 240-V ac.

Remote Annunciator System

1. Functional Description: Remote annunciator panel shall annunciateteonditions for indicated
transfer switches. Annunciation shall include the following:
a. Sources available, as defined by actual pickup4and dropoutisettings of transfer-switch
controls.

b Switch position.
c Switch in test mode.
d Failure of communication link.
2. Annunciator Panel: LED-lamp type with audible signal and silencing switch.
a Indicating Lights: Grouped for each transfer switch monitored.
b Label each group, indicating transfehswitch it“menitors, location of switch, and identity of

load it serves.
C. Mounting: Flush, modulargsteel cabinet;-unless otherwise indicated.
d. Lamp Test: Push-to-test or lamp-test switch on front panel.

Remote Annunciator And Contrel System

1. Functional Description#Include, the fallewing functions for indicated transfer switches:

a. Indication of seurcesfavailable, as defined by actual pickup and dropout settings of
transfer-switch controls.

Indicatiomyof switch pasition.

Indication of switch in test mode.

Indi€ation of failure of digital communication link.

Key-switehyor user-code access to control functions of panel.

Control of switch-test initiation.

Control of switch operation in either direction.

Control of time-delay bypass for transfer to normal source.

2. Malfunct|on of annunciator, annunciation and control panel, or communication link shall not affect
funetions offautomatic transfer switch. In the event of failure of communication link, automatic
transfemswitch automatically reverts to stand-alone, self-contained operation. Automatic transfer-
switch sensing, controlling, or operating function shall not depend on remote panel for proper

SC "0 00T

Operation.
3. Remote Annunciation and Control Panel: Solid-state components. Include the following features:
a. Controls and indicating lights grouped together for each transfer switch.
b. Label each indicating light control group. Indicate transfer switch it controls, location of
switch, and load it serves.
C. Digital Communication Capability: Matched to that of transfer switches supervised.
d. Mounting: Flush, modular, steel cabinet, unless otherwise indicated.

Source Quality Control

1. Factory test and inspect components, assembled switches, and associated equipment. Ensure
proper operation. Check transfer time and voltage, frequency, and time-delay settings for
compliance with specified requirements. Perform dielectric strength test complying with
NEMA ICS 1.

Transfer Switches
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1.3 EXECUTION
A. Installation
1. Design each fastener and support to carry load indicated by seismic requirements and according
to seismic-restraint details. See Division 26 Section "Hangers And Supports For Electrical
Systems".
2. Floor-Mounting Switch: Anchor to floor by bolting.
a. Concrete Bases: 4 inches (100 mm) high, reinforced, with chamfered edges. Extend base

no more than 4 inches (100 mm) in all directions beyond the maximumgdimensions of
switch, unless otherwise indicated or unless required for seismic support.“ Construct
concrete bases according to Division 26 Section "Hangers And Sdpports For Electrical

Systems".
3. Annunciator and Control Panel Mounting: Flush in wall, unless otherwisetindicated.
4. Identify components according to Division 26 Section "ldentification.Fer Electtical Systems".
5. Set field-adjustable intervals and delays, relays, and engine exergiser clock.

B. Connections
1. Wiring to Remote Components: Match type and number of cables‘@and conductors to control and
communication requirements of transfer switches as_seecommended by manufacturer. Increase
raceway sizes at no additional cost to the Owner if n€Cessary to accommodate required wiring.

2. Ground equipment according to Division 26 Séction "Grounding And Bonding For Electrical
Systems".

3. Connect wiring according to Division 26 Seetien "Low-voltage Electrical Power Conductors And
Cables".

C. Field Quality Control
1. Manufacturer's Field Service: Endage a factory-authorized service representative to inspect, test,
and adjust components, asseniblies, and equipment installations, including connections. Report
results in writing.
2. Perform tests and inspections and prepare test reports.
a. Manufacturer's Field Servicel Engage a factory-authorized service representative to
inspect compg@hents, assemblies; and equipment installation, including connections, and to
assist in testing.

b. After installing equipment and after electrical circuitry has been energized, test for
complianee with requisements.

C. Perform each visual¥and mechanical inspection and electrical test stated in NETA
Acceptance Testing Specification. Certify compliance with test parameters.

d. Measure insulation resistance phase-to-phase and phase-to-ground with insulation-

resistance tester. Use test voltages and procedure recommended by manufacturer.

Complyiwith manufacturer's specified minimum resistance.

1) Check for electrical continuity of circuits and for short circuits.

2) Inspect for physical damage, proper installation and connection, and integrity of
barriers, covers, and safety features.

3) Verify that manual transfer warnings are properly placed.

4) Perform manual transfer operation.

e. After energizing circuits, demonstrate interlocking sequence and operational function for

each switch at least three times.

1) Simulate power failures of normal source to automatic transfer switches and of
emergency source with normal source available.

2) Simulate loss of phase-to-ground voltage for each phase of normal source.

3) Verify time-delay settings.

4) Verify pickup and dropout voltages by data readout or inspection of control settings.

5) Perform contact-resistance test across main contacts and correct values exceeding
500 microhms and values for 1 pole deviating by more than 50 percent from other
poles.

Transfer Switches June 2021
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6) Verify proper sequence and correct timing of automatic engine starting, transfer time
delay, retransfer time delay on restoration of normal power, and engine cool-down
and shutdown.

f. Ground-Fault Tests: Coordinate with testing of ground-fault protective devices for power
delivery from both sources.

1) Verify grounding connections and locations and ratings of sensors.

3. Coordinate tests with tests of generator and run them concurrently.

4, Report results of tests and inspections in writing. Record adjustable relay settings and measured
insulation and contact resistances and time delays. Attach a labelgor, tag to each tested
component indicating satisfactory completion of tests.

5. Remove and replace malfunctioning units and retest as specified ahove.

6. Infrared Scanning: After Final Completion, but not more than_ 60 days after Final Acceptance,
perform an infrared scan of each switch. Remove all access panels so jeints and connections are
accessible to portable scanner.

a. Follow-up Infrared Scanning: Perform an additionalfollow-up infrared scan of each switch
11 months after date of Final Completion.

b. Instrument: Use an infrared scanning device designed to measure temperature or to
detect significant deviations from normal values. Provide calibration record for device.

C. Record of Infrared Scanning: Prepareaycertified repartfthat identifies switches checked

and that describes scanning results4 Include notation of deficiencies detected, remedial
action taken, and observations aftef remedial action.

D. Demonstration

1. Engage a factory-authorized sernyice representative to train the Owner's maintenance personnel
to adjust, operate, and maintain/transfer switches‘and related equipment as specified below.
2. Coordinate this training with that for generator equipment.

END OF SECTION 26 36 13 00

June 2021 Transfer Switches
County of San Bernardino 26361300 -7




26 - Electrical SAN BERNARDINO

COUNTY

THIS PAGE INTENTIONALLY LEFT BLANK

Transfer Switches June 2021

26361300 -8 County of San Bernardino



SAN BERNARDINO

COUNTY

26 - Electrical

Task

26 36 13 00
26 36 23 00
26 36 23 00
26411313

June 2021

Specification
26 24 13 00a
26 24 13 00a
26 36 13 00
26 05 26 00

Specification Description

Enclosed Switches And Circuit Breakers
Enclosed Switches And Circuit Breakers
Transfer Switches

Lightning Protection

County of San Bernardino

26361300t0 26411313-1



26 - Electrical SAN BERNARDINO

COUNTY

THIS PAGE INTENTIONALLY LEFT BLANK

June 2021

26361300t026411313-2 County of San Bernardino



SAN BERNARDINO 26 - Electrical

COUNTY

SECTION 26 43 13 00 - TRANSIENT VOLTAGE SUPPRESSION

1.1

A.

June 2021

GENERAL

Description Of Work

1. This specification covers the furnishing and installation of materials for transient voltage
suppression. Products shall be as follows or as directed by the Ownergginstallation procedures
shall be in accordance with the product manufacturer's recommehdations.) Demolition and
removal of materials shall be as required to support the work.

Summary
1. Section includes field-mounted TVSS for low-voltage (120,t0 600,V) power distribution and
control equipment.

Definitions

1. ATS: Acceptance Testing Specifications.

2. SVR: Suppressed voltage rating.

3. TVSS: Transient voltage surge suppressof(s), both singular and plural; also, transient voltage
surge suppression.

Submittals

1. Product Data: For each type offproductiindicated. Include rated capacities, operating weights,
electrical characteristics, furnished specialties, and accessories.

2. Field quality-control reports:

3. Operation and maintenante data:

4. Warranties: Sample of'specialawarranties.

Quality Assurance

1. Electrical Components, Devices, and Accessories: Listed and labeled as defined in NFPA 70, by
a testing agency, and marked for intended location and application.

Comply with IEEE C62.41.2 and test devices according to IEEE C62.45.

Comply with NEMA LS 1.

Complyawith UL 1288, as directed, and UL 1449.

Comply withyNFPA 70.

aorwd

ProjectiConditions

1. Interruptiondof Existing Electrical Service: Do not interrupt electrical service to facilities occupied
by Owner or others unless permitted under the following conditions and then only after arranging
to provide temporary electrical service according to requirements indicated:

a. Notify Owner no fewer than two days in advance of proposed electrical service
interruptions.
b. Do not proceed with interruption of electrical service without Owner's written permission.
2. Service Conditions: Rate TVSS devices for continuous operation under the following conditions
unless otherwise indicated:
a. Maximum Continuous Operating Voltage: Not less than 115 percent of nominal system

operating voltage.
b. Operating Temperature: 30 to 120 deg F (0 to 50 deg C).
C. Humidity: 0 to 85 percent, noncondensing.
d. Altitude: Less than 20,000 feet (6090 m) above sea level.

Warranty

1. Special Warranty: Manufacturer's standard form in which manufacturer agrees to repair or
replace components of surge suppressors that fail in materials or workmanship within Five years
from date of Final Completion.

Transient Voltage Suppression
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1.2

2. Special Warranty for Cord-Connected, Plug-in Surge Suppressors: Manufacturer's standard form
in which manufacturer agrees to repair or replace electronic equipment connected to circuits
protected by surge suppressors.

PRODUCTS
Service Entrance Suppressors
1. Surge Protection Devices:
a. Non-modular.
b. LED indicator lights for power and protection status.
C. Audible alarm, with silencing switch, to indicate when protection has failed.
d Form-C contacts rated at 5 A and 250-V ac, one normally open and, one“nermally closed,

for remote monitoring of protection status. Contacts shall reverse onfailure 6f any surge
diversion module or on opening of any current-limiting dévice\ ) Coordinate with building
power monitoring and control system.

OR

Surge Protection Devices:

e. Comply with UL 1449.

f. Modular design (with field-replaceable modules) OR Non-modular design, as directed.

g. Fuses, rated at 200-kA interrupting capacity.

h. Fabrication using bolted compression lugs fonintérnal wiring.

i. Integral disconnect switch (if a fusedswitch orcircuit breaker is not provided for the TVSS
in the panelboard and the TVSS will'not have,a direct bus bar connection).

j Redundant suppression circuits.

k. Redundant replaceable modules.

I Arrangement with copper bls bars‘@and for belted connections to phase buses, neutral bus,
and ground bus.

OR

Arrangement with wire connections to phase buses, neutral bus, and ground bus.

m. LED indicator lights for powerand protection status.
Audible alarmgwith silencing switch, to indicate when protection has failed.

0. Form-C contactsyrated at 5 A and 250-V ac, one normally open and one normally closed,
for remote"monitoring of protection status. Contacts shall reverse on failure of any surge
diversiengmodule orien opening of any current-limiting device. Coordinate with building
power monitoring and control system.

p. Four OR Six, as directed,-digit transient-event counter set to totalize transient surges.

2. Peak Single-Impulse Surge Current Rating: 320 kA per mode/640 kA OR 240 kA per mode/480
kA'OR 160 kA per mode/320 kA, as directed, per phase.

3. Minimum_singlésimpulse current ratings, using 8-by-20-mic.sec waveform described in IEEE
€62.41.2

a. Line to-Neutral: 70,000 A.

b. Line to Ground: 70,000 A.

C. Neutral to Ground: 50,000 A.

4, Protection modes and UL 1449 SVR for grounded wye circuits with 480Y/277 V OR 208Y/120 V

OR 600Y/347 V, as directed, 3-phase, 4-wire circuits shall be as follows:

a. Line to Neutral: 800V for 480Y/277V OR 400V for 208Y/120V OR 1200V for
600Y/347 V, as directed.

b. Line to Ground: 800V for 480Y/277V OR 400V for 208Y/120V OR 1200V for
600Y/347 V, as directed.

c. Neutral to Ground: 800V for 480Y/277V OR 400V for 208Y/120V OR 1200V for
600Y/347 V, as directed.

>

OR
Protection modes and UL 1449 SVR for 240/120 V, single-phase, 3-wire circuits shall be as
follows:

Transient Voltage Suppression June 2021
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a. Line to Neutral: 400 V.

b. Line to Ground: 400 V.

c. Neutral to Ground: 400 V.

OR

Protection modes and UL 1449 SVR for 240/120-V, 3-phase, 4-wire circuits with high leg shall be
as follows:

a. Line to Neutral: 400V, 800 V from high leg.

b. Line to Ground: 400 V.

c. Neutral to Ground: 400 V.

OR

Protection modes and UL 1449 SVR for 240V, 480 V, or 600 V, 8-phase, 3-wire, delta circuits
shall be as follows:

a. Line to Line: 2000 V for 480 V OR 1000 V for 240 V OR 2500 V fon600 V, as directed.

b. Line to Ground: 2000 V for 480 V OR 1000 V for 240.\L. OR 2500 Vo600 V, as directed.

Panelboard Suppressors

B.
1.
2.
3.
4,
June 2021

Surge Protection Devices:

a. Non-modular.

b. LED indicator lights for power and protegction status.

C. Audible alarm, with silencing switch, té'indicate when protection has failed.

d Form-C contacts rated at 5 A and#£250-V ac, one normally open and one normally closed,

for remote monitoring of protection‘status.” Contacts shall reverse on failure of any surge
diversion module or on opening,of any. current-limiting device. Coordinate with building
power monitoring and conirol system.

OR

Surge Protection Devices:

a. Comply with UL 1449.

b. Modular design (with field-replaeceable modules) OR Non-modular design, as directed.

c. Short-circuit current rating complying with UL 1449, and matching or exceeding the
panelboard short-gircuit rating and redundant suppression circuits; with individually fused
metal-oxide varistors:

d. Fusesgrated at 200-kA'interrupting capacity.

Fapfication using bolted compression lugs for internal wiring.

Integral disconnect switch (if a fused switch or circuit breaker is not provided for the TVSS

in.the panelboard and the TVSS will not have a direct bus bar connection).

Redundant suppression circuits.

Redundant replaceable modules.

Arrangement with wire connections to phase buses, neutral bus, and ground bus.

LED jindicator lights for power and protection status.

Audible alarm, with silencing switch, to indicate when protection has failed.

I Form-C contacts rated at 5 A and 250-V ac, one normally open and one normally closed,
for remote monitoring of protection status. Contacts shall reverse on failure of any surge
diversion module or on opening of any current-limiting device. Coordinate with building
power monitoring and control system.

m. Four OR Six, as directed,-digit transient-event counter set to totalize transient surges.

Peak Single-Impulse Surge Current Rating: 160 kA per mode/320 kA OR 120 kA per mode/240

kA OR 80 kA per mode/160 kA, as directed, per phase.

Minimum single impulse current ratings, using 8-by-20-mic.sec waveform described in IEEE

C62.41.2:

a. Line to Neutral: 70,000 A.

b. Line to Ground: 70,000 A.

c. Neutral to Ground: 50,000 A.

Protection modes and UL 1449 SVR for grounded wye circuits with 480Y/277 V OR 208Y/120 V

OR 600Y/347 V, as directed, 3-phase, 4-wire circuits shall be as follows:

a. Line to Neutral: 800V for 480Y/277V OR 400V for 208Y/120V OR 1200V for
600Y/347 V, as directed.

b 0]

=~ s
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b. Line to Ground: 800V for 480Y/277V OR 400V for 208Y/120V OR 1200V for
600Y/347 V, as directed.

C. Neutral to Ground: 800V for 480Y/277V OR 400V for 208Y/120V OR 1200V for
600Y/347 V, as directed.

OR

Protection modes and UL 1449 SVR for 240/120-V, single-phase, 3-wire circuits shall be as

follows:

a. Line to Neutral: 400 V.

b. Line to Ground: 400 V.

C. Neutral to Ground: 400 V.

OR

Protection modes and UL 1449 SVR for 240/120-V, 3-phase, 4-wire circuits with high leg shall be

as follows:

a. Line to Neutral: 400 V, 800 V from high leg.

b. Line to Ground: 400 V.

C. Neutral to Ground: 400 V.

OR

Protection modes and UL 1449 SVR for 240 V, 480 V, or 600 V,"3*phase, 3-wire, delta circuits

shall be as follows:

a. Line to Line: 2000 V for 480 V OR 1000 V for240 V OR 2500 V for 600 V, as directed.

b. Line to Ground: 1500 V for 480 V OR 800/ for 240V OR 2500 V for 600 V, as directed.

Enclosures
1. Indoor Enclosures: NEMA 250 Type 1 OR Type 12, as‘directed.
2. Outdoor Enclosures: NEMA 250 Type 3R OR Type 4 OR"Type 4X, as directed.

EXECUTION

Installation

1. Install TVSS devices @&t service entrance on load side, with ground lead bonded to service
entrance ground.

2. Install TVSS devi€es for panelboards and auxiliary panels with conductors or buses between

suppressor and “pointstef attachment as short and straight as possible. Do not exceed

manufacturegsgrecommended lead length. Do not bond neutral and ground.

a. Provide multiple, 30 'OR 60 OR 100, as directed,-A circuit breaker as a dedicated
disconnectingimeans for TVSS unless otherwise indicated.

Field Quality,Conttol
1. Performitests‘and inspections.

a. Manufacturer's Field Service: Engage a factory-authorized service representative to
inspect components, assemblies, and equipment installations, including connections, and
to assist in testing.

2. Testsyand Inspections:

a. Perform each visual and mechanical inspection and electrical test stated in NETA ATS,
"Surge Arresters, Low-Voltage Surge Protection Devices" Section. Certify compliance with
test parameters.

b. After installing TVSS devices but before electrical circuitry has been energized, test for
compliance with requirements.
C. Complete startup checks according to manufacturer's written instructions.
3. TVSS device will be considered defective if it does not pass tests and inspections.
4, Prepare test and inspection reports.

Startup Service

Transient Voltage Suppression June 2021
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a. Do not energize or connect service entrance equipment OR panelboards OR control
terminals OR data terminals, as directed, to their sources until TVSS devices are installed
and connected.

b. Do not perform insulation resistance tests of the distribution wiring equipment with the
TVSS installed. Disconnect before conducting insulation resistance tests, and reconnect
immediately after the testing is over.

D. Demonstration
a. Train Owner's maintenance personnel to maintain TVSS devices.

END OF SECTION 26 43 13 00

June 2021 Transient Voltage Suppression
County of San Bernardino 26431300-5




26 - Electrical SAN BERNARDINO

COUNTY

THIS PAGE INTENTIONALLY LEFT BLANK

Transient Voltage Suppression June 2021

2643 1300-6 County of San Bernardino



SAN BERNARDINO

COUNTY

26 - Electrical

Task

26 511300
26 51 16 00
26511900
26 512300
26 51 3300

26 5133 00
26 5133 00
265213 16
26 5513 00
26 5513 00
26 55 16 00
26 55 16 00
26 5529 00
26 55 53 11

June 2021

Specification
02 84 16 00a
02 84 16 00a
02 84 16 00a
02 84 16 00a
02 84 16 00

02 84 16 00a
02 84 16 00b
02 84 16 00a
012216 00

02 84 16 00b
02 84 16 00a
02 84 16 00b
02 84 16 00b
02 84 16 00b

Specification Description
Interior Lighting

Interior Lighting

Interior Lighting

Interior Lighting

Removal of Fluorescent Light Ballasts/Capacitors and
Fluorescent Light Tubes
Interior Lighting

Exterior Lighting

Interior Lighting

No Specification Required
Exterior Lighting

Interior Lighting

Exterior Lighting

Exterior Lighting

Exterior Lighting
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SECTION 26 55 61 00 - STAGE LIGHTING

1.1

A.

1.2

June 2021

GENERAL

Description Of Work

1. This specification covers the furnishing and installation of materials for stage lighting. Products
shall be as follows or as directed by the Owner. Installation proceduresgshall be in accordance
with the product manufacturer's recommendations. Demolition and removal of materials shall be
as required to support the work.

Summary
1. Section Includes:
a. Dimmer racks.
b Control console and control devices.
C. Lighting fixtures and accessories.
d Distribution components.

Performance Requirements

1. Seismic Performance: Dimmer racks! shall withstand the effects of earthquake motions
determined according to ASCE/SEI 7.
a. The term "withstand" meansg'theyunit'will remain in place without separation of any parts

from the device when subjected to_the ‘seismic forces specified and the unit will be fully
operational after the seismic event," as directed.

Submittals

1. Product Data: For eagh'type ofyproductiindicated.

2. Seismic Qualification Certifieates: For <Insert equipment,> accessories, and components, from
manufacturer.

3. Field quality-centrol reports.

4. Operation and maintenance data.

5. Software@and Eirmware Operational Documentation.

Quality Assurance

1. Electrical Gomponents, Devices, and Accessories: Listed and labeled as defined in NFPA 70, by
a qualified testing agency, and marked for intended location and application.

2. Comply with NECA 1.

3. Comply with NFPA 70.

SeftwarelService Agreement (if allowed)

1. Techhical Support: Beginning with Final Completion, provide software support for two years.

2. Upgrade Service: Update software to latest version at Project completion. Install and program
software upgrades that become available within two years from date of Final Completion.
Upgrading software shall include operating system. Upgrade shall include new or revised
licenses for use of software.

a. Provide 30 days' notice to the Owner to allow scheduling and access to system and to
allow the Owner to upgrade computer equipment if necessary.

PRODUCTS
Plug Connectors

1. Pin Type: USITT S3, two-pole, three-wire, 20-A.
2. Twist-Locking Type: NEMA WD 6, two-pole, three-wire, 20-A.

Stage Lighting
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B. Lighting Fixtures And Accessories
1. General:
a. Comply with UL 1573 and listed and labeled by an NRTL.

b. Fixtures: Equipped with pigtail, yoke with pipe clamp, safety cable for batten mounting,
and filter holder.

C. Metal Parts: Free of burrs, sharp corners, and edges.

d. Sheet Metal Components: Steel unless otherwise indicated. Form and support to prevent
warping and sagging.

e. Fixture Doors and Their Internal Access: Smooth operating, free of lightgleakage under
operating conditions, and arranged to permit relamping without usef'of tools, Doors,
lenses, diffusers, and other pieces arranged to prevent accidental falling during relamping
and when secured in operating position.

f. Pigtail: Factory wired, 36-inch- (900-mm-) long, three-wire cord and plug «€onnector
assembly with cord encased in woven fiberglass or silicone tubing.

g. Lamp Sockets: Relampable without disturbing alignment of focus adjustment.

h. Fixture Ventilation Openings: Baffled against light leaks¢

i. Fixture Operating Controls and Handles: Thermally insulateds

j- Lenses: Borosilicate glass in silicone mountings.

k. Framing Shutters: Stainless steel, four way; with, each bladeiinfa separate plane under
adjustable tension mounting. Blades adjustplus oriminus 30 degrees of rotation in gate,
for 120-degree-minimum total angular rotation between adjacent blades.

l. Color Filter Frame Holder: Attached to front.of fixture.

m. Fixture Yoke: Rigid metal, arranged forvertical aiming of unit and equipped with T-bolt or
hand screw to lock alignment.

2. Ellipsoidal Spotlights: Fixtures with anfelliptical reflectormounted in a fixed relationship to the

lamp. Light shall be projected through @ gate where the beam is shaped by using shutters, a
gobo, or an iris. The shaped beam shall then be fogused by a system of lenses.

a. Tag: ES-1:

1) Lamp: 1000 W Q1000/4CL, ANSI FEL.

2) Pattern Holders: Three for each fixture, with framing shutters.

3) Color Frame: Black, metal.

4) MinimumCosine lllumination Performance Ratings When Operated with ANSI C78
Serigs, FEL Lamp:
a) 171000 beam candlepower at 20-degree field angle.
b) 48,0000beam candlepower at 40-degree field angle.

3. Zoom Ellipsoidal“Spotlights?” Fixtures with an elliptical reflector mounted in an adjustable

relationship to the lamp. Light shall be projected through a gate where the beam is shaped by
using shutters, a gobo, or an iris. The shaped beam shall then be focused by a system of lenses.

a.

TagiZES-1:

1) Lamp: 1000 W Q1000/4CL, ANSI FEL.

2) Pattern Holders: Three for each fixture, with framing shutters.

3) Operator adjustable from 25- to 50-degree field angle.

4) Field-angle adjustment scale label on instrument housing for field reference.

5) Minimum Cosine lllumination Performance Rating When Operated with ANSI C78
Series, FEL Lamp: 82,000 beam candlepower at 35-degree field angle.

4. Fresnel Lens Spotlights:

a.
b.

Die-cast extruded-aluminum housing, with hinged front for relamping.

Tag: FLS-1.

1) Lamp: 1000 W Q1000T7/4CL, ANSI EGT.

2) Lens: 6 inches (152 mm).

3) lllumination Performance Rating When Operated with ANSI C78 Series, EGT Lamp:
a) 175,000 beam candlepower at 12.5-degree field angle in spot focus.
b) 12,000 beam candlepower at 74.6-degree field angle in flood focus.

4) Barn Doors: Two 4-leaf rotatable metal flaps for every three fixtures.

5. Follow Spotlights:

Stage Lighting
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6.

10.

a. Tag: FS-1:
1) Lamp: Metal halide, G22 medium bi-post, CRI: 90, color: 6000 K, life: 750 hours,
HMI 575 W/GS 95 V.
2) Adjustable lenses in metal housing.
3) Lamp: Quartz-projector type, Adjustable, underslung base stand mounted on 3-inch
(75-mm), locking-type, rubber-tired, ball-bearing casters.
4) Adjustable lamp holder and socket assembly with precision tuning adjustment;
relampable without tools.
5) Three-leaf, full-range mechanical dimmer.
6) Adjustable iris and framing shutters.
7) Automatic color boom.
8) Removable power cable, 25 feet (8 m) long.
9) Iris Open, Spot-Focus Performance: 800,000, as“directedy, beam candlepower at
7.2, as directed,-degree field angle.
10) Iris Open, Flood-Focus Performance: 330,000, as directed, beam candlepower at
12.2, as directed,-degree field angle.
PAR Lamp Holders:
a. Tag: PLH-1:
1) Lamp: 300 W PAR 38.
2) Housing: Steel or aluminum, flat'black color, as directed, with porcelain-plated shell

socket.
3) Barn Doors: Two 4-leaf rotatable metalflaps-for every three fixtures.
b. Tag: <Insert drawing designation>:

1) Lamp: 575 W tungsten halogen, 90,GLA 575 W, 230 V, color: 3200 K, ANSI GKV.
2) Housing: Steel or/aluminum,with percelain-plated shell socket and color frame, as
directed.
3) Barn Doors:£Two 4-eaf rotatable metal flaps for every three fixtures.
4) With LensdHolder and"Replaceable Lenses:
a) <Insert drawing designation>: Very narrow spot.
b) <Insertdrawing designation>: Narrow spot.
c) <Insert'drawing designation>: Medium flood.
d) <Insert drawing designation>: Wide flood.
e) <Insert drawing designation>: Very wide.
5) Matorized OR Manual, as directed, color wheel.
Borderlight Units:¥€ompartmented, three-circuit striplight with nine 150-W, PAR 38/SP OR 150-
W¢ PAR38/FL OR"250-W, PAR 38/SP OR 150-W, R40/FL, as directed, lamps in porcelain
sockets and steel sheet housing, 90 inches (2286 mm) long. Compartments shall be in line and
wired on twolOR three OR four, as directed, alternate circuits, each producing a different color.

a. Front/Door: Spring loaded; designed to hold either filter frames or color roundels.
b. €olor Roundels: One for each lamp; alternating red, blue, and clear, as directed.
1) Additional Roundels: <Insert number> amber and <Insert number> green.
c. Hanger: Adjustable, steel-strap type equipped at each end with pipe clamp and safety

cable for suspension from a batten.
Cyclorama Lights: Suitable for lighting cycloramas from above.
a. Tag: CL-1:
1) Lamp: 1000 W Q1000T3/1CL, ANSI FFT.
2) Housing: Aluminum or steel, as directed, flat black color, as directed, with color
frame, as directed.
Black Lights: Portable, producing a wash of UV light for special effects.
a. Tag: BL-1:
1) Lamp: 250 W blacklight flood, H37KB-250, with integral filter to eliminate far-UVv
effect while maximizing the near-UV effect.
2) Housing: Steel or aluminum, as directed, flat black color, as directed, with carry
handle.
3) C-clamp for using on light pipe.
Moving Lights:

Stage Lighting
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Tag: ML-1:

1) General:  700-W, 120-V, metal halide, motorized remote-controlled lighting
instrument; NRTL listed.

2) Lamp: Short-arc metal halide, 14,500 lumens; color temperature of 5600 K, CRI of
80.

3) Color System: Three-filter CYM (cyan, yellow, magenta) cross-fading mechanism,
and 11 standard colors on a fixed wheel.

4) Optics: Zoom optics with continuously variable field angle from 18.5 to 42 degrees,
programmable over a timed range of 2 seconds to 20 minutes; with.asmechanical iris
for beam-size control. Variable beam focus to soften the edgesfof gobos,and light
beams. Zoom combined with iris can project a beam with a field angle of 8'degrees.

5) Dimming: Coated glass dimmer wheel, with controls to provide smooth timed fades.

6) Strobe for strobe lighting effects.

7) Gobo: One rotating wheel with five rotatable wheel pasitions and one‘open position.
One fixed gobo wheel with 11 pattern positions and.one open position.

8) Beam Orientation Control: Smooth pan and tilt dsing a three=phase stepper motor
system. Pan, 540 degrees; tilt, 270 degrees at 0.3-deégree repeatability on either
axis.

9) Control: ANSI E1.11 (USITT DMX512-A)psetocol usingfiv€ pin connectors.

C. Distribution Components
1. Connector Strip: Listed and labeled by an NRTLg factory®wired wireway and receptacle
assembly.

a.

b.
c.

d.

e.
f.

9.

Wireway: Steel or extruded aluminum, with, remoeyable cover and nominal cross-section
dimensions of 3 by 4-1/2 inches (f% by 115 mm).

Accessories: Cable clamps, support cradles, and cable strain relief grips for each cable.
Receptacles: Pigtail mounted, 18%inches (480 mm) long, with strain relief at wireway wall
penetration.

OR

Receptacles: Flush mounted in wireway cover.

Receptacle Wiring: For connecting to terminal blocks; with 125 deg C, crosslinked, PE-
insulated, ideptification-labeled wire.

Terminal Blocksy, Molded-barrier type with screw lugs to suit supply conductors.

Mounting ‘Hardware: Furnished with each unit; permits surface, single-pipe-bracket, or
double-pipe-bracketimounting.

Finish: Semigloss or matte black.

2. Plug-in Boxes: Listed and labeled by an NRTL; factory-wired wireway and receptacle assembly,
24 inches (600 mm) long unless otherwise indicated; with the following features:

a. Wireway: Steel or extruded aluminum, with removable cover and nominal cross-section
dimensions’of 3 by 4-1/2 inches (75 by 115 mm).

b. Accessories: Cable clamps, support cradles, and cable strain relief grips for each cable.

C. Receptacles: Pigtail mounted, 18 inches (450 mm) long, with strain relief at wireway wall
penetration.
OR
Receptacles: Flush mounted in wireway cover.

d. Receptacle Wiring: For connecting to terminal blocks; with 125 deg C, crosslinked, PE-
insulated, identification-labeled wire.

e. Terminal Blocks: Molded-barrier type with screw lugs to suit supply conductors.

f. Surface or Grid Mounting: With accessories for surface mounting or with pipe-mounting
accessory bracket.

g. Recessed Mounting: With flanged cover suitable for recessed mounting in wall.

h. Finish: Semigloss or matte black.

3. Gridiron Junction Boxes: Listed and labeled by an NRTL; factory wired with terminal strips and

concentric knockouts on all sides.

a.

Stage Lighting
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4.

b. Accessories: Cable clamps, support cradles, and cable strain relief grips for each cable,
and brackets for surface or pipe mounting.
C. Finish: Semigloss or matte black.

Floor Pockets: Listed and labeled by an NRTL; flush-mounted, receptacle outlet assembly.
a. Box: 0.0598-inch (1.5-mm) steel sheet, 10 inches (250 mm) deep.

b. Cover Plate: Steel, cast iron, or cast aluminum with nonskid safety tread surface and self-
closing, hinged door with cable notches.
C. Barrier for allowing installation of low-voltage control receptacle for console input or

handheld remotes.

Wire And Cable

1.

2.

3.

5.

Building Wire in Raceways: Comply with requirements specified inRivision 26 Section "Low-

voltage Electrical Power Conductors And Cables".

Portable Power Cable: Listed and labeled by an NRTL; flexible stage andiighting power cable;

Type SC, SCE, or SCT; 600 V; multiconductor; 60 deg Cdemperaturerating.

Ethernet Cabling: Comply with requirements specifiéd in DiviSion, 26“Section "Control-voltage

Electrical Power Cables".

a. For 10/100BaseT, comply with provisions for UTP cable andfhardware.

b. For 10Base-FL, comply with provisions_fer 50/125 OR62.5/125, as directed,-micrometer,
multimode, optical-fiber cable and har@ware.

ANSI E1.11 (USITT DMX512-A) Control £abling:4 Comply with requirements specified in Division

26 Section "Control-voltage Electrical Power,Cables™

a. Standard Cable: NFPA 70, Type,CM'OR Type CMG, as directed.

1) Paired, low-capacitance computer, cable for ANSIE1.11 (USITT DMX512-A)
applications. Twg@ pairs, twisted, “No. 22 AWG OR No. 24 AWG, as directed,
stranded, tinned-copper conductors.

2) PE insulationt

3) Inner Shigld: 100 percenticdverage, aluminum foil-polyester tape.

4) Outer Shield: 9@ percent coverage, tinned-copper braid.

5) Outer Shield'Drain Wire: Stranded, tinned copper.

6) PYC jacket.

7) Flame Resistance» Comply with UL 1581.

b. Plenum=Rated Cable: NFPA 70, Type CMP.

1) Paired, low-capacitance computer cable for ANSIE1.11 (USITT DMX512-A)
applieations. Two pairs, twisted, No.22 AWG OR No. 24 AWG, as directed,
stranded, tinned-copper conductors.

2) Insulation: Foam fluoridated ethylene propylene.

3) Inner Shield: 100 percent coverage, aluminum foil-polyester tape.

4) Outer Shield: 90 percent coverage, tinned-copper braid.

5) Outer Shield Drain Wire: Stranded, tinned copper.

6) Low-smoke PVC jacket.

7) Flame Resistance: Comply with NFPA 262.

Low-Voltage Control Cabling:
a. Control-Cable Conductors:

1) Class 1 Control Circuits:  Stranded copper, Type THHN-THWN, in raceway;
complying with UL 83.

OR
Class 1 Control Circuits: Stranded copper, Type THHN, in raceway; complying with
UL 44.

2) Class 2 Control Circuits: Stranded copper, Type THHN-THWN, in raceway OR
power-limited cable, concealed in building finishes OR power-limited tray cable, in
cable tray, as directed; complying with UL 83.

OR

Class 2 Control Circuits: Stranded copper, Type THHN, in raceway OR power-
limited cable, concealed in building finishes OR power-limited tray cable, in cable
tray, as directed; complying with UL 44.

Stage Lighting
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3) Class 3 Remote-Control and Signal Circuits: Stranded copper, Type TW or
Type TF; complying with UL 83.
b. Paired Cable: NFPA 70, Type CMG.
1) One pair, twisted, No. 16 AWG, stranded, tinned-copper conductors.
2) PVC insulation.
3) Unshielded.
4) PVC jacket.
5) Flame Resistance: Comply with UL 1581.
C. Plenum-Rated, Paired Cable: NFPA 70, Type CMP.
1) One pair, twisted, No. 16 AWG, stranded (19x29), tinned-copperonductars.
2) PVC insulation.
3) Unshielded.
4) PVC jacket.
5) Flame Resistance: Comply with NFPA 262.
d. Paired Cable: NFPA 70, Type CMG.
1) One pair, twisted, No. 18 AWG, stranded (19x30)¢tinned-copper conductors.
2) PVC insulation.
3) Unshielded.
4) PVC jacket.
5) Flame Resistance: Comply with UL 1581.
e. Plenum-Rated, Paired Cable: NFPA 70, Type CMP.
1) One pair, twisted, No. 18 AWG, stranded (49x30), fihned-copper conductors.
2) Fluorinated ethylene propylene.insulation.
3) Unshielded.
4) Plastic jacket.
5) Flame Resistance: Comply with NFPA|262.

E. Lighting Control System

1. Description: Microprocessor-basedsmodular system consisting of dimmer and control modules

operated from remote-control stations and a control console.

a. Comply with UL 508.

b. Comply with MSITT AMX192 OR ANSI E1.11 (USITT DMX512-A), as directed, for data
transmission.

2. Dimmer Racks: “Listed 'and labeled by an NRTL; dead-front, front-access, wall-mounted OR
freestanding,qas,_ directed)rack for mounting modular dimmers; formed-steel or extruded-
aluminumgstructuralmembers; completely enclosed with steel or aluminum panels. Painted with
manufacturer's standard corrosion-resistant primer and finish coats, and having the following

features:!

a. Primary Circuit Breaker: Fault-current withstand rating of the rack; not less than 10,000
OR 50,0005as directed, A, symmetrical.

b. Hinged, locking front door, with openings to allow air intake across the face of all dimmer
modules.

C. Individual rack sections shall not exceed 84 inches high by 25 inches deep by 30 inches

wide (2134 mm high by 635 mm deep by 762 mm wide). Multisection racks shall be
interconnected with busbars.

d. For each module position, provide support rails and control-pin configurations, constructed
for precise alignment of dimmer modules into power and signal connector sockets.
e. Forced-air cooling of each rack for maintaining operating temperature at each dimmer,

assuming full load, in ambient temperature not to exceed 40 deg C. Exhaust rates shall be
variable, using temperature sensors and fan-speed control electronics. Individual control
of multiple fans is acceptable in lieu of fan-speed control. Fan(s) shall start and stop
automatically. Fan noise at full load shall be less than 3.1 sones.

f. Each rack shall have an automatic air-temperature sensor to shut off all dimmers in the
rack should the internal temperature rise above maximum safe operating limits. In an
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overheat condition, the fan shall continue operating. When a safe operating temperature is
restored, the system shall automatically reset to allow normal user control.

g. Fabricate and test dimmer racks to withstand seismic forces defined in Division 26 Section
"Vibration And Seismic Controls For Electrical Systems".

Dimmers: Modular solid-state units that operate smoothly over their operating ranges without

audible lamp noise or radio-frequency interference at any setting. Modules shall be dead-front,

draw-out type with floating line, load, and control sockets for smooth insertion and withdrawal;
with load-side thermal-magnetic circuit breaker, speed-controlled cooling fan, and
overtemperature sensor.

a. Non-Dim Units: On-off relay control only. Capable of serving induective loads such as
motors or high-intensity-discharge fixtures.

b. Surge Protection: Modules shall withstand power-line surges“ef,6000 V/3000 A according
to IEEE C62.41.1 and IEEE C62.41.2.

C. Filter each dimmed circuit to provide a minimum 350-mic.see., current-rise time at a 90-
degree conduction angle at 50 percent of rated dimmercapacity.) At any load within rating,
rate of current rise shall not exceed 30 mA/migisec., measured from 10 to 90 percent of
load current waveform.

Control System: Microprocessor-based control system, ANSLE1.14"(USITT DMX512-A) protocol,

with a nonvolatile system memory to adjust dimmer channel settings for different scenes, to patch

dimmers to channels, and to manually or adtomatically change dimmer settings from one preset
scene to another.

a. Control shall support Ethernet-basediL AN at'everypcontrol device.

b. Provide means to create and.monitor show data on a PC using software by console
manufacturer. Software shall'be capable of the following:

1) Creating show andiproviding foruse‘of USITT show files.
2) Playing back showiin a console-simulation mode.
3) Accessing all” remate-control/ stations associated with the console and control

system.
4) Providing standard Ethernet connection between the console control system and the
PC.
C. Display the following'system status information on a color, 17-inch (430-mm) LCD monitor

associated with the contrel console:
1) Current channel intensities.
2) Cuegjinformation.

3) Monitor.

d, Moving Lights:” Include a standard control library, a program patch specific to fixture(s)
provided, and selective programming with ANSI E1-11 (USITT DMX512-A) addressing of
fade, focus points, beam, image, color, <Insert attributes> and position.

Control Console: Tabletop unit with manual and computer-based programming controls, memory

unitslindicating devices, and the following features:

Servicing access through hinged top panel.

Grand-master level control.

Blackout switch.

12 submaster level controls with overlapping pile-on performance.

OR

24 submaster level controls with overlapping pile-on performance.

e. Bump buttons for momentary control of channels or submasters, one for each submaster
level control.

f. Two cross-fade controls for split dipless fade between scenes, each with its own fade
progress indicator.

g. One set of scene level controls for each scene when used in two-scene preset mode.
Second set of scene level controls to allow setting levels into memory for expanded single
scenes when used in multiple single-channel scene mode. Each set shall have same
quantity of scene level controls as is used for submaster level controls.

h. Multibutton keypad for programming in multiscene memory mode.

oo
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i. Fade time control for assigning fade time to cues, with individual cue adjustment from one
second to five minutes, minimum.

j- Light-emitting diode OR LCD OR Computer monitor cathode-ray tube, as directed, with
associated display controls, for displaying operating menus and memory readout.
k. Controls for setting levels into memory.
l. Cord and connector for connecting console to outlets for console power and control.
6. System Operation: Selectable between multichannel two-scene preset and four-channel single-

scene memory. Console features include electronic patching of control signals for up to 512

dimmers and off-line data storage using internal, 3-1/2-inch (90-mm) disk-drive units, Operational

capability includes the following:

a. Live and blind programming.

b. Special effects programmability for automatic operation of lights, in pulsating, sequential
dimming and brightening, and other special operating modes.“)Special, effeCts menu
displays operator guidance for programming and individual step,levels.

C. Signal from fire-alarm control panel that automatically brings selected cireuits to fully on or
fully bright condition, overriding normal dimming and on<6ff controls:

d. Inserting cues between designated cues without renumberings

e. Out-of-sequence playback of cues.

f. Controlling houselights and stage lights from console by assigning their dimmers or non-
dim on-off controls to a channel.

g. Retaining programmed cues in memory fominimum of one year after power outage.

h. Automatic sequential execution of programmed cues.

i. Printing cues using parallel or serial printer port, cable, and printer. Cable and printer are
not included with this system.
7. PC: Standard, unmodified, with accessories and peripherals that are configured to install and run
control-console manufacturer's written requirements} but not less than the following:

a. CPU operating speed shallde at least 1.6 GHz.

b. Memory: 1024 MB.

C. Serial Ports: Provide twoyfor géneral use.

d. Parallel Port: Enhanced.

e. LAN Adapter: 104100/1000 Mbps, internal network interface card.

f. Three USB 2.0 ports.

g. Sound Card?" “Fer playback and recording of digital WAV sound files that are associated
with audible warning and alarm functions.

h. Color Menitor: Notiess than 17 inches (430 mm), with a minimum resolution of 1280 by
1024 pixels, noninterlaced, and a maximum dot pitch of 0.28 mm. Video card shall support
at/least 256 colors at a resolution of 1280 by 1024 pixels at a minimum refresh rate of 70
Hz.

i. Keyboard: With a minimum of 64 characters; standard ASCII character set based on
ANSFINEITS 154 (formerly ANSI X3.154).

i Maouse: Standard, compatible with installed software.

K. Disk storage shall include the following, each with appropriate controller:

1) Minimum 60 GB hard disk, 5400 rpm.
2) Floppy Disk Drive: High density, 3-1/2-inch (90-mm) size.
3) <Insert disk drives>.

l. CD-ROM Dirive: 24x/10x/24x CD-RW/8x DVD combination.

8. Console Power and Control Outlets: Multiple receptacles matched to connector on console
connector cord.
9. House Lighting Control Station: Architectural-type, multichannel, remote-dimmer-control station

with the following features:

a. System controls designated houselights, stage lights, and other lights.
b. Stage lighting controls compatible with dimming and control system.
C. Flush mounting.
d. Brushed-aluminum wall plate.
e. Five OR Six, as directed, channels, each with slider potentiometer control.
Stage Lighting June 2021
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10.

11.

12.

f. Master-slider potentiometer that controls lights on all channels proportionally from
completely dimmed to degree of brightness that corresponds to individual slider positions.

g. Fully on switch that turns all channels on at full brightness regardless of slider position.

h. Take-control/off switch that places station in control of channels and sets lighting to levels

dictated by channel and master-slider controls.

i. Legend on face of wall plate that identifies items as "House Lighting Control Station" and
identifies functions of each slider and switch position, with slider positions individually
graduated from zero to 10.

j. llluminated push buttons for activating preset scenes of house lighting and labeled "Entry"
OR "Panic" OR "Entry" and "Panic," as directed.
k. Flush wall mounted unless otherwise indicated.

Entry Station: Push button activates or deactivates indicating light ‘and presets scene of house
lighting control system.

a. Light-emitting-diode indicating light illuminates when preset commandjis executed.
b. Labeled "Entry."
C. Flush wall mounted unless otherwise indicated.

Key-Entry Station: Key-operated switch controls station todactivate or deactivate indicating light
and presets scene of lighting control system.

a. Light-emitting-diode indicating light illuminates when presetcommand is executed.
b. Labeled "Entry."
C. Flush wall mounted unless otherwise indicated.

Emergency Lighting Control Station: Key-0Operated,“asidirected, push button activates indicating
light and brings selected dimmers to_fully bright condition, i.e., the "Panic" preset. Operating push
button a second time returns dimmers to'previous, setting.

a. Emergency mode indicating light.
b. Labeled "Emergency, Lights."
C. Flush wall mountedfunless otherwisefindicated.

Rigging Components
1.

Pipe Clamps: Malleabledjron, suitable for clamping fixtures or items to pipe from 3/4 to 2 inches
(20 to 51 mm)dn OD. Arranged for horizontal rotation of yoke for aiming; equipped with T-bolt to
lock alignment:

2. Safety Cabless, Heavy-duty, flexible steel; 30-inch (762-mm) nominal length, with spring clip at
one end"and steekring at the other end.

3. Cable,Grips: Stainless OR Galvanized, as directed, steel; basket-weave type for supporting
stage cables.

EXECUTION

Installation

1. Set permanently mounted items level, plumb, and square with ceilings and walls.

2. Indicated mounting heights are to bottom of unit for suspended items and to center of unit for
wall-mounted items.

3. Mount and connect fixtures, and install and connect distribution devices.

a. If arrangement is not indicated, install so each fixture, dimmer, house lighting circuit,
control channel, and outlet circuit can be operated, and complete system demonstrated, in
all operating modes.

b. Install safety cables secured to stage rigging or gridiron for all pipe-mounted electrical
fixtures and equipment.

4. Dimmer Rack Mounting: Install and anchor dimmer racks level on 4-inch- (100-mm-) high

concrete base. Comply with requirements for concrete base specified in Division 03 Section

"Cast-in-place Concrete".

a. Install dowel rods to connect concrete base to concrete floor. Unless otherwise indicated,
install dowel rods on 18-inch (450-mm) centers around full perimeter of base.

Stage Lighting
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b. For dimmer racks, install epoxy-coated anchor bolts that extend through concrete base and
anchor into structural concrete floor.
C. Place and secure anchorage devices. Use setting drawings, templates, diagrams,
instructions, and directions furnished with items to be embedded.
d. Install anchor bolts to elevations required for proper attachment to dimmer racks.
5. Comply with mounting and anchoring requirements specified in Division 26 Section "Vibration

And Seismic Controls For Electrical Systems".

B. Wiring
1. Power Wiring:

a. Install wiring as specified in Division 26 Section "Low-voltage Electri¢al Power Canductors
And Cables" for hardwired connections. Install wiring in raceways exeept cable and plug
connections.

b. Install power wiring with a separate neutral for each output_gircuit fram maing@immer and
for each house and stage lighting circuit.

2. Signaling, Remote-Control, and Power-Limited Circuits:

a. Comply with requirements specified in Division 26 Sectioh "Control-voltage Electrical
Power Cables" for installation of wiring. Install wiring in racewaysgexcept cable and plug
connections.

b. Comply with the following unless otherwise indicated:

1) Size conductors according to lighting gontrol device manufacturer's written
instructions.

2) Select cable insulation, shieldings, drain wire, and jacket complying with lighting
control device manufacturer§ written instructions.

3) Install circuits to eliminate radio-frequency interference and electromagnetic
interference.

C. Remote-control circuits asSociatedy with emergency lighting control shall be installed
complying with Class 1 Gircuit standardsasin"NFPA 70.

3. Wiring within Enclosures: Bundle, lage, and train conductors to terminal points.

4. Splices, Taps, and Terminations:Make connections only on numbered terminal strips in junction,
pull, and outlet boxes and in terminalicabinets and equipment enclosures.

5. Remove wall plates and protect devicesrand assemblies during painting.

6. Support lighting fixtures, distribution components, and accessories as specified in Division 26

Section "Hangers And Supports For Electrical Systems". Equip all pipe-mounted equipment with
safety cables that are secured to supporting pipe.

7. Ground equipmenthaccording to Division 26 Section "Grounding And Bonding For Electrical
Systems".
C. Identification
1. Identifyd)components, power, and control wiring according to Division 26 Section "ldentification For
Electrical Systems".
2. Label“each ) fixture, lighting outlet, distribution device, and dimmer module with unique

designation. Labels on elevated components shall be readable from the floor.

D. Field Quality"Control

1. Perform tests and inspections.
2. Tests and Inspections:
a. Schedule visual and mechanical inspections and electrical tests with at least seven days'
advance notice.
b. Visual and Mechanical Tests and Inspections:
1) Inspect each fixture, outlet, module, control, and device for defects, finish failure,

corrosion, physical damage, labeling by an NRTL, and nameplate.

2) Exercise and perform operational tests on mechanical parts and operable devices
according to manufacturer's written instructions.

3) Check tightness of electrical connections with torque wrench.

Stage Lighting June 2021
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4) Verify proper protective device settings, fuse types, and ratings.

5) Record results of tests and inspections.

Electrical Tests: Perform tests according to manufacturer's written instructions.

1) Continuity tests of circuits.

2) Operational Tests: Connect each outlet to a fixture and a dimmer output circuit so
each dimmer module, dimmer control and output circuit, outlet, and fixture in a
typical operating mode will be sequentially tested. Set and operate controls to
demonstrate fixtures, outlets, dimmers, and controls in a sequence that cues and
reproduces actual operating functions for a typical systemgof, the size and scope
installed. Include operation and control of houselights and stage, lights from each
control location and station including optional pldg-in, control-console outlet
locations. Record fixture and outlet assignments, contralisettings, operations, cues,
and observations of performance.

Test Labeling: After satisfactory completion of tests and“inspections, apply a label to

tested components indicating test results, daté,” and responsible organization and

individual.

Stage lighting will be considered defective if it does not passitests and inspections.
Prepare test and inspection reports.

a.

Adjusting

Prepare a schedule of lighting outlets_by, number; indieate circuits, dimmers, connected
fixtures, and control-channel assignments. \ Prepare a ‘schedule of control settings and
circuit assignments for house control channels. Prepare written reports of tests and
observations. Report defective materials, " workimanship, and unsatisfactory test results.
Include records of repairs and.adjustmenis made.

Occupancy Adjustments: When requested within 12 months of date of Final Completion, provide
on-site assistance in adjusting system to suit actual occupied conditions. Provide up to two visits

to Project during othersthan-normal*eéeupancy hours for this purpose.

END OF SECTION 26 55 61 00

June 2021
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SECTION 26 55 68 00 - SPORTS LIGHTING

1.1

A.

June 2021

GENERAL

Description Of Work

1. This specification covers the furnishing and installation of materials for exterior athletic lighting.
Products shall be as follows or as directed by the Owner. Installationgprecedures shall be in
accordance with the product manufacturer's recommendations. Memolitionyand removal of
materials shall be as required to support the work.

Summary

1. Section includes lighting for the following outdoor sports venues:

a. Baseball fields.

b. Softball fields.

C. Football fields.

d. Soccer fields.

e. Outdoor tennis courts.

Definitions

1. CV: Coefficient of variation; a statisticalyméasure“of the weighted average of all relevant
illumination values for the playing_areapexpressed as the ratio of the standard deviation for all
illuminance values to the mean illuminancewalue!

2. Delegated-Design Submittals: [Documents;iincluding drawings, calculations, and material and
product specifications prepared as a responsibility of Contractor to obtain acceptance by the
Owner and authorities haying jurisdiction.

3. llluminance: The metric mostqcommonly used to evaluate lighting systems. It is the density of
luminous flux, or flow ofllightfreaching a surface divided by the area of that surface.

a. Horizontal llluminance: Measurement in foot-candles (lux), on a horizontal surface 36
inches (994 mm) above,ground unless otherwise indicated.

b. Target llluminance: Average maintained illuminance level, calculated by multiplying initial
illuminance by LLF.

C. Vertical Muminance: Measurement in foot-candles (lux), in two OR four, as directed,
directions on’a vertical surface, at an elevation coinciding with plane height of horizontal
measurements.

4. LC: Lighting Certified.

5. Light Trespass: Light spill into areas and properties outside the playing areas, which is either
anneying orunwanted.

6. LLD:“l@amp lumen depreciation, which is the decrease in lamp output as the lamp ages.

Lo CLE: Light loss factor, which is the product of all factors that contribute to light loss in the system.

8. Luminaire: Complete lighting fixture, including ballast housing if integral.

9. UG: Uniformity gradient; the rate of change of illuminance on the playing field, expressed as a

ratio between the illuminances of adjacent measuring points on a uniform grid.

Performance Requirements

1.

Facility Type: Professional OR College OR Semiprofessional OR Sports club OR Amateur
league OR High school OR Training facility OR Elementary school OR Recreational or social
facility, as directed.
lllumination Criteria:

a. Minimum average target illuminance level for each lighted area for each sports venue and
for the indicated class of play according to IESNA RP-6.
b. CV and maximum-to-minimum uniformity ratios for each lighted area equal to or less than

those listed in IESNA RP-6 for the indicated class of play.
c. UG levels within each lighted area equal to or less than those listed in IESNA RP-6 for the
indicated speed of sport.

Sports Lighting

County of San Bernardino 26556800-1



26 - Electrical

SAN BERNARDINO

COUNTY

3. lllumination Criteria:

a. Minimum Average Target lllumination: <Insert value>.

b. CV: <Insert value>.

C. Maximum-to-Minimum Uniformity Ratio: <Insert value>.

d. UG Level: <Insert value>.

4. lllumination Calculations: Computer-analyzed point method complying with IESNA RP-6 to
optimize selection, location, and aiming of luminaires.

a. Grid Pattern Dimensions: For playing areas of each sport and areas of concern for spill-
light control, correlate and reference calculated parameters to the grid areas. Each grid
point represents the center of the grid area defined by the length an@ width<of the grid
spacing.

b. Spill-Light Control: Minimize spill light for each playing area on adjacentiand nearby areas.
1) Prevent light trespass on properties near Project as defined by <Insert name(s) of

authorities having jurisdiction>.

2) For areas indicated on Drawings as "spill-light critical," limit thelevel of illuminance
directed into the area from any luminaire or group of luminaires, and measured 36
inches (914 mm) above grade to the following:

a) Maximum Horizontal llluminance: 0.25 fc (2.7 lux) OR 0.5 fc (5.4 lux) OR
0.75 fc (8.1 lux), as directed.

b) Maximum Vertical llluminance from the\Direction of'the Greatest Contribution
of Light: 1.0 fc (10.8 lux) @R 2.0 j¢ (21.5 lux) OR 3.0 fc (32.3 lux), as
directed.

3) Calculate the horizontal and vertical illuminance due to spill light for points spaced
20 feet (6 m) apart in areasfindicated,on ‘Drawings as "spill-light critical," to ensure
that design meets the above limits.

C. Glare Control: Design illumination for each playing area to minimize direct glare in
adjacent and nearby areas:

1) Design source inténsity of luminairés that may be observed at an elevation of 60
inches (1524 mm),above finished grade from nearby properties to be less than
12,000 OR 20,000 ©R 30,000, as directed, candela when so observed.

2) Design source intensitypof luminaires that may be observed at an elevation of 60
inches %524 mm) above finished grade from designated "spill-light critical" areas to
be lgssi than 12,000 OR 20,000 OR 30,000, as directed, candela when so
observed.

d. Determine LLF according to IESNA RP-6 and manufacturer's test data.

1) Use'LkD at 100°percent of rated lamp life. LLF shall be applied to initial illumination
to ensure that target illumination is achieved at 100 percent of lamp life and shall
include consideration of field factor.

2) LLF shall not be higher than 70 percent, and may be lower when determined by
manufacturer after application of the ballast output and optical system output
according to IESNA RP-6.

€. Luminaire Mounting Height: Comply with IESNA RP-6, with consideration for requirements
to minimize spill light and glare.

f. Luminaire Placement: Luminaire clusters shall be outside the glare zones defined by
IESNA RP-6.

5. Baseball Fields:

a. IESNA RP-6, Class of Play: 1 OR Il OR Il OR 1V, as directed.

b. Speed of Sport: Fast OR Moderate OR Slow, as directed.

C. Grid Pattern Dimensions: 30 by 30 feet (9 by 9 m).

6. Softball Fields:

a. IESNA RP-6, Class of Play: 1 ORIl OR Ill OR 1V, as directed.

b. Speed of Sport: Fast OR Moderate OR Slow, as directed.

c. Grid Pattern Dimensions: 20 by 20 feet (6 by 6 m).

7. Football Fields:

a.

Sports Lighting
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10.

11.

12.

13.

14.

18,

b. Speed of Sport: Fast OR Moderate OR Slow, as directed.

C. Grid Pattern Dimensions: 30 by 30 feet (9 by 9 m).

Soccer Fields:

a. IESNA RP-6, Class of Play: 1 ORIl OR Il OR IV, as directed.

b. Speed of Sport: Fast OR Moderate OR Slow, as directed.

c. Grid Pattern Dimensions: 30 by 30 feet (9 by 9 m).

Outdoor Tennis Courts:

a. IESNA RP-6, Class of Play: | ORIl OR Il OR 1V, as directed.

b. Speed of Sport: Fast OR Moderate OR Slow, as directed.

C. Grid Pattern Dimensions: 10 by 10 feet (3 by 3 m).

Egress Lighting: In case of power failure, provide a minimum off1.0-fc (10.8=lux) illumination,

within 30 seconds, measured at grade in spectator and spectator egress areas.

a. Duration of emergency illumination shall be not less than 1&yminutes.

b. Momentary Power Interruptions: Provide emergency. illuminationtimmediately following
restoration of power to the lighting circuits. Emeérgency illumination shall automatically
extinguish after 15 minutes.

Lighting Control: Manual, low voltage, or digital; providing,the following functions, integrated into

a single control station, with multiple subcontrol stations as‘indicated:

a. Control Station: Key-operated master_switch, manualjpush-button controls, and system
status indicator lights. Test switch of €gressiighting system, as directed.
b. Light Levels: Two levels of controlé&100/50 percent of minimum target illumination.

Electric Power Distribution Requirements:
a. Electric Power: 208 OR 230 OR.480,"as directed, V; three phase.
1) Include roughing-in @f'servicejindicated for nonsports improvements on Project site.
2) Balance load between phases. Install wiring to balance three phases at each
support structure.

3) Include required overcurrent protective devices and individual lighting control for
each sport§field or venue:
4) Include indicated feeder capacity and panelboard provisions for future lighted sports

field construction.

Maximum Totaldboad: <Insekt number> A.

a. MaximUm Total Voltage)Prop from Source to Load: 5 percent, including voltage drops in
brameh eircuit, subfeeder, and feeder.

Seismic ‘Performance: Luminaires, ballasts, and support structures shall withstand the effects of

earthquake motionsydetermined according to ASCE/SEI 7.

a, Theterm "withstand" means "the unit will remain in place without separation of any parts
from the device when subjected to the seismic forces specified and the unit will be fully
operational after the seismic event."

Life-Cycle Cost Criteria:

a. Estimated life-cycle cost of lighting system for period of <Insert number> years based on
the parameters below:

1) Energy Cost: <Insert value> {Calculate energy costs by multiplying (number of
luminaires) x (kilowatt demand per luminaire) x (power cost at $/kilowatts) x (number
of annual usage hours) x (humber of years)}.

2) Lamp Replacement Cost: <Insert value> (Calculate replacement costs by
multiplying (cost to replace a lamp) x (number of luminaires) x (number of relamps
over the period of years used in calculating the energy cost)).

3) General Maintenance: <Insert value> (Calculate maintenance costs by multiplying
(number of repairs) x (cost per repair) over the life cycle).

OR

Life-Cycle Cost Criteria: <Insert value> (Calculate according to Federal Energy

Management Program's "Building Life-Cycle Cost").

E. Submittals

1.

June 2021
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a. Lamp life, output, and energy-efficiency data. Lamp data certified by NVLAP or NRTL;
comply with IESNA LM-47.
b. Photometric data based on laboratory tests of each luminaire type, complete with lamps,
ballasts, and accessories; comply with IESNA LM-5.
1) Photometric data shall be certified by a qualified independent testing agency.
OR
Photometric data shall be certified by manufacturer's laboratory with a current
accreditation under the NVLAP for Energy Efficient Lighting Products.
2. Delegated-Design Submittal: For exterior athletic lighting indicated to comply withyperformance
requirements and design criteria, including analysis data signed and sealed by the), qualified
professional engineer responsible for their preparation.

a. Drawings and specifications for construction of lighting system.
b. Manufacturer's determination of LLF used in design calculations.
C. Lighting system design calculations for the following:

1) Target illuminance.

2) Point calculations of horizontal and vertical illuminance/ CVphand“UG at minimum
grid size and area.

3) Point calculations of horizontal and vertical illuminance in indicated areas of concern
for spill light.

4) Calculations of source intensity of luminaires\observed at eye level from indicated
properties near the playing fields.

d. Electrical system design calculations for thefollowing:
1) Short-circuit current calculations,fer rating of panelboards.
2) Total connected and estimated peaksdemand electrical load, in kilowatts, of lighting

system.
3) Capacity of feeder OR service, as directed, required to supply lighting system.
e. Wiring requirements, includihg required conductors and cables and wiring methods.
f. Structural analysis data and calculationsyused for pole selection.

1) Manufacturer Wind:Load Strength Certification: Submit certification that selected
total support system,fincluding poles, complies with AASHTO LTS-4-M for location
of Project.

3. Qualification Data: 4 For qualified “Ipstaller, manufacturer, professional engineer, luminaire
photometric data tésting laboratory and field testing agency.
4. Seismic Qualification “Certificates: For luminaires, accessories, and components, from
manufacturer.
a. Bagis for Certification®” Indicate whether withstand certification is based on actual test of
assembled components or on calculation.
b. Dimensioned Qutline Drawings of Equipment Unit: Identify center of gravity and locate and
describe mounting and anchorage provisions.
C. Detailedgdescription of equipment anchorage devices on which the certification is based
anditheir installation requirements.
5. Manufacturen, Certificates: For support structures, including brackets, arms, appurtenances,

bases, anchorages, and foundations, from manufacturer.

6. Welding certificates.

7. Field ‘quality-control reports.

8. Operation and Maintenance Data: For sports lighting system components to include in
emergency, operation, and maintenance manuals.

9. Warranty: Sample of special warranty.

F. Quality Assurance

1. Installer Qualifications: Manufacturer's authorized representative who is trained and approved for
installation of units required for this Project.

2. Manufacturer Qualifications: Manufacturer's responsibilities include fabricating sports lighting and
providing professional engineering services needed to assume engineering responsibility.

Sports Lighting June 2021
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a. Engineering Responsibility: Preparation of delegated-design submittals and
comprehensive engineering analysis by a qualified professional engineer who is
additionally LC by the National Council on Qualifications for the Lighting Professions, as
directed.

Luminaire Photometric Data Testing Laboratory: By manufacturers' laboratories that are

accredited under the National Volunteer Laboratory Accreditation Program for Energy Efficient

Lighting Products.

Luminaire Photometric Data Testing Laboratory: By an independent agency, with the experience

and capability to conduct the testing indicated, that is an NRTL.

Field Testing Agency Qualifications: An independent testing agency_ that is aceredited under the

National Volunteer Laboratory Accreditation Program for Energy Efficient Lighting\Products, or an

NRTL as defined in 29 CFR 1910, with the experience and capability to conduct field testing

according to IESNA LM-5.

OR

Field Testing Agency Qualifications: A qualified independent “professional engineer not

associated with Contractor or lighting equipment manufactureriwho is”additionally LC by the

National Council on Qualifications for the Lighting Professions, as directed.

Welding Qualifications: Qualify procedures and personnel aecording to AWS D1.1/D1.1M,

"Structural Welding Code - Steel" and AWS D1:2/D1.2M, "Struetdral Welding Code - Aluminum."

Electrical Components, Devices, and Accessories; ) Listed and labeled as defined in NFPA 70, by

a qualified testing agency, and marked forfintended’location and application.

Warranty

1.

Special Warranty: Manufacturef's standard form in which manufacturer agrees to repair or
replace components of luminaires, lamps,\and*luminaire alignment products and to correct
misalignment that occurs subsequent to successful acceptance tests. Manufacturer may exclude
lightning damage, hail damage, vandalism/abuse, and unauthorized repairs and alterations from
special warranty coverage.

a. Luminaire Warranty: lduminaire and luminaire assembly (excluding fuses and lamps) shall
be free from defeets in materials and workmanship for a period of five years from date of
Final Completion.

b. LampAWarranty:

1) Replace lamps and fuses that fail within 12 months from date of Final Completion.
2) Provide replacement lamps for lamps that fail within the second 12 months from
date‘ofyFinal Completion.

C. Alignment Warranty: Accuracy of alignment of luminaires shall remain within specified
illuminance uniformity ratios for a period of five years from date of successful completion of
acceptance tests.

1) Realign luminaires that become misaligned during the warranty period.

2) Replace alignment products that fail within the warranty period.

3) Verify successful realignment of luminaires by retesting as specified in "Field Quality
Control" Article.

PRODUCTS

Luminaires, Lamps, And Ballasts

1.

Luminaires: Listed and labeled, by an NRTL acceptable to authorities having jurisdiction, for

compliance with UL 1598 for installation in wet locations.

a. Doors, Frames, and Other Internal Access: Smooth operating, free from light leakage
under operating conditions, and arranged to permit relamping without using tools. Arrange
doors, frames, lenses, diffusers, and other pieces to prevent their accidental falling during
relamping and when secured in operating position. Doors shall be removable for cleaning
or replacing lens.

b. Exposed Hardware: Stainless-steel latches, fasteners, and hinges.

Sports Lighting
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C. Spill-Light Control Devices: Internal louvers and external baffles furnished by manufacturer
and designed for secure attachment to specific luminaire.
d. Luminaires for tennis courts shall be bracket-mounted, full-cutoff type with integral ballasts.
e. Lamps for Tennis Court Luminaires: Metal halide, rated 1000 W.
2. Ballast Mounting: Grouped in cabinets, remote from OR At, as directed, location of associated

luminaires unless otherwise indicated.

B. Support Structures

1. Support-Structure Wind-Load Strength: Poles and other support structures,gbrackets, arms,
appurtenances, bases, anchorages, and foundations shall comply with AASHTO LTS:4-M and
shall be certified by manufacturers to withstand winds up to 100 mphk (160 km/h)\without
permanent deflection or whipping.

2. Support-Structure Seismic Strength: Poles or other support structures, “brackets, arms,
appurtenances, bases, anchorages, and foundations shall be designed to“prevent separation of
components or fracture of poles, luminaire supports, or pole foundations)during a,seismic event.

3. Mountings, Fasteners, and Appurtenances:
a. Corrosion resistant, compatible with support components,fand which shall not cause
galvanic action at contact points.
1) Steel Components: Hot-dip galvanized after falri€ation, complying with
ASTM A 123/A 123M.
2) Mounting Hardware Fasteners; Hot-dip galvanized, complying with
ASTM A 153/A 153M, or minimum 18<8,grade stainless steel.
b. Accommodate attachments and wiring,ef,otherindicated systems.

4, Concrete for Pole Foundations: 3000-p&i (20.7<MPa), :28-day minimum compressive strength.
Concrete, reinforcement, and formwofrk are specified in Division 03 Section "Cast-in-place
Concrete".

5. Direct-buried steel structures or poles shallnot be used.

C. Power Distribution And Control
1. Wiring Method for Feeders, Subfeeders, Branch Circuits, and Control Wiring: Underground
nonmetallic raceway; No: 10 AWG minimum conductor size for power wiring.

2. Overhead-, pole-, anfstructure-supported wiring and transformers are OR are not, as directed,
permitted.
3. Electrical Enclosures Exposed to Weather: NEMA 250, Type 3R enclosure constructed from

stainless steel:OR corrosionsresistant material, as directed, with hinged doors fitted with padlock
hasps or leckable‘latches.

D. Surge Protection
1. Surge, Protection: £/ 'Comply with requirements in Division 26 Section "Transient-voltage
Suppression“ForiLow-voltage Electrical Power Circuits" and include surge suppressors with the
fellowingrequirements:

a. Panelboard type.
b. Nonmodular, with digital indicator lights and one set of dry contacts, as directed.
C. Peak Single-Impulse Surge Current Rating: <Insert number> kA per phase.

E. Pole And Base Protection

1. Pole Pads: Wraparound pad, with 4 inches (100 mm) of extra-firm polyfoam, 360-degree
coverage of ground-mounted poles and supports, continuous hook-and-loop fastening, and not
less than 72 inches (1820 mm) high.

1.3 EXECUTION
A. Installation
Sports Lighting June 2021
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Use web fabric slings (not chain or cable) to raise and set structural members. Protect equipment
during installation to prevent corrosion.

Install poles and other structural units level, plumb, and square.

Except for embedded structural members, grout void between pole base and foundation. Use
nonshrinking or expanding concrete grout firmly packed in entire void space. Use a short piece of
1/2-inch- (13-mm-) diameter pipe to make a drain hole through grout. Arrange to drain
condensation from interior of pole. Nonshrink grout is specified in Division 05 Section "Metal
Fabrications".

Install pole pads at all poles inside playing field boundaries and when located within 20 feet (6 m)
of the field boundary.

Extend cast-in-place bolted base foundations 36 inches (914 mm) above grade, 'minimum.

Install protective pipe bollards on two OR three, as directed, sides,of eachfembedded pole
installed in paved areas. See Division 05 Section "Metal Fabrications" fefpipe bollards.

Install controls and ballast housings in cabinets mounted_on support strueture at least 10 feet
(3 m) above finished grade.

Field Quality Control

1.

2.

Perform tests, inspections, and analysis according to 1ESNA RP-6 and IESNA LM-5 where

applicable.

Tests and Inspections:

a. After installing sports lighting system and after electrical circuits have been energized,
perform proof-of-performance fieldymeasurements and analysis for compliance with
requirements.

b. Playing and Other Designated Areas: Make field measurements at intersections of grids,
dimensioned and located as specified in""Performance Requirements" Article and as
described below:

1) Baseball Fields: Measure at least 25 points of the infield and 87 points of the
outfield. Extend the gridwis feet (5 m) outside the foul lines, extending to outfield
boundary.or fence.

2) Softball Fields: Measure at least 16 points of the infield and 48 points of the outfield.
Extend the grid .5 feet (5 m) outside the foul lines, extending to outfield boundary.

3) Football Fields: “Lighted area is 180 by 360 feet (55 by 110 m). Measure at least 91

points.
4) Soceer Fields: Lighted area is 210 by 370 feet (64 by 113 m). Measure at least 91
points.
5) Tennis Courts: Measure at least 30 points for a double court.
C. Make field measurements at established test points in areas of concern for spill light and
glare.
d: Perform analysis to demonstrate correlation of field measurements with specified

illumination quality and quantity values and corresponding computer-generated values that
were submitted with engineered design documents. Submit a report of the analysis. For
computer-generated values, use manufacturer's lamp lumens that are adjusted to lamp
age at time of field testing.
Correction of lllumination Deficiencies for Playing Areas: Make corrections to illumination quality
or quantity, measured in field quality-control tests, that varies from specified illumination criteria
by plus or minus 10 percent.

a. Add or replace luminaires, or change mounting height, revise aiming, or install louvers,
shields, or baffles.

b. If luminaires are added or mounting height is changed, revise aiming and recalculate and
modify or replace support structures if indicated.

C. Do not replace luminaires with units of higher or lower wattage without the Owner's
approval.

d. Retest as specified above after repairs, adjustments, or replacements are made.

e. Report results in writing.

Sports Lighting
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4. Correction of Excessive lllumination in Spill-Light-Critical Areas: If measurements indicate that
specified limits for spill light are exceeded, make corrections to illumination quantity, measured in
field quality-control tests, that reduce levels to within specified maximum values.

a. Replace luminaires, or change mounting heights, revise aiming, or install louvers, shields,
or baffles.

b. Obtain the Owner's approval to replace luminaires with units of higher or lower wattage.

C. If mounting height is changed, revise aiming and recalculate and modify or replace support
structures if indicated.

d. Retest as specified above after repairs, adjustments, or replacements are_me

e. Report results in writing.
5. Sports lighting will be considered defective if it does not pass tests and insp
6. Prepare test and inspection reports.

C. Demonstration
1. Train the Owner's maintenance personnel to adjust, operat aint
lighting.

exterior athletic

END OF SECTION 26 55 68 00
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Overhead Electrical Distribution
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No Specification Required
Overhead Electrical Distribution
Exterior Lighting
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SECTION 27 11 19 00 - LOOSE-TUBE GEL-FILLED FIBER OPTIC CABLES

GENERAL

Description Of Work
1. This specification covers the furnishing and installation of loose-tube gel-filled fiber optic cables.
Products shall match existing materials and/or shall be as follows or asgdirected by the Owner.
Installation procedures shall be in accordance with the product manufacturer'sifecommendations.
Demolition and removal of materials shall be as required to supportd¢he work.

Shop Drawings And Samples
2. The following shall be submitted:

a.
b.
c.

d.

Quality Assurance

Complete bill of materials.

Drawings indicating the locations of all pull boxe§ with stationinumbers.

Catalog data on all testing devices proposed forduse plus certifications of accuracy,
calibration, and traceability to standards of the National Institute for Standards and Testing.
Cable pulling calculations for all conduitsruns. Indicate“en'the submittal any additional pull
boxes that are required, including station number and a written description, of the location.
A cable pulling and splicing work plan shalllbe_submitted a minimum of 45 days prior to the
planned initiation of cable pulling. The pulling“plah and pull tension calculations may be
prepared by using a softwaregpregram such as Pull-Planner 2000 by American Polywater
Corporation. The cable pulling and‘splicing,work plan must be approved a minimum of 15
days prior to pulling cable. Work planishall include the following:

1) Pull tension calculations

2) Calculated afmount offlubrication required

3) Detailed description of pullfoperation methods for all conduit runs

3. All work described in this segction shall meet or exceed the applicable provisions of the following
documents;
a. ANSI 'C8.471983, American National Standard for Polyolefin Insulated Thermoplastic

Jacketed“‘Cemmunication Cables.

b. ElA-455 (addendum 1 through 5) Standard Test Procedures for Fiber Optics, Cables,
Transducers, Connecting and Terminating Devices.
C. EIA-455-27A, Method of Measuring (Uncoated) Diameter of Optical Waveguide Fibers.
d. EIA-455-28A, Method For Measuring Tensile Failure Point of Optical Waveguide Fibers.
e. ElA-4565-34, Interconnection Device Insertion Loss Test.
f. ElA-455-89, Fiber Optic Cable Jacket Elongation and Tensile Strength.
Warranty
4, The Contractor shall provide an unconditional warranty on all installed cable for a minimum period
of two (2) years.
PRODUCTS
Materials
5. Fiber Optic Cable - 24 strand
a. Cable type: Outdoor Plant Stranded Loose-Tube, Gel-Filled Fiber Optic Cable, Corning
Altos 024RW4-14101A20 or Lucent Lightpack 7D1X-024-BXD.
b. Number of fibers: 24 fibers.
C. Buffer Tubes: All optical fibers shall be placed inside a loose buffer tube. The optical cable

June 2021

shall contain three buffer tubes, numbered 1, 2, and 3. The tubes shall be color coded
according to the table below:
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Buffer Tube Number

Buffer Tube Color

1

Blue

2

Orange

3

Green

d.

0.
6. Fiber
a.

o
c.

Each buffer tube shall contain 8 singlemode fibers. Each fiber shall be nhumbered and
distinguishable by means of the color coding established in the main body of the
specification.

The colors of the individual fibers shall be stable across the specified storage and
operating temperature range and not subject to fading or smearing onto each other or into
the gel filling material. Colors shall not cause fibers to stick together.

The fibers shall not adhere to the inside walls of the loose buffer tube. Buffer tubes shall be
kink resistant within the specified minimum bend radius.

Filler may be included in the cable core composition to lefid symmetry foythe cable cross-
section where needed.

A central anti-buckling member shall be included into the“cable to prevent buckling of the
cable. The anti-buckling member shall be composed of a glassieinférced plastic rod.

Each buffer tube shall be filled with a non-hygreseepic, non-nutritive to fungus, electrically
non-conductive, homogenous gel. The gel shall be free from dirt and foreign matter. The
gel shall be readily removable with conventional noatoxic solvents.

Buffer tubes shall be stranded around a centralfmember‘using the reverse oscillation, or
"S-Z", stranding process.

The cable core shall contain a water-blocking material. The water blocking material shall
be non-nutritive to fungus, electrically non-conductive and homogenous. It shall also be
free from dirt and foreign matiter and shall be readily removable with conventional nontoxic
solvents.

Binders shall be applied‘with sufficient'tension to secure the buffer tubes to the member
without crushing the buffer tubes. The binders shall be non-hygroscopic, non-wicking and
dialectic with low shrinkage.

Tensile strengthfshall be prouided by a combination of high tensile strength dielectric
yarns. The high tensile strengthdielectric yarns shall be helically stranded evenly around
the cable core.

The all-dielectric'eable shall be sheathed with medium density polyethylene (MDPE). The
minimumghominal jacket thickness shall be 1.4 mm. Jacketing material shall be applied
dirgetly overithe tensile strength members and water blocking material. The jacket or
sheath shall be\free of holes, splits, and blisters. The cable jacket shall contain no metallic
elements and shall be of a consistent thickness.

Thecable shall contain at least one ripcord under the sheath for easy sheath removal.

Optic Cable-'36 Strand

Cable type: Outdoor Plant Stranded Loose-Tube, Gel-Filled Fiber Optic Cable, Corning
Alios 036RW4-14101A20 or Lucent Lightpack 7D1X-036-BXD.

Number of fibers: 36 fibers.

Buffer Tubes: All optical fibers shall be placed inside a loose buffer tube. The optical cable
shall contain three buffer tubes, numbered 1, 2, and 3. The tubes shall be color coded
according to the table below:

Buffer Tube Number Buffer Tube Color

1 Blue

2 Orange

3 Green

d. Each buffer tube shall contain 12 single mode fibers. Each fiber shall be numbered and

Loose-Tube Gel-Filled Fiber Optic Cables

distinguishable by means of the color coding established in the main body of the
specification.
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0.

The colors of the individual fibers shall be stable across the specified storage and
operating temperature range and not subject to fading or smearing onto each other or into
the gel filling material. Colors shall not cause fibers to stick together.

The fibers shall not adhere to the inside walls of the loose buffer tube. Buffer tubes shall be
kink resistant within the specified minimum bend radius.

Filler may be included in the cable core composition to lend symmetry to the cable cross-
section where needed.

A central anti-buckling member shall be included into the cable to prevent buckling of the
cable. The anti-buckling member shall be composed of a glass reinferced plastic rod.

Each buffer tube shall be filled with a non-hygroscopic, non-nutfitive to fungus, electrically
non-conductive, homogenous gel. The gel shall be free from dirt and foreign matter. The
gel shall be readily removable with conventional nontoxic solvents.

Buffer tubes shall be stranded around a central memberusing the reverse oscillation, or
"S-Z", stranding process.

The cable core shall contain a water-blocking material: \The water blocking material shall
be non-nutritive to fungus, electrically non-conductive andihomogenous. It shall also be
free from dirt arid foreign matter and shall be readilyseémovable with conventional nontoxic
solvents.

Binders shall be applied with sufficient tension to secutefthe buffer tubes to the member
without crushing the buffer tubes. Thé binders shall be hon-hygroscopic, non-wicking and
dialectic with low shrinkage.

Tensile strength shall be provided by @ combination of high tensile strength dielectric
yarns. The high tensile strength.dielectric yarns shall be helically stranded evenly around
the cable core.

The all-dielectric cable shall be sheathed with medium density polyethylene (MDPE). The
minimum nominal jacket\thickness shall be 1.4 mm. Jacketing material shall be applied
directly over the tensile strength members and water blocking material. The jacket or
sheath shall be free of holes;splits;"and blisters. The cable jacket shall contain no metallic
elements and shall be6fa consistent thickness.

The cable shall contain at least one ripcord under the sheath for easy sheath removal.

Fan-Out Termination for Loese Tube Cables

a.

b.

Individ@al fibers withindthe loose tube cable require handling protection inside the
termination cabinets. Fan-out kits shall be installed in the patch panel enclosures to
transition the loose tube fibers to ruggedized tight-buffered fiber pigtail cables. Fan-out
tubes or furcation kits shall not be used. Optical fusion splices shall connect the loose tube
fibers, to the tight-buffered pigtail cables. The optical splice loss shall comply with the
specifications for optical splices. Splice protection sleeves shall be employed on all splices
to protect the splices. A wall-mountable splice center shall house the splices and serve to
fully protect excess lengths of loose tube fibers from exposure.

Ehe'tight-buffered pigtails shall be terminated with ST connectors as specified.

Fan-out Pigtail Cable Specifications

a.

Singlemode fiber (Corning SMF-28) shall be used in the pigtails. Optical characteristics
shall comply with the optical fiber performance specifications.

Buffer material

Thermoplastic

Buffer O.D. 900 um
Strength Member Kevlar
Jacket Material PVC

Jacket O.D. 3.0 mm
Temperature Range -20t0 +70 C

Fiber Optic Termination Patch Panels:

a.

Where shown on the plans or in the Appendix, the fiber optic cable shall terminate inside a
communications cabinet on a termmatlon patch panel. All fiber sub-cables within the cable
shall be terminated with "ST™ compatible" connectors. The patch panel shall have a 24-
fiber capacity, and shall facilitate fiber-optic cable cross-connection between outside plant

Loose-Tube Gel-Filled Fiber Optic Cables
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cables and opto-electronic interface equipment cabling. The patch panel shall contain
"ST™ type bayonet couplings. All unused couplings shall have protective dust covers.
Factory-terminated, tight-buffered, aramid-reinforced fiber optic jumper assemblies or
interconnect cables, standard 3.0-mm O.D., shall connect the optical cable terminations to
the patch panel couplings.

The termination panel shall be equipped with a suitable means for routing and securing of
cables and shall provide a suitable means of protection for the mounted fiber connectors,
to prevent damage to fibers arid connectors during all regular operation and maintenance
functions. Bend diameters on cable fibers and jumpers must be greater thamgfeur (4) inches
at all times to ensure optical and mechanical integrity of the optical fibers,

10.  Optical Connectors

a.

All connectors shall be field-installable and perfectly matched o theycable used. The
connectors shall provide tight fitting termination, to the cladding andybuffericoating. Epoxy-
based or "hot melt " adhesives shall be used to bond the fiberand buffer tothe" connector
ferrule and body prior to polishing the end face. No dry-terminationhor "quick crimp"
connectors are allowed.

After termination with connectors, the fiber ends must e visually inspected at a
magnification of not less than 100 power to check for cracks er pitsfin the end face of the
fiber. If any irregularities found cannot be removed, by further polishing, the entire process
must be redone by cutting off and disposing the connector body.

Connectors shall have a maximum allowable connection loss of 0.3 dB per mated pair, as
measured per EIA-455-34. No index-matchingdgel™is'torbe used, dry interfaces only.
Singlemode connectors shall be capable of field installation on 9/125 micron fibers with
900 micron buffers (OD).

Each connector shall be of the industry ‘'standard ST type compatible, designed for
singlemode tolerances, and shall meet or exceed the applicable provisions of EIA-455-5,
455-2A, and 455-34, and shall be‘capable of 100 repeated matings with a maximum loss
increase of 0.1 dB. Connectors shallmin€orporate a key-way design and shall have a
zirconia ceramic ferrule.yConnector bodies and couplings shall be made of corrosion-
resistant and oxidation-resistant materials, such as nickel plated zinc, designed to operate
in humid environments withoutidegradation of surface finishes.

11.  Splice Closures:

a.

b.
c.

EXECUTION

Splice closyresishall be of the re-enterable type, with an external moisture-proof shell,
inner clostire andiéncapsulant.

Closure shall have removable interior splice trays.

Closures shall be Corning Cable Systems (Siecor) type SCN or equal.

Fiber Optiei€able Installation
12. " General:

a.

The Contractor shall determine a suitable cable installation method to ensure that all cable
installation requirements shall be met in all conduit sections. All work shall be carried out in
accordance and consistent with the highest standards of quality and craftsmanship in the
communication industry with regard to the electrical and mechanical integrity of the
connections; the finished appearance of the installation; as well as the accuracy and
completeness of the documentation.

The Contractor shall make a physical survey of the project site for the purpose of
establishing the exact cable routing and cutting lengths prior to the commencement of any
work or committing any materials.

The cable shall be carefully inspected for jacket defects as it is removed from the reel. If
defects are noticed, the pulling operation shall be terminated immediately and the the
Owner notified.

Loose-Tube Gel-Filled Fiber Optic Cables June 2021
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13.

14.

15.

16.

17.

18.

19.
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d. Precautions shall be taken during installation to prevent the cable from being kinked or
crushed. Crushed or kinked cable shall be replaced with new cable. As the cable is pulled
into the conduit system, it shall be sufficiently lubricated with a lubricant that shall be the
water-based type and approved by the cable manufacturer. Lubricant shall be applied at a
rate to provide a continuous 10-mil coating, as recommended by the manufacturer.
Lubricant shall be Polywater F® manufactured by American Polywater, or approved

equivalent.

e. The mechanical stress placed upon the cable during installation shall not be such that the
cable is twisted and stretched or exceeds manufacturer's specifications.

f. The pulling of the cable shall be hand assisted at each handhgale or pulleox. When pulling

through intermediate pullboxes, the cable shall be placed on the ground near the pullbox
and care taken to prevent damage by vehicles or other, objects. The cable shall not be
crushed, kinked or forced around a sharp corner. A minimum of 3 foot slack shall be left in
each pullbox and enough left at each end of the cableto allowlproperieable termination.
Fiber optic cables shall be installed in continuous lengthsfwithout intermediate splices throughout
the project. Cable installation personnel shall be familiar with’théimanufacturer's recommended
procedures including, but not limited to the following:
a. Proper attachment to the cable strength elements for pullingdduring installation. Depending
on cable design, this will involve direet, attachmenttd internal strength members or
attaching an external "Kellums" or split mesh\grip using a’600 Ib breakaway swivel.

b. Cable tensile limitations and tension'monitoring procedures.
C. Cable bending radius limitations.
d Cable twisting limitations.

The Contractor shall comply withdthe cable,manufacturer's recommended installation procedures
at all times. Cable installation procedures shall conform to Belcore guidelines.

To accommodate long continugus installation lengths, bi-directional "center pull" techniques for
pulling of the fiber optic cable is aceeptableand shall be implemented as follows:

a. From the midpaint, pull, the“fiberfoptic cable into the conduit from the shipping reel in
accordance with the manufacturer's specifications.

b. When this portion‘ofithe pull is complete, the remainder of the cable must be removed from
the reel to, make the'inside end available for pulling in the opposite direction.

C. This isfaccomplished byphand pulling the cable from the reel and laying into large "figure
eight™loeps on the ground.

d. The purpaese of the figure eight pattern is to avoid cable tangling and kinking.

e. The loops shall be laid carefully one upon the other (to prevent subsequent tangling) and
shallhbe in a protected area.

fi The inside reel end of the cable is then available for installation.

g- In some cases, it may be necessary to set up a winch at an intermediate cable vault.

ht The required length of cable shall be pulled to that point, and brought out of the cable vault

and'coiled into a figure eight.
i The figure eight is then turned over to gain access to the free cable end. This can then be
reinserted into the duct system for installation into the next section.
At pullboxes, the Contractor shall provide 30 feet of cable slack. The fiber optic cable shall be
coiled and secured with cable ties in the pullbox. The Contractor shall ensure that the minimum
bending radius of the fiber optic cable is not compromised when preparing this stored cable slack.
The pulling eye/sheath termination hardware on the fiber optic cables shall not be pulled over any
sheave blocks.
When power equipment is used to install fiber optic cabling, the pulling speed shall not exceed 30
meters per minute. The pulling tension, bending radius and twist limitation for fiber optic cable
shall not be exceeded under any circumstances.
Large diameter wheels, pulling sheaves, and cable guides shall be used to maintain the
appropriate bending radius. Tension monitoring shall be accomplished using commercial
dynamometers or loadcell instruments.
a. All pulls shall be documented by a graph which is annotated with the following information:
1) Reel number
2) Station from and station to

Loose-Tube Gel-Filled Fiber Optic Cables
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3) Date and tune
4) Explanations of abnormalities in readings or interruptions
5) Sign-off by Contractor and the Owner

b. Under no conditions shall the FOC be left exposed or unattended.

20. Repairs: Repair of cable jacket will not be permitted. Jacket damage will require removal and re-
installation of a new cable run at the Contractor's expense.
21.  Splicing:

a. Splicing of fiber optic cable shall not be permitted except in emergency conditions or as
specified on the plans or in the special conditions for a specified project. Eiber optic cable
runs and required looping of the cable shall be provided in one continGious length. When
splicing is authorized by the the Owner, splicing shall be by trained, authorized persons
only. Any allowed splicing of fiber optic cable shall be by fusion splice‘@nly, no mechanical
splices are permitted.

b. All fusion splicing equipment shall be in good working order, properly calibrated, and
meeting all industry standards and safety regulations.” Cable preparation, closure
installation and splicing shall be accomplished in accordance with*aecepted and approved
industry standards.

C. Spices shall be made in pullboxes and shall use re-enterablesplice glosures.

d. The average splice loss shall be 0.1 dB or less,per splice.“The average splice loss is
defined as the summation of the loss as measured in both directions using an optical time
domain reflectometer (OTDR) through the f@sion splice, divided by two. No individual splice
loss measured in a single direction shall exceed 9:15dB.

e. Upon completion of the splicing operatien, all'waste material shall be deposited in suitable
containers, removed from the jobite, arididispased of in an environmentally acceptable
manner.

22. After the cables are installed and spliced, they shall be racked and all conduits sealed. A
minimum of 30 feet of FOC shalldbe stored at each end of one splice. Racking shall conform to

the following:

a. Cables shall be loosely'secured'in racked position with Ty-Raps or equal.

b. Imprinted plastic coated cloth identification/warning tags shall be securely attached to the
cables in at leasttwo locations in each handhole. Tags shall be by Brady or Thomas &
Betts.

C. All coiled cableyshall be suitably protected to prevent damage to the cable and fibers.

Racking shall include securing cables to brackets and racking hardware that extend from
the sidewalls of the'handhole.

d. When all cables at each handhole are securely racked, unused conduits and void areas
around conduiticontaining cables shall be sealed.

Cable Protection'Buringinstallation

23. All fibenopticicable shall be pulled in conduit except as specified on the plans. Care shall be
exercised during cable pulls through conduit bends and looping in pull boxes.

24. “lo reduce the possibility of damage to the outer jacket of the fiber optic cable, protective
measures shall be used when the cable is installed. The requirements herein shall be followed,
buttdoes not limit the installation to only those identified. The purpose of the installation
specifications is to ensure protection, of the fiber optic cable when it is installed. Other protective
measures not specified herein may be taken during installation if it will ensure protection of the
cable.

25. A cable feeder guide shall be used between the cable reel and the face of the duct and conduit to
protect the cable and guide it off the reel and into the duct. The cable shall be carefully inspected
for jacket defects as it is removed from the reel. If defects are noticed, the pulling operation shall
be terminated immediately and the the Owner notified.

26. Precautions shall be taken during installation to prevent the cable from being kinked, crushed or
twisted. A pulling eye shall be attached to the cable end and be used to pull the cable through the
duct and conduit system. As the cable is pulled off the reel and into the cable feeder guide, it shall

Loose-Tube Gel-Filled Fiber Optic Cables June 2021
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27.

28.

29.

30.

be sufficiently lubricated with a lubricant that shall be of the water based type and approved by
the cable manufacturer.

Dynamometers or break away pulling swings shall be used to ensure the pulling line tension does
not exceed the installation tension values specified by the cable manufacturer. The mechanical
stress placed upon the cable during installation shall not be such that the cable is twisted and
stretched. Maximum allowable cable strain during installation shall be less than 0.75%.

The pulling of the cable shall be hand assisted at each handhole or pullbox. The cable shall not
be crushed, kinked or forced around a sharp corner. Sufficient slack shall be left at each end of
the cable to allow proper cable termination.

The cable shall be looped in all pull boxes as noted on the plans to grovide“@approximately thirty
(30) feet of extra cable in the pull box. At termination points, such as at cabinetsior computers, a
thirty (30) foot loop shall also be provided wherever space permits.

Cable Marking: At each pullbox and at each cabinet, the cable shall be visibly marked with yellow
warning tape as follows:

"CAUTION - FIBER OPTIC CABLE"

Fiber Optic Cable Testing

June 2021

31.

32.

33.

34.

General: The Contractor shall perform pre-installation and pgst-installation FOC tests. The the
Owner shall be notified a minimum of 10 days injadvance so that these tests are witnessed. All
test equipment shall be traceable to NIST#standards.

Test equipment: The Contractor, shall use, thé followifig to perform pre-installation and post-

installation FOC tests:

a. Optical time domain reflegtometer (OTDR). The OTDR shall be laser precision, ALT Inc.
MODEL 5200 LRFL, or equal.

Pre-installation tests

a. The purpose of these tests is to perform acceptance tests on the cable prior to installation
to verify that theable conformsyto'the manufacturer's specifications, and is free of defects,
breaks and damages by transportation and manufacturing processes.

b. Prior to removal ofy€ach cable from the delivery reel, all optical fibers within the cables
shall be gested by the Contractor using an OTDR. The OTDR tests shall consist of end-to-
end lefgth and fiber attenuation (dB/km) measurements to ensure proper performance of
thedibenoptic cable. The tests shall be performed from both ends of each fiber to ensure
completefiber continuity within the cable structure.

C. Pre-installation, "on-reel" test results shall be compared with the manufacturer's test report
delivered withvthe cable. Gross dissimilarities shall be noted and remedied between the
Contractor and manufacturer. In all cases, all fibers must meet the optical attenuation
specifications prior to cable installation.

d. The Gontractor shall perform tests on all reels of cable. The the Owner shall be notified a
minimum of 15 days prior to any test.
e. The Contractor shall document each test and submit the report to the the Owner for review.

Documentation shall consist of both hard copy and 3-1/2 inch electronic disk complete with
all application software.

f. Cable shall not be installed until the the Owner has reviewed the test report.

g. Maximum allowable attenuation is 0.5 dB/km at 1310 and 1550 nm.

Post-installation tests: After FOC has been installed the following tests shall be performed:

a. A recording OTDR shall be used to test for end-to-end continuity and attenuation of each
optical fiber. The OTDR shall be equipped with a 1310 nm and 1550 nm light source for the
single mode fiber (SMF). The OTDR shall have an X-Y plotter to provide a hard copy
record of each trace of each fiber; The OTDR shall be equipped with sufficient internal
masking to allow the entire cable section to be tested. This may be achieved by using an
optical fiber pigtail of 30 feet or more to display the required cable section.

b. The OTDR shall be calibrated for the correct index of refraction to provide proper length
measurement for the known length of reference fiber.

Loose-Tube Gel-Filled Fiber Optic Cables
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C. A transmission test shall be performed with the use of a 1310 and 1550 nm stabilized light
sources and 1310 nm/1550 nm power meters for SMF. This test shall be conducted in both
directions on each fiber of each cable.

d. Hard and electronic copy of test documentation shall be submitted to the the Owner. The
documentation shall include the trace plot, index, dB/km loss, cable length, date and time
of test, wavelength, pulse width, the test site, cable ID, fiber number and type, and
operator's initials. The Contractor shall compare the pre-installation test results to the post-
installation results. If a deviation of greater than one dB occurs, the the Owner shall be
notified in writing by the Contractor, and the cable shall be removed andgreplaced at no
additional cost to the Owner.

e. Upon completion of the previous tests all FOC coils shall be secured with ends Gapped to
prevent intrusion of dirt and water.

35. Required OTDR Trace Information:

a. All traces shall display the entire length of cable under test, highlighting any.lecalized loss
discontinuities (installation-induced losses and/or connectof losses). The trace shall display
fiber length (in kilofeet), fiber loss (dB), and averagé fiber attenuation” (in dB/km) as
measured between two markers placed as near to the opposite ends)of the fiber under test
as is possible while still allowing an accurate reading. Care shall bé taken to ensure that
the markers are placed in the linear region of thegtrace: away from the front-end response
and far-end Fresnel reflection spike. Time ayéraging shall be used to improve the display
signal to noise ratio. The pulse width of ghe OTDR shall be set to a sufficient width to
provide adequate injected power to measure the éntire‘length the fiber under test.

b. If connectors exist in the cable undergest, then two traces shall be recorded. One trace
shall record the fiber loss (dB) Aand average “attenuation (dB/km) of the entire cable
segment under test, including connectors. The,second trace shall display a magnified view
of the connector regions, revealing\the connector losses (dB). All connector losses shall be
measured using the 5-poiniésplice 1oss measudrement technique.

C. The OTDR trace shall also'include thefellowing information:

1) The date and time of theftest

2) The cable ID number

3) The cablegegment ID"aumber

4) The fibgf color or sub-cable number

5) Launeh point connector number

6) The'opticalwavelength used for the test
7) The refractive index setting of the OTDR
8) The'puise widthisetting of the OTDR

9) The avetaging interval of the test

END OF SECTION 2744 1900
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SECTION 27 51 43 00 - EDUCATIONAL INTERCOMMUNICATIONS AND PROGRAM SYSTEMS

1.1 GENERAL

A. Description Of Work
1. This specification covers the furnishing and installation of materials for educational
intercommunications and program systems. Products shall be as followsger, as directed by the
Owner. Installation procedures shall be in accordance with tHe produet manufacturer’s
recommendations. Demolition and removal of materials shall be asfrequired to support the work.

B. Summary
1. Section Includes: Manually switched intercommunications), Microprocessor-switched

intercommunications, Microprocessor-switched telephone/intercommunications and program
systems with the following components:

Master stations.

Call control console.

Speaker-microphone stations.

Call-switch unit.

All-call amplifier.

Intercommunication amplifier.

Paging amplifier.

Loudspeakers/speaker migrophones:

Conductors and cables.

Raceways.

TTSQ e o0 T

C. Submittals
1. Product Data: For eachitypefof product indicated.
2. Shop Drawings: For educational intercommunications and program systems. Include plans,
elevations, segtions, detailsjand attachments to other work.
a. Wiring Diagrams: For pewer, signal, and control wiring.
1) Identify terminals to facilitate installation, operation, and maintenance.
2) Single-line diagram showing interconnection of components.
3) Cabling,diagram showing cable routing.
3. Field quality-control reports.
4. Operation and maintenance data.

D. Quality Assurance

1. InstallerQualifications: Manufacturer's authorized representative who is trained and approved for
installation of units required for this Project.
2. Electrical Components, Devices, and Accessories: Listed and labeled as defined in NFPA 70, by

a qualified testing agency, and marked for location and application.
3. Comply with NFPA 70.

1.2 PRODUCTS
A. Functional Description Of Manually Switched Systems
1. Master Station:
a. Communicating selectively with other master and speaker-microphone stations by
actuating selector switches.
b. Communicating simultaneously with all other stations by actuating a single all-call switch.
C. Communicating with individual stations in privacy.
d. Including other master-station connections in a multiple-station conference call.
June 2021 Educational Intercommunications and Program Systems
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e.

f.

Accessing separate paging speakers or groups of paging speakers by actuating selector
switches.
Overriding any conversation by a designated master station.

2. Speaker-Microphone Station:

a. Having privacy from remote monitoring without a warning tone signal at monitored station.
Designated speaker-microphone stations have a privacy switch to prevent another station
from listening and to permit incoming calls.

b Communicating hands free.

C. Calling master station by actuating call switch.

d. Returning a busy signal to indicate that station is already in use.

e. Being free of noise and distortion during operation and when in standby mode.

3. Speakers: Free of noise and distortion during operation and when in standby‘mode.
B. Functional Description Of Microprocessor-Switched Systems
1. Master Station:

a. Communicating selectively with other master and speaker-microphone stations by dialing
station's number on a 12-digit keypad.

b. Communicating with individual stations in privacy.

C. Communicating on a minimum of three voicegehannels withiup to two simultaneous
conversations between master stations andgone conversation between a master station
and a speaker-microphone station.

d. Increasing the number of conversation channels by“adding a module in central-control
cabinet.

e. Including up to three other station gonnections in‘axconference call.

f. Accessing separate paging speakers or groups of‘paging speakers by dialing designated
numbers on a 12-digit keypad.

g. Overriding any conversation by a designated/master station.

h. Displaying selected station.

i. Communicating simultaneously with all other stations by dialing a designated number on a
12-digit keypad.

j- Automatically controlling gainite. ensure constant intercom speech level.

k. Controlling the' simultaneous distribution of program material to various combinations of
speaker-mierophone stations or groups over two program channels by using keypad to
control sources and, distribute programs.

l. Operating, and correcting secondary clocks and controlling class-change signals to
speakers and\bells by‘using keypad.

m. User-programmable features include the following:

1) Station calling by room number.

2) Room station call-in priority levels.

3) Clock’'signal schedule functions.

4) Schedule characteristics of audible signals.

5) Call-in tone characteristic.

6) Precedence among master stations as destinations for incoming calls from room
stations.

7) Grouping of rooms and speakers into zones for paging and program distribution
purposes.

2. Speaker-Microphone Station:

a. Having privacy from remote monitoring without a warning tone signal at monitored station.
Designated speaker-microphone stations have a privacy switch to prevent another station
from listening and to permit incoming calls.

b. Communicating hands free.

C. Calling master station by actuating call switch.

d. Returning a busy signal to indicate that station is already in use.

3. Speakers: Free of noise and distortion during operation and when in standby mode.
Educational Intercommunications and Program Systems June 2021
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C. Functional Description Of Telephone/Intercommunication Systems
1. Integrated central system with the following:

a.

June 2021

Direct-dial, full duplex private telephone communications between all locations equipped

with telephones. Call initiation among master stations and between master and remote

stations by dialing station's number on a 12-digit keypad.

16 channels for unrestricted simultaneous communications.

Initial system operation with <Insert number> master and remote stations, expandable to

360 stations.

Direct-dial, two-way amplified voice intercommunication betweensmaster telephones and

remote stations without use of press-to-talk or talk-listen switches.

Automatic queuing for intercommunication channels, with autématic call waiting.

Call transfer among master stations.

Display of selected station and answering calling stationtby pressing afsingle "response

button."

Simultaneous communication with other stations on< systemaby dialing a designated

number on a 12-digit keypad.

Automatic gain control to ensure constant intercomspéech leyvel.

Simultaneous distribution of emergency announcements 40 all locations equipped with

speakers by dialing a predetermined code;number.

User-selectable facility for providing sélectedtelephones with dial tone.

User-selectable facility for permitting linkage of selected stations to media retrieval center

and for permitting on- and off-premise, computerlinkage.

Assignment of speaker locations, within any one or more of eight zones for zone paging or

time signal reception.

Digital readout displays an which up to three incoming calls are displayed with additional

calls stored for subsequent display.

Off-site diagnosticsdhroughia serial data port on central-control station.

Control of simultaneous distributien"of program material to various combinations of remote

stations or grodps, by using keypad to control sources and distribute programs.

Operation and corréction of secondary clocks and control of class-change signals to

speakersgand bells bylusing keypad.

User-ptogrammable features include the following:

1) Station calling by room number.

2) Room station call-in priority levels.

3) Clock signal schedule functions.

4) Schedule characteristics of audible signals.

5) Call-in tone characteristic.

6) Precedence among master stations as destinations for incoming calls from room
stations.

7) Grouping rooms and speakers into zones for paging and program distribution
purposes.

Telephone interconnect features include the following:

1) Direct connection to central office trunk lines with initial system wiring for <Insert
number> trunk lines.

2) Routing of outside trunk lines for "attendant answer incoming" and "direct inward
line" functions.

3) Station programming for access to outside trunk lines to be any of the following:
a) Totally unrestricted access.
b) Restricted access.
c) No access.

4) System programming to allow or disallow local prefixes, and to authorize access for
as many as three area codes.

5) Discriminating ringing for identifying internal and outside calls.

6) Circular hunting for outside trunks to prevent excess usage of any one trunk.

7) Direct connection of a single trunk to designated telephone with transfer to attendant
if unanswered.

Educational Intercommunications and Program Systems
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8) Call parking allowing paged party to remotely pick up outside call from any master
station.
9) Night-answer mode to allow one or all of the following:
a) Incoming call transferred to predetermined extension.
b) Tone transmitted to speakers to notify key personnel to answer telephone.
c) Dial tone to remote stations to allow answering call from all locations.
10)  Call control console to do as follows:
a) Identify, answer, and route incoming outside calls, with reminder and recall
features.
b) Directly access outside trunk lines.
c) Hold, park, and transfer calls.
d) Screen outside calls.

2. Remote Stations:
a. Speaker-Microphone Station:

1) Having privacy from remote monitoring without a warning) tone ‘signal at monitored
station. Designated speaker-microphone stationg have a privacy switch to prevent
another station from listening and to permit incomingealls.

2) Communicating hands free.

3) Calling master station by actuating call switeh.

4) Returning a busy signal to indicate thatétationiis already in use.

3. Speakers: Free of noise and distortion during operation and when in standby mode.

D. General Requirements For Equipment And Materials

1. Coordinate features and select compongnts to form amiintegrated system. Match components
and interconnections for optimum performance of specified functions.

2. Expansion Capability: Increase number of stations in the future by 25 percent above those
indicated without adding any internal or external components or main trunk cable conductors.

3. Equipment: Modular type using solid.state“éamponents, fully rated for continuous duty unless
otherwise indicated. Select equipment for normal operation on input power usually supplied at
110 to 130 V, 60 Hz. Comply withhiUL 813.

4. Weather-Resistant Equipment: Listed and labeled by an NRTL for duty outdoors or in damp

locations.

E. Master Station For Manually Switched Systems

1. Station-Selecter,and Talk=Listen Switches: Heavy-duty type with gold-plated contacts rated for
five millionfoperations.

2. Volume Control: Regulates incoming-call volume.

3. LED Annunciation: ldentifies calling stations and stations in use. LED remains on until call is
answered.

4, Tone Annunciation:” Momentary audible tone signal announces incoming calls.

5. Speaker'Microphone: Transmits and receives calls.

a. Minimum Speaker Sensitivity: 91 dB at one meter, with 1-W input.

6. Handset with Hook Switch: Telephone type with 18-inch- (450-mm-) long, permanently coiled
cord)Arrange to disconnect speaker when handset is lifted.

7. Central-Equipment Cabinet: Comply with TIA/EIA-310-D. Lockable, ventilated metal cabinet
houses terminal strips, power supplies, amplifiers, system volume control, and auxiliary
equipment.

F. Master Station For Microprocessor-Switched Systems

1. 12-Digit Keypad Selector: Transmits calls to other stations and initiates commands for
programming and operation.

2. Volume Control: Regulates incoming-call volume.

3. Tone Annunciation: Momentary audible tone signal announces incoming calls.

4, Lamp Annunciation: Identifies calling stations and stations in use. Lamp remains on until call is
answered.

Educational Intercommunications and Program Systems June 2021
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Speaker Microphone: Transmits intercom voice signals when used via a voice-operated switch.
a. Minimum Speaker Sensitivity: 91 dB at one meter, with 1-W input.

Link Button: To transfer calls.

Reset Control: Cancels call and resets system for next call.

Digital Display: 16-digit alphanumeric LCD readout to register up to four three-digit station
numbers.

Central-Equipment Cabinet: Comply with TIA/EIA-310-D. Lockable, ventilated metal cabinet
houses terminal strips, power supplies, amplifiers, system volume control, and other switching
and control devices required for conversation channels and control functions.

G. Call Control Console

1.

2.

»

©ooNOO

Microprocessor-based instrument to process outside and internal calls with al 12-digit keypad
selector.
20-character alphanumeric display for the following:

a. Simultaneous display of up to three calling stationsfplusiast station dialed.

b. Display of calls in order received with emergency calls takingyprecedence on the display.
C. Review of calls stored in groups of four.

d. Display of prompt messages to assist in system operation.

Programmable Keys: Minimum of 20 with LEDBgindicators for tinging/busy status; programmable
for trunk and operator functions.

Transfer Button: Calls to busy extensions and gnanswered calls automatically returned to call
control console.

Hold Button: With reminder feature_every 30'seconds for parked calls or calls placed on hold.
Release Button: For use with parked callster calls placed on hold.

Page Button: For engaging sysiem pagingfunctions.

Programmable for night answer, remote answer, and remote pickup features.

Programmable for distribdtion of ).emergency announcements, all-page announcements, zone-
page announcements,and emergency/evacuation alert.

Central-Control CabinetEquipment: Central switching equipment, central office adapter module,
line link modules, power Supplies, chassis adapters, and other switching and control devices
required for trumk and internal,conversation channels and control functions.

H. Speaker-MicrophonesStations

1.

2.
3.
4

No Qg

Mounting? Flushiunless otherwise indicated, and suitable for mounting conditions indicated.
Faceplate: Stainless steel or anodized aluminum with tamperproof mounting screws.

Back Box: "lwo-gang galvanized steel with 2-1/2-inch (64-mm) minimum depth.

Speaker: Minimum axial sensitivity shall be 91 dB at one meter, with 1-W input. Voice coil shall
be not less than 3 inches (76 mm), 2.3 oz. (65 g) minimum; permanent magnet.

Tone Annungiation: Recurring momentary tone indicates incoming calls.

Call"Switeh: Mount on faceplate. Permits calls to master station.

Privacy Switch: Mount on faceplate. When in on position, switch prevents transmission of sound
fromyremote station to system; when in off position, without further switch manipulation, response
can be made to incoming calls.

l. Call-Switch Unit

Sl

Enclosure: Single-gang box with stainless-steel faceplate.

Call Switch: Momentary contact signals system that a call has been placed.

Privacy Switch: Prevents transmission of sound signals from station to system.

Volume Control: Operated by screwdriver blade through a hole in faceplate to adjust output level
of associated speaker.

J. All-Call Amplifier

1.

June 2021

Output Power: 70-V balanced line. 80 percent of the sum of wattage settings of connected for
each station and speaker connected in all-call mode of operation, plus an allowance for future
stations.
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2. Total Harmonic Distortion: Less than 5 percent at rated output power with load equivalent to
quantity of stations connected in all-call mode of operation.

3. Minimum Signal-to-Noise Ratio: 60 dB, at rated output.

4. Frequency Response: Within plus or minus 2 dB from 50 to 12,000 Hz.

5. Output Regulation: Maintains output level within 2 dB from full to no load.

6. Input Sensitivity: Compatible with master stations and central equipment so amplifier delivers full-
rated output with sound-pressure level of less than 10 dynes/sq. cm impinging on master stations,
speaker microphones, or handset transmitters.

7. Amplifier Protection: Prevents damage from shorted or open output.

K. Intercommunication Amplifier

1. Minimum Output Power: 15 W; adequate for all functions.

2. Total Harmonic Distortion: Less than 5 percent at rated output power withhload eguivalént to one
station connected to output terminals.

3. Minimum Signal-to-Noise Ratio: 50 dB, at rated output.

4. Frequency Response: Within plus or minus 3 dB from 70 to 105000 Hz.

5. Output Regulation: Maintains output level within 2 dB from full tothodoad.

6. Input Sensitivity: Matched to input circuit and to provide full-ratedyoutput” with sound-pressure
level of less than 10 dynes/sq. cm impinging on _mierophones in master stations, speaker
microphones, or handset transmitters.

7. Amplifier Protection: Prevents damage from shoged or open output.

L. Paging Amplifier

1. Input Voltage: 120-V ac, 60 Hz.

2. Frequency Response: Within plus or minus 3 dB fram 60to 10,000 Hz.

3. Minimum Signal-to-Noise Ratio: 60,dB, at rated output.

4, Total Harmonic Distortion: Less than 3 pereent at rated output power from 70 to 12,000 Hz.

5. Output Regulation: Less than 2'dB from fulltemne load.

6. Controls: On-off, input levels, and low-cut filter.

7. Input Sensitivity: Matched to input circuit and to provide full-rated output with sound-pressure
level of less than 10 dynes/sq. cm impinging on speaker microphones or handset transmitters.

8. Amplifier Protection.#Prevents damagefrom shorted or open output.

M. Cone-Type Loudspeakers/Speaker Microphones

1. Minimum AxiakSensitivity:“91 dB at one meter, with 1-W input.

2 Frequency Response: Withinplus or minus 3 dB from 70 to 15,000 Hz.

3. Minimum Dispersion/Angle: 100 degrees.

4 Line Transformer: Maximum insertion loss of 0.5 dB, power rating equal to speaker's, and at
leastifourlevel tapss

5. Enclosures:““Steel housings or back boxes, acoustically dampened, with front face of at least
0:0478-in¢h (1.2-mm) steel and whole assembly rust proofed and factory primed; complete with
mountingiassembly and suitable for surface ceiling, flush ceiling, pendant or wall mounting; with
relief of back pressure.

6. Baffle; For flush speakers, minimum thickness of 0.032-inch (0.8-mm) aluminum brushed to a
satin sheen and lacquered OR with textured white finish, as directed.

7. Vandal-Proof, High-Strength Baffle: For flush OR surface, as directed,-mounted speakers, self-
aging cast aluminum with tensile strength of 44,000 psi (303 MN/sg. m), 0.025-inch (0.65-mm)
minimum thickness; countersunk heat-treated alloy mounting screws; and textured white epoxy
finish.

8. Size: 8 inches (200 mm) with 1-inch (25-mm) voice coil and minimum 5-o0z. (140-g) ceramic

magnet.

N. Horn-Type Loudspeakers/Speaker Microphones

1.

Speakers shall be all-metal, weatherproof construction; complete with universal mounting
brackets.
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Frequency Response: Within plus or minus 3 dB from 275 to 14,000 Hz.

Minimum Power Rating of Driver: 15 W, continuous.

Minimum Dispersion Angle: 110 degrees.

Line Transformer: Maximum insertion loss of 0.5 dB, power rating equal to speaker's, and at
least four level taps.

Conductors And Cables

1. Conductors: Jacketed, twisted pair and twisted multipair, untinned solid copper. Sizes as
recommended by system manufacturer, but no smaller than No. 22 AWG:

2. Insulation: Thermoplastic, not less than 1/32 inch (0.8 mm) thick.

3. Shielding: For speaker-microphone leads and elsewhere where re€@mmendediby manufacturer;
No. 34 AWG, tinned, soft-copper strands formed into a braid or equivalent foil.

a. Minimum Shielding Coverage on Conductors: 60 percent.

4, Plenum Cable: Listed and labeled for plenum installation.

Raceways

1. Educational Intercommunication and Program System Raceways|and Boxes: Comply with
requirements in Division 26 Section "Raceway And Boxes For, Elegtrical Systems".

2. Educational Intercommunication and ProgramSystem Raceways and Boxes: Same as required
for electrical branch circuits specified in Division 26 Section "Raceway And Boxes For Electrical
Systems".

3. Educational Intercommunication and Program System‘Raceways and Boxes: EMT OR ENT OR
RNC OR Optical-fiber/communicatioagraceways and fittings OR Metal wireways OR Nonmetal
wireways OR Surface metal raceways OR Surface nonmetal raceways, as directed.

4. Outlet boxes shall be not less than 2 inches (50" mm) wide, 3 inches (75 mm) high, and 2-1/2
inches (64 mm) deep.

5. Flexible metal conduit is pfohibited:

EXECUTION

Wiring Methods

1.

Wiring Methods, Install cables in raceways and cable trays except within consoles, cabinets,

desks, and counters, and except in accessible ceiling spaces and in gypsum board partitions

wheregunenclosed wiring method may be used, as directed. Conceal raceway and cables

eXcept in‘unfinished spaces.

a. Install plenum cable in environmental air spaces, including plenum ceilings.

b. Comply with requirements for raceways and boxes specified in Division 26 Section
"Raceway And Boxes For Electrical Systems".

\Wiring®Method: Conceal conductors and cables in accessible ceilings, walls, and floors where

possible.

Wiring within Enclosures: Bundle, lace, and train cables to terminal points with no excess and

without exceeding manufacturer's limitations on bending radii. Provide and use lacing bars and

distribution spools.

Installation Of Raceways

1.

2.

Comply with requirements in Division 26 Section "Raceway And Boxes For Electrical Systems"
for installation of conduits and wireways.
Install manufactured conduit sweeps and long-radius elbows whenever possible.

Installation Of Cables

1.
2.

Comply with NECA 1.

General Requirements:

a. Terminate conductors; no cable shall contain unterminated elements. Make terminations
only at outlets and terminals.

Educational Intercommunications and Program Systems
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b. Splices, Taps, and Terminations: Arrange on numbered terminal strips in junction, pull,
and outlet boxes; terminal cabinets; and equipment enclosures. Cables may not be
spliced.

C. Secure and support cables at intervals not exceeding 30 inches (760 mm) and not more
than 6 inches (150 mm) from cabinets, boxes, fittings, outlets, racks, frames, and
terminals.

d. Bundle, lace, and train conductors to terminal points without exceeding manufacturer's
limitations on bending radii. Install lacing bars and distribution spools.

e. Do not install bruised, kinked, scored, deformed, or abraded cable. Dognet,splice cable

between termination, tap, or junction points. Remove and discard cablelif damaged during
installation and replace it with new cable.

f. Cold-Weather Installation: Bring cable to room temperature before dereeling. Heat lamps
shall not be used.
3. Open-Cable Installation:
a. Install cabling with horizontal and vertical cable guides indtelecommunigation spaces with
terminating hardware and interconnection equipment.
b. Suspend speaker cable not in a wireway or pathway a“minimum of 8 inches (200 mm)
above ceiling by cable supports not more than 60 inches (1524, mm)@part.
C. Cable shall not be run through structural membess or be in contact with pipes, ducts, or
other potentially damaging items.
4. Separation of Wires: Separate speaker-microphone, ling-level, speaker-level, and power wiring

runs. Install in separate raceways or, where exposed of in"'saméyenclosure, separate conductors
at least 12 inches (300 mm) apart for speaker mierophones and adjacent parallel power and
telephone wiring. Separate other intercommunicatien equipment conductors as recommended by
equipment manufacturer.

D. Installation
1. Match input and output impedances and signal“levels at signal interfaces. Provide matching
networks where required.
2. Identification of Conductors and¥Cables: Color-code conductors and apply wire and cable

marking tape to designate wires and, cables so they identify media in coordination with system
wiring diagrams.

3. Weatherproof Equipment: For units that are mounted outdoors, in damp locations, or where
exposed to weather, install consistent with requirements of weatherproof rating.

4. Connect wiring,, accordinghto Division 26 Section "Grounding And Bonding For Electrical
Systems";

E. Grounding

1. Gréund cable shields’ and equipment to eliminate shock hazard and to minimize ground loops,
commaen-moderreturns, noise pickup, cross talk, and other impairments.

2. Signal Ground Terminal: Locate at main equipment cabinet. Isolate from power system and
equipment grounding.

3. Install grounding electrodes as specified in Division 26 Section "Grounding And Bonding For

Eleetrical Systems".

F. System Programming
1. Programming: Fully brief the Owner on available programming options. Record the Owner's
decisions and set up initial system program. Prepare a written record of decisions,
implementation methodology, and final results.

G. Field Quality Control
1. Perform tests and inspections.
a. Manufacturer's Field Service: Engage a factory-authorized service representative to
inspect components, assemblies, and equipment installations, including connections, and
to assist in testing.

Educational Intercommunications and Program Systems June 2021
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2. Tests and Inspections:

a.
b.

C.

Schedule tests with at least seven days' advance notice of test performance.

After installing educational intercommunications and program systems and after electrical

circuitry has been energized, test for compliance with requirements.

Operational Test: Test originating station-to-station OR originating station-to-station, all-

call, and page, as directed, messages at each intercommunication station. Verify proper

routing and volume levels and that system is free of noise and distortion. Test each
available message path from each station on system.

Frequency Response Test: Determine frequency responsegggef two transmission

paths, including all-call and paging, as directed, by transmittingfand reeording audio tones.

Minimum acceptable performance is within 3 dB from 150 to 2500 Hz.

Signal-to-Noise Ratio Test: Measure signal-to-noise ratio of‘cemplete system at normal

gain settings as follows:

1) Disconnect speaker microphone and replace it.in the“Circuit'with"a signal generator
using a 1000-Hz signal. Measure signaléto-neise ratioy at paging, as directed,
speakers.

2) Repeat test for three speaker microphones, ené master station microphone, and for
each separately controlled zone of paging loudspeakers.

3) Minimum acceptable ratio is 45 dBs:

Distortion Test: Measure distortion atfnormal gain settings and rated power. Feed signals

at frequencies of 150, 200, 400,49000, and 2500 Hz into each intercom OR intercom,

paging, and all-call amplifier, as directed.”"For€ach frequency, measure distortion in the
paging and all-call amplifier outputs. “Maximum acceptable distortion at any frequency is

5 percent total harmonics.

Acoustic Coverage Test:[ Feed pinkinoise‘into system using octaves centered at 500 and

4000 Hz. Use sound-level meter with octave-band filters to measure level at five locations

in each paging zone. Maximum permissible variation in level is plus or minus 3 dB; in

levels between adjacent zonesypius or minus 5 dB.

Power Output Test: Measure electrical power output of each paging amplifier at normal

gain settings of 180, 1000, and 2500 Hz. Maximum variation in power output at these

frequencies is plus orminus 3 dB.

Signal€Ground Test: “Measure and report ground resistance at system signal ground.

Complyawith testing requirements in Division 26 Section "Grounding And Bonding For

ElectricalSystems".

3. Inspection: Verifythat units and controls are properly labeled and interconnecting wires and
terminalstare identified. Prepare a list of final tap settings of paging and independent room
speaker-line matching transformers.

4, Educational intercommunications and program systems will be considered defective if they do not
pass tests and inspections.
5. Preparegtest and inspection reports.

END OF'SECTION 27 51 43 00
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SECTION 27 53 13 13 - CLOCK AND PROGRAM CONTROL

1.1 GENERAL

A. Description Of Work
1. This specification covers the furnishing and installation of materials for clock and program control.
Products shall be as follows or as directed by the Owner. Installationgprecedures shall be in
accordance with the product manufacturer's recommendations. Pemolitionjyand removal of
materials shall be as required to support the work.

B. Summary

Section Includes:

Master clock and program control unit.

Secondary indicating clocks.

Program signal devices.

Clock circuit power boosters.

Interface with intercom and public-address system.
System wire and cable.

Nooh~wh =

Definitions

1. NIST: The National Institute of Scieneegand Technology.

2. PC: Personal computer.

3. UTC: Universal time coordinaied. The precisely measured time at zero degrees longitude; a
worldwide standard for time,synchronization,

D. Performance Requirements

1. Seismic Performance )Master clock and housing shall withstand the effects of earthquake
motions determined according to ASCE/SEI 7.
2. The term "withstand" means *the unit will remain in place without separation of any parts from the

device when subjected to the“seismic forces specified and the unit will be fully operational after
the seismic event."

E. Submittals

1. Pfoduct Data: For each type of product indicated. Include construction details, material
descriptions; dimensions of individual components and profiles, and finishes (including available
colors) for gach product indicated and describe features and operating sequences, both
automatic and manual.

2. Shop‘Drawings: For clock systems. Include plans, elevations, sections, details, and attachments
to ether work.
a. Wiring Diagrams: For power, signal, and control wiring and correction circuits.

1) Identify terminals and wiring color codes to facilitate installation, operation, and
maintenance.

2) Indicate recommended wire types and sizes, and circuiting arrangements for field-
installed system wiring. Show protection from overcurrent, static discharge, and
voltage surge.

b. Details of seismic restraints including mounting, anchoring, and fastening devices for the
following system components:

1) Surface-mounted and semirecessed secondary indicating clocks.

2) Master clock enclosures OR mounting racks, as directed.

3) Clock circuit power boosters.

C. Details of seismic strengthening of master clock enclosures OR mounting racks, as
directed.

June 2021 Clock And Program Control
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d. Dimensioned Outline Drawings of the Mounting Rack for the Master Clock: Show internal
seismic bracing, and locate center of gravity of fully equipped and assembled unit. Locate
and describe mounting and anchorage provisions.

3. Delegated-Design Submittal: For the master clock and housing indicated to comply with
performance requirements and design criteria, including analysis data signed and sealed by the
qualified professional engineer responsible for their preparation.

a. Detail fabrication and assembly of the master clock and housing.
b. Design Calculations: Calculate requirements for selecting seismic restraints.

4, Seismic Qualification Certificates: For the master clock, accessories, and compenents, from
manufacturer.

5. Field quality-control reports.

6. Operation and maintenance data.

F. Quality Assurance

1. Electrical Components, Devices, and Accessories: Listed and labeledias defined in NFPA 70, by
a qualified testing agency, and marked for intended location and application:

2. Comply with NFPA 70.

1.2 PRODUCTS

A. Master And Secondary Clock System

1.

System Functions and Features:

a. Supply power to remote indicatingfclocks exeeptthese indicated to have correction signals
applied through a data circuit.
b. Maintain correct synchronized time and transmit time-correction signals over dedicated

system wiring from a mastér clockite, any one OR two, as directed, type(s) of secondary

indicating clocks, including the following:

1) Analog Synchroneus Clocks: Correct for minute- and second-hand synchronization
at least once each haur and for hour-hand synchronization at least once each day.

2) Digital Cloeks: Test“clocks automatically for synchronization with master time
controldat least once every hour and automatically correct those not synchronized
with thetime reference unit. Automatically correct clocks immediately when power
is restored"after an outage of power to the master clock.

C. Initiategand executeyprograms for scheduled automatic operation of remote devices.
Inclde audible signal” devices and visual signal devices, as directed, and on and off
switching of equipment and circuits, as directed.

d. Provide for manual control of programmed signal and equipment-switching circuits.

e. Communicate with remote PC for access to UTC time base and to permit programming
from remote location, as directed.

f. Maintain system access security with a minimum of one level OR two levels OR three

levels,yas directed, of user-access control to restrict use of system controls to authorized
personnel. Levels of access apply to both local access and access from a remote
computer, as directed. Access to user programming and control functions is accomplished
by entering a minimum three-digit code. Access levels include the following:
1) Access to review existing programs only.
2) Access to normal system operating controls.
3) Access to all user-programming and control functions.

g. Regulate system timing functions using power-line frequency, backed up for power
outages by an internal battery-powered, crystal-controlled oscillator.
OR
Regulate system timing functions using power-line frequency, backed up for power
outages by an internal battery-powered, crystal-controlled oscillator, and automated
periodic reference to NIST or UTC time signals via internal telephone modem and
automatic dialup connection OR internal modem and network or microcomputer Internet
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access OR dedicated internal radio receiver tuned to NIST time signal broadcasts, as

directed. Reference time signals shall be automatically accessed at programmable

intervals.

Provide for programming multiple independent event schedules into memory and running

them simultaneously for different output circuits.

1) Quantity of Programmable Schedules: Three OR Four OR Eight OR 18 OR 250, as
directed, minimum.

2) Number of Weekly Events That Can Be Programmed for Each Schedule: 64 OR
128 OR 300 OR 600 OR 2500, as directed, minimum.

3) Simultaneous operation of independent schedules shall be “limited only by the
number of signal-device and equipment-switching outpt circuits.

4) Advance Programming for Automatic Holiday Schedule Changes: Number of
schedule changes that can be programmed to suittholidaysyand #acations shall be
10 OR 16 OR 50 OR 100, as directed, and each change may bé programmed up to
a year in advance to occur on any day of thefcalendar year:

Automatically check functioning of LEDs, switches, input kéys, central processor, read-only

memory, random access memory, and output cireuits{”"A display on the control panel or a

remote computer with the proper access code, as),directed, shall indicate failure by

identifying faulty component or circuit ands,shall recommen@d corrective action.

Provide manually initiated OR programming, for automatic, as directed, daylight savings

time correction.

Provide for adjustments to master clock eutput'signals. Duration of momentary signal shall

be individually programmable_for,eachisignal and equipment-control output circuit from 1 to

99 seconds. Signals shall be“programmable for either on or off switching to suit

equipment-operation scheduling.

B. Master Clock
1. Description:  Micropracessor-basedjmsoftware-controlled unit complying with Class A device
requirements in 47 CFRy15.

a.
b.

June 2021

Programming and‘control switches.

Informational Display:3LED or backlit LCD type.

1) Normally shows elirrent time, date, and day of week, as directed, display.

2) Provides programming cues when system is being programmed.

Output Cireuits for Power and Correction of Secondary Indicating Clocks:

1) Wired Synchronous Clock Power-and-Correction Circuits: For analog and digital, as
directed, clocks; a minimum of one OR two, as directed, required. Relay
controlled.

OR
Wired Synchronous Digital Clock Power-and-Correction Circuits: One, as directed,
required.

2) Existing Clock Power-and-Correction Circuit: An output circuit suitable for the of
existing power-and-correction circuit and number of clocks to be connected.

Data Output Port for Digital, as directed, Secondary Clock Correction Circuit: RS485 or

similar circuit for scheduled periodic correction signals.

Modem and PC interface software suitable for remote programming and automatic NIST or

UTC synchronization, as directed.

Circuits for Audible and Visual, as directed, Signal Devices: Relay controlled, manually

switchable, using controls on the master clock. Rated 120-V ac, five OR 10, as

directed, A minimum. A minimum of two OR four OR six OR eight, as directed, circuits.

Circuits for Programmable Switching of Remote Equipment and Circuits: Relay controlled,

manually switchable, using controls on the master clock. Rated 120-V ac, 5 OR 10, as

directed, A minimum. A minimum of two OR four OR six OR eight, as directed, circuits.

Power Supplies: Capacity for internal loads and power-and correction circuits of

connected clocks.

Clock And Program Control
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i. Enclosure: Metal cabinet with locking front panel. When cabinet is locked, display
indication shall be visible on or through front panel face. Arrange cabinet for surface,
semirecessed, or flush mounting as indicated.

OR

Housing: Rack-mounting metal enclosure with display indication visible on front panel

face.

1) Reinforce mounting and attachment capable of resisting seismic forces described in
Division 26 Section "Vibration And Seismic Controls For Electrical Systems".

j. Battery Backup for Time Base: Lithium battery to maintain the timekeepingyfunction and
retain the programs in memory during outage of normal ac power supply for up1oy10 years.
k. Electrostatic Discharge Resistance: Master clock and secondary{indicating clocks, as

directed, shall be tested and certified according to IEC 61000-4-2yin both/human-
discharge and direct-injection modes.

C. Secondary Indicating Clocks
1. Analog Clock: Equipped with a sweep second hand. Movemént shall be driven'by self-starting,
permanently lubricated, sealed synchronous motor equipped withhadeorrecting solenoid actuator,
or be a microprocessor-based, second impulse unit, compatible with'the master clock.

2. Digital Clock: Microprocessor-controlled unit complying with Class/Af’device requirements in
47 CFR 15, with red LED digital time display of hous§'andiminutes OR, minutes, and seconds, as
directed.

a. Display Height: 2-1/2-Inch (64-mm) Clock:“Hourfand mintite numerals readable at 50 feet
(15 m).
OR
Display Height: 4-Inch (102-mm) Clock: Hour and minute numerals readable at 100 feet
(30 m).
b. Display Format: Selectablefbetween,12-hour with "PM" LED display and 24-hour formats.
C. Connections for Power afnd Correction:
1) Wired synchronous, conhection to the master clock for both operating power and
correction.

a) Timeé-Base Backup: Internal alkaline battery shall back up internal time base
te'maintain timekeeping during power outages of up to six days' duration.
OR
Time=Base Backup: Internal capacitor shall back up internal time base to
maintaintimekeeping during power outages of up to 12 hours' duration.

b) Correction” by RS485, Ethernet, or similar data line with operating power
Supplied over a separate connection.

c) Power Connection for Secondary Indicating Clocks: Plug connector OR Wire
pigtail or compression splice, as directed.

3. IntervalkTimeri€lock: Digital microprocessor-controlled, 4-inch (102-mm) unit with 2-1/2-inch (64-
mm), red hED digital display for hours and minutes and 1-5/16-inch (33-mm) display for seconds;
a separately mounted, mode-control switch; and the following features:

a. Display Visibility: Hour and minute numerals readable at 30 feet (10 m) in normal ambient
light.
b. Operating Modes:

1) Normal: Clock operates as a regular secondary system clock, displaying corrected
time in normal display configuration, selectable between 12- and 24-hour formats,
with "PM" digital display for 12-hour format.

2) Count-Down or Count-Up Timer: Selected by mode-control switch count-up and
count-down positions, and capable of being preset at the mode-control station.

3) Code Blue: Automatically selected by a signal through a wiring connection from the
code-blue system. This signal captures control of the clock regardless of current
mode or correction status and instantly initiates count-up operation, starting at time
00:00:00. While in this mode, other clock functions, including correction, shall run in
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the background. Clock shall revert to normal operating mode when the initiating-
signal system is reset.

C. Mode-Selector Switch: Push-button or rotary, multiposition type, flush mounted; with start,
stop, and reset capability in both count-up and count-down modes.
d. Audible tone signal: Housed in clock or mode-selector-switch box. Sounds at end of

preset up or down count.

Provision for Modular Panel Installation: Equip designated clock for panel mounting. Mount flush
or semirecessed with arrangement and trim as indicated. Coordinate wiring with other modular
panel components, including room lighting switches OR intercom devieces OR convenience
outlets OR data outlets OR speaker OR other similar devices, as direeted.

Provision for Time-Tone-Unit Installation: Equip indicated clocks for housing of,mounting in an
acoustically treated and baffled speaker compartment specified in“Division 27 Section "Public
Address And Mass Notification Systems".

D. Secondary Indicating Clock Characteristics:

a. Clock Type: Analog OR Digital, as directed.

b. Face Configuration: Single OR Double, as directed.

c. Mounting: Recessed OR Semirecessed OR Pendant OR Surface OR Suspended OR
Within time-tone unit OR Within modularpanel, as directed.

d. Nominal Dimensions: as directed by the Owner.

e. Casing Finish: Types and colors, a§'directed by the Owner.

f. Special Environmental Conditions: Rescribe“conditions such as corrosive, damp, or wet
locations, as directed by the Owner.

g. For analog clocks.

1) Dial Face Color: as directed byithe Owner.
2) Analog Clock Crystal: Clear glass OR acrylic OR polycarbonate, as directed.
h. For digital clocks.

1) Face Colof; as directedibysthe Owner.

2) Display Height:4as directed by the Owner.

3) Seconds Display: Yes OR No, as directed.

4) Digital Clock Lens: Antiglare acrylic material.

5) Battery Backup: “Yes OR No, as directed.

6) Interval-Timer Display: Yes OR No, as directed.
E. Program Signal Devices

1.

June 2021

Bells: Heawy-duty, modular, vibrating type with the following sound-output ratings measured at
10 feet (3 m):

a. 4-Inch (100-mm) Bell: 90 dB.

b’ 6-Inch (150-mm) Bell: 95 dB.

C. 10=Inch (250-mm) Bell: 104 dB.

Chimes: Heavy-duty, modular, vibrating chimes with polished-chrome tone bar and enamel-
finished housing. Minimum sound-output rating measured at 10 feet (3 m) shall be 75 dB.

Clock Buzzers: Adjustable output signal device designed for mounting within clock housing or
outlet box.

a. Sound-Output Rating Measured at 3 Feet (1 m): 75 dB.

b. Audible Tone Frequency: Manufacturer's standard between 120 Hz and 2 kHz.

Horns: Modular, adjustable-output, vibrating type with minimum full-intensity-rated sound output
of 103 dB measured at 10 feet (3 m).

Projector Horns: Adjustable-output, vibrating type with single OR double, as directed, projector
arranged to channel sound in the direction of the projector axis, and with minimum full-intensity-
rated sound output of 104 dB measured at 10 feet (3 m).

Loudspeakers for Audible Tones: See Division 27 Section "Public Address And Mass Notification
Systems".

Visible Signal Devices: Strobe lights with blue OR yellow, as directed, polycarbonate lens and
xenon flash tube, with lens mounted on an aluminum faceplate and the word "Program” engraved

Clock And Program Control

County of San Bernardino 27531313-5



27 - Communications SAN BERNARDINO

COUNTY

in letters at least 1 inch (25 mm) high on lens. Lamp unit shall have a minimum rated light output
of 75 candela.

8. Combination Audible and Visible Signal Devices: Factory-integrated horn and strobe light in a
single mounting assembly.
9. Outdoor Signal Equipment: Weatherproof models listed for outdoor use.

10.  Mounting Arrangement for Signal Devices: Designed for attachment with screws on the mounting
plate of a flush-mounted back box unless otherwise indicated.

11.  Enclosures for Flush-Mounting Bells and Horns: Enclosure, mounting plate, and grille assembly
shall be furnished by device manufacturer to match features of the device dogbe mounted.
Enclosure shall be recessed in wall, completely enclosing the device, with gfille mounting over
the open side of the enclosure and flush with the wall.

12.  Connection Provision for Signal-Indicating Devices: Plug connector OR, Wire pigtail or
compression splice, as directed.

F. Clock Circuit Power Booster
1. Description: Transformer power supply, mounted in steel cabinet with hinged door, and having
fuse-protected input and output circuits.

G. Back Boxes For Secondary Indicating Clocks And Program Devices
1. Description: Box and cover-plate assembly shall e furnished by device manufacturer and be
suitable for device to be mounted. Back boxesfshall be equipped with knockouts and hanger
straps or mounting adapters arranged for flush mouhting the devi€e unless otherwise indicated.

H. Guards
1. Description: Formed-steel wire, shaped to fit around “guarded device, with 1-inch (25-mm)
maximum clearance.
a. Mounting Provisions: Fixed tabs, welded tofguard and arranged for screw attachment to
mounting surface.
b. Finish for Indoor Devices: Clear epoxy lacquer over zinc plating.
C. Finish for Outdoor Devices: Black powder coat over zinc plating and primer.

l. Rack-Mounting Provision Eor Master Clock
1. Equipment Cabinet: “Floor OR Wall, as directed,-mounted, rack type. Comply with EIA-310-D

and the following:

a. CabinetgHousing: “Censtructed of steel, with frontand rear, as directed, doors; with
manufacturer's standard tumbler locks, keyed alike.
1) Front door shall have a clear panel in front of the master clock display.
2) Housing shall enclose master clock and auxiliary clock system components, plus a

minimum of 20 percent spare capacity for future equipment.

b. Forced¥entilation: Internal low-noise fan with a filtered intake vent, connected to operate
fromy 105- to 130-V ac, 60 Hz; separately fused and switchable and arranged to be
powered when main cabinet power switch is on.

OR
Natural Ventilation: Ventilated rear and sides with louvers and solid top.
C. For freestanding, floor-mounting cabinet, arrange inputs, outputs, interconnections, and

test points so they are accessible at rear of rack for maintenance and testing, with each
item removable from rack without disturbing other items or connections.

d. Blank Panels: Cover empty space in equipment racks so entire front of rack is occupied by
equipment or panels.

e. Finish: Uniform, baked-enamel, manufacturer's standard color finish over rust-inhibiting
primer.

f. Power-Control Panel: On front of equipment housing; with master power on-off switch and

pilot light, and socket for a 5-A, indicating, cartridge fuse for rack equipment power.
g. Vertical Plug Strip: Grounded receptacles, 12 inches (300 mm) o.c. the full height of rack,
to supply rack-mounting equipment.
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h. Maintenance Receptacles: Duplex convenience outlet with supply terminals separate from
equipment plug strip and located in front of rack.

Conductors And Cables

1. Conductors: Jacketed, twisted pair and twisted multipair, untinned solid copper. Sizes as
recommended by system manufacturer, but not smaller than No.22 AWG. Voltage drop for
signal, control, and clock correction circuits shall not exceed 10 percent under peak load
conditions. Comply with requirements in Division 27 Section "Communications Horizontal
Cabling".

2. 120-V AC and Class 1 Signal and Control Circuits: Stranded, single conductars of size and type
recommended by system manufacturer. Materials and installationgrequirementsiare specified in
Division 26 Section "Low-voltage Electrical Power Conductors And Cables".

3. Class 2 and Class 3 Signal and Control Circuits: Single conducteor,or twisted-pair cable,
unshielded, unless manufacturer recommends shielded cable.

4. Data Circuits: Category 6 minimum, unshielded, twistedspair cable, unless manufacturer
recommends shielded cable.

5. Insulation: Thermoplastic, not less than 1/32 inch (0.8 mm))thick.

6. Plenum Cable: Listed and labeled for plenum installation.

7. Conductor Color-Coding: Uniformly identified and, coordinated with wiring diagrams.

8. Shielding: For speaker-microphone leads afd at'ether locations recommended by manufacturer;
No. 34 AWG tinned, soft-copper strands formed into a braid or equivalent foil.

a. Minimum Shielding Coverage on Conductors:“60ipercent.

Pathways

1. Intercommunication and Program System ‘Raceways and Boxes: Comply with requirements in
Division 26 Section "Raceway And Boxes Faor Electrical Systems".

OR

Intercommunication and 'Program System Raceways and Boxes: Same as required for electrical
branch circuits specifiedhin Division 26 Section "Raceway And Boxes For Electrical Systems".

OR

Intercommunication and Praggram System Raceways and Boxes: Optical fiber/communications
raceway andffittings OR Metalwireways OR Nonmetal wireways OR Surface metal raceways OR
Surface nonmetal raceways, as directed.

2. Outlet boxes shall be no smaller than 2 inches (50 mm) wide, 3 inches (75 mm) high, and 2-1/2
inches,(64 mm) deep.

3. Fléexible metal conduit’is prohibited.

EXECUTION

Installation

1. Mount system components with fastening methods and devices designed to resist the seismic

forces indicated in Division 26 Section "Vibration And Seismic Controls For Electrical Systems".

Wiring Methods

1.

Wiring Method: Install cables in raceways and cable trays except within consoles, cabinets,

desks, and counters and except in accessible ceiling spaces and in gypsum board partitions

where unenclosed wiring method may be used. Conceal raceway and cables except in

unfinished spaces.

a. Install plenum cable in environmental air spaces, including plenum ceilings.

b. Comply with requirements for raceways and boxes specified in Division 26 Section
"Raceway And Boxes For Electrical Systems".

OR

Wiring Method: Conceal conductors and cables in accessible ceilings, walls, and floors where

possible.
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2. Wiring within Enclosures: Bundle, lace, and train cables to terminal points with no excess and
without exceeding manufacturer's limitations on bending radii. Provide and use lacing bars and
distribution spools.

3. Support cables not enclosed in raceways on J-Hooks. Install, size, and space J-Hooks to comply
with TIA/EIA-568-B.

C. Electrical Connections

1. Make splices, taps, and terminations on numbered terminal strips in junction, pull, and outlet
boxes; terminal cabinets; and equipment enclosures.

2. Use plug connectors OR splices, as directed, for connections to clocks and signal devices.

3. Ground clocks, programming equipment, and conductor and cable shields to eliminate shock
hazard and to minimize ground loops, common-mode returns, noise pickup, cress talk, and other
impairments.

D. Identification
1. Comply with Division 26 Section "ldentification For Electrical Systems's
2. Color-code wires, and apply wire and cable marking tape to designate wires and cables so they

are uniformly identified and coordinated with wiring diagrams througheut thé'system.

E. Field Quality Control
1. Perform tests and inspections.

a. Manufacturer's Field Service: Engage a factory-authofized service representative to
inspect components, assemblies, andgequipment installations, including connections, and
to assist in testing.

2. Tests and Inspections:

a. Perform operational-system tests to verify compliance with the Specifications and make
adjustments to bring system into“cemplian¢e. Include operation of all modes of clock
correction and all programming, and“manually programmed signal and relay operating

functions.
b. Verify that units and contrals are properly labeled and interconnecting wires and terminals
are identified.
3. Clock system will bes€onsidered defective if it does not pass tests and inspections.
4, Prepare test and inspeetion reports.
F. Adjusting
1. Program system aceording {0 the Owner's requirements. Set system so signal devices operate

on the Owner-required schedules and are activated for durations selected by the Owner.
Programiequipment-control output circuits to suit the Owner's operating schedule for equipment

controlled:
2. Adjustiseund-atitput level of adjustable signal devices to suit the Owner's requirements.
3. Occupancy, Adjustments: When requested within 12 months of date of Final Completion, provide

on-site“assistance in adjusting system to suit actual occupied conditions. Provide up to two visits
to Rroject during other-than-normal occupancy hours for this purpose.

G. Demonstration

1. Train the Owner's maintenance personnel to adjust, operate, and maintain clock-and-program-
control system components.

END OF SECTION 27 53 13 13
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SECTION 28 16 11 00 - PERIMETER SECURITY

1.1 GENERAL

A. Description Of Work

1.

This specification covers the furnishing and installation of materials for perimeter security.
Products shall be as follows or as directed by the Owner. Installationgprecedures shall be in
accordance with the product manufacturer's recommendations. Jemolitionyand removal of
materials shall be as required to support the work.

B. Summary

1.

Section Includes:
a. Perimeter detection and alarm system.
b. Integration of other electronic and electrical systems and equipment.

C. Definitions

ok wN=

N

10.

11.

12,

13.

CCTV: Closed-circuit television.

EMI: Electromagnetic interference.

PIR: Passive infrared.

RFI: Radio-frequency interference.

UPS: Uninterruptible power supplys

Control Unit: System compongnt that“meniters, inputs and controls outputs through various
circuits.

Master Control Unit: System component that accepts inputs from other control units and may
also perform control-unitéfunctionsy, The dnit has limited capacity for the number of protected
zones and is installeddat an unattendedlocation or at a location where it is not the attendant's
primary function to monitor the security system.

Monitoring Station: Facility.that receives signals and has personnel in attendance at all times to
respond to signals. A centralbistation is a monitoring station that is listed.

Protected Zone: A protected premises or an area within a protected premise that is provided with
means togrevent an unwanted event.

Standard” Intruders, A person who weighs 100 Ib (45 kg) or less and whose height is 60 inches
(1528gmin) or lessydressed in a long-sleeved shirt, slacks, and shoes unless environmental
conditionsat the site require protective clothing.

Standard-Intruder Movement: Any movement, such as walking, running, crawling, rolling, or
jumping, of a "standard intruder" in a protected zone.

Systems Integration: The bringing together of components of several systems containing
interacting components to achieve indicated functional operation of combined systems.

Zone. A defined area within a protected premise. It is a space or area for which an intrusion
musPbe detected and uniquely identified. The sensor or group of sensors must then be assigned
to perform the detection, and any interface equipment between sensors and communication must
link to master control unit.

D. Action Submittals

1.

2.

June 2021

Product Data: Components for sensing, detecting, systems integration, and control, including
dimensions and data on features, performance, electrical characteristics, ratings, and finishes.
Shop Drawings: Detail assemblies of standard components that are custom assembled for
specific application on this Project.

a. Functional Block Diagram: Show single-line interconnections between components
including interconnections between components specified in this Section and those
furnished under other Sections. Indicate methods used to achieve systems integration.
Indicate control, signal, and data communication paths and identify programmable logic
controllers OR networks, as directed, and control interface devices and media to be used.
Describe characteristics of network and other data communication lines.

Perimeter Security
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1) Indicate methods used to achieve systems integration.

2) Indicate control, signal, and data communication paths and identify PLCs, networks,
control interface devices, and media to be used.

3) Describe characteristics of network and other data communication lines.

4) Describe methods used to protect against power outages and transient voltages
including types and ratings of isolation and surge suppression devices used in data,
communication, signal, control, and ac and dc power circuits.

b. Raceway Riser Diagrams: Detail raceway runs required for perimeter security and for
systems integration. Include designation of devices connected by racewaygraceway type,
and size, and type and size of wire and cable fill for each raceway run.

C. UPS: Sizing calculations.

d. Site and Floor Plans: Indicate final outlet and device locations, foutingyof raceways, and
cables inside and outside the building. Include room layout for central-station control-unit
console, terminal cabinet, racks, and UPS.

e. Master Control Unit Console Layout: Show required artwork’and deviceiidentification.
f. Device Address List: Coordinate with final system programmings
g. System Wiring Diagrams: Include system diagrams unique,to ' Project! Show connections

for all devices, components, and auxiliary equipment. Includexdiagrams for equipment and
for system with all terminals and interconnectionssidentified.

h. Details of surge-protection devices and their installation.
i. Sensor detection patterns and adjustment sanges.
3. Equipment and System Operation Description: Include methodyof operation and supervision of

each component and each type of circuit.Show sequence of operations for manually and
automatically initiated system or equipment inputsy, Deseription must cover this specific Project;
manufacturer's standard descriptions for generic systems‘are not acceptable.

4. Samples for Initial Selection: For units with factory-applied color finishes.
5. Samples for Verification: For eachi type of exposeddfinish required.
E. Informational Submittals
1. Qualification Data: For Installer,"s€curity systems integrator, and testing agency.
2. Field quality-control testireports.
3. Warranty: Sample of'special warranty.
4 Other InformationSubmittals:

a. Test Plan"and Schedule: Test plan defining all tests required to ensure that system meets
technicaly,operational, and performance specifications within 60 days of date of Contract
award.

b. Examination reports documenting inspections of substrates, areas, and conditions.

C. Anchor inspection reports documenting inspections of built-in and cast-in anchors.

F. Closeout Submittals
1. Qperationyand Maintenance Data: For perimeter security system to include in emergency,

operation and maintenance manuals. In addition to items specified in Division 01 Section
"Operation And Maintenance Data", include the following:

a. Data for each type of product, including features and operating sequences, both automatic
and manual.
b. Master control-unit hardware and software data.

G. Maintenance Material Submittals

1. One spare control-unit board(s) for strain-sensitive cable system and one cable repair and splice
kit(s).

2. One of each type of microwave sensor and one of each type of power supply for microwave
perimeter security system.

3. One of each spare sensor and PIR unit and one alignment telescope(s) for long-range PIR
system.

4, One spare control-unit board(s) for electrostatic-field system.

Perimeter Security June 2021
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5. One spare control-unit board(s) for buried, ported coaxial cable system, 10 feet (3 m) of cable;
and one cable repair and splice kit(s).

6. Fuses: Three of each kind and size.

7 Tool Kit: Provide six sets of tools for use with security fasteners, each packaged in a

compartmented kit configured for easy handling and storage.
8. Security Fasteners: Furnish no fewer than 1 box for every 50 boxes or fraction thereof, of each
type and size of security fastener installed.

Quality Assurance

1. Installer Qualifications:
a. An employer of workers, at least one of whom is a techni€ian certified by the National
Burglar & Fire Alarm Association.
b. Manufacturer's authorized representative who is trained“and approved¢for installation of
units required for this Project.
2. Security Systems Integrator Qualifications: An experienced perimeter security equipment

supplier and Installer who has completed systems integration®™work for installations similar in
material, design, and extent to that indicated for thisyPfoject, whose work has resulted in
construction with a record of successful in-service performanee.

3. Testing Agency Qualifications: Member company, of NETA oran NRTL.
a. Testing Agency's Field Supervisorig Currently certified by NETA to supervise on-site

testing.
4. Electrical Components, Devices, and Accessories: Listédrand labeled as defined in NFPA 70, by
a qualified testing agency, and marked,for intended location and application.
5. FMG Compliance: FMG-approved and -labeled perimeter security devices and equipment.

6.  Comply with NFPA 70.

Project Conditions

1. Environmental Conditions: Capablémoef withstanding the following environmental conditions
without mechanical orelectrical damage or degradation of operating capability:
a. Altitude: Sea levelto4000 feet (1220 m).

b. Master Gontrol Unit:“Rated for continuous operation in an ambient of 60 to 85 deg F (16 to
29 ded C) and a relative humidity of 20 to 80 percent, noncondensing.
C. ExterionEnvironment: System components installed in locations exposed to weather shall

be‘ratedfor, continuous operation in ambients of minus 30 to plus 122 deg F (minus 34 to
plus 50 deg @) dry bulb and 20 to 90 percent relative humidity, condensing. Comply with
U294 and UL 639 for outdoor-use equipment. Rate for continuous operation when
exposed to rain as specified in NEMA 250, winds up to 85 mph (137 km/h) and snow cover
up to 24 inches (610 mm) thick.

d Hazardous Environment: System components located in areas where fire or explosion
hazards may exist because of flammable gases or vapors, flammable liquids, combustible
dust, or ignitable fibers or flyings shall be rated, listed, and installed according to NFPA 70.

Warranty:

1 Special Warranty: Manufacturer's standard form in which manufacturer and Installer agree to
repair or replace components of perimeter security devices and equipment that fail in materials or
workmanship within specified warranty period.

a. Warranty Period: Two years from date of Final Completion.
PRODUCTS
Functional Description Of System
1. Description: Perimeter protection system with fence-mounted systems OR buried sensors OR
volumetric detectors, as directed, integrated into a single perimeter detection and alarm system.
2. Supervision:  System components shall be continuously monitored for normal, alarm,

supervisory and trouble conditions. Indicate deviations from normal conditions at any location in

Perimeter Security
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system. Indication includes identification of device or circuit in which deviation has occurred and
whether deviation is an alarm or malfunction.

a. Alarm Signal: Display at central-station control unit and actuate audible and visual alarm
devices.
b. Trouble Condition Signal: Distinct from other signals, indicating that system is not fully

functional. Trouble signal shall indicate system problems such as battery failure, open or
shorted transmission line conductors, or controller failure.

C. Supervisory Condition Signal: Distinct from other signals, indicating an abnormal condition
as specified for the particular device or controller.
3. System Control: Central-station control unit shall directly monitor gatedetection, devices,
perimeter detection units, and connecting wiring.
OR

System Control: One or more remote, addressable controllers operate under control ofé@ central-

station control-unit microcomputer in a multiplexed distributed coatrol system oras part of a

network. Controllers shall receive programming by multiplexéd signal transmission from a

central-station control-unit microprocessor or microcomputér. and/holdy data” in nonvolatile

memory. System shall automatically reboot program without erronafloss of status or alarm data
after any system disturbance, as directed.
4, Operator Commands:

a. Help with System Operation: Display all commands available to operator. Help command,
followed by a specific command, shall preduce a/short explanation of the purpose, use,
and system reaction to that command.

Acknowledge Alarm: To indicate that.alatrm message has been observed by operator.
Place Protected Zone in Access: Bisableallintrusion-alarm circuits of a specific protected
zone. Tamper circuits may not be disabled by operator.

d. Place Protected Zone in Secure: Activate all intrusion-alarm circuits of a protected zone.

e. Protected Zone Test: Initiaté operational test'of a specific protected zone.

f. System Test: Initiate system-wide operational test.

oo

g. Print Reports.

5. Timed Control at Central-Stationi€ontrol Unit: Allow automatically timed "secure" and "access"
functions of selected protected zones:

6. Automatic Control of Related Systems: Alarm or supervisory signals from certain perimeter
security devices control the following functions in related systems:
a. Switch selected lights.
b Open a.signal path'between certain intercommunication stations.
C. Shift soundigystem to“listening mode" and open a signal path to certain system speakers.
d Switch signalite selected monitor from closed-circuit television camera in vicinity of sensor

signaling an alarm.

7. Printed Reeord of Events: Print a record of alarm, supervisory, and trouble events on system
printer)Sort@ndsreport by protected zone, device, and function. When central-station control unit
receives‘@ysignal, print a report of alarm, supervisory, or trouble condition. Report type of signal
(alarm,Bsupervisory, or trouble), protected zone description, date, and time of occurrence.
Differentiate alarm signals from other indications. When system is reset, report reset event with
thetsame information concerning device, location, date, and time. Commands shall initiate the
reporting of a list of current alarm, supervisory, and trouble conditions in system or a log of past

events.

8. Response Time: Two seconds between actuation of any alarm and its indication at central-
station control unit.

9. Circuit Supervision: Supervise all signal and data transmission lines, links with other systems,

controllers, and sensors from central-station control unit. Indicate circuit and detection device
faults with both protected zone and trouble signals, sound a distinctive audible tone, and
illuminate an LED. Maximum permissible elapsed time between occurrence of a trouble condition
and indication at central-station control unit is 20 seconds. Initiate an alarm in response to
opening, closing, shorting, or grounding of a signal or data transmission line.

Perimeter Security June 2021
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10.

11.

Programmed Secure-Access Control: System shall be programmable to automatically change
status of various combinations of protected zones between secure and access conditions at
scheduled times. Status changes may be preset for repetitive, daily, and weekly; specially
scheduled operations may be preset up to a year in advance. Manual secure-access control
stations shall override programmed settings.

Manual Secure-Access Control: Coded entries at manual stations shall change status of
associated protected zone between secure and access conditions.

System Component Requirements

1.

Compatibility: Detection devices and their communication features, connecting wiring, and
master control unit shall be selected and configured with accessorigs for full compatibility with the
existing equipment.

Perimeter Security Units: Listed and labeled by a qualified testing agency fof compliance with

UL 639.

Surge Protection: Protect components from voltage sdrges originating external to equipment

housing and entering through power, communicationgSignal,/contrel, or'sensing leads. Include

surge protection for external wiring of each conductor entry.connection to components.

a. Minimum Protection for Power Lines 120V and“More: & Auxiliary panel suppressors
complying with requirements in Divisiong26 Section “Jransient-voltage Suppression For
Low-voltage Electrical Power Circuits

b. Minimum Protection for Communi€ation, Signal, Control, and Low-Voltage Power Lines:
Comply with requirements in Divisian,26¢SectionTransient-voltage Suppression For Low-
voltage Electrical Power Circuits®, as recommended by manufacturer for type of line being
protected.

Interference Protection: Compaonents shall\be unaffected by radiated RFI and electrical induction

of 15 V/m over a frequency,range of 10 to 10,000 MHz and conducted interference signals up to

0.25-V RMS injected intopower supply lines at 10 to 10,000 MHz.

Tamper Protection: Tamper switchesion'detection devices, controllers, annunciators, pull boxes,

junction boxes, cabinets, andfother system components shall initiate a tamper-alarm signal when

unit is opened or partiallydisassembled and when entering conductors are cut or disconnected.

Central-stationontrol-unit'alarm display shall identify tamper alarms and indicate locations.

Self-Testingdevices: Automatically test themselves periodically, but not less than once per hour,

to verify nérmal device functioning and alarm initiation capability. Devices transmit test failure to

central-station control unit.

Antimasking Devices: Automatically check operation continuously or at intervals of a minute or

less, and“use signal-processing logic to detect blocking, masking, jamming, tampering, or other

operational 'dysfunction. Devices transmit detection of operational dysfunction to central-station
cantrol unit asjan alarm signal.

Addressable Devices: Transmitter and receivers shall communicate unique device identification

and status reports to central-station control unit.

Remote-Controlled Devices: Individually and remotely adjustable for sensitivity and individually

monitored at central-station control unit for calibration, sensitivity, and alarm condition.

Enelosures

1.

oakwnN

Interior Sensors: Enclosures that protect against dust, falling dirt, and dripping noncorrosive
liquids.

Interior Electronics: NEMA 250, Type 12.

Exterior Electronics: NEMA 250, Type 4X fiberglass OR stainless steel, as directed.

Corrosion Resistant: NEMA 250, Type 4X PVC OR stainless steel, as directed.

Terminal cabinets in handholes and manholes shall be NEMA 250, Type 6 OR 6P, as directed.
Screw Covers: Where enclosures are accessible to inmates, secure with security fasteners of
type appropriate for enclosure.

Secure And Access Devices

1.

Keypad and Display Module: Arranged for entering and executing commands for system-status
changes and for displaying system-status and command-related data.

Perimeter Security
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2. Key-Operated Switch: Change protected zone between secure and access conditions.

E. Strain-Sensitive Cable
1. Description: Strain-sensitive, coaxial transducer cable shall monitor chain-link-type and welded-
mesh-type fence and generate an alarm when a standard intruder attempts to climb over, cut
through, or lift fence fabric.

2. Environment: Suitable for exterior installation and the following conditions:
a. Ambient Temperatures: Ranging from minus 22 to plus 158 deg F (minus 30 to plus 70
deg C).
3. Transducer Cable:
a. Ultraviolet-resistant cable furnished by system manufacturer.
b. Suitable for up to 1000 feet (300 m) of sensor cable per single-zone “‘controller and up to
2000 feet (600 m) of sensor cable per dual-zone processor.
C. Sensitivity shall be uniform throughout its entire length, equiringy onlyJone variable

sensitivity adjustment throughout its entire length.
4. Control Unit:

a. Field mounted, with tamper switch at controller board.

b. Electronic circuitry shall discriminate between acceptable fenee movement and intrusion-
related disturbances.

C. Sensitivity, count control, and climb-over progéssors shall be adjustable with a minimum of
five individual count-control and climb-over@djustments.

d. Controller output shall have adjustable pulse,width to“adjust the time the alarm relay will
activate per detected intrusion attempt:

5. System Performance:

a. Immune to RFI and EMI environments; interference shall have no effect on normal
operational characteristics.

b. Trouble and Tamper: Entire sensor system shall be fully supervised with individually

monitored tamper and suUpervision alafmms.” Disconnecting, cutting, or shorting of strain-
sensitive cable results insupervisory alarm.

C. Intrusion Simulation: Eachizone shall have a self-test feature that, when activated by a
signal from central-station control unit, will produce an intrusion alarm and verify operation
of sensor.

F. Microwave Intrusion Detectors
1. Description: Melumetric microwave detection system.
2. Device Pefformance: Microwave transmitter establishes an electromagnetic field in an adjustable
detection pattern and detects intrusion by monitoring changes in that pattern.
a. Movement Sensitivity: Adjustable, able to detect standard-intruder movement within

senser's detection pattern at any speed between 0.1 to 50 fps (0.03 to 15.2 m/s). Sensor
sensitivitymadjustments shall be accessible only when sensor housing is removed, and
sensors shall comply with 47 CFR 15.

b. Detection range: 15 to 600 feet (5 to 180 m).

C. Range Sensitivity: Adjustable for setting area of protection between 15 to 500 feet (5 to
152 m) in range and from 2 to 40 feet (0.6 to 12 m) in beam diameter.

d. Trouble and Tamper: Fully supervised with individually monitored tamper and supervision
alarms. System failure shall result in tamper alarm. System jamming or wrong modulation
shall result in supervisory alarm.

e. Activation Indicator: LED indicator shall not be visible during normal operation. Indicator
shall light when sensor detects a standard intruder. Locate test-enabling switch under
sensor housing cover.

f. Remote Test: When initiated by central-station control unit, start a test sequence for each
detector element that simulates standard-intruder movement within sensor's detection
patterns, causing an alarm.

3. Environment: Suitable for exterior installation and the following conditions:
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a. Ambient Temperatures: Ranging from minus 30 to plus 158 deg F (minus 34 to plus 70
deg C) and in rainfall up to 4 inches (100 mm).

Electrostatic Field

1.

2.

3.

4.

5.

Description: Electronically balanced phase electrostatic-field detection system consisting of a
field generator that generates an electrical field in one or more field wires and that has two or
more sensing wires, a sense filter, amplifier, and a controller. Detection fields shall have a
minimum of four different frequencies so adjacent zones cannot interfere with each other.
Environment: Suitable for exterior installation and the following conditions:

a. Ambient Temperatures: Ranging from minus 22 to plus 158 deg F (minus 30 to plus 70
deg C).

System Performance:

a. Detect, via sense wires, a compound signal form consisting of amplitude change, rate of

change, and pre-set time disturbance that forms_a, "signature" “effhuman movement.
Generate an alarm when all exist simultaneously.£Provide detection fields of not less than
four different frequencies so adjacent zones do ot interfefelwith each other.

b. Control Units: Single or multiple zone, with sensefilter.” Front panel with calibration meter,
status of alarm transmitter, sensitivity selector, test pointsSelector, power indicator, and
power control. Control unit shall rejectsignals due to'wind and small objects striking the

wires.

C. Motion Detection: Sense standardsintruder movement at rates from 0.15 to 26 fps (0.045
to 8.0 m/s).

d. Zone Length: Not to exceed 500.feet {152 m) OR 325 feet (100 m), as directed.

e. Supervision: Generate trodble signal if field or sense wires are cut or shorted to ground or

to each other. Generate supervisoryialarmif received signal is substantially reduced.
Insulators, Wire-Tensioning Devices, and Brackets: Manufacturer's standard for mounting and
tensioning of wires.
Field and Sensing Wires: Stainless‘steel:

Buried, Ported Coaxial Cable

1.

2.

3.

5.

Description: Buried electrostatic-field detection system consisting of parallel, ported coaxial

cables that génerate a detection field between cables.

Environment: Suitable for exterior installation and the following conditions:

a. Ambient Temperatures: Ranging from minus 22 to plus 158 deg F (minus 30 to plus 70
deg C).

System Performance? One of two parallel cables receives a continuous wave signal from a

transmitter module. Second cable, connected to a sensor module, detects, preamplifies, and

analyzes variations in signal. When system senses "signature" of a standard intruder in the

detection zone, based on mass, motion, and time of day, it generates an alarm.

a. Transmitter: Locate at one end of zone, with standby battery.

b. Preamplifier-Sensor: Locate at opposite end from transmitter, with standby battery.

C. Front panel with sensitivity calibration meter, calibrated self-test potentiometer, power
switch, and LED normal and malfunction indicators.

d. Electromagnetic Radiation: Less than 50 mV per meter at 30 m.

e. Motion Detection: Sense standard-intruder movement at rates from 0.17 to 26 fps (0.05 to
8.0 m/s).

f. Zone Length: Not to exceed 500 feet (152 m) OR 325 feet (100 m), as directed.

g. Zone Width: Not to exceed 15 feet (4.6 m), with an average width of 12 feet (3.7 m).

h. Zone Height: Approximately 3.3 feet (1.0 m), depending on sensitivity setting.

i.

Supervision: Generate trouble signal if cable is cut or shorted to ground. Generate
supervisory alarm if cabinets are tampered with.

Enclosures: Hinged cover with tamper switch and security fasteners.

Buried, Ported Coaxial Cable: Approximately 1/2-inch (1.3-mm) diameter, minimum 10 AWG
center conductor, foam polyethylene dielectric, braided copper outer conductor, and polyethylene
jacket.
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l. Long-Range PIR Detectors
1. Description: Volumetric passive infrared detection system.
2. Listed and labeled by a qualified testing agency for compliance with SIA PIR-01.
3. Environment: Suitable for exterior installation and the following conditions:
a. Ambient Temperatures: Ranging from minus 30 to plus 150 deg F (minus 34 to plus 65
deg C).
4, System Performance: Detect an interruption of dual-infrared light beams that link transmitters

and receivers. Generate an alarm when signal is interrupted due to presence of an object that
interrupts both beams.

a. Sensitivity: Field adjustable to allow adjustment of range from 25 46500 ¥eet (7.6 to
152 m), generating an alarm within 20 to 50 ms when both beams arefinterrupted.

b. Detection system shall adjust automatically to compensate for weather, including fog, rain,
snow, blowing dust, and rapid temperature changes.

C. Motion Detection: Detect standard-intruder movement at rates, from‘0y1 to"806fps (0.03 to
15.2 m/s).

d. Supervision: Generate supervisory alarm if any portion @f systemiisitampered with.

e. Remote Test: When initiated by central-station control unity start a test sequence for each
detector element that simulates standard-intruder movement within sensor's detection
patterns, causing an alarm.

J. Geophone Fence Detection
1. Description: Fence-mounted system to detect attemptsfto cut‘oriclimb the protected fence, using
geophone sensors that respond to specific sheek or vibrations.
2. Environment: Suitable for exterior installation and the follewing conditions:

a. Ambient Temperatures: Ranging from minug\30 t© plus 150 deg F (minus 34 to plus 65
deg C).

3. System Performance:

a. Controller: 10 zone capacity for processing geophone generated analog signals. Each
zone shall consist of notmorehan 10 sensors.

1) Adjustments: For“each zone provide stepped gain control for sensitivity, and
switches for geophonejsignal filters to minimize nuisance alarms. System shall
adjust attomatically to cempensate for weather, including fog, rain, snow, blowing
dust@andisapid temperature changes.

2) Trouble Condition Signal: Generate when any zone fails.

3) Supervisory Condition Signal: Generate on interference with controller operation or
when detecting'a break-in into a enclosure housing electronics.

b. Sensors: Fence mounted 20 feet (6 m) o.c.

C. Cable for Intereconnection of System Components: Shielded, PVC jacketed and armored,
as supplied by system manufacturer.

d. Test ‘eachyzone simulating an alarm condition. Test by command from central-station

control OR test switch at controller inside the enclosure, as directed.

K. Video Metion Sensor
1. Description: Video-surveillance based detection system.
2. Device Performance: Detect changes in video signal within a user-defined protected zone.
Provide an alarm output for each video input.

a.

Perimeter Security

Detect movement within protected zone of standard intruders wearing clothing with a
reflectivity that differs from that of background scene by a factor of 2. Reject all other
changes in video signal.

Modular design that allows for expansion or modification of number of inputs.

Adjustable Controls:

1) Number of detection zones.

2) Size of detection zones.

3) Sensitivity of detection of each protected zone.

Mounting: Standard 19-inch (480-mm) rack as described in EIA 310.
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3. Environment: Suitable for installation in interior air-conditioned spaces.

Gate Units

1. Description: Fence mounted gate-movement detector, blanced-magnetic type, UL listed for
outdoor locations. Units shall be designed for mounting on single- or double-leaf swinging or
rolling gates and have armored jumper cables between switch and stationary junction box for
wiring to central-station control unit and tamper switches in junction box.

2. Device Performance: Bias magnet and at least three encapsulated-reed switches that resist
compromise from introduction of foreign magnetic fields, with integralgevercurrent protective
device to limit current to 80 percent of switch capacity.

3. Remote Test: Simulate movement of actuating magnet from centralstation contrel unit.

Field-Mounted Control Units

1. Field-mounted control units shall include the power supplysand detector spécific functions, and
provide for communications with the master control unit.” Control unit shall include read-only
resident software needed for startup, a time clock, an@d all automatic operations. Software shall
be downloaded from the master control unit.

2. Battery Backup: UPS, providing 6 hours of run time during‘@aypower outage, with 2-rate automatic
battery charger to fully recharge batteries withiagl2 hours afterhérmal power is restored.

a. Batteries: Rechargeable, valve-regulated} recombinant, sealed, lead-acid type with
nominal 10-year life expectancy.

b. Battery Charger: Solid-state, fully“automatic;“vafiable-charging-rate type. Charger shall
recharge fully discharged batterswithin 24 hours.

3. Annunciation: Indicate a changgfin system condition and switching of system or component to

backup power.

Master Control Unit

1.

Description: Supervise sensors andidetection subsystems and their connecting communication

links, status control (secure Or access) of sensors and detector subsystems, activation of alarms

and supervisory and trouble signals, and other indicated functions.

a. System_seftware and programs shall be held in flash electrically erasable programmable
read-enly memory (EEPROM), retaining the information through failure of primary and
secondary power supplies.

b. Include a‘real-time clock for time annotation of events on the event recorder and printer.
C. Addressable initiation devices that communicate device identity and status.
d Control circuits for operation of mechanical equipment in response to an alarm.

Construction:\ Freestanding equipment rack OR Desk-mounted console, as directed, modular,

with separate and independent alarm and supervisory system modules. Alarm-initiating protected

zone boards shall be plug-in cards. Arrangements that require removal of field wiring for module

replacement are unacceptable.

Comply with UL 609 OR UL 681 OR UL 1076, as directed.

Console Controls and Displays: Arranged for interface between human operator at master

control unit and addressable system components including annunciation and supervision.

Display alarm, supervisory, and component status messages and the programming and control

menu.

a. Annunciator and Display: LCD type, one OR two OR three line(s) of 40 OR 80 characters,
minimum, as directed.

b. Keypad: Arranged to permit entry and execution of programming, display, and control
commands
C. Control-Unit Network: Automatic communication of alarm, status changes, commands,

and other communications required for system operation. Communication shall return to
normal after partial or total network interruption such as power loss or transient event.
Total or partial signaling network failures shall identify the failure and record the failure at
the annunciator display and at the system printer.

d. Field Device Network: Communicate between the control unit and field devices of the
system. Communications shall consist of alarm, network status, and status and control of
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field-mounted processors. Each field-mounted device shall be interrogated during each
interrogation cycle.

e. Operator Controls: Manual switches and push-to-test buttons that do not require a key to
operate. Prevent resetting of alarm, supervisory, or trouble signals while alarm or trouble
condition persists. Include the following:

1) Acknowledge alarm.
2) Silence alarm.
3) System reset.

4) LED test.
f. Timing Unit: Solid state, programmable, 365 days.
g. Confirmation: Relays, contactors, and other control devices shall have auxiliary, contacts

that provide confirmation signals to system for their on or off, status. Software shall
interpret such signals, display equipment status, and initiate failure'signals.

h. Alarm Indication: An audible signal sounds and an LED_lights athmasterfcontrol unit
identifying the protected zone OR addressable detector, as'directed, originating the alarm.
Annunciator panel displays a common alarm light and seunds an audible tone.

i. Alarm Indication: An audible signal sounds and a plain-language identification of the
protected zone OR addressable detector, as directed originatinggthe alarm appears on
LED or LCDdisplay at master control unit. Anpanciator panelidisplays a common alarm
light and sounds an audible tone.

j- Alarm Indication: An audible signal sounds and a plain-language identification of the
protected zone OR addressable detector, @s, difected @riginating the alarm appears on
LED, LCD or cathode-ray-tube displayssas directed at master control unit. Annunciator
panel alarm light and audible tone identify pretected zone signaling an alarm.

k. Alarm activation sounds a bell [OR siren OR strobe OR bell or siren and strobe, as
directed.
5. Protected Zones: Quantity of alarm and superyisory zones as indicated, with capacity for
expanding number of protectedzones by a‘minimum of 25 percent.
6. Power Supply Circuits: Master, control units shall provide power for remote power-consuming

detection devices. Circuit capacityfshall be adequate for at least a 25 percent increase in load.

7. UPS: Comply with Division 26 Section "Static Uninterruptible Power Supply". UPS shall be sized
to provide a minimum'of six hours of master control-unit operation.

8. Cabinet: Lockables steel enclosure arranged so operations required for testing, normal operation,
and maintenancé are performed from front of enclosure. If more than a single cabinet is required
to form a complete controliunit, provide exactly matching modular enclosures. Accommodate all
components and“allow ample gutter space for field wiring. Identify each enclosure by an
engraved, laminated,\phenolic-resin nameplate. Lettering on enclosure nameplate shall not be
less than\1 inch (25 mm) high. Identify, with permanent labels, individual components and
modules within cabinets.

9. TransmissionitogiMonitoring Station: A communications device to automatically transmit alarm,
supervisory, and trouble signals to the monitoring station, operating over a standard voice grade
telephongrleased line. Comply with UL 1635.

10. Printout of Events: On receipt of signal, print alarm, supervisory, and trouble events. Identify
zoney device, and function. Include type of signal (alarm, supervisory, or trouble) and date and
time ‘of occurrence. Differentiate alarm signals from all other printed indications. Also print
system reset event, including same information for device, location, date, and time. Commands
initiate the printing of a list of existing alarm, supervisory, and trouble conditions in the system
and a historical log of events.

0. Audible And Visual Alarm Devices

1. Bell: UL listed, 10 inches (254 mm) in diameter, rated to produce a minimum sound output of 84
dB at 10 feet (3 m) from central-station control unit.
a. Enclosure: Weather-resistant steel box equipped with tamper switches on cover and on
back of box.
Perimeter Security June 2021
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2. Klaxon Weatherproof Motor-Driven Hooter: UL listed, rated to produce a minimum sound output
of 120 dB at 3 feet (1 m), plus or minus 3 dB, at a frequency of 470 Hz. Rated for intermittent use
- two minutes on, five minutes off.
a. Designed for use in industrial areas and in high noise, severe weather marine
environments.
3. Siren: 30-W speaker with siren driver, rated to produce a minimum sound output of 103 dB at 10
feet (3 m) from central-station control unit.
a. Enclosure: Weather-resistant steel box with tamper switches on cover and on back of box.
4, Strobe: Xenon light complying with UL 1638, with a clear polycarbonate lens.
a. Light Output: 115 cd, minimum.
b. Flash Rate: 60 per minute.

Security Fasteners
1. Operable only by tools produced for use on specific type of.fastenenby fastener manufacturer or
other licensed fabricator. Drive system type, head style, material,;<and protective coating as
required for assembly, installation, and strength.
2. Drive System Types: Pinned Torx-Plus, pinned Torx, or'pinned hex (Allen).
3. Socket Flat Countersunk Head Fasteners:
a. Heat-treated alloy steel, ASTM F 835 (ASEM F 835M).
b. Stainless steel, ASTM F 879 (ASTM E879M), Group 1 CW.
4. Socket Button Head Fasteners:
a. Heat-treated alloy steel, ASTM F 838(ASTMF835M).
b. Stainless steel, ASTM F 879 (ASIM F879M), Group 1 CW.
5. Socket Head Cap Fasteners:
a. Heat-treated alloy steel, ASTM A 574 (ASTM A 574M).
b. Stainless steel, ASTM F 837 (ASTM E 837M), Group 1 CW.
6. Protective Coatings for Heat-Treated Alloy Steel:
a. Zinc chromate,/ASTMF 1135pmGrade 3 or 4; for exterior applications and interior
applications where indicated.
b. Zinc phosphate withfoil, ASTM F 1137, Grade |, or black oxide, unless otherwise indicated.

Source Quality Control

1. Electrostatic-Field and Buried, Ported Coaxial Cable Systems Electronics: Precondition at factory
by subjecting modules to at least 4 days' operational burn-in at temperatures not less than 140
deg E460 deg C).

EXECUTION
Examination
1. Examine substrates, areas, and conditions, with Installer present, for compliance with
requirements for installation tolerances and other conditions affecting performance of perimeter
security.
2. Examine roughing-in for embedded and built-in anchors to verify actual locations of perimeter
security connections before perimeter security installation.
3. Prepare written report, endorsed by Installer, listing conditions detrimental to performance of
perimeter security.
4. Inspect built-in and cast-in anchor installations, before installing perimeter security, to verify that
anchor installations comply with requirements. Prepare inspection reports.
a. Remove and replace anchors where inspections indicate that they do not comply with
requirements. Reinspect after repairs or replacements are made.
b. Perform additional inspections to determine compliance of replaced or additional anchor
installations. Prepare inspection reports.
5. For material whose orientation is critical for its performance as a ballistic barrier, verify installation
orientation.
6. Proceed with installation only after unsatisfactory conditions have been corrected.

Perimeter Security
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B. Systems Integration

1.

Integrate perimeter security system with the following systems and equipment:
Electronic door hardware.

Elevators.

Network lighting controls.

Intercommunications and program systems.

Public address and mass notification systems.

Access control.

Fire-alarm system.

Intrusion detection system.

Video surveillance.

mS@ e ao0To

C. System Installation

1.
2.

Comply with UL 681 and NFPA 731.

Equipment Mounting: Install master control unit on finished floof withitops ofieéabinets not more

than 72 inches (1830 mm) above the finished floor.

a. Comply with requirements for seismic-restraint devices ‘spe€ified in Division 26 Section
"Vibration And Seismic Controls For Electrical Systems".

Install wall-mounted equipment, with tops of cabinets_aet,more than #2dnches (1830 mm) above

the finished floor.

a. Comply with requirements for seismic-resfraint devices specified in Division 26 Section
"Vibration And Seismic Controls For ElectricalSystems".

Connecting to Existing Equipment: Verify that,existing perimeter security system is operational

before making changes or connections.

a. Connect new equipment to existing control panel in‘existing part of the building.

b. Connect new equipment to existing monitoring equipment at the Supervising Station.

C. Expand, modify, and supplément existing cahtrol or monitoring equipment as necessary
to extend existing control or mgnitoring]functions to the new points. New components
shall be capable of merging with existing configuration without degrading the performance
of either system.

Security Fasteners: \Where accessible to inmates, install perimeter security components using
security fasteners with"head style appropriate for fabrication requirements, strength, and finish of
adjacent materials’ exeept that a maximum of two different sets of tools shall be required to
operate security fasteners,for Project. Provide stainless-steel security fasteners in stainless-steel
materials.
Wiring Method: ““Install power, signal, and data transmission wire and cable in raceways
according to Division)26 Section(s) "Underground Ducts And Raceways For Electrical Systems"
AND "Raceway And|Boxes For Electrical Systems". Minimum conduit size shall be 1/2 inch (13
mm)a, Control and data transmission wiring shall not share raceways with any other system.
Wiringwithin“Enelosures: Bundle, lace, and train conductors to terminal points. Use lacing bars
and distribution spools. Separate power-limited and non-power-limited conductors as
recommended in writing by manufacturer. Install conductors parallel with or at right angles to
sides and back of enclosure. Connect conductors that are terminated, spliced, or interrupted in
any.enclosure associated with perimeter security system to terminal blocks. Mark each terminal
according to system's wiring diagrams. Make all connections with approved crimp-on terminal
spade lugs, pressure-type terminal blocks, or plug connectors.

Wires and Cables:

a. Conductors: Size as recommended in writing by system manufacturer, unless otherwise
indicated.

b. 120-V Power Wiring: Install according to Division 26 Section "Low-voltage Electrical Power
Conductors And Cables", unless otherwise indicated.

C. Cable for Low-Voltage Control and Signal Circuits: Install unshielded, twisted-pair cable,
unless otherwise indicated or if manufacturer recommends shielded cable, according to
Division 28 Section "Conductors And Cables For Electronic Safety And Security".
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d. Data and Television Signal Transmission Cables: Install according to Division 28 Section
"Conductors And Cables For Electronic Safety And Security"
9. Splices, Taps, and Terminations: Make connections only on numbered terminal strips in junction,

pull, and outlet boxes; terminal cabinets; and equipment enclosures.

10. Install power supplies and other auxiliary components for detection devices at controllers, unless
otherwise indicated or required by manufacturer. Do not install such items near devices they
serve.

11. Stain-Sensitive Transducer Cable: Attached to fence at 12-inch (300-mm) intervals with tie
wraps.

12.  Electrostatic-Field System: Install field and sense wires on insulatorsfand standoffs on a fence,
wall, or roof. Provide intermediate supports recommended in writing by manufacturer as needed
for specified performance.

13. Buried, Ported Coaxial Cable: Transmitters may be located at one,end of,parallel coaxial cables,
and preamplifier-sensor module may be located at opposite.end. Install cable’so shield is uniform
throughout the length, without twisting or distorting cable during installation. Field-cut cables to
exact zone length at the site. To attach data transmission cablefoisensing cable, use heat-shrink
splice kits approved by manufacturer. Provide sufficientyoverlap of detector cables to eliminate
the possibility of entry between zones.

D. Identification
1. Indentify system components wiring,g€abling and terminals. Comply with identification
requirements in Division 26 Section "ldentification”ForElectrical Systems".
2. Install instructions frame in a locationgvisible from master control unit.

E. Grounding

1. Ground the master control unit '@and associated circuits; comply with IEEE 1100. Install a ground
wire from main service ground to'master control unit.

2. Ground system compaofients and conductor and cable shields to eliminate shock hazard and to
minimize ground loops, eommon-mode returns, noise pickup, cross talk, and other impairments.

3. Signal Ground Terminal* Locate at main equipment rack or cabinet. Isolate from power system
and equipment) grounding-, Provide 5-ohm ground. Measure, record, and report ground
resistance.

4. Install greunding electrodes of type, size, location, and quantity indicated. Comply with

installation requirements in Division 26 Section "Grounding And Bonding For Electrical Systems".

F. Field Quality Control
1. Pretesting: “After installation, align, adjust, and balance system and perform complete pretesting
to\ determine compliance of system with requirements in the Contract Documents. Correct
deficienciesfobserved in pretesting. Replace malfunctioning or damaged items with new ones
and“retest until satisfactory performance and conditions are achieved. Prepare forms for
systematic recording of acceptance test results.

a. Report of Pretesting: After pretesting is complete, provide a letter certifying that installation
is complete and fully operable; include names and titles of witnesses to preliminary tests.
2. Testing Agency: Engage a qualified testing and inspecting agency to perform tests and
inspections.
3. Manufacturer's Field Service: Engage a factory-authorized service representative to inspect, test,

and adjust components and equipment installations, including connections.
4. Tests and Inspections: Comply with provisions in NFPA 731, Ch.9, “Testing and Insptections.”

a. Inspection: Verify that units and controls are properly labeled and interconnecting wires
and terminals are identified.
b. Operational Tests: Schedule tests after pretesting has been successfully completed. Test

all modes of system operation and perimeter security at each detection device. Test for
detection of intrusion and for false alarms in each protected zone. Test for false alarms by
simulating activities outside indicated detection patterns.

C. Electrical Tests: Comply with NFPA 72, Section A-7. Minimum required tests are as
follows:
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1) Verify the absence of unwanted voltages between circuit conductors and ground.

2) Test all conductors for short circuits using an insulation-testing device.

3) With each circuit pair, short circuit at the far end of circuit and measure circuit
resistance with an ohmmeter. Record circuit resistance of each circuit on Record
Drawings.

4) Verify that each controller is in normal condition as detailed in manufacturer's
operation and maintenance manual.

5) Test signal and data transmission circuits complying with requirements in Division
28 Section "Conductors And Cables For Electronic Safety And Seeurity" for proper
signal transmission under open-circuit conditions. One connection eachshould be
opened at not less than 10 percent of initiating and indicatidg devices. \Observe
proper signal transmission according to class of wiring used.

6) Verify that transient surge-protection devices are ‘“installed) according to
manufacturer's written instructions.

7) Test each initiating and indicating device for alarm gperation and‘proper response at
central-station control unit.

8) Test both primary and secondary power. Verify,“bydest, that UPS is capable of
operating the system for period and in manner specifieds

d. Geophone System Tests: Test each zone at agminimum of tweddifferent locations. Test
each zone as follows:

1) Horizontal Movement: Adjust sensitivity to sereen out alarms from wind.

2) Vertical Climb: 100 percent detectionmyreguired-““Set count at 3 occurrences within
90-second window.

3) Cut Test: 100 percent dete€tion required.»Set count at 2 occurrences within 120-
second window.

4) Set sensitivity to value as low as possible, consistent with reliable detection.

5) If performance testsail, make adjustments to sensors to comply with requirements.
Retest failing and adjacent zonesitercomply with test.

e. Strain-Sensitive Cable ‘SystemfTests: Adjust sensitivity and count control to value as low
as possible, consistent withireliable detection.
f. Microwave Perimeter Security’System Tests: Adjust sensitivity to value as low as possible,
consistent withfreliable detection.
g. Long-Range' PIR, System Tests: Adjust sensitivity and hold time between activity duration
to value as'low as possible, consistent with reliable detection.
5. Report of Tests.and Inspections: Prepare a written record of tests, inspections, and detailed test
results in the formof a test l0g.
6. Tag all equipment, stations, and other components at which tests have been satisfactorily
completed.

G. Demonstration
1. Engage “ayfactory-authorized service representative to train Owner's maintenance personnel to
adjust,‘operate, and maintain perimeter security.

H. Adjusting
1. Occupancy Adjustments: When requested within 12 months of date of Final Completion, provide
on-site assistance in adjusting system to suit actual occupied conditions. Provide up to two visits
to Project during other than normal occupancy hours for this purpose. Visits for this purpose shall
be in addition to any required by warranty.

END OF SECTION 28 16 11 00
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1.1

A.

June 2021

GENERAL

Description Of Work

1. This specification covers the furnishing and installation of materials for intrusion detection.
Products shall be as follows or as directed by the Owner. Installationgprecedures shall be in
accordance with the product manufacturer's recommendations. Demolitionyand removal of
materials shall be as required to support the work.

Summary

1. Section includes:

a. Intrusion detection with communication links togperform monitering, alarm, and control
functions.

2. Integration of other electronic and electrical systems and‘egdipment.

Definitions

1. CCTV: Closed-circuit television.

2. PIR: Passive infrared.

3. RFI: Radio-frequency interference.

4, UPS: Uninterruptible power supplys

5. Control Unit: System compongnt that“meniters, inputs and controls outputs through various
circuits.

6. Master Control Unit: System component that accepts inputs from other control units and may
also perform control-unitéfunctionsy, The dnit has limited capacity for the number of protected
zones and is installeddat an unattended“location or at a location where it is not the attendant's
primary function to monitor the security system.

7. Monitoring Station: Facility_that receives signals and has personnel in attendance at all times to
respond to signals. A centralbistation is a monitoring station that is listed.

8. Protected Zone: A protected‘premises or an area within a protected premises that is provided
with meansto prevent an unwanted event.

9. Standard” Intruders, A person who weighs 100 Ib (45 kg) or less and whose height is 60 inches
(1526gmin) or lessydressed in a long-sleeved shirt, slacks, and shoes unless environmental
conditionsat the site require protective clothing.

10.  Standard-Intruder Movement: Any movement, such as walking, running, crawling, rolling, or
jumping, of a "standard intruder" in a protected zone.

110, Systems Integration: The bringing together of components of several systems containing
interacting components to achieve indicated functional operation of combined systems.

12. Zone. A defined area within a protected premises. It is a space or area for which an intrusion

mustPbe detected and uniquely identified. The sensor or group of sensors must then be assigned
to perform the detection, and any interface equipment between sensors and communication must
link to master control unit.

Action Submittals

1.

2.

Product Data: Components for sensing, detecting, systems integration, and control, including
dimensions and data on features, performance, electrical characteristics, ratings, and finishes.
Show Drawings: Detail assemblies of standard components that are custom assembled for
specific application on the Project.

a. Functional Block Diagram: Show single-line interconnections between components
including interconnections between components specified in this Section and those
furnished under other Sections. Indicate methods used to achieve systems integration.
Indicate control, signal, and data communication paths and identify programmable logic
controllers OR networks, as directed and control interface devices and media to be used.
Describe characteristics of network and other data communication lines.

Intrusion Detection
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1) Indicate methods used to achieve systems integration.

2) Indicate control, signal, and data communication paths and identify PLCs, networks,
control interface devices, and media to be used.

3) Describe characteristics of network and other data communication lines.

4) Describe methods used to protect against power outages and transient voltages
including types and ratings of isolation and surge suppression devices used in data,
communication, signal, control, and ac and dc power circuits.

b. Raceway Riser Diagrams: Detail raceway runs required for intrusion detection and for
systems integration. Include designation of devices connected by racewaygmraceway type
and size, and type and size of wire and cable fill for each raceway run.

C. UPS: Sizing calculations.

d. Site and Floor Plans: Indicate final outlet and device locations, foutingyof raceways, and
cables inside and outside the building. Include room layout for master control-unit console,
terminal cabinet, racks, and UPS.

e. Master Control-Unit Console Layout: Show required artwork’and device identification.
f. Device Address List: Coordinate with final system programmings
g. System Wiring Diagrams: Include system diagrams unique,to Project! Show connections

for all devices, components, and auxiliary equipment. Includexdiagrams for equipment and
for system with all terminals and interconnectionssidentified.

h. Details of surge-protection devices and their installation.
i. Sensor detection patterns and adjustment sanges.
3. Equipment and System Operation Description: Include methodyof operation and supervision of

each component and each type of circuit.-Show sequence of operations for manually and
automatically initiated system or equipment inputsy, Deseription must cover this specific Project;
manufacturer's standard descriptions for generic systems‘are unacceptable.

4, Sampiles for Initial Selection: For units with factory-applied color finishes.

5 Samples for Verification: For eachitype of exposeddfinish required.

E. Information Submittals
1. Qualification Data: For Installer ORintrusion detection systems integrator OR testing agency, as
directed.
2. Field quality-control séports.
3. Warranty: Samplefofispecial warranty.
4, Other Information”Submittals:

a. Test Plan,and Schedule: Test plan defining all tests required to ensure that system meets
techinical, operational,*and performance specifications within 60 days of date of Contract
award.

b. Examination reports documenting inspections of substrates, areas, and conditions.

C. Anehor inspegction reports documenting inspections of built-in and cast-in anchors.

F. Closeout, Submittals
1. Qperationr and Maintenance Data: For intrusion detection system to include in emergency,
operation, and maintenance manuals," include the following:

a. Data for each type of product, including features and operating sequences, both automatic
and manual.

b. Master control-unit hardware and software data.

G. Quality Assurance
1. Installer Qualifications:
a. An employer of workers, at least one of whom is a technician certified by the National
Burglar & Fire Alarm Association OR possess the standards and experience for
certification, as directed.
b. Manufacturer's authorized representative who is trained and approved for installation of
units required for this Project.
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Intrusion Detection Systems Integrator Qualifications: An experienced intrusion detection
equipment supplier and Installer who has completed systems integration work for installations
similar in material, design, and extent to that indicated for this Project, whose work has resulted in
construction with a record of successful in-service performance.

Testing Agency Qualifications: An independent testing agency, with the experience and

capability to conduct the testing indicated, that is a member company of the National Burglar &

Fire Alarm Association or is a nationally recognized testing laboratory (NRTL) as defined by

OSHA in 29 CFR 1910.7, and that is acceptable to Owner's insurance underwriter.

a. Testing Agency's Field Supervisor: Person currently certified aspan advanced alarm
technician by the National Burglar & Fire Alarm Association ORgpossess'the standards and
experience for certification, as directed, to supervise on-sitedesting specified in Part 3.

Electrical Components, Devices, and Accessories: Listed and,labeled as defined in NFPA 70,

Article 100, by a testing agency acceptable to authorities having jurisdictions and marked for

intended use.

Control Units, Devices, and Communications with Monitoring, Stationi Listed and labeled by a

qualified testing agency for compliance with SIA CP-01¢

FM Global Compliance: FMG-Approved and -labeled intrasion detection devices and equipment.

Comply with NFPA 70.

Project Conditions

1. Environmental Conditions: Capable off withstanding the following environmental conditions
without mechanical or electrical damage or degradationiéf operating capability:

a. Altitude: Sea level to 4000 fegix(1220m).

b. Master Control Unit: Rated for continuousyoperation in an ambient of 60 to 85 deg F (16 to
29 deg C) and a relative humidity of 20 to 80 percent, noncondensing.

C. Interior, Controlled Envirahment: System components, except master station control unit,
installed in air-conditioned{®R temperature-controlled, as directed, interior environments
shall be rated forfcontinuous aperation in ambients of 36 to 122 deg F (2 to 50 deg C) dry
bulb and 20 to 90ypercént relative humidity, noncondensing.

d. Interior, Uncontrolled Environment: System components installed in non-air-conditioned
OR nondtemperature=eontrolled, as directed, interior environments shall be rated for
contindous operation injambients of 0 to 122 deg F (minus 18 to plus 50 deg C) dry bulb
and20:te 90 percent relative humidity, noncondensing.

e. Exterior Environment: System components installed in locations exposed to weather shall
be rated for.eontinuous operation in ambients of minus 30 to plus 122 deg F (minus 34 to
pltse0 deg C)y’dry bulb and 20 to 90 percent relative humidity, condensing. Comply with
UL 294 and UL 639 for outdoor-use equipment. Rate for continuous operation when
exposed to rain as specified in NEMA 250, winds up to 85 mph (137 km/h) and snow cover
up to24 inches (610 mm) thick.

f. Hazardous Environment: System components located in areas where fire or explosion
hazards may exist because of flammable gases or vapors, flammable liquids, combustible
dust, or ignitable fibers or flyings shall be rated, listed, and installed according to NFPA 70.

Warranty

1. Special Warranty: Manufacturer's standard form in which manufacturer and Installer agree to
repair or replace components of intrusion detection devices and equipment that fail in materials or
workmanship within specified warranty period.

2. Warranty Period: Two years from date of Final Completion.

PRODUCTS

Functional Description Of System

1.

Description: Hard-wired OR Multiplexed, modular, microprocessor-based controls, intrusion
sensors and detection devices, and communication links to perform monitoring, alarm, and
control functions.
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2. Supervision:  System components shall be continuously monitored for normal, alarm,
supervisory, and trouble conditions. Indicate deviations from normal conditions at any location in
system. Indication includes identification of device or circuit in which deviation has occurred and
whether deviation is an alarm or malfunction.

a. Alarm Signal: Display at master station control unit and actuate audible and visual alarm
devices.
b. Trouble Condition Signal: Distinct from other signals, indicating that system is not fully

functional. Trouble signal shall indicate system problems such as battery failure, open or
shorted transmission line conductors, or controller failure.

C. Supervisory Condition Signal: Distinct from other signals, indicating an@abnormal,condition
as specified for the particular device or controller.

3. System Control: Master station control unit shall directly monitor intrusion“detection units and

connecting wiring.

OR

System Control:  Master station control unit shall directly” monitor “intrusion detection

devices, perimeter detection units OR controllers associated with perimeter detection units, as

directed, and connecting wiring in a multiplexed distributed“centrol system or as part of a

network.

4. System shall automatically reboot program without erreror loss of status or alarm data after any
system disturbance.

5. Operator Commands:
a. Help with System Operation: Display all commands available to operator. Help command,

followed by a specific command, shallsproduce a short explanation of the purpose, use,
and system reaction to that command.

Acknowledge Alarm: To indicate that alarm message has been observed by operator.
Place Protected Zone in Access: | Disable all intrusion-alarm circuits of a specific protected
zone. Tamper circuits mayghot be'disabled by operator.

d. Place Protected Zone in&ecure;, Activaterall intrusion-alarm circuits of a protected zone.

e. Protected Zone Test: Initiate gperational test of a specific protected zone.

f. System Test: Initiate system-wide operational test.

oo

g. Print Reports.

6. Timed Control at Master station control unit: Allow automatically timed "secure" and "access"
functions of selectéd protected zones.

7. Automatic Contrel of Related Systems: Alarm or supervisory signals from certain intrusion

detection devices control the,following functions in related systems:

Switch selected lights:

Shift elevatoricontrol to a different mode.

Open a signal path between certain intercommunication stations.

Shiftisound system to "listening mode" and open a signal path to certain system speakers.

Switchisignal to selected monitor from closed-circuit television camera in vicinity of sensor

sighaling an alarm.

8. PrintediRecord of Events: Print a record of alarm, supervisory, and trouble events on system
printer. Sort and report by protected zone, device, and function. When master station control unit
receives a signal, print a report of alarm, supervisory, or trouble condition. Report type of signal
(alarm; supervisory, or trouble), protected zone description, date, and time of occurrence.
Differentiate alarm signals from other indications. When system is reset, report reset event with
the same information concerning device, location, date, and time. Commands shall initiate the
reporting of a list of current alarm, supervisory, and trouble conditions in system or a log of past
events.

9. Response Time: Two seconds between actuation of any alarm and its indication at master
station control unit.

10.  Circuit Supervision: Supervise all signal and data transmission lines, links with other systems,
and sensors from master station control unit. Indicate circuit and detection device faults with both
protected zone and trouble signals, sound a distinctive audible tone, and illuminate an LED.
Maximum permissible elapsed time between occurrence of a trouble condition and indication at

P20 TO
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11.

12.

master station control unit is 20 seconds. Initiate an alarm in response to opening, closing,
shorting, or grounding of a signal or data transmission line.

Programmed Secure-Access Control: System shall be programmable to automatically change
status of various combinations of protected zones between secure and access conditions at
scheduled times. Status changes may be preset for repetitive, daily, and weekly; specially
scheduled operations may be preset up to a year in advance. Manual secure-access control
stations shall override programmed settings.

Manual Secure-Access Control: Coded entries at manual stations shall change status of
associated protected zone between secure and access conditions.

System Component Requirements

1.

Compeatibility: Detection devices and their communication features, connecting wiring, and
master station control unit shall be selected and configured witht@aecessaries far full compatibility
with existing equipment:

Surge Protection: Protect components from voltage sdrges originating external to equipment

housing and entering through power, communicationgSignal,/contrel, or'sensing leads. Include

surge protection for external wiring of each conductor entry.€onnection to components.

a. Minimum Protection for Power Lines 120V and“More: & Auxiliary panel suppressors
complying with requirements in Divisiong26 Section “Transient-voltage Suppression For
Low-voltage Electrical Power Circuits

b. Minimum Protection for Communi€ation, Signal, Control, and Low-Voltage Power Lines:
Comply with requirements in Divisian,26¢SectionTransient-voltage Suppression For Low-
voltage Electrical Power Circuits®, as recommended by manufacturer for type of line being
protected.

Intrusion Detection Units: Listed and labeled by“a qualified testing agency for compliance with

UL 639.

Interference Protection: @omponents shalldbe unaffected by radiated RFI and electrical induction

of 15 V/m over a frequency range of@sto 10,000 MHz and conducted interference signals up to

0.25-V RMS injected inte power supply lines at 10 to 10,000 MHz.

Tamper Protection: Tampeér switches on detection devices, controllers, annunciators, pull boxes,

junction boxeseabinets, and,other system components shall initiate a tamper-alarm signal when

unit is opengd or partially disassembled and when entering conductors are cut or disconnected.

Central-stationycontrol-unit alarm display shall identify tamper alarms and indicate locations.

Self-Testing Deviees: Automatically test themselves periodically, but not less than once per hour,

to verify.normal device functioning and alarm initiation capability. Devices transmit test failure to

master station controlunit.

Antimasking Devices: Automatically check operation continuously or at intervals of a minute or

less, and use signal-processing logic to detect blocking, masking, jamming, tampering, or other

operational dysfunction. Devices transmit detection of operational dysfunction to master station
controlunit'as an alarm signal.

Addressable Devices: Transmitter and receivers shall communicate unique device identification

and status reports to master station control unit.

Remote-Controlled Devices: Individually and remotely adjustable for sensitivity and individually

monitored at master station control unit for calibration, sensitivity, and alarm condition.

Enclosures

1.

aobrwd

Interior Sensors: Enclosures that protect against dust, falling dirt, and dripping noncorrosive
liquids.

Interior Electronics: NEMA 250, Type 12.

Exterior Electronics: NEMA 250, Type 4X fiberglass OR stainless steel, as directed.

Corrosion Resistant: NEMA 250, Type 4X PVC OR stainless steel, as directed.

Screw Covers: Where enclosures are accessible to inmates, secure with security fasteners of
type appropriate for enclosure.

Secure And Access Devices
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Keypad and Display Module: Arranged for entering and executing commands for system-status
changes and for displaying system-status and command-related data.
Key-Operated Switch: Change protected zone between secure and access conditions.

E. Door And Window Switches

1.

2.
3.

4.

Description: Balanced-magnetic switch, complying with UL 634, installed on frame with integral
overcurrent device to limit current to 80 percent of switch capacity. Bias magnet and minimum of
two OR three, as directed, encapsulated reed switches shall resist compromise from introduction
of foreign magnetic fields.

Flush-Mounted Switches: Unobtrusive and flush with surface of door and window frame:
Overhead Door Switch: Balanced-magnetic type, listed for outdoor locatiens, and having door-
mounting magnet and floor-mounting switch unit.

Remote Test: Simulate movement of actuating magnet from master station,control, unit:

F. PIR Sensors

1.
2.

Listed and labeled by a qualified testing agency for compliancefwith SIA'PIR-01.
Description: Sensors detect intrusion by monitoring infrared wavelengths emitted from a human
body within their protected zone and by being insensitive to generalithermal variations.

a. Wall-Mounting Unit Maximum Detection Rangeuss 125 percenthof indicated distance for
individual units and not less than 50 feet (15@m). Provide adjustable coverage pattern as
indicated.

b. Ceiling-Mounting Unit Spot-Detection Patterni, Full"'360-degree conical.

C. Ceiling-Mounting Unit Pattern Size: 84=inch™(2135-mm) diameter at floor level for units

mounted 96 inches (2440 mm) above floor; 48-faot, (5.5-m) diameter at floor level for units
mounted 25 feet (7.6 m) above floor.

Device Performance:

a. Sensitivity: Adjustable pattern coverage tofdetect a change in temperature of 2 deg F
(1deg C) or less, and stafdard-intruderimoevement within sensor's detection patterns at any
speed between 0.3 to 7.5, fpsd0.09 to 2.3 m/s) across 2 adjacent segments of detector's
field of view.

b. Test Indicator: LED test indicator that is not visible during normal operation. When visible,
indicator shalldlight when senser detects an intruder. Locate test enabling switch under
sensor housing eover.

C. Remote Test: When initiated by master station control unit, start a test sequence for each
detectorgelement that simulates standard-intruder movement within sensor's detection
pattérns, causing an alarm.

G. Microwave Intrusion Detectors (Interior)

1.

Device Perfermance:’ Microwave transmitter establishes an electromagnetic field in an adjustable

detection patternrand detects intrusion by monitoring changes in that pattern.

a. Sensitivity:  Adjustable, able to detect standard-intruder movement within sensor's
detection pattern at any speed between 0.3 to 7.5 fps (0.09 to 2.3 m/s). Sensor sensitivity
adjustments shall be accessible only when sensor housing is removed, and sensors shall
comply with 47 CFR 15.

b. Activation Indicator: LED indicator shall not be visible during normal operation. Indicator
shall light when sensor detects a standard intruder. Locate test-enabling switch under
sensor housing cover.

C. Remote Test: When initiated by master station control unit, start a test sequence for each
detector element that simulates standard-intruder movement within sensor's detection
patterns, causing an alarm.

H. Acoustic-Type, Glass-Break Sensors

1.

Listed and labeled by a qualified testing agency for compliance with SIA GB-01.

2. Device Performance: Detect unique, airborne acoustic energy spectrum caused by breaking
glass.
Intrusion Detection June 2021
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a. Sensor Element: Microprocessor-based, digital device to detect breakage of plate,
laminate, tempered, and wired glass while rejecting common causes of false alarms.
Detection pattern shall be at least a 20-foot (6-m) range.

b. Hookup Cable: Factory installed, not less than 72 inches (1830 mm).

C. Activation Indicator: LED on sensor housing that lights when responding to vibrations,
remaining on until manually reset at sensor controller or at master station control unit.

d. Controller: Integral with sensor housing or in a separate assembly, locally adjustable by
control under housing cover.

e. Glass-Break Simulator: A device to induce frequencies into pretected glass pane that

simulate breaking glass without causing damage to glass.

l. Piezoelectric-Type, Glass-Break Sensors
1. Listed and labeled by a qualified testing agency for compliance with, SIA'GB-01,
2. Device Performance: Detect unique, high-frequency vibrations caused by breaking glass.

a. Sensor Element: Piezoelectric crystals in a housing designed to mount directly to glass
surface with adhesive provided by element madufacturer®™Circular detection pattern, with
at least a 60-inch (1525-mm) radius on a continuous dlass pane. Sensor element shall not
be larger than 4 sq. in. (25.80 sqg. cm).

b. Hookup Cable: Factory installed, not lessythan 72 inchegs(1830 mm).

c. Activation Indicator: LED on sensor housing that lights when responding to vibrations,
remaining on until manually reset at Sensor/controller or at master station control unit.

d. Controller: Integral with sensor housingfor in“a’Separate assembly, locally adjustable by
control under housing cover.

e. Glass-Break Simulator: Afdevice to induce frequencies into protected glass pane that

simulate breaking glass without causing damage to glass.

J. Vibration Sensors
1. Listed and labeled by afqualified testingri@agency for compliance with SIA GB-01.
2. Description: A sensor_eontroller and piezoelectric crystal sensor elements that are designed to
be rigidly mounted to structure being protected.
3. Device Performance: Deteets high-frequency vibrations generated by use of such tools as

oxyacetylengeftorches, oxygeniances, high-speed drills and saws, and explosives that penetrate a
structure whileynot responding to any other mechanical vibration.

a. Circular detection pattern, with at least a 72-inch (1830-mm) radius on protected structure.

b. Hookup Cable: Factory installed, not less than 72 inches (1830 mm).

(o7 Controller: Integral with sensor housing or in a separate assembly, locally adjustable by
contrelunder housing cover.

d. Glass-Break Simulator: A device to induce frequencies to protected glass pane that

simulate breaking glass without causing damage to glass.

K¢ Photoelectric Sensors

1. Device Performance: Detect an interruption of a pulsed, infrared, light beam that links transmitter
and receiver.
a. Sensitivity: Detect standard-intruder movement within sensor's detection patterns at any

speed of less than 7.5 fps (2.3 m/s) though the beam. Allow installation of multiple sensors
within same protected zone that will not interfere with each other.

b. Activation Indicator: LED indicator shall not be visible during normal operation. Indicator
shall light when sensor detects a standard intruder. Locate test enabling switch under
sensor housing cover.

C. Remote Test: When initiated by master station control unit, start a test sequence for each
detector element that simulates standard-intruder movement within sensor's detection
patterns, causing an alarm.

L. Microwave-PIR Dual-Technology Motion Sensors

June 2021 Intrusion Detection
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1. Description: Single unit combining a sensor that detects changes in microwave signals and a PIR
sensor that detects changes in ambient level of infrared emissions caused by standard-intruder
movement within detection pattern.

2. Device Performance: An alarm is transmitted when either sensor detects a standard intruder
within a period of three to eight seconds from when the other sensor detects a standard intruder.
a. Minimum Detection Pattern: A room 20 by 30 feet (6 by 9 m).

b. PIR Sensor Sensitivity: Adjustable pattern coverage to detect a change in temperature of
2 degF (1 deg C) or less, and standard-intruder movement within sensor's detection
patterns at any speed between 0.3 to 7.5 fps (0.09 to 2.3 m/s) across 2 adjaecent segments
of detector's field of view.

C. Microwave Sensor Sensitivity: Adjustable, able to detect standard-intruder movement
within sensor's detection pattern at any speed between 0.3 to 2.5 fps0.09 to 2.3 m/s).
Sensor sensitivity adjustments shall be accessible only when senser housing isdremoved,
and sensors shall comply with 47 CFR 15.

d. Activation Indicator: LED indicator shall not be visible dufing normal operation. Indicator
shall light when sensor detects a standard intruder. {locate gestienabling switch under
sensor housing cover.

e. Remote Test: When initiated by master station control unit,"start a test sequence for each
detector element that simulates standard-intruder movementiwithin sensor's detection
patterns, causing an alarm.

M. Duress-Alarm Switches
1. Description: A switch with a shroud over thegactivating lever that allows an individual to covertly
send a duress signal to master station £ontrol“uhit, with no visible or audible indication when
activated. Switch shall lock in activated [position untilireset with a key.
a. Minimum Switch Rating: 50,000 Qperations.
b. Foot Rail: Foot activated, floor mounting.
C. Push Button: Finger activated, suitableifeFmounting on horizontal or vertical surface.

N. Video Motion Sensor (Interior)

1. Device Performance: gbetect changes in video signal within a user-defined protected zone.
Video inputs shall be composite video as defined in EIA 170. Provide an alarm output for each
video input.

a. Detect movementhwithin protected zone of standard intruders wearing clothing with a
reflectivity, that differs,from that of background scene by a factor of 2. Reject all other
changes inwideo signal.

b. Modular design that allows for expansion or modification of number of inputs.

C. Controls:

1) Numbetr of detection zones.
2) Size'of detection zones.
3) Sensitivity of detection of each protected zone.
d. Maunting: Standard 19-inch (480-mm) rack as described in EIA 310.

0. Master Control Units
1. Description: Supervise sensors and detection subsystems and their connecting communication
links, status control (secure or access) of sensors and detector subsystems, activation of alarms
and supervisory and trouble signals, and other indicated functions.
a. System software and programs shall be held in flash electrically erasable programmable
read-only memory (EEPROM), retaining the information through failure of primary and
secondary power supplies.

b. Include a real-time clock for time annotation of events on the event recorder and printer.
C. Addressable initiation devices that communicate device identity and status.
d. Control circuits for operation of mechanical equipment in response to an alarm.
2. Construction: Freestanding equipment rack OR Desk-mounted console, as directed modular,

with separate and independent alarm and supervisory system modules. Alarm-initiating protected
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zone boards shall be plug-in cards. Arrangements that require removal of field wiring for module

replacement are unacceptable.

Comply with UL 609 OR UL 1023 OR UL 1076, as directed.

Console Controls and Displays: Arranged for interface between human operator at master

control unit and addressable system components including annunciation and supervision.

Display alarm, supervisory, and component status messages and the programming and control

menu.

a. Annunciator and Display: LCD, one OR two OR three line(s), as directed of 40 OR 80
characters, as directed, minimum.

b. Keypad: Arranged to permit entry and execution of programming, display, and control
commands.
C. Control-Unit Network: Automatic communication of alarm, status changes, commands,

and other communications required for system operation: 3Communication shall return to
normal after partial or total network interruption such_as power less’or transient event.
Total or partial signaling network failures shall ideftify the failure,and record the failure at
the annunciator display and at the system printef.

d. Field Device Network: Communicate between the £ontrol junit and field devices of the
system. Communications shall consist of alarm, network status, and status and control of
field-mounted processors. Each field-meunted deviceishall be interrogated during each
interrogation cycle.

e. Operator Controls: Manual switch€s and push-to-test buttons that do not require a key to
operate. Prevent resetting of alarm,ysupérvisoryjior trouble signals while alarm or trouble
condition persists. Include the following:

1) Acknowledge alarm;
2) Silence alarm.
3) System reset.

4) LED test.
f. Timing Unit: Soli@ state, programmable, 365 days.
g. Confirmation: ‘Relaysgcontactors, and other control devices shall have auxiliary contacts

that provide confitmation signals to system for their on or off status. Software shall
interpretsuch signals,idisplay equipment status, and initiate failure signals.

h. Alarmgindication: Audible signal sounds and a plain-language identification OR LED OR
LCD OR, cathode ray-tube display at master control unit identifying the protected zone OR
addressable detector, as directed originating the alarm. Annunciator panel displays a
common alarm light and sounds an audible tone.

i. Alarm activation sounds a bell or siren or strobe OR bell or siren and strobe, as directed.
Protected Zones: Quantity of alarm and supervisory zones as indicated, with capacity for
expanding number of protected zones by a minimum of 25 percent.
Power Supply Circuits: Master station control units shall provide power for remote power-
consuming detection devices. Circuit capacity shall be adequate for at least a 25 percent
inerease in load.
WPS; Comply with Division 26 Section "Static Uninterruptible Power Supply". UPS shall be sized
to provide a minimum of six hours of central-station control-unit operation.
Cabinet: Lockable, steel enclosure arranged so operations required for testing, normal operation,
and maintenance are performed from front of enclosure. If more than a single cabinet is required
to form a complete control unit, provide exactly matching modular enclosures. Accommodate all
components and allow ample gutter space for field wiring. Identify each enclosure by an
engraved, laminated, phenolic-resin nameplate. Lettering on enclosure nameplate shall not be
less than 1 inch (25 mm) high. Identify, with permanent labels, individual components and
modules within cabinets.

Transmission to Monitoring Station: A communications device to automatically transmit alarm,

supervisory, and trouble signals to the monitoring station, operating over a standard voice grade

telephone leased line. Comply with UL 1635.

Printout of Events: On receipt of signal, print alarm, supervisory, and trouble events. Identify

zone, device, and function. Include type of signal (alarm, supervisory, or trouble) and date and

time of occurrence. Differentiate alarm signals from all other printed indications. Also print
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system reset event, including same information for device, location, date, and time. Commands
initiate the printing of a list of existing alarm, supervisory, and trouble conditions in the system
and a historical log of events.

P. Audible And Visual Alarm Devices

1. Bell: 10 inches (254 mm) in diameter, rated to produce a minimum sound output of 84 dB at 10
feet (3 m) from master control unit.
a. Enclosure: Weather-resistant steel box equipped with tamper switches on cover and on
back of box.
2. Klaxon Weatherproof Motor-Driven Hooter: UL listed, rated to produce a minimum seund output

of 120 dB at 3 feet (1 m), plus or minus 3 dB, at a frequency of 470 Hz. €Rated for intermittent
use: two minutes on and five minutes off.
a. Designed for use in industrial areas and in high-noise, “severe-weather” marine
environments.
3. Siren: 30-W speaker with siren driver, rated to produce a minimdm sound output of 103 dB at 10
feet (3 m) from master control unit.
a. Enclosure: Weather-resistant steel box with tamper switches©n cover and on back of box.
4. Strobe: Xenon light complying with UL 1638, with a clear polycarbonate lens.
a. Light Output: 115 cd, minimum.
b. Flash Rate: 60 per minute.

Q.  Security Fasteners

1. Operable only by tools produced for use onsspecific type of fastener by fastener manufacturer or
other licensed fabricator. Drive systemftype, head style, material, and protective coating as
required for assembly, installation, and strength.

2. Drive System Types: Pinned Torx-Plus'OR pinned Torx OR pinned hex (Allen), as directed.

3. Socket Flat Countersunk Head FaSteners:
a. Heat-treated alloy steel, ASTM E,835(ASTM F 835M).
b. Stainless steel, ASTM F879 (ASTM F 879M), Group 1 CW.

4. Socket Button Head Fasteners:
a. Heat-treated alloyysteel, ASTMyE 835 (ASTM F 835M).
b. Stainless steelf ASTM F 879 (ASTM F 879M), Group 1 CW.

5. Socket Head CapgFasteners:
a. Heat-treated alloy:steel, ASTM A 574 (ASTM A 574M).
b. Stainless;steel, ASTMF 837 (ASTM F 837M), Group 1 CW.

6. ProtectivefCoatingsifor Heat-Treated Alloy Steel:
a. Zinc chromate) ASTM F 1135, Grade 3 or Grade 4, for exterior applications and interior

applications where indicated.

b. Zine phosphate with oil, ASTM F 1137, Grade |, or black oxide unless otherwise indicated.

1.3 EXECUTION
A. Examination
1. Examine substrates, areas, and conditions, with Installer present, for compliance with
requirements for installation tolerances and other conditions affecting performance of intrusion
detection.
2. Examine roughing-in for embedded and built-in anchors to verify actual locations of intrusion
detection connections before intrusion detection installation.
3. Prepare written report, endorsed by Installer, listing conditions detrimental to performance of
intrusion detection.
4. Inspect built-in and cast-in anchor installations, before installing intrusion detection, to verify that
anchor installations comply with requirements. Prepare inspection reports.
a. Remove and replace anchors where inspections indicate that they do not comply with

requirements. Reinspect after repairs or replacements are made.

Intrusion Detection June 2021
281611 00a-10 County of San Bernardino




SAN BERNARDINO 28 - Electronic Safety and Security

COUNTY

b. Perform additional inspections to determine compliance of replaced or additional anchor
installations. Prepare inspection reports.
5. For material whose orientation is critical for its performance as a ballistic barrier, verify installation
orientation.
6. Proceed with installation only after unsatisfactory conditions have been corrected.
B. System Integration
1. Electronic door hardware.
2. Elevators.
3. Network lighting controls.
4, Intercommunications and program systems.
5. Public address and mass notification systems.
6. Access control.
7. Fire-alarm system.
8. Perimeter security system.
9. Video surveillance.
C. System Installation
1. Comply with UL 681 and NFPA 731.
2. Equipment Mounting: Install master controlfunit'on finished floor with tops of cabinets not more
than 72 inches (1830 mm) above the finished floor.
a. Comply with requirements for seismic-réstraintidevices specified in Division 26 Section
"Vibration And Seismic ControlsyEor Electrical Systems".
3. Install wall-mounted equipment, ith tops of cabinets not more than 72 inches (1830 mm) above
the finished floor.
a. Comply with requirements, for seismic-restraint devices specified in Division 26 Section
"Vibration And Seisfmic Controls For Electrical Systems".
4, Connecting to ExistingdEquipment:“Verify that existing perimeter security system is operational
before making changesior cafinections.
a. Connect new equipment to existing control panel in existing part of the building.
b. Connectéhew equipment to existing monitoring equipment at the Supervising Station.
C. Expand, modify, and supplement existing control OR monitoring equipment, as directed

as secessary to extend existing control OR monitoring functions, as directed to the new
points. New components shall be capable of merging with existing configuration without
degrading the,performance of either system.

5. Security ‘Fasteners: “Where accessible to inmates, install intrusion detection components using
security fasteners with head style appropriate for fabrication requirements, strength, and finish of
adjacent materials except that a maximum of two different sets of tools shall be required to
operate security fasteners for Project. Provide stainless-steel security fasteners in stainless-steel
materialss

D. Wiring'lnstallation

1. Wiring Method: Install wiring in metal raceways according to Division 26 Section "Raceway And
Boxes For Electrical Systems". Conceal raceway except in unfinished spaces and as indicated.
Minimum conduit size shall be 1/2 inch (13 mm). Control and data transmission wiring shall not
share conduit with other building wiring systems.

2. Wiring Method: Install wiring in raceways except in accessible indoor ceiling spaces and in
interior hollow gypsum board partitions where cable may be used. Conceal raceways and wiring
except in unfinished spaces and as indicated. Minimum conduit size shall be 1/2 inch (13 mm).
Control and data transmission wiring shall not share conduit with other building wiring systems.

3. Wiring Method: Cable, concealed in accessible ceilings, walls, and floors when possible.

4. Wiring within Enclosures: Bundle, lace, and train conductors to terminal points. Use lacing bars
and distribution spools. Separate power-limited and non-power-limited conductors as
recommended in writing by manufacturer. Install conductors parallel with or at right angles to
sides and back of enclosure. Connect conductors that are terminated, spliced, or interrupted in
any enclosure associated with intrusion system to terminal blocks. Mark each terminal according
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to system's wiring diagrams. Make all connections with approved crimp-on terminal spade lugs,

pressure-type terminal blocks, or plug connectors.

Wires and Cables:

a. Conductors: Size as recommended in writing by system manufacturer, unless otherwise
indicated.

b. 120-V Power Wiring: Install according to Division 26 Section "Low-voltage Electrical Power
Conductors And Cables", unless otherwise indicated.

C. Control and Signal Transmission Conductors: Install unshielded, twisted-pair cable, unless
otherwise indicated or if manufacturer recommends shielded cable, according to Division
28 Section "Conductors And Cables For Electronic Safety And Security

d. Data and Television Signal Transmission Cables: Install according {0 Division 28\Section
"Conductors And Cables For Electronic Safety And Security".

Splices, Taps, and Terminations: Make connections only on numbered terminalistrips in junction,

pull, and outlet boxes; terminal cabinets; and equipment enclosures.

Install power supplies and other auxiliary components for detection devices at eontrollers, unless

otherwise indicated or required by manufacturer. Do not install such’items near devices they

serve.

Identify components with engraved, laminated-plastic or metal "nameplate for master station

control unit and each terminal cabinet, mounted with corsesion-resistant$crews. Nameplates and

label products are specified in Division 26 Section "ldentification For Electrical Systems".

E. Identification

1.

2.

Identify system components, wiring, cabling, and. terminals. @ Comply with identification
requirements as specified in Division 26 Section “ldentification For Electrical Systems".
Install instructions frame in a location visible from master control unit.

F. Grounding

1.

2.

3.

Ground the master control unitéand associateds€ircuits; comply with IEEE 1100. Install a ground
wire from main service ground{o,master control unit.

Ground system components and €onductor and cable shields to eliminate shock hazard and to
minimize ground loopsgeommon-made returns, noise pickup, cross talk, and other impairments.
Signal Ground Termihal: Locate at main equipment rack or cabinet. Isolate from power system
and equipment grounding. Provide 5-ohm ground. Measure, record, and report ground
resistance.

Install grounding, electrodes of type, size, location, and quantity indicated. Comply with
installation’requirements in Division 26 Section "Grounding And Bonding For Electrical Systems".

G. Field Quality Caontrol

1.

Pretestingi)After installation, align, adjust, and balance system and perform complete pretesting

to detemmine“@ompliance of system with requirements in the Contract Documents. Correct

deficiencies observed in pretesting. Replace malfunctioning or damaged items with new ones

and retest until satisfactory performance and conditions are achieved. Prepare forms for

systematic recording of acceptance test results.

a. Report of Pretesting: After pretesting is complete, provide a letter certifying that installation
is complete and fully operable; include names and titles of withesses to preliminary tests.

2. Testing Agency: Engage a qualified testing and inspecting agency to perform tests and
inspections.

3. Manufacturer’s Field Service: Engage a factory-authorized service representative to inspect test,
and adjust components, assemblies, and equipment installations connections.

4, Perform tests and inspections.

a. Manufacturer's Field Service: Engage a factory-authorized service representative to
inspect components, assemblies, and equipment installations, including connections, and
to assist in testing.

5. Test and Inspections: Comply with provisions in NFPA 731, Ch.9, “Testing and Inspections.”
Intrusion Detection June 2021
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a. Inspection: Verify that units and controls are properly labeled and interconnecting wires
and terminals are identified.
b. Test Methods: Intrusion detection systems and other systems and equipment that are

associated with detection and accessory equipment shall be tested according to Table
"Test Methods" and Table "Test Methods of Initiating Devices."
6. Documentation: Comply with provisions in NFPA 731, Ch. 4, "Documentation.”

7. Tag all equipment, stations, and other components for which tests have been satisfactorily
completed.
8.
H. Adjusting
1. Occupancy Adjustments: When requested within 12 months of

assistance in adjusting system to suit actual occupied conditio
Project during other than normal occupancy hours for this_p
be in addition to any required by warranty.

l. Demonstration
1. Engage a factory-authorized service representative to tra

END OF SECTION 28 16 11 00a
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SECTION 28 16 11 00b - SECURITY ACCESS

1.1 GENERAL

A. Description Of Work

1.

This specification covers the furnishing and installation of materials for security access. Products
shall be as follows or as directed by the Owner. Installation proceduresgshall be in accordance
with the product manufacturer's recommendations. Demolition and refmoval of materials shall be
as required to support the work.

B. Summary

1.

Section Includes:

a. Security access central-control station.

b One or more security access networked workstations.

C. Security access operating system and application seoftware.

d Security access controllers connected to high-speed-electrofic-data transmission network.

C. Definitions

aorON =

No

11.
12,

13.

14.
15.
16.
17.
18.

19.
20.
21.
22.
23.
24.
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CCTV: Closed-circuit television.

CPU: Central processing unit.

Credential: Data assigned to an entitygand used to identify that entity.

dpi: Dots per inch.

DTS: Digital Termination Service. A microwave-based, line-of-sight communication provided
directly to the end user.

GFI: Ground fault interrupter.

Identifier: A credenptial card; keypad™ personal identification number; or code, biometric
characteristic, or otheriuniqué identification entered as data into the entry-control database for the
purpose of identifying antindividual. Where this term is presented with an initial capital letter, this
definition applies.

I/O: Input/QOdtput.

LAN: Logcal area network.

Location®” A Laeeation on the network having a PC-to-controller communications link, with
additional, controllers, at the Location connected to the PC-to-controller link with a TIA 485-A
communications loop. Where this term is presented with an initial capital letter, this definition
applies.

RC: Personal computer. Applies to the central station, workstations, and file servers.

PChBus: Peripheral Component Interconnect. A peripheral bus providing a high-speed data
path*betiveen the CPU and the peripheral devices such as a monitor, disk drive, or network.

PDF: Portable Document Format. The file format used by the Acrobat document-exchange-
system software from Adobe.

RAS: Remote access services.

RF: Radio frequency.

ROM: Read-only memory. ROM data are maintained through losses of power.

TCP/IP: Transport control protocol/Internet protocol incorporated into Microsoft Windows.
TWAIN: Technology without an Interesting Name. A programming interface that lets a graphics
application, such as an image editing program or desktop publishing program, activate a scanner,
frame grabber, or other image-capturing device.

UPS: Uninterruptible power supply.

USB: Universal serial bus.

WAN: Wide area network.

WAV: The digital audio format used in Microsoft Windows.

WMP: Windows media player.

Wiegand: Patented magnetic principle that uses specially treated wires embedded in the
credential card.

Security Access
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25.  Windows: Operating system by Microsoft Corporation.

26. Workstation: A PC with software that is configured for specific, limited security-system functions.

27. WYSIWYG: What You See Is What You Get. Text and graphics appear on the screen the same
as they will in print.

D. Submittals
1. Product Data: For each type of product indicated. Include rated capacities, operating
characteristics, and furnished specialties and accessories. Reference each product to a location
on Drawings. Test and evaluation data presented in Product Data shall comply witheSIA BIO-01.

2. Shop Drawings: Include plans, elevations, sections, details, and attachments {6 other work.
a. Diagrams for cable management system.
b. System labeling schedules, including electronic copy of labeling schedules that are part of
the cable and asset identification system of the software specified imParts 2 and 1.3.
C. Wiring Diagrams. For power, signal, and control wiring. Shew typical wiringfschematics

including the following:
1)  Workstation outlets, jacks, and jack assemblies.
2) Patch cords.
3)  Patch panels.
d. Cable Administration Drawings: As specified inPa#t 1.3 "Identification" Article.
e. Battery and charger calculations for Central Station; workstations, and Controllers.
3. Samples: For workstation outlets, jacks, jack assemblies, and faceplates. For each exposed
product and for each color and texture specified.
4, Other Action Submittals:

a. Project planning documents as spe€ified in‘Part 1.3.
5. Field quality-control test reports.
6. Operation and Maintenance Data: _For\security system to include in emergency, operation, and
maintenance manuals. Include théfollowing:
a. Microsoft Windows software documentation.
b. PC installation and operatinggdocumentation, manuals, and software for the PC and all

installed peripherals. Software shall include system restore, emergency boot diskettes,
and drivers for alllinstalled hardware. Provide separately for each PC.

C. Hard copies offmanufacturer's specification sheets, operating specifications, design guides,
user's guides for, software and hardware, and PDF files on CD-ROM of the hard-copy
submittal.

d. Systemginstallation‘and setup guides, with data forms to plan and record options and setup
degisions.

E. Quality Assurance

1. Installer Qualifications: An employer of workers trained and approved by manufacturer.
a. Cable“installer must have on staff a registered communication distribution designer
certified by Building Industry Consulting Service International.
2. Source limitations: Obtain Central Station, workstations, Controllers, Identifier readers, and all
software through one source from a single manufacturer.
3. Eleetrical Components, Devices, and Accessories: Listed and labeled as defined in NFPA 70 by

a qualified testing agency, and marked for intended use.
4. Comply with NFPA 70, "National Electrical Code."
5. Comply with SIA DC-01 and SIA DC-03 and SIA DC-07, as directed.

F. Delivery, Storage, And Handling
1. Central Station, Workstations, and Controllers:
a. Store in temperature- and humidity-controlled environment in original manufacturer's
sealed containers. Maintain ambient temperature between 50 and 85 deg F (10 and 30
deg C), and not more than 80 percent relative humidity, noncondensing.
b. Open each container; verify contents against packing list, and file copy of packing list,
complete with container identification for inclusion in operation and maintenance data.

Security Access June 2021
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C. Mark packing list with designations that have been assigned to materials and equipment
for recording in the system labeling schedules that are generated by cable and asset
management system specified in Part 2.

d. Save original manufacturer's containers and packing materials and deliver as directed
under provisions covering extra materials.

Project Conditions

1. Environmental Conditions: System shall be capable of withstanding the following environmental
conditions without mechanical or electrical damage or degradation of operating capability:

a. Control Station: Rated for continuous operation in ambient conditions ef 60 to 85 deg F
(16 to 30 deg C) and a relative humidity of 20 to 80 percent, foncondensing.

b. Indoor, Controlled Environment:. NEMA 250, Type 1 enclosure. System components,
except central-station control unit, installed in air-conditioned ORMempérature-controlled,
as directed, indoor environments shall be rated for contihuoustoeperation in ambient
conditions of 36 to 122 deg F (2 to 50 deg C)dry bulb and{20 to 90 percent relative
humidity, noncondensing.

C. Indoor, Uncontrolled Environment: NEMA 250,3Iype 3RJOR 4 OR 12 OR 12K, as
directed, enclosures. System components installed ingnon-air-conditioned OR non-
temperature-controlled, as directed, intesior environments shall be rated for continuous
operation in ambient conditions of 0 {6122°deg F (minus™8 to plus 50 deg C) dry bulb and
20 to 90 percent relative humidity, moncondensing.

d. Outdoor Environment: NEMA 250, Type3"ORIBR OR 3S OR 4 OR 4X, as directed,
enclosures. System compongents,installed in locations exposed to weather shall be rated
for continuous operation infambientieonditions of minus 30 to plus 122 deg F (minus 34 to
plus 50 deg C) dry bulbfand 20 to\90 percent relative humidity, condensing. Rate for
continuous operation where exposed to rain as specified in NEMA 250, winds up to 85
mph (137 km/h) and snow'caver up 1024 inches (610 mm) thick.

e. Hazardous Environment:. System components located in areas where fire or explosion
hazards may eXist begause of flammable gases or vapors, flammable liquids, combustible
dust, or ignitable fibers shall be rated, listed, and installed according to NFPA 70.

f. Corrosivey Environment: For system components subjected to corrosive fumes, vapors,
and wind-driven salt spray in coastal zones, provide NEMA 250, Type 4X OR 6P, as
directed, enclosures.

PRODUCTS

Description

17 Security Access System: PC-based central station, one or more networked PC-based
workstations, and field-installed controllers, connected by a high-speed electronic-data
transmission network.

2. System Software: Based on 32-bit, central-station, workstation operating system, server
operating system, and application software. Software shall have the following capabilities:

a. Multiuser and multitasking to allow for independent activities and monitoring to occur
simultaneously at different workstations.

b. Graphical user interface to show pull-down menus and a menu-tree format that complies
with interface guidelines of Microsoft Windows.

C. System license for the entire system including capability for future additions that are within
the indicated system size limits specified in this Section.

d. Open-architecture system that allows importing and exporting of data and interfacing with
other systems that are compatible with Microsoft Windows.

e. Password-protected operator login and access.

f. Open-database-connectivity compliant.

3. Network connecting the central station and workstations shall be a LAN OR WAN, as directed,

using Microsoft Windows-based TCP/IP with a capacity of connecting up to 99 workstations.

Security Access
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System shall be portable across multiple communication platforms without changing system
software.

4. Network(s) connecting PCs and controllers shall consist of one or more of the following:

a. Local area, IEEE 802.3 Fast Ethernet Gigabit-Ethernet OR 100 BASE-TX, as directed,
star topology network based on TCP/IP.

b. Direct-connected, RS-232 cable from the COM port of the central station to the first
controller, then RS-485 cable to interconnect the remaining controllers at that Location.

C. Dial-up and cable modem connection using a standard cable or dial-up telephone line.

B. Operation

1. Security access system shall use a single database for access-control afd credential-creation
functions.

2. Distributed Processing: A fully distributed processing system.

a. Access-control information, including time, date, valid codes;,access, levelsyand similar
data, shall be downloaded to controllers so each conifollerican make access-control
decisions.

b. Intermediate controllers for access control are prohibited.

C. In the event that communications with the central controller areflost, controllers shall
automatically buffer event transactions until communications “are restored, at which time
buffered events shall be uploaded to the central station.

3. Number of Locations:

a. Support at least 32,000 separate Locationsiusing a singlé’PC with combinations of direct-
connect, dial-up, or TCP/IP LAN conneetions 10 each Location.

b. Each Location shall have its own database‘@nd history in the central station.

C. Locations may be combined to share a common database.

4, Data Capacity:

a. 130 different card-reader fofmats.

b. 999 comments.

C. 48 graphic file types forimporting maps.

5. Location Capacity:

a. 128 reader-controlled doors.

b. 50,000 total-ageess credentials:

C. 2048 supenvisedyalarm inputs.

d. 2048 programmable outputs.

e. 32,000,custom actiomymessages per Location to instruct operator on action required when
alanfn’is received.

6. System Network Requirements:

a. System components shall be interconnected and shall provide automatic communication of
status_changes, commands, field-initiated interrupts, and other communications required
for propemsystem operation.

b. Communication shall not require operator initiation or response and shall return to normal
after partial- or total-network interruption such as power loss or transient upset.

C. System shall automatically annunciate communication failures to the operator and shall
identify the communications link that has experienced a partial or total failure.

d. Communications controller may be used as an interface between the central-station
display systems and the field device network. Communications controller shall provide
functions required to attain the specified network communications performance.

7. Central station shall provide operator interface, interaction, display, control, and dynamic and
real-time monitoring. Central station shall control system networks to interconnect all system
components, including workstations and field-installed controllers.

8. Field equipment shall include controllers, sensors, and controls.

a. Controllers shall serve as an interface between the central station and sensors and
controls.

b. Data exchange between the central station and the controllers shall include down-line
transmission of commands, software, and databases to controllers.

Security Access June 2021
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10.

11.

12.

13.

C. The up-line data exchange from the controller to the central station shall include status
data such as intrusion alarms, status reports, and entry-control records.

d. Controllers are classified as alarm-annunciation or entry-control type.

System Response to Alarms:

a. Field device network shall provide a system end-to-end response time of one second(s) or
less for every device connected to the system.

b. Alarms shall be annunciated at the central station within one second of the alarm occurring

at a controller or at a device controlled by a local controller, and within 100 ms if the alarm
occurs at the central station.

C. Alarm and status changes shall be displayed within 100 ms after receipt of data by the
central station.

d. All graphics shall be displayed, including graphics-generated map displays, on the console
monitor within five seconds of alarm receipt at the security‘censole:

e. This response time shall be maintained during system.heavy-load.

False-Alarm Reduction: The design of the central stationfand controllets shall contain features to
reduce false alarms. Equipment and software shall comply with SIA,CP-01.

Error Detection:

a. Use a cyclic code method to detect single- and double-bit errors, burst errors of eight bits
or fewer, and at least 99 percent of all_ether multibit andfburst errors between controllers
and the central station.

Interactive or product error-detectioh’codes/alone will not be acceptable.

A message shall be in error if one bitis received incorrectly.

Retransmit messages with detected errors.

Allow for an operator-assigned two-digithdecimal number to each communications link
representing the number of retransmission ‘attempts.

Central station shall_printi\a communication failure alarm message when the number of
consecutive retransfission attempts/equals the assigned quantity.

g. Monitor the frequéncy of dataitransmission failure for display and logging.

Data Line Supervision:)Systém shall initiate an alarm in response to opening, closing, shorting,
or grounding of data transmission lines.

Door Hardwareginterface:

PoooT

—h

a. Complyg~ with requirements in Division 8 Sections for door hardware required to be
monitored or controlled by the security access system.
b. Electricaligharacteristics of controllers shall match the signal and power requirements of

door hardware.

C. Application Software

1.

June 2021

System Software: Based on 32-bit, Microsoft Windows central-station and workstation operating
system andapplication software.

a. Multiuser multitasking shall allow independent activities and monitoring to occur
simultaneously at different workstations.

b. Graphical user interface shall show pull-down menus and a menu-tree format.

C. Capability for future additions within the indicated system size limits.

d. Open architecture that allows importing and exporting of data and interfacing with other
systems that are compatible with operating system.

e. Password-protected operator login and access.

Peer Computer Control Software: Detect a failure of a central computer and cause the other
central computer to assume control of all system functions without interruption of operation. Both
central computers shall have drivers to support this mode of operation.

Application Software: Interface between the alarm annunciation and entry-control controllers to
monitor sensors and DTS links, operate displays, report alarms, generate reports, and help train
system operators.

a. Reside at the central station, workstations, and controllers as required to perform specified
functions.
b. Operate and manage peripheral devices.

Security Access
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C. Manage files for disk 1/O, including creating, deleting, and copying files; and automatically
maintain a directory of all files, including size and location of each sequential and random-
ordered record.

d. Import custom icons into graphics to represent alarms and I/O devices.

e. Globally link I/0O so that any I/O can link to any other 1/0O within the same Location without
requiring interaction with the host PC. This operation shall be at the controller.

f. Globally code /O links so that any access-granted event can link to any I/O with the same
Location without requiring interaction with the host PC. This operation shall be at the
controller.

g. Messages from PC to controllers and controllers to controllers shall be 6n a polled network
that utilizes check summing and acknowledgment of each message.€Communication shall
be automatically verified, buffered, and retransmitted if message is, not'acknowledged.

h. Selectable poll frequency and message time-out settings shallfhandlesbandwidth and
latency issues for TCP/IP, RF, and other PC-to-controller .communieationsymethods by
changing the polling frequency and the amount of time the&ystem waitsfor a response.

i. Automatic and encrypted backups for database and history backupsishall'be automatically
stored at the central-control PC OR a selected workstationgas directed, and encrypted
with a nine-character alphanumeric password that must betused t0 restore or read data
contained in backup.

j- Operator audit trail for recording and reporting all echanges made to database and system
software.

k. Support network protocol and topology, TCP/P, Novel'Netware, Digital Pathworks, Banyan
Vines, LAN/WAN, and RAS.

4. Workstation Software:

a. Password levels shall be individually customized at each workstation to allow or disallow
operator access to program functions for each Location.

b. Workstation event filtering€shall “allow usef to define events and alarms that will be
displayed at each workstation. _If an‘alafm is unacknowledged (not handled by another
workstation) for a presét amount of time, the alarm will automatically appear on the filtered
workstation.

5. Controller Software:

a. Controllers shall'operate as autohomous, intelligent processing units.

1) Contrallers, shall make decisions about access control, alarm monitoring, linking
functions, “@and door-locking schedules for their operation, independent of other
system compaonents.

2) 4 Controllers shall'be part of a fully distributed processing-control network.

3) The poriion of the database associated with a controller, and consisting of
parameters, constraints, and the latest value or status of points connected to that
controller, shall be maintained in the controller.

b. The following functions shall be fully implemented and operational within each controller:

1), Monitoring inputs.

2)ly  Controlling outputs.

3)  Automatically reporting alarms to the central station.

4)  Reporting of sensor and output status to the central station on request.

9)  Maintaining real time, automatically updated by the central station at least once a
day.

6) Communicating with the central station.

7) Executing controller resident programs.

8)  Diagnosing.

9) Downloading and uploading data to and from the central station.

C. Controller Operations at a Location:

Security Access

1) Up to 64 controllers connected to TIA 485-A communications loop. Globally
operating /O linking and anti-passback functions between controllers within the
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passback shall remain fully functional within the same Location even when the
central station or workstations are off-line.

2) In the event of communication failure between the central station and a Location,
there shall be no degradation in operations at the controllers at that Location.
Controllers at each Location shall be connected to a memory buffer with a capacity
to store up to 10,000 events; there shall be no loss of transactions in system history
files until the buffer overflows.

3) Buffered events shall be handled in a first-in-first-out mode of operation.

d. Individual Controller Operation:

1)  Controllers shall transmit alarms, status changes, andfother“data to the central
station when communications circuits are operable4 If communications are not
available, controllers shall function in a stand.alonehmode; gperational data,
including the status and alarm data normally transmitted to the central station, shall
be stored for later transmission to the central station. “Storage ‘eapacity for the latest
1024 events shall be provided at each controller.

2) Card-reader ports of a controller shall ¢€ customfeonfigurable for at least 120
different card-reader or keypad formats. Multiple reader or keypad formats may be
used simultaneously at different controllers or'within the same controller.

3) Controllers shall provide a response, to card readefs or keypad entries in less than
0.25 seconds, regardless of system size.

4) Controllers that are resetf or powered up from a nonpowered state, shall
automatically request a parameter download and reboot to their proper working
state. This shall happen,without any operator intervention.

5) Initial Startup: When controllers are, brought on-line, database parameters shall be
automatically downloaded to them.” After initial download is completed, only
database changes'shall be downloaded to each controller.

6) On failure forfany reason, controllers shall perform an orderly shutdown and force
controller outputs to a“predetermined failure-mode state, consistent with the failure
modes shown and the associated control device.

7) After poweriisfrestored, following a power failure, startup software shall initiate self-
test diagnosticfeutines, after which controllers shall resume normal operation.

8) _After controller failure, if the database and application software are no longer
resident, controllers shall not restart but shall remain in the failure mode until
repaired. If database and application programs are resident, controllers shall
immediately resume operation. If not, software shall be restored automatically from
the central station.

e. Communications Monitoring:

1) System shall monitor and report status of TIA 485-A communications loop of each
Location.

2) Communication status window shall display which controllers are currently
communicating, a total count of missed polls since midnight, and which controller
last missed a poll.

3) Communication status window shall show the type of CPU, the type of I/O board,
and the amount of RAM for each controller.

f. Operating systems shall include a real-time clock function that maintains seconds, minutes,
hours, day, date, and month. The real-time clock shall be automatically synchronized with
the central station at least once a day to plus or minus 10 seconds. The time
synchronization shall be automatic, without operator action and without requiring system
shutdown.

6. PC-to-Controller Communications:

a. Central-station or workstation communications shall use the following:

1) Direct connection using serial ports of the PC.

2)  TCPI/IP LAN interface cards.

3) Dial-up or cable modems for connections to Locations.

b. Each serial port used for communications shall be individually configurable for "direct

communications," "modem communications incoming and outgoing," or "modem
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communications incoming only," or as an ASCIl output port. Serial ports shall have
adjustable data transmission rates and shall be selectable under program control.

C. Use multiport communications board if more than two serial ports are needed.

1) Use a 4-, 8-, or 16-serial port configuration that is expandable to 32- or 64-serial
ports.
2)  Connect the first board to an internal PCI bus adapter card.

d. Direct serial, TCP/IP, and dial-up, cable, or satellite communications shall be alike in the
monitoring or control of the system except for the connection that must first be made to a
dial-up or voice-over IP Location.

e. TCP/IP network interface card (NIV) shall have an option to set thegpoll-frequency and
message-response time-out settings.

f. PC-to-controller and controller-to-controller communications (direct, “dial-up, or TCP/IP)
shall use a polled-communication protocol that checks sum and acknewledges each
message. All communications in this subparagraph shall be, verified, and bdffered, and
retransmitted if not acknowledged.

7. Direct Serial or TCP/IP PC-to-Controller Communications:

a. Communication software on the PC shall supervise the ‘PE€4o-controller communications
link.

b. Loss of communications to any controller shallgresult in an alamm at all PCs running the
communication software.

C. When communications are restored, all buffered events shall automatically upload to the
PC, and any database changes shall be automati€ally“sentito the controller.

8. Dial-up Modem or Cable Modem PC-to-Contreller Communications:

a. Communication software on the RC shallisupervise the PC-to-controller communications
link during dial-up modem connect times.

b. Communication software shall be programmable to routinely poll each of the remote dial-
up or cable modem Locatiens, collecting event logs and verifying phone lines at operator-
selectable time intervalsfor each, Locations

C. System shall be programmablé for dialing and connecting to all dial-up or cable modem
Locations and for retrieving the accrued history transactions on an automatic basis as often
as once every 10sminutes andiup to once every 9999 minutes.

d. Failure to communicate to a dialsup Location three times in a row shall result in an alarm at
the PC.

e. Time offsét capabhilities shall be present so that Locations in a different geographical time
zone than the host P€ will be set to, and maintained at, the proper local time. This feature
shall'allowfor,geographical time zones that are ahead of or behind the host PC.

f. The controller, connected to a dial-up or cable modem shall automatically buffer all normal
transactions until its buffer reaches 80 percent of capacity. When the transaction buffer
reaches 80 percent, the controller shall automatically initiate a call to the central station
and uploadrall transactions.

g. Alarms shall be reported immediately.

R. Dial-up or cable modems shall be provided by manufacturer of the system. Modems used
at the controller shall be powered by the controller. Power to the modem shall include
battery backup if the controller is so equipped.

9. Contreller-to-Controller Communications:

a. TIA 485-A, four-wire, point-to-point, regenerative (repeater) communications network
methodology.

b. TIA 485-A communications signal shall be regenerated at each controller.

10. Database Downloads:

a. All data transmissions from PCs to a Location, and between controllers at a Location, shall
include a complete database checksum to check the integrity of the transmission. If the
data checksum does not match, a full data download shall be automatically retransmitted.

b. If a controller is reset for any reason, it shall automatically request and receive a database

Security Access
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d.

Software shall provide for setting downloads via dial-up connection to once per 24-hour
period, with time selected by the operator.

Software shall provide for setting delays of database downloads for dial-up connections.
Delays change the download from immediately to a delay ranging from one to 999 minutes.

11.  Operator Interface:

a.

b.

Inputs in system shall have two icon representations, one for the normal state and one for

the abnormal state.

When viewing and controlling inputs, displayed icons shall automatically change to the

proper icon to display the current system state in real time. lconsgshall also display the

input's state, whether armed or bypassed, and if the input isdin" the“armed or bypassed
state due to a time zone or a manual command.

Outputs in system shall have two icon representations, one fanthe secure (locked) state

and one for the open (unlocked) state.

Icons displaying status of the I/O points shall be constantly“updatedito show their current

real-time condition without prompting by the operator.

The operator shall be able to scroll the list of I/Q§ and pressithe appropriate toolbar button,

or right click, to command the system to perform the,désired function.

Graphic maps or drawings containing inputs, outputs, and oy¥erride groups shall include the

following:

1) Database to import and store full-color, maps or drawings and allow for input, output,
and override group icons to be placed on maps.

2) Maps to provide real-time display animatiohyand allow for control of points assigned
to them.

3) System to allow inputs, outputs, andyoverride groups to be placed on different maps.

4)  Software to allow changing the orderor priority in which maps will be displayed.

Override Groups Containing 1/Os:

1) System shalldincorperate overfide groups that provide the operator with the status
and contrel'over user-defined"sets" of I/Os with a single icon.

2) Icon shall_ ehange automatically to show the live summary status of points in that
group.

3) Oyerride group icon shall provide a method to manually control or set to time-zone
points in the group:

4) 4 Qverride group icon shall allow the expanding of the group to show icons
representing the live status for each point in the group, individual control over each
point;and the ability to compress the individual icons back into one summary icon.

Schedule Overrides of 1/0s and Override Groups:

1) N Bo accommodate temporary schedule changes that do not fall within the holiday
parameters, the operator shall have the ability to override schedules individually for
each input, output, or override group.

2) Each schedule shall be composed of a minimum of two dates with separate times for
each date.

3) The first time and date shall be assigned the override state that the point shall
advance to when the time and date become current.

4)  The second time and date shall be assigned the state that the point shall return to
when the time and date become current.

Copy command in database shall allow for like data to be copied and then edited for

specific requirements, to reduce redundant data entry.

12.  Operator Access Control:

a.

June 2021

Control operator access to system controls through three password-protected operator
levels. System operators and managers with appropriate password clearances shall be
able to change operator levels for operators.

Three successive attempts by an operator to execute functions beyond their defined level
during a 24-hour period shall initiate a software tamper alarm.

A minimum of 32 passwords shall be available with the system software. System shall
display the operator's name or initials in the console's first field. System shall print the
operator's name or initials, action, date, and time on the system printer at login and logoff.
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The password shall not be displayed or printed.

Each password shall be definable and assignable for the following:
1)  Selected commands to be usable.

2)  Access to system software.

3)  Access to application software.

4) Individual zones that are to be accessed.

5)  Access to database.

13.  Operator Commands:

a.

Security Access

Command Input: Plain-language words and acronyms shall allow operaters to use the
system without extensive training or data-processing backgrounds. SyS§tem prompts shall
be a word, a phrase, or an acronym.

Command inputs shall be acknowledged and processing shall start indnot less than one

second(s).

Tasks that are executed by operator's commands shall include,the following:

1)  Acknowledge Alarms: Used to acknowledge thatdthe operatorihas observed the
alarm message.

2) Place Zone in Access: Used to remotely disable intrusion-alarm circuits emanating
from a specific zone. System shall be structured soithat cansole operator cannot
disable tamper circuits.

3) Place Zone in Secure: Used to remotely activate intrusion-alarm circuits emanating
from a specific zone.

4)  System Test: Allows the operator to initiatefa system*wide operational test.

5) Zone Test: Allows the operator to,initiate an operational test for a specific zone.

6) Print reports.

7) Change Operator: Used for changing aperators.

8) Security Lighting Controlsi\ Allows the operator to remotely turn on or turn off
security lights.

9) Display Graphics:£Used to shewmany graphic displays implemented in the system.
Graphic displays  shallgbe completed within 20 seconds from time of operator
command.

10) Run systemytests.

11) Generaté and format reports.

12) Requéstihelp with the system operation.

a) Include in main menus.

b) Provideyunique, descriptive, context-sensitive help for selections and
functionswith the press of one function key.

c) Rrovide navigation to specific topic from within the first help window.

d) Help shall be accessible outside the application program.

13) ). Entry-Control Commands:

a) Lock (secure) or unlock (open) each controlled entry and exit up to four times
a day through time-zone programming.

b) Arm or disarm each monitored input up to four times a day through time-zone
programming.

c) Enable or disable readers or keypads up to two times a day through time-
zone programming.

d) Enable or disable cards or codes up to four times a day per entry point
through access-level programming.

Command Input Errors: Show operator input assistance when a command cannot be

executed because of operator input errors. Assistance screen shall use plain-language

words and phrases to explain why the command cannot be executed. Error responses that
require an operator to look up a code in a manual or other document are not acceptable.

Conditions causing operator assistance messages include the following:

1)  Command entered is incorrect or incomplete.

2)  Operator is restricted from using that command.

3) Command addresses a point that is disabled or out of service.
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4) Command addresses a point that does not exist.
5) Command is outside the system's capacity.

14. Alarms:

a.

h.

System Setup:

1)  Assign manual and automatic responses to incoming-point status change or alarms.

2) Automatically respond to input with a link to other inputs, outputs, or operator-
response plans; unique sound with use of WAV files; and maps or images that
graphically represent the point location.

3) Sixty-character message field for each alarm.

4) Operator-response-action messages shall allow messagé lengthef at least 65,000
characters, with database storage capacity of up to 32,000 messages. Setup shall
assign messages to access point OR zone OR sensor, asydirected)

5) Secondary messages shall be assignable by the“operaton for pfinting to provide
further information and shall be editable by the operator:

6)  Allow 25 secondary messages with a field ofdour lines of 60,characters each.

7) Store the most recent 1000 alarms fogfrecall oythe operator using the report
generator.

Software Tamper:

1)  Annunciate a tamper alarm when_unauthorized changes to system database files are
attempted. Three consecutive unsuccessful attempts to log onto system shall
generate a software tamperalarm.

2)  Annunciate a software tampen, alatm wheénpan operator or other individual makes
three consecutive unsuccessful attempts to invoke functions beyond the
authorization level.

3) Maintain a transcript file of the last 5000 commands entered at each central station
to serve as an audit trail. System shall not allow write access to system transcript
files by any pérson,‘regardless of their authorization level.

4)  Allow onlydacknowledgmentiof software tamper alarms.

Read access to system transcript files shall be reserved for operators with the highest

password authorization level available in system.

Animated), Response Graphics: Highlight alarms with flashing icons on graphic maps;

display’and constantly“update the current status of alarm inputs and outputs in real time

throghhanimated icons.

MultimediayAlarm Annunciation: WAV files to be associated with alarm events for audio

annunciationior instructions.

Alarm Handling: Each input may be configured so that an alarm cannot be cleared unless

it has returned to normal, with options of requiring the operator to enter a comment about

disposition of alarm. Allow operator to silence alarm sound when alarm is acknowledged.

Alarm ‘Automation Interface: High-level interface to central-station alarm automation

software systems. Allows input alarms to be passed to and handled by automation

systems in the same manner as burglar alarms, using a TIA 232-F ASCII interface.

CCTV Alarm Interface: Allow commands to be sent to CCTV systems during alarms (or

input change of state) through serial ports.

Camera Control: Provides operator ability to select and control cameras from graphic

maps.

15.  Alarm Monitoring: Monitor sensors, controllers, and DTS circuits and notify operators of an alarm
condition. Display higher-priority alarms first and, within alarm priorities, display the oldest
unacknowledged alarm first. Operator acknowledgment of one alarm shall not be considered
acknowledgment of other alarms nor shall it inhibit reporting of subsequent alarms.

a.

b.

C.

June 2021

Displayed alarm data shall include type of alarm, location of alarm, and secondary alarm
messages.

Printed alarm data shall include type of alarm, location of alarm, date and time (to nearest
second) of occurrence, and operator responses.

Maps shall automatically display the alarm condition for each input assigned to that map if
that option is selected for that input location.

Security Access
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m.

n.

Alarms initiate a status of "pending" and require the following two handling steps by

operators:

1) First Operator Step: "Acknowledged." This action shall silence sounds associated
with the alarm. The alarm remains in the system "Acknowledged" but "Un-
Resolved."

2) Second Operator Step: Operators enter the resolution or operator comment, giving
the disposition of the alarm event. The alarm shall then clear.

Each workstation shall display the total pending alarms and total unresolved alarms.

Each alarm point shall be programmable to disallow the resolution of alarmsguntil the alarm

point has returned to its normal state.

Alarms shall transmit to the central station in real time except for allewing connection time

for dial-up locations.

Alarms shall be displayed and managed from a minimum of four different' windows.

1) Input Status Window: Overlay status icon with a largegted blinking ieon.” Selecting
the icon will acknowledge the alarm.

2)  History Log Transaction Window: Display nafme, timef“and date in red text.
Selecting red text will acknowledge the alarm.

3) Alarm Log Transaction Window: Display name, time,"and daté’in red. Selecting red
text will acknowledge the alarm.

4) Graphic Map Display: Display a steady colored icon representing each alarm input
location. Change icon to flashing yéd when the alarm occurs. Change icon from
flashing red to steady red when the alarm is'acknowledged.

Once an alarm is acknowledged, the operatorishall be prompted to enter comments about

the nature of the alarm and actiongftaken.“Operator's comments may be manually entered

or selected from a programmed predefined list) or a’'combination of both.

For locations where there are regular alarm occurrences, provide programmed comments.

Selecting that comment shall'clearthe alarmy

The time and name of the operatorwhoesacknowledged and resolved the alarm shall be

recorded in the database:

Identical alarms from the“same alarm point shall be acknowledged at the same time the

operator acknowledges the first alarm. Identical alarms shall be resolved when the first

alarm is resolved.

Alarm functionsyshall have priority over downloading, retrieving, and updating database

from workstations and controllers.

When_a reader-controlled output (relay) is opened, the corresponding alarm point shall be

autematicallybypassed.

16.  Monitor Display: Display text and graphic maps that include zone status integrated into the
display. (Colors are used for the various components and current data. Colors shall be uniform
thréughout the system.

a.

Security Access

Color‘Code:

1) FLASHING RED: Alerts operator that a zone has gone into an alarm or that primary
power has failed.

2) STEADY RED: Alerts operator that a zone is in alarm and alarm has been
acknowledged.

3) YELLOW: Advises operator that a zone is in access.

4) GREEN: Indicates that a zone is secure and that power is on.

Graphics:

1) Support 32,000 graphic display maps and allow import of maps from a minimum of
16 standard formats from another drawing or graphics program.

2)  Allow I/O to be placed on graphic maps by the drag-and-drop method.

3) Operators shall be able to view the inputs, outputs, and the point's name by moving
the mouse cursor over the point on the graphic map.

4) Inputs or outputs may be placed on multiple graphic maps. The operator shall be
able to toggle to view graphic maps associated with I/Os.
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5) Each graphic map shall have a display-order sequence number associated with it to
provide a predetermined order when toggled to different views.

6) Camera icons shall have the ability to be placed on graphic maps that, when
selected by an operator, will open a video window, display the camera associated
with that icon, and provide pan-tilt-zoom control.

7) Input, output, or camera placed on a map shall allow the ability to arm or bypass an
input, open or secure an output, or control the pan-tilt-zoom function of the selected
camera.

17. System test software enables operators to initiate a test of the entire_system or of a particular
portion of the system.

a. Test Report: The results of each test shall be stored for future display\or printout. The
report shall document the operational status of system components.

18. Report-Generator Software: Include commands to generate reports for displaying, printing, and
storing on disk and tape. Reports shall be stored by type,.date, and time.yReport printing shall
be the lowest-priority activity. Report-generation modegshallibe operator selectable but set up
initially as periodic, automatic, or on request. Includé time andidate ‘printed and the name of
operator generating the report. Report formats may be configured by operators.

a. Automatic Printing: Setup shall specify, modify, ortinhibit the report to be generated; the
time the initial report is to be generatedizthe time interval between reports; the end of the
period; and the default printer.

b. Printing on Request: An operator may request a printout of any report.

C. Alarm Reports: Reporting shall betautomatic asiinitially set up. Include alarms recorded
by system over the selected_time and information about the type of alarm such as door
alarm, intrusion alarm, tamper alarmy, etc, the type of sensor, the location, the time, and the
action taken.

d. Access and Secure, Reports: Document zones placed in access, the time placed in
access, and the timé'placedyin secure mode.

e. Custom Reportsif Reports tailored'to exact requirements of who, what, when, and where.
As an option, custom réport formats may be stored for future printing.

f. Automatic History'Réports: Named, saved, and scheduled for automatic generation.

g. Cardholder Reports:<Include data, or selected parts of the data, as well as the ability to be
sorteddy name, card number, imprinted number, or by any of the user-defined fields.

h. Cardhalder by Reader Reports: Based on who has access to a specific reader or group of

readers byyselecting the readers from a list.

i. Cardholderiby Access-Level Reports: Display everyone that has been assigned to the
specified access level.

ik Who'ls\"In" (Muster) Report:

1) Emergency Muster Report: One-click operation on toolbar launches report.

2) Cardholder Report. Contain a count of persons who are "In" at a selected Location
and a detailed listing of name, date, and time of last use, sorted by the last reader
used or by the group assignment.

k. Panel Labels Reports: Printout of control-panel field documentation including the actual
location of equipment, programming parameters, and wiring identification. Maintain system
installation data within system database so that data are available on-site at all times.

l. Activity and Alarm On-Line Printing: Activity printers for use at workstations; prints all
events, or alarms only.

m. History Reports: Custom reports that allow the operator to select any date, time, event
type, device, output, input, operator, Location, name, or cardholder to be included or
excluded from the report.

1) Initially store history on the hard disk of the host PC.

2) Permit viewing of the history on workstations or print history to any system printer.

3)  The report shall be definable by a range of dates and times with the ability to have a
daily start and stop time over a given date range.

4) Each report shall depict the date, time, event type, event description, and device; or
I/0 name, cardholder group assignment, and cardholder name or code number.
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5) Each line of a printed report shall be humbered to ensure that the integrity of the
report has not been compromised.

6) Total number of lines of the report shall be given at the end of the report. If the
report is run for a single event such as "Alarms," the total shall reflect how many
alarms occurred during that period.

Reports shall have the following four options:

1)  View on screen.

2) Print to system printer. Include automatic print spooling and "Print To" options if
more than one printer is connected to the system.

3)  "Save to File" with full path statement.

4) System shall have the ability to produce a report indicating status of system inputs
and outputs or of inputs and outputs that are abnormal, out of time zone, manually
overridden, not reporting, or in alarm.

Custom Code List Subroutine: Allow the access codes of system to'be sorted‘and printed

according to the following criteria:

1)  Active, inactive, or future activate or deactivate.

2) Code number, name, or imprinted card number.

3) Group, Location access levels.

4)  Start and stop code range.

5)  Codes that have not been used since agelectable number of days.

6) In, out, or either status.

7)  Codes with trace designation.

The reports of system database shall allew options so that every data field may be printed.

The reports of system database ghall beteonstructed so that the actual position of the

printed data shall closely match the position ofithe data on the data-entry windows.

19. Anti-Passback:

a.

b.

System shall have global and localianti-passback features, selectable by Location. System
shall support hard and seft anti-passbacks

Hard Anti-Passback: Onee a gfedential holder is granted access through a reader with one
type of designation (IN orf@UT), the credential holder may not pass through that type of
reader designation until thehcredential holder passes through a reader of opposite
designation.

Soft Anti-Passback: Should a violation of the proper IN or OUT sequence occur, access
shall be dgranted;ibut a unique alarm shall be transmitted to the control station, reporting
the credential holderiand the door involved in the violation. A separate report may be run
on this event:

Timed Anti-Passback: A controller capability that prevents an access code from being
used twice at the same device (door) within a user-defined amount of time.

Provide four separate zones per Location that can operate without requiring interaction
with theghost PC (done at controller). Each reader shall be assignable to one or all four
antispassback zones. In addition, each anti-passback reader can be further designated as
“Hard," "Soft," or "Timed" in each of the four anti-passback zones. The four anti-passback
zones shall operate independently.

The anti-passback schemes shall be definable for each individual door.

The Master Access Level shall override anti-passback.

System shall have the ability to forgive (or reset) an individual credential holder or the
entire credential-holder population anti-passback status to a neutral status.

20. Visitor Assignment:

a.

Security Access

Provide for and allow an operator to be restricted to only working with visitors. The visitor
badging subsystem shall assign credentials and enroll visitors. Allow only those access
levels that have been designated as approved for visitors.

Provide an automated log of visitor name, time and doors accessed, and name of person
contacted.

Allow a visitor designation to be assigned to a credential holder.
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d. Security access system shall be able to restrict the access levels that may be assigned to
credentials issued to visitors.

e. Allow operator to recall visitors' credential-holder file once a visitor is enrolled in the
system.

f. The operator may designate any reader as one that deactivates the credential after use at
that reader. The history log shall show the return of the credential.

g. System shall have the ability to use the visitor designation in searches and reports.

Reports shall be able to print all or any visitor activity.

21. Time and Attendance:

a. Time and attendance reporting shall be provided to match IN and OUTxeads and display
cumulative time in for each day and cumulative time in for length designated in the report.

b. Shall be provided to match IN and OUT reads and display cumulative time in for each day
and cumulative time in for length designated in the report.

C. System software setup shall allow designation of selected acecess-control readers as time
and attendance hardware to gather the clock-in and cleck-out'times of the users at these
readers.

1) Reports shall show in and out times for each, day, total time in for each day, and a
total time in for period specified by the user.

2) Allow the operator to view and printsthe reports, orisave the reports to a file.

3)  Alphabetically sort reports on thie person's last name, by Location or location group.
Include all credential holdersfor optignally select individual credential holders for the
report.

22. Training Software: Enables operators“to practice system operation, including alarm
acknowledgment, alarm assesSment,“ response force deployment, and response force
communications. System shall continue nermal operation during training exercises and shall
terminate exercises when an alarm signal isfreceived at the console.

23.  Entry-Control Enroliment Softwares, Database management functions that allow operators to add,
delete, and modify access data, as needed.

a. The enroliment'stationghall not have alarm response or acknowledgment functions.

b. Provide multiple;<password-protected access levels. Database management and
modification functions, shall require a higher operator access level than personnel
enrollment functions.

C. Thefprogram shall provide means to disable the enrollment station when it is unattended,
to‘preventiunauthorized use.
d. The programyshall provide a method to enter personnel identifying information into the

entry-control database files through enroliment stations. In the case of personnel identity-
verification subsystems, this shall include biometric data. Allow entry of personnel
identifying information into the system database using menu selections and data fields.
The data field names shall be customized during setup to suit user and site needs.
RPersonnel identity-verification subsystems selected for use with the system shall fully
support the enrollment function and shall be compatible with the entry-control database
files.

e. Cardholder Data: Provide 99 user-defined fields. System shall have the ability to run
searches and reports using any combination of these fields. Each user-defined field shall
be configurable, using any combination of the following features:

1)  MASK: Determines a specific format with which data must comply.

2)  REQUIRED: Operator is required to enter data into field before saving.

3)  UNIQUE: Data entered must be unique.

4) DEACTIVATE DATE: Data entered will be evaluated as an additional deactivate
date for all cards assigned to this cardholder.

5) NAME ID: Data entered will be considered a unique ID for the cardholder.

f. Personnel Search Engine: A report generator with capabilities such as search by last
name, first name, group, or any predetermined user-defined data field; by codes not used
in definable number of days; by skills; or by seven other methods.

g. Multiple Deactivate Dates for Cards: User-defined fields to be configured as additional
stop dates to deactivate any cards assigned to the cardholder.
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Batch card printing.

Default card data can be programmed to speed data entry for sites where most card data
are similar.

Enhanced ASCII File Import Utility: Allows the importing of cardholder data and images.
Card Expire Function: Allows readers to be configured to deactivate cards when a card is
used at selected devices.

D. System Database
1. Database and database management software shall define and modify each peint,in database
using operator commands. Definition shall include parameters and constraifnts associated with
each system device.
2. Database Operations:

a.

System data management shall be in a hierarchical menu treefermat, with savigation
through expandable menu branches and manipulated with_use of menus and’icons in a
main menu and system toolbar.

b. Navigational Aids:

1)  Toolbar icons for add, delete, copy, print, capture‘image, activate, deactivate, and
muster report.

2) Point and click feature to facilitate data manipulation.

3) Next and previous command buttons visible when editing database fields to facilitate
navigation from one record to the next.

4) Copy command and copy tool in the tQolbaf to"copyidata from one record to create a
new similar record.

C. Data entry shall be automatically checkedfor duplicate and illegal data and shall verify that
data are in a valid format.

d. System shall generate a memo'or note field for each item that is stored in database,
allowing the storing of infofmationiabout any defining characteristics of the item. Memo
field is used for noting thé purpose thelitem'was entered for, reasons for changes that were
made, and the like.

3. File Management:

a. File management shall include backup and restoration system, allowing selection of
storage mediaf including 3.5-ineh floppy disk, Zip and Jaz drives, and designated network
resources.

b. Operations” shall{be both manual and automatic mode. The number of automatic
sequential_backups‘before the oldest backup becomes overwritten; FIFO mode shall be
opefator selectable.

C. Backup program shall provide manual operation from any PC on the LAN and shall operate
while system remains operational.

4, Operator Passwords:

a. Softwaregshall support up to 32,000 individual system operators, each with a unique
password.

b. One to eight alphanumeric characters.

C. Allow passwords to be case sensitive.

d. Passwords shall not be displayed when entered.

e. Passwords shall have unique and customizable password profile, and allow several

Security Access

operators to share a password profile. Include the following features in the password

profile:

1)  Allow for at least 32,000 operator password profiles.

2)  Predetermine the highest-level password profile for access to all functions and areas
of program.

3) Allow or disallow operator access to any program operation, including the functions
of View, Add, Edit, and Delete.

4) Restrict which doors an operator can assign access to.
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f. Operators shall use a user name and password to log on to system. This user name and
password shall be used to access database areas and programs as determined by the
associated profile.

g. Make provision to allow the operator to log off without fully exiting program. User may be
logged off but program will remain running while displaying the login window for the next
operator.

Access Card/Code Operation and Management: Access authorization shall be by card, by a

manually entered code (PIN), or by a combination of both (card plus PIN).

a. Access authorization shall verify the facility code first, the card orgeard-and-PIN validation
second, and the access level (time of day, day of week, date)f anti-passback status, and
number of uses last.

b. Use data-entry windows to view, edit, and issue access levelsiAccess authorization entry
management system shall maintain and coordinate all aceess levels to prevent duplication
or the incorrect creation of levels.

C. Allow assignment of multiple cards/codes to a cardholden

d. Allow assignment of up to four access levelsdor each EGeation’to a cardholder. Each
access level may contain any combination of doors:

e. Each door may be assigned four time zones.

f. Access codes may be up to 11 digits in length.

g. Software shall allow the grouping offlocations so cardholder data can be shared by all

locations in the group.

h. Visitor Access: Issue a visitor badgefor-dataptracking or photo ID purposes without
assigning that person a card or,code.

i. Cardholder Tracing: Allowffor selection“of, cardholder for tracing. Make a special audible
and visual annunciation fat control ‘station”"when a selected card or code is used at a
designated code reader. {Annunciation shall include an automatic display of the cardholder

image.

j- Allow each cardholder to be“givenfeither an unlimited number of uses or a number from 1
to 9998 that regulatesdhe number of times the card can be used before it is automatically
deactivated.

k. Provide for cards andicodes to be activated and deactivated manually or automatically by

date. LProvide for multiple deactivate dates to be preprogrammed.

Security Access Integration:

a. Photo IDibadging and photo verification shall use same database as the security access
and may query data from cardholder, group, and other personal information to build a
custom ID badge.

b. Automatic or manual image recall and manual access based on photo verification shall
also be ‘a means of access verification and entry.
C! System shall allow sorting of cardholders together by group or other characteristic for a fast

and'efficient method of reporting on, and enabling or disabling, cards or codes.
Key control and tracking shall be an integrated function of cardholder data.

a. Provide the ability to store information about which conventional metal keys are issued and
to whom, along with key construction information.
b. Reports shall be designed to list everyone that has possession of a specified key.

Facility Codes: System shall accommodate up to 2048 facility codes per Location, with the option

of allowing facility codes to work at all doors or only particular doors.

Operator Comments:

a. With the press of one appropriate button on toolbar, the user shall be permitted to make

operator comments into history at anytime.

Automatic prompting of operator comment shall occur before the resolution of each alarm.

Operator comments shall be recorded by time, date, and operator number.

Comments shall be sorted and viewed through reports and history.

The operator may enter comments in two ways; either or both may be used:

1) Manually entered through keyboard data entry (typed), up to 65,000 characters per
each alarm.

2)  Predefined and stored in database for retrieval on request.

PooCT
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f.
10.  Group
a.
b.
C.

d

System shall have a minimum of 999 predefined operator comments with up to 30
characters per comment.

Group names may be used to sort cardholders into groups that allow the operator to
determine the tenant, vendor, contractor, department, division, or any other designation of
a group to which the person belongs.

System software shall have the capacity to assign 1 of 32,000 group names to an access
authorization.

Make provision in software to deactivate and reactivate all access authorizations assigned
to a particular group.

Allow sorting of history reports and code list printouts by group names

11. Time Zones:

a.

C.
d

12, Holida
a.

b.
c.
d.

e.

Each zone consists of a start and stop time for 7 days of the week and three holiday
schedules. A time zone is assigned to inputs, outputs, or access levels to determine when
an input shall automatically arm or disarm, when an outputf@utomatically epens or secures,
or when access authorization assigned to an access levél will be denied or'granted.

Up to four time zones may be assigned to inputs and outputs to allow up to four arm or
disarm periods per day or four lock or unlock periods per day;up tofthree holiday override
schedules may be assigned to a time zone.

Data-entry window shall display a dynamicallyflinked\bar graph showing active and inactive
times for each day and holiday, as start and'stop times are entered or edited.

System shall have the capacity for 2048 timezonés for-each Location.

ys:

Three different holiday schedulesémay bejassighed to a time zone. Holiday schedule
consists of date in format MM/DD/YEAR "and a“description. When the holiday date
matches the current date of the itime zone, the holiday schedule replaces the time zone
schedule for that 24-hour period.

System shall have the capacity for 32,000holidays.

Three separate holiday‘sehedules may be applied to a time zone.

Holidays have an option to be designated as occurring on the designated date each year.
These holidays remain in system and will not be purged.

Holidays not désignated to occur each year shall be automatically purged from database
after the daté expires.

13.  Access Levels:

a.
b.

C.

d.

System.shall allow forthe creation up to 32,000 access levels.

Ongllevel'shall be predefined as the Master Access Level. The Master Access Level shall
work at all doors at all times and override any anti-passback.

System shall allow for access to be restricted to any area by reader and by time. Access
levels shall determine when and where an Identifier is authorized.

Systemishall be able to create multiple door and time zone combinations under same
access level so that an Identifier may be valid during different time periods at different
réaders even if the readers are on the same Controller.

14. User-Defined Fields:

a.

Security Access

System shall provide a minimum of 99 user-defined fields, each with up to 50 characters,
for specific information about each credential holder.

System shall accommodate a title for each field; field length shall be 20 characters.

A "Required" option may be applied to each user-defined field that, when selected, forces
the operator to enter data in the user-defined field before the credential can be saved.

A "Unique" option may be applied to each user-defined field that, when selected, will not
allow duplicate data from different credential holders to be entered.

Data format option may be assigned to each user-defined field that will require the data to
be entered with certain character types in specific spots in the field entry window.

A user-defined field, if selected, will define the field as a deactivate date. The selection
shall automatically cause the data to be formatted with the windows MM/DD/YEAR date
format. The credential of the holder will be deactivated on that date.
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g. A search function shall allow any one user-defined field or combination of user-defined
fields to be searched to find the appropriate cardholder. The search function shall include
search for a character string.

h. System shall have the ability to print cardholders based on and organized by the user-
defined fields.

15. Code Tracing:

a. System shall perform code tracing selectable by cardholder and by reader.

b. Any code may be designated as a "traced code" with no limit to how many codes can be
traced.

C. Any reader may be designated as a "trace reader" with no limit to which or how many
readers can be used for code tracing.

d. When a traced code is used at a trace reader, the access-granted message that usually

appears on the monitor window of the Central Station shallbe highlighted with a different
color than regular messages. A short singular begp. shallleccuriatfthe same time the
highlighted message is displayed on the window.

e. The traced cardholder image (if image exists) shall appeafién, workstations when used at a
trace reader.

E. Surge And Tamper Protection

1. Surge Protection: Protect components frem voltage surges originating external to equipment
housing and entering through power, communication, signal, control, or sensing leads. Include
surge protection for external wiring of each eonductor-eftry connection to components.

a. Minimum Protection for Power,Connections 120 V and More: Auxiliary panel suppressors
complying with requirements in Division 26 Section "Transient-voltage Suppression For
Low-voltage Electrical Power Circuits.

b. Minimum Protection, for\ Communication, Signal, Control, and Low-Voltage Power
Connections:  Cofply with requirements in Division 26 Section "Transient-voltage
Suppression Forflow-voltage Electrical Power Circuits" as recommended by manufacturer
for type of line being protected.

2. Tamper Protection: Tamper switches on enclosures, control units, pull boxes, junction boxes,
cabinets, and other systemieéomponents shall initiate a tamper-alarm signal when unit is opened
or partially disassembled. Caontrol-station control-unit alarm display shall identify tamper alarms
and indicate loeations.

F. Central-Station,Hardware
1. Central-Station Computer: Standard unmodified PC of modular design. The CPU word size shall
be 32 bytes'or larger; the CPU operating speed shall be at least 66 MHz OR GHz, as directed.
a. Memory: 256 MB of usable installed memory, expandable to a minimum of 1024 MB

without additional chassis or power supplies.
b. Power Supply: Minimum capacity of 250 W.
C. Real-Time Clock:
1)  Accuracy: Plus or minus 1 minute per month.
2)  Time Keeping Format: 24-hour time format including seconds, minutes, hours, date,
day, and month; resettable by software.
3) Clock shall function for 1 year without power.
4)  Provide automatic time correction once every 24 hours by synchronizing clock with
the Time Service Department of the U.S. Naval Observatory.
d. Serial Ports: Provide two TIA 232-F serial ports for general use, with additional ports as
required. Data transmission rates shall be selectable under program control.
Parallel Port: An enhanced parallel port.
LAN Adapter Card: 10/100 Mbps PCI bus, internal network interface card.
Sound Card: For playback and recording of digital WAV sound files that are associated
with audible warning and alarm functions.
Color Monitor: Not less than 17 inches (430 mm), with a minimum resolution of 1280 by
1024 pixels, noninterlaced, and a maximum dot pitch of 0.28 mm. The video card shall

> @™o
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support at least 256 colors at a resolution of 1280 by 1024 at a minimum refresh rate of 70
Hz.

Keyboard: With a minimum of 64 characters, standard ASCIl character set based on
ANSI INCITS 154.

Mouse: Standard, compatible with the installed software.

Special function keyboard attachments or special function keys to facilitate data input of
the following operator tasks:

1) Help.

2)  Alarm Acknowledge.

3) Place Zone in Access.

4) Place Zone in Secure.

5)  System Test.

6) Print Reports.

7) Change Operator.

Disk storage shall include the following, each with appropriate controller:
1) Minimum 10 GB hard disk, maximum average accéss time 6f 10 ms:
2) Floppy Disk Drive: High density, 3-1/2-inch (90-mm) sizé:

3) PCMCIA slot with removable 500 MB media.

4) 100 MB lomega Zip drive.

5) 250 MB lomega Jaz drive.

m. Magnetic Tape System: 4-mm cartridge m@agnetic/ape system with minimum 2 OR 4 OR
12 OR 20, as directed, GB formatted capacity pértape.#Provide 10 tapes, each in a rigid
cartridge with spring-loaded cover and.eperator-settable write-protect feature.

n. Modem: 56,600 bps, full duplex faF asynchronous,communications. With error detection,
auto answer/autodial, and call-in-progress) detection. Modem shall comply with
requirements in ITU-T v.34, JTUsE v.42 for error correction, and ITU-T v.42 BIS for data
compression standards; and shall'be suitable for operating on unconditioned voice-grade
telephone lines complying'with 47 CFRI681

o. Audible Alarm: Manufacturer'sfstandard.

p. CD-ROM Drive:

1) Nominal sterage capacity,of 650 MB.
2)  Data Transfer Rate: 1.2 Mbps.
3)  Average Access Time: 150 ms.
4)  Cache Memory: 256 KB.
5) _Data Throughput: 1 MB/second, minimum.
qg. DogdMatrix"Alarm Printer:
1)/ Connected to the Central Station.
2) Minimum of 96 characters, standard ASCII character set based on ANSI INCITS
154, and with graphics capability and programmable control of top-of-form.
3). “Prints’in both red and black without ribbon change.
4),. Adjustable sprockets for paper width up to 11 inches.
S) 80 columns per line, minimum speed of 200 characters per second.
6) Character Spacing: Selectable at 10, 12, or 17 characters per inch.
7) Paper: Sprocket-fed fan fold paper.
r. Report Printer:
1)  Connected to the Central Station and designated workstations.
2) Laser printer with minimum resolution of 600 dpi.
3) RAM: 2 MB, minimum.
4)  Printing Speed: Minimum 12 pages per minute.
5) Paper Handling: Automatic sheet feeder with 250-sheet paper cassette and with
automatic feed.

S. Interface: Bidirectional parallel and universal serial bus.

t. LAN Adapter Card: 10/100 Mbps internal network interface card.

2. Redundant Central Computer: One identical redundant central computer, connected in a hot

standby, peer configuration. This computer shall automatically maintain its own copies of system
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software, application software, and data files. System transactions and other activities that alter
system data files shall be updated to system files of redundant computer in near real-time. If
central computer fails, redundant computer shall assume control immediately and automatically.

3. UPS: Self-contained; complying with requirements in Division 26 Section "Static Uninterruptible
Power Supply".
a. Size: Provide a minimum of 6 hours of operation of the central-station equipment,
including 2 hours of alarm printer operation.
b. Batteries: Sealed, valve regulated, recombinant, lead calcium.
C. Accessories:

1)  Transient voltage suppression.

2) Input-harmonics reduction.

3) Rectifier/charger.

4)  Battery disconnect device.

5) Static bypass transfer switch.

6) Internal maintenance bypass/isolation switcht
7) External maintenance bypass/isolation switch.
8) Output isolation transformer.

9)  Remote UPS monitoring.

10) Battery monitoring.

11) Remote battery monitoring.

G. Standard Workstation Hardware

1. Workstation shall consist of a standard unmedified PC, with accessories and peripherals that
configure the workstation for a spécific duty,

2. Workstation Computer: Standard unmodified PCof modular design. The CPU word size shall be
32 bytes or larger; the CPU _operating speed shall be at least 66 MHz OR GH, as directed.
a. Memory: 512 MB_6f usable,installed memory, expandable to a minimum of 8 GB without

additional chassi§ or power supplies.
b. Power Supply: “Minimym capacity of 250 W.
C. Real-Time Clock:
1)  Aceuracy: Pluser minus 1 minute per month.
2) Aime Keeping Format: 24-hour time format including seconds, minutes, hours, date,
day, and month; resettable by software.
3) Provide automatic time correction once every 24 hours by synchronizing clock with
the Central Station.

d. Serial, Ports: Provide two TIA 232-F USB serial ports for general use, with additional ports
as required. Data transmission rates shall be selectable under program control.

e. ParallelPort: An enhanced parallel port.

Sound Card: For playback and recording of digital WMP sound files that are associated

with'audible warning and alarm functions.

9. Color Monitor: Not less than 17 inches (430 mm), with a minimum resolution of 1280 by
1024 pixels, noninterlaced, and a maximum dot pitch of 0.28 mm. The video card shall
support at least 256 colors at a resolution of 1280 by 1024 at a minimum refresh rate of 70
Hz.

h. Keyboard: With a minimum of 64 characters, standard ASCIl character set based on
ANSI INCITS 154.

i. Mouse: Standard, compatible with the installed software. Minimum resolution shall be 400
dpi.

j. Disk storage shall include the following, each with appropriate controller:

1) Minimum 20 GB hard disk, maximum average access time of 10 ms.
2) Floppy Disk Drive: High density, 3-1/2-inch (90-mm) size.
k. CD-ROM Drive:
1) Nominal storage capacity of 700 MB.
2)  Data Transfer Rate: 3.6 Mbps.
3)  Average Access Time: 150 ms.
4)  Cache Memory: 512 KB.

—h
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5) Data Throughput: 3.6 MB/second, minimum.

6) Read Speed: 48x.

7)  Write Speed: 32x.

DVD/DVD-RW Dirive:

1)  Nominal Storage Capacity: 4.7 GB.

2)  Data Transfer Rate: 3.6 Mbps.

3) Cache Memory: 512 KB.

4) Read Speed: 24x.

5)  Write Speed: 6x.

m. Printer:

1)  Connected to the Central Station and designated workstations.

2)  Laser printer with minimum resolution of 600 dpi.

3) RAM: 8 MB, minimum.

4) Printing Speed: Minimum 12 pages per minute.

5) Paper Handling: Automatic sheet feeder with 2504sheet\paper eassette and with
automatic feed.

n. Interface: Bidirectional parallel, and universal serial bus.
0. LAN Adapter Card: 10/100 Mbps internal network interface card.
3. Redundant Workstation: One identical redundant workstation, connectéd in a hot standby, peer

configuration. This workstation shall automaticallygmaintain its own copies of system software,
application software, and data files. System transactions and other activities that alter system
data files shall be updated to system files of redundant workstation in near real time. If its
associated workstation fails, redundant werkstation: shall assume control immediately and
automatically.

4, UPS: Self-contained, complying with requirements in Division 26 Section "Static Uninterruptible
Power Supply".
a. Size: Provide a minimum of 6%<hours off{operation of the central-station equipment,
including 2 hours of alarm printer, operation.
b. Batteries: Sealed, valve regulated, recombinant, lead calcium.
C. Accessories:

1)  Transient yoltage suppression.

2) Input-hafmonics reduction,

3)  Rectifier/charger.

4)  Battery diseonnect device.

5) _Static bypassiransfer switch.

6) 4 Internalmaintenance bypass/isolation switch.
7). Externalmaintenance bypass/isolation switch.
8) Output isolation transformer.

9) Remote!UPS monitoring.

10) “Battery monitoring.

190, UPS operation monitoring.

12); Abnormal operation. Visible and audible indication.
13) Remote battery monitoring.

H. Communications Workstation
1. Standard workstation, modified as follows:

a. Additional TIA 232-F serial ports. The CPU word size shall be 32 bytes or larger; the CPU
operating speed shall be at least 66 MHz. Multiplexed serial ports shall be expandable
with 8 character transmit and receive buffers for each port. Total buffer size shall be a
minimum of 1 MB.

b. Redundant workstation is not required.

C. Printer is not required.

l. Fixed Map Display: A fixed map display shall show layout of the protected facilities. Zones
corresponding to those monitored by system shall be highlighted on the display. Status of each zone
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shall be displayed using LEDs as required within each designated zone. An LED test switch shall be
provided on the map display.

J. Controllers
1. Controllers: Intelligent peripheral control unit, complying with UL 294, that stores time, date, valid
codes, access levels, and similar data downloaded from the Central Station or workstation for
controlling its operation.

2. Subject to compliance with requirements in this Article, manufacturers may use multipurpose
Controllers.
3. Battery Backup: Sealed, lead acid; sized to provide run time during a power outage of 90
minutes, complying with UL 924.
4, Alarm Annunciation Controller:
a. The Controller shall automatically restore communication, within, 10 &econds after an
interruption with the field device network with dc line, supervisionief each of its alarm
inputs.

1)  Inputs: Monitor dry contacts for changés of statelthat ‘reflect alarm conditions.
Provides at least eight alarm inputs, whichiarefsuitablel for wiring as normally open
or normally closed contacts for alarm conditions:

2)  Alarm-Line Supervision:

a) Supervise the alarm Jines "By monitoring each circuit for changes or
disturbances in the signal, and for conditions as described in UL 1076 for line
security equipment OR, by “monitafing for abnormal open, grounded, or
shorted conditions;,as directed, using dc change measurements. System
shall initiate @n" alarmiin response to an abnormal current, which is a dc
change of 5/OR 10, as directed, percent or more for longer than 500 ms.

b) Transmit alarm-line-supervision alarm to the Central Station during the next
interrogation eycle aftershe abnormal current condition.

3) Outputs: Managed by ‘Central Station software.

b. Auxiliary Equipment Power: A GFl service outlet inside the Controller enclosure.
5. Entry-Control Controller:
a. Functions Providey, local entry-control functions including one- and two-way

commdnications with agecess-control devices such as card readers, keypads, biometric
personal, identity verification devices, door strikes, magnetic latches, gate and door
operators,iand exit push-buttons.
1) Operate, as a stand-alone portal Controller using the downloaded database during
periods‘of communication loss between the Controller and the field-device network.
2) “YAccept information generated by the entry-control devices; automatically process this
information to determine valid identification of the individual present at the portal:
a) On authentication of the credentials or information presented, check privileges
of the identified individual, allowing only those actions granted as privileges.
b) Privileges shall include, but not be limited to, time of day control, day of week
control, group control, and visitor escort control.
3) Maintain a date-, time-, and Location-stamped record of each transaction. A
transaction is defined as any successful or unsuccessful attempt to gain access
through a controlled portal by the presentation of credentials or other identifying

information.
b. Inputs:
1) Data from entry-control devices; use this input to change modes between access
and secure.

2) Database downloads and updates from the Central Station that include enrollment
and privilege information.
C. Outputs:
1) Indicate success or failure of attempts to use entry-control devices and make
comparisons of presented information with stored identification information.
2) Grant or deny entry by sending control signals to portal-control devices and mask
intrusion alarm annunciation from sensors stimulated by authorized entries.
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3) Maintain a date-, time-, and Location-stamped record of each transaction and
transmit transaction records to the Central Station.

4) Door Prop Alarm: If a portal is held open for longer than 20 seconds OR time listed
in a schedule, as directed, alarm sounds.

d. With power supplies sufficient to power at voltage and frequency required for field devices
and portal-control devices.
e. Data Line Problems: For periods of loss of communications with Central Station, or when

data transmission is degraded and generating continuous checksum errors, the Controller

shall continue to control entry by accepting identifying information, makinggauthentication

decisions, checking privileges, and controlling portal-control devices.

1)  Store up to 1000 transactions during periods of communication loss between the
Controller and access-control devices for subsequent upload toithe Central Station
on restoration of communication.

f. Controller Power: NFPA 70, Class Il power supply transformer, “with 122dor 24-V ac
secondary, backup battery and charger.

1)  Backup Battery: Premium, valve-regulated, 4#ecombinant*sealed, lead-calcium
battery; spill proof; with a full 1-year warranty and apre‘rata 19-year warranty. With
single-stage, constant-voltage-current, limited batteryieharger, comply with battery
manufacturer's written instructions for battery terminal veltage and charging current
recommendations for maximum batterydife.

2) Backup Battery: Valve-regulated, re€ombinant-sealed, lead-acid battery; spill proof.
With single-stage, constant-voltage-current, limit€d” battery charger, comply with
battery manufacturer's written_instructions for battery terminal voltage and charging
current recommendations forfmaximum battery life.

3) Backup Power Supply Capacity: 5 OR\90, as directed, minutes of battery supply.
Submit battery and charger calculations.

4)  Power Monitoring: & Provide, manual dynamic battery load test, initiated and
monitored at the gontrol center;With*automatic disconnection of the Controller when
battery voltage dreps below Controller limits. Report by using local Controller-
mounted LEDs and'by communicating status to Central Station. Indicate and report
the following:

a) Trouble Alarm: Normal power off load assumed by battery.
b) Trouble Alarm: Low battery.
c) Alarmi, Power off.

K. Secondary Alarpi’Annungciator
1. Secondary Alarm Annunciation Site: A workstation with limited I/O capacity, consisting of a
secondary, alarm annunciation workstation to allow the operator to duplicate functions of the main
opérator interface, and to show system status changes OR to display alarms or system status
changes,only,Jasidirected.

L. Card'Readers,Credential Cards, And Keypads

1. Card-Reader Power: Powered from its associated controller, including its standby power source,
andishall not dissipate more than 5 W.
2. Response Time: Card reader shall respond to passage requests by generating a signal that is

sent to the controller. Response time shall be 800 ms or less, from the time the card reader
finishes reading the credential card until a response signal is generated.

3. Enclosure: Suitable for surface, semi-flush, pedestal, or weatherproof mounting. Mounting types
shall additionally be suitable for installation in the following locations:
a. Indoors, controlled environment.
b. Indoors, uncontrolled environment.
C. Outdoors, with built-in heaters or other cold-weather equipment to extend the operating

temperature range as needed for operation at the site.
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10.

11.

12.

18.

14.

15.

16.
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Display: Digital visual indicator shall provide visible and audible status indications and user
prompts. Indicate power on or off, whether user passage requests have been accepted or
rejected, and whether the door is locked or unlocked.

Stripe Swipe Readers: Bidirectional, reading cards swiped in both directions, powered by the

controller. Reader shall be set up for ABA Track.

a. ABA Track: Magnetic stripe that is encoded on track 2, at 75-bpi density in binary-coded
decimal format; for example, 5-bit, 16-character set.

b. Readers for outdoors shall be in a polymeric plastic enclosure with all electronics potted in
plastic. Rated for operation in ambient conditions of minus 40 to plus,160 deg F (minus 40
to plus 70 deg C) in a humidity range of 10 to 90 percent.

Wiegand Swipe Reader: Set up for 33 OR 26-bit data cards, as directed. Comply with SIA AC-

01.

Wiegand Key-Insert Reader: Set up for 33 OR 26-bit data cards;as directed.

Bar-Code Reader: Set up for Code 39 OR 93 OR 128, as directed.

Insert Readers: Requiring the card to be inserted from the bottem OR side, as directed,

powered by the controller.

Touch-Plate and Proximity Readers:

a. Active-detection proximity card readers shall provide powerto compatible credential cards
through magnetic induction, and shall_feceive and deedde a unique identification code
number transmitted from the credential’'card.

b. Passive-detection proximity card readers shall use a swept-frequency, RF field generator
to read the resonant frequencies“of, tuned ecircliits laminated into compatible credential
cards. The resonant frequencies,readishall constitute a unique identification code number.

C. The card reader shall read proximity cards in a range from direct contact to at least 6
inches (150 mm) from the reader.

Keypads:

a. Entry-control keypads shalluse a unigue combination of alphanumeric and other symbols
as an ldentifier.

b. Keypads shall“containfan integral alphanumeric/special symbols keyboard with symbols
arranged in ascending ASCIl-code ordinal sequence OR random scrambled order, as
directede

C. Commudnication protocol’shall be compatible with the local processor.

Keypad Display:

a. Keéypadstshall include a digital visual indicator and shall provide visible OR visible and
audible status,indications and user prompts, as directed.

b, Display shall“indicate power on or off and whether user passage requests have been
accepted or rejected.

C. Design of the keypad display or keypad enclosure shall limit viewing angles of the keypad
as follows:

i)™ Maximum Horizontal Viewing Angle: Plus or minus 5 degrees or less off a vertical
plane perpendicular to the plane of the face of the keypad display.

2)  Maximum Vertical Viewing Angle: Plus or minus 15 degrees or less off a horizontal
plane perpendicular to the plane of the face of the keypad display.

Keypad Response Time:

a. The keypad shall respond to passage requests by generating a signal to the local
processor. The response time shall be 800 ms or less from the time the last alphanumeric
symbol is entered until a response signal is generated.

Keypad Power:

a. The keypad shall be powered from the source as shown and shall not dissipate more than
150 W.

Keypad Mounting Method:

a. Keypads shall be suitable for surface, semi-flush, pedestal, or weatherproof mounting as
required.

Keypad Duress Codes:

a. Keypads shall provide a means for users to indicate a duress situation by entering a
special code.
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17.

18.
19.

20.

21.

22.

23.

24.

25.

Keypad and Wiegand-Swipe-Reader Combination: Designed to require an entry on the keypad

before presenting the credential card.

a. Keypad: Allow the entry of four numeric digits OR alphanumeric characters, as directed,
that are associated with a specific credential. Keypads shall contain an integral
alphanumeric/special symbol keyboard with symbols arranged in ascending ASCII-code
ordinal sequence OR random scrambled order, as directed. Keypad display or enclosure
shall limit viewing angles of the keypad as follows:

1) Maximum Horizontal Viewing Angle: Plus or minus 5 degrees or less off a vertical
plane perpendicular to the plane of the face of the keypad display.

2) Maximum Vertical Viewing Angle: Plus or minus 15 degrees or Jéss off‘@aihorizontal
plane perpendicular to the plane of the face of the keypad display.

b. Wiegand Swipe Reader: Set up for 33 OR 26-bit data cards, as,directed, to generate a
unique card identification code. Comply with SIA AC-01.

Communication Protocol: Compatible with local processor.

Touch-Plate and Contactless Card Reader: The reader shall haye "flash" download capability to

accommodate card format changes. The card reader shall haye capabilitydef transmitting data to

security control panel and shall comply with ISO/IEC 7816.

Credential Card Modification: Entry-control cards shall be able to bexmodified by lamination direct

print process during the enroliment process without reduction of readability. The design of the

credential cards shall allow for the addition of atdeast“one slot or hole to accommodate the
attachment of a clip for affixing the credential card{to the badge holder used at the site.

Specify the standard card size of 2-1/8 by 3-3/8 inches (54 by“85Imm) unless a different size card

is needed. If a nonstandard size card is specified; verify that the card size will work with the

photo badging system and the card readef specified.

Card Size and Dimensional Stability: Credential cards shall be 2-1/8 by 3-3/8 inches (54 by 86

mm). The credential card material shall be dimensionally stable so that an undamaged card with

deformations resulting from normal use shall be readable by the card reader.

Card Material: Abrasion resistant, nonflammabie; nontoxic, and impervious to solar radiation and

effects of ultraviolet light.

Insert additional security enhancements in paragraph below if needed. Retain card lamination

and assembly equipment if needed‘atthe site.

Card Construction:

a. Core and laminate or monolithic construction.

b. Lettering, logos,“@nd other markings shall be hot stamped into the credential material or
direct printed.

C. Incarporate dholographic images OR phosphorous ink, as directed, as a security
enhancement,

d. Furnish equipment for on-site assembly and lamination of credential cards.

M. Biometric Identity VeFifieation Equipment

1.

Biometricidentity verification templates shall be stored as part of system database files and used
as a comparative base by the identity verification equipment to generate an appropriate signal to
the associated Controller.

2. Eye Retina Scanner: Designed to incorporate positive measures to establish that the eye retina
being'scanned by the device belongs to a living human being.
a. Scanner shall not require eye contact with the retina scan equipment. Scan initiation shall
be manual.
b. The efficiency and accuracy of scanner shall not be affected by contact lenses.
C. Storage space of each eye template shall not exceed 512 8-bit bytes.
d. Light-emitting source used for retina scans may not use light levels exceeding 20 percent
of the maximum safe level established in the American Conference of Governmental
Industrial Hygienists limit values.
e. Template Update: Eye scanner shall not automatically update a user's template.
Significant changes in an individual's eye shall require re-enroliment.
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Scan acceptance tolerance or template match criteria shall be wunder system

manager/operator control. Eye scanner shall determine automatically when multiple

attempts are needed to verify the eye being scanned, prompting automatically for
additional attempts, up to a maximum of three. Three failed attempts shall generate an
entry-control alarm.

Time of Verification: Eye scanner shall respond to passage requests by generating an

entry request signal to the Controller. The verification time shall be 1.5 seconds or less

from the moment eye scanner initiates the scan process until eye scanner generates a

response signal.

Modes: Eye scanner shall provide an enrollment mode, afrecognition mode, and a

code/credential verification mode.

1) In the enroliment mode, eye scanner shall create an eyetemplate for new personnel
and enter the template into system database file created fonthat person. Template
information shall be compatible with system application softwares

2) In the recognition mode, eye scanner shall@llow, passage,when the eye scan data
from the verification attempt match an eye‘templatesstored in’database files.

3) In the code/credential verification mode, eyeyseanner shall allow passage when the
eye scan data from the verification attempt mateh thefeye scan template associated
with the identification code entered into a keypad, or they match the eye scan
template associated with credential card data read'by a card reader.

Reports: Eye scanner shall creaté and store template match scores for all transactions

involving eye retinal scans. Templatedmatechiscores shall be stored in the matching

personnel data file used for repert generation.

Power: Scanner shall be gowered fromiits associated Controller, requiring not more than

45 W.

Enclosure: Eye scannersishall be available with enclosures that are suitable for surface,

semiflush, or pedeéstal mounting. 4 Mounting types shall additionally be suitable for

installation in theffollowing locations:

1) Indoors, controlled environment.

2) Indoors, uncontrolled environment.

Display:4LED or other type of visual indicator display shall provide visual and audible

statusdindications and“user prompts. Indicate power on/off, and whether user passage

requests have been accepted or rejected.

3. Hand Geometrys, Use unique human hand measurements to identify authorized, enrolled
personnel. The design of this device shall incorporate positive measures to establish that the
hahd beingyimeasured by the device belongs to a living human being.

a.

oo
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The user's hand shall remain in full view of the user at all times. The scan process of the
hand geometry device shall make three-dimensional measurements of the size and shape
of the'subject's hand. Scanning shall start automatically once the user's hand is properly
positioned by the alignment system.

Hand geometry device shall be able to use either left or right hand for enroliment and
verification.

Storage space of each eye template shall not exceed 50 8-bit bytes.

Template Update and Acceptance Tolerances: Hand geometry devices shall not
automatically update a user's profile. Significant changes in an individual's hand geometry
shall require re-enrollment. Hand geometry devices shall provide an adjustable
acceptance tolerance or template match criteria under system manager/operator control.
Hand geometry device shall determine when multiple attempts are needed for hand
geometry verification and shall automatically prompt the user for additional attempts up to
a maximum of three. Three failed attempts shall generate an entry-control alarm.

Average Verification Time: Hand geometry device shall respond to passage requests by
generating an entry request signal to the Controller. The verification time shall be 1.5
seconds or less from the moment hand geometry device initiates the scan process until
hand geometry device generates a response signal.

Modes: Hand geometry device shall provide an enroliment mode, a recognition mode, and
a code/credential verification mode.
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1) In the enroliment mode, hand geometry device shall create a hand template for new
personnel and enter the template into system database file created for that person.
Template information shall be compatible with system application software.

2) In the recognition mode, hand geometry device shall allow passage when the hand
scan data from the verification attempt match a hand geometry template stored in
database files.

3) In the code/credential verification mode, hand geometry device shall allow passage
when the hand scan data from the verification attempt match the hand geometry
template associated with the identification code entered into a keypadger they match
the hand geometry template associated with credential card data read by a card
reader.

g. Reports: Hand geometry device shall create and store template maich scores for all
transactions involving hand geometry scans. Template match scores shallbe stared in the
matching personnel data file used for report generation.

h. Power: Hand geometry device shall be powered from itsfassociated Gontroller, requiring
not more than 45 W.

i. Enclosure: Geometry readers shall be available with “enclosures|that are suitable for
surface, semiflush, or pedestal mounting. Mounting types shall additionally be suitable for
installation in the following locations:

1) Indoors, controlled environment.
2) Indoors, uncontrolled environment.
3)  Outdoors.

j. Display: LED or other type of visualgindicator display shall provide visual and audible
status indications and user prompts. Indicate ‘power on/off, and whether user passage
requests have been accepted or rejected.

4, Fingerprint Analysis Scanner: Use a unique human fingerprint pattern to identify authorized,

enrolled personnel. The design©6f this ‘device shall incorporate positive measures to establish
that the hand or fingers being s€anned by theldevice belong to a living human being.

a.

Security Access

The user's hand shall remain ifi full view of the user at all times. The scan process of the
fingerprint analysis scannershall perform an optical or other type of scan of the enrollee's
fingers. Scanning shall start‘@utomatically when the user's fingers are properly positioned.
Storage spaceffor each fingerprint template shall not require more than 1250 8-bit bytes.
Template Update and Acceptance Tolerances: Fingerprint analysis scanners shall not
automatically update a user's profile. Significant changes in an individual's fingerprints
shall require re-enrollment. Fingerprint analysis scanners shall provide an adjustable
accéptance telerance“or template match criteria under system manager/operator control.
Fingerprint analysis scanner shall determine when multiple attempts are needed for
fingerprint verification and shall automatically prompt the enrollee for additional attempts up
to a maximum of three. Three failed attempts shall generate an entry-control alarm.
AveragepVerification Time: Fingerprint analysis scanner shall respond to passage requests
by.generating an entry request signal to the Controller. The verification time shall be 2
séconds or less from the moment fingerprint analysis scanner initiates the scan process
until fingerprint analysis scanner generates a response signal.

Modes: Fingerprint analysis scanner shall provide an enrollment mode, a recognition

mode, and a code/credential verification mode.

1) In the enrollment mode, fingerprint analysis scanner shall create a fingerprint
template for new personnel and enter the template into the system database file
created for that person.

2) In the recognition mode, fingerprint analysis scanner shall allow passage when the
fingerprint data from the verification attempt match a fingerprint template stored in
database files.

3) In the code/credential verification mode, fingerprint analysis scanner shall allow
passage when the fingerprint data from the verification attempt match the fingerprint
template associated with the identification code entered into a keypad, or they match
the fingerprint template associated with credential card data read by a card reader.
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f. Reports: Fingerprint analysis device shall create and store pattern match scores for all
transactions involving fingerprint scans. Template match scores shall be stored in the
matching personnel data file used for report generation.

g. Power: Fingerprint analysis scanner shall be powered from its associated Controller,
requiring not more than 45 W.

h. Enclosure: Scanners shall be available with enclosures that are suitable for surface,
semiflush, or pedestal mounting. Mounting types shall additionally be suitable for
installation in the following locations:

1) Indoors, controlled environment.
2)  Indoors, uncontrolled environment.
3) Outdoors.

i. Display: LED or other type of visual indicator display shalliprovide visual and audible
status indications and user prompts. Indicate power on/off, andywhether user passage
requests have been accepted or rejected.

5. Iris Scan Device: Use the unique patterns found ingthe Siris of the human eye to identify

authorized, enrolled personnel. The device shall use @mbientdightito capture an image of the iris
of a person for identification. The resulting video imagesShall be compared against a stored
template that was captured during the enrollment process. When the presented image is
sufficiently similar to the stored image templategthen the devicefshall authenticate the presenting
individual as identified. The threshold of similarity;shall be adjustable.

a.

b.

June 2021

Enrollees who wear contact lenses‘or eyeglasses shall not adversely affect the efficiency

and accuracy of the device.

Iris scan device shall provide_a,means for enrollees to align their eye for identification that

does not require facial contact with the device. A manual push-button shall be provided to

initiate the scan process when the enrellee's eye is aligned in front of the device.

The device shall include adjustments to accommodate differences in enrollee height.

Template Update:£lris seanners shall not automatically update an enrollee's template.

Significant changes in an individual's eye shall require re-enrollment.

Scan acceptance tolerance or template match criteria shall be under system

manager/operator¢ontrol. Iris scanner shall determine when multiple attempts are needed

to verifyhe iris beingyscanned and shall automatically prompt the enrollee for additional
attempts up to three. Three failed attempts shall generate an entry-control alarm.

Avefage, Verification Time: Iris scanner shall respond to passage requests by generating

an‘entryrequest signal to the Controller. The verification time shall be 1.5 seconds or less

from the moment iris scanner initiates the scan process until iris scanner generates a

response signal.

Modesy Iris scanner shall provide an enrollment mode, a recognition mode, and a

code/credential verification mode.

1) In the enroliment mode, iris scanner shall create an iris template for new personnel
and enter the template into system database file created for that person. Template
information shall be compatible with system application software.

2) In the recognition mode, iris scanner shall allow passage when the iris scan data
from the verification attempt match an iris template stored in database files.

3) In the code/credential verification mode, iris scanner shall allow passage when the
iris scan data from the verification attempt match the iris scan template associated
with the identification code entered into a keypad, or they match the iris scan
template associated with credential card data read by a card reader.

Reports: Iris imaging shall create and store template match scores for all transactions

involving iris scans. Template match scores shall be stored in the matching personnel data

file used for report generation.

Power: Iris scanner shall be powered from its associated Controller, requiring not more

than 45 W.

Enclosure: Eye scanners shall be available with enclosures that are suitable for surface,

semiflush, or pedestal mounting. Mounting types shall additionally be suitable for

installation in the following locations:

1)  Indoors, controlled environment.

Security Access
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2)  Indoors, uncontrolled environment.

k. Display: LED or other type of visual indicator display shall provide visual and audible
status indications and user prompts. Indicate power on/off, and whether user passage
requests have been accepted or rejected.

N. Enroliment Center
1. Equipment for enrolling personnel into, and removing personnel from, system database, using a
dedicated workstation PC OR central-station equipment, as directed.

a. Include equipment to enroll selected biometric credentials.

2. Enrolliment equipment shall support encoding of credential cards includingferyptographic and
other internal security checks as required for system.

a. Allow only authorized entry-control enrollment personnel togaccess the enroliment
equipment using passwords.

b. Include enrollment subsystem configuration controls and electroniehdiagnostic aids for
subsystem setup and troubleshooting with the Central Station.

C. Enrollment station records printer shall meet requirements of the report printer.

3. Entry-Control Enrollment Software:

a. Shall include database management functions for the systemyandshall allow an operator
to change and modify the data entered in the system as needed.

b. Software shall not have alarm response or agknowledgment functions as a programmable
function.

C. Multiple, password-protected access levels'shallbe provided at the enroliment station.

d. Database management and modificatien,functions shall require a higher operator-access
level than personnel enrollment fupCtions.

e. Software shall provide a means for disabling the enroliment station when it is unattended,
to prevent unauthorized use.

f. Software shall provide a méthod teyenter personnel identifying information into the entry-
control database files through enrolimentiStations to include a credential unit in use at the
installation.

g. In the case of personnel idéntity-verification subsystems, this data shall include biometric
data.

h. Software shallfallow entry of this data into the system database files through the use of
simple mend selections and data fields. The data field names shall be customized to suit
user and site needs.

i. Personnel, identity-verification subsystems selected for use with the system shall fully
support the enroliment function and shall be compatible with the entry-control database
files.

4, Accessories:

a. Steeldesk-type console, swivel chair on casters, and equipment racks.

b. Consolerand Equipment Racks: Comply with EIA-310-D.

C. Equipment, with the exception of the printers, shall be rack mounted in the console and

equipment racks.

d. Storage Cabinet: Locking cabinet approximately 72 inches (1830 mm) high, 36 inches
(915 mm) wide, and 24 inches (610 mm) deep, with 3 adjustable shelves and 2 storage
racks for storage of disks, tapes, printouts, printer paper, ribbons, manuals, and other
documentation.

5. System Capacity: Number of badges shall be limited only by hard disk space. Badge templates
and images shall be in color, supporting the maximum color capability of Microsoft Windows
operating system.

6. Badge Configuration:

a. Software for badge template creation shall include a template consisting of background
and predetermined locations of photographs, text objects and data fields for text, and bar-
code and biometric information. Include automatic sizing of data fields placed on a badge
to compensate for names, which may otherwise be too large to fit in the area designated.

b. Allow different badge templates to be used for each department, tenant, or visitor.

Security Access June 2021
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C. As a setup option, templates shall be automatically selected for the badge, based on the
group the credential holder is assigned to. Allow the operator to override the automatic
template selection and use a template chosen by the operator for creating a badge.

d. Setup shall determine which graphics and credential holder information will be displayed
and where on the card it will be placed. All data in the security access system such as
name, code, group, access level, and any of the 99 user-defined fields shall be selectable,
with the ability to place them anywhere on the card.

e. System shall include an importing, filing, and recall system of stored images and shapes
that can be placed on the badge.

f. Allow multiple images on same badge, including, but not be lifmited tozbar codes, digital
photos, and signatures.

g. Support transparent backgrounds so that image is only sufrounded by the intended

background, but not its immediate background.

Photo Imaging: Integral to security access.

a. Import images from bitmap file formats, digital cameras, TWAIN cameras, or scanners.
Allow image cropping and editing, WYSIWYG bhadge building application, and badge print
preview and printing capabilities.

b. System shall support multiple images stored faor, eachf credential holder, including
signatures, portrait views, and profile views.

Text Objects: Badge configuration shall proyide for creation of custom text as an object, allowing

font selection, typing, scaling, and formatting of the text object. Formatting options shall include

changing font, font size, text flow, and text alignmentjibending or curving the text object into a

circle or semicircle; applying 3-D effects; and @applying predefined effects such as tilt, extrusion, or

beveling. Text shall be placed and optionally lautomatically centered within any region of the
badge layout.

Badges and Credential Cards:

a. Badges are credential cardsythat do not contain data to be read by card readers.

b. Credential cardsghall store Uniguely coded data used by card readers as an Identifier.

1)  Magneti¢-StripeCards: Comply with ISO 7810, ISO 7811-1, ISO 7811-2, ISO 7811-
3, and ISO¥811-6. Use single-layer magnetic tape material that is coated with a
plastic slick protective coat and affixed to the back of the credential card near the
top.

2) 4 Wiegand Wire Effect Cards: Ferromagnetic wires laminated into the credential card
using binary digits specified for Wiegand readers to generate a unique credential
card'identification code.

3)“ . Proximity’ Cards OR Key Fobs, as directed: Use proximity detection without physical
contact with the proximity reader for proper operation.

C. Allow lentry-control card to be modified by lamination or direct print process during the
enrollment process for use as a picture and identification badge without reduction of
readability. The design shall allow for the addition of at least one slot or hole to
accommodate the attachment of a clip for affixing the credential card to the type of badge
holder used at the site.

1)  Card Size and Dimensional Stability: Standard size, 2-1/8 by 3-3/8 inches (54 by 85
mm); dimensionally stable so that an undamaged card with deformations resulting
from normal use is readable by the card reader.

2) Card Material: Abrasion resistant, nonflammable, and nontoxic; and impervious to
solar radiation and effects of ultraviolet light.

3) Card Construction: Core and laminate or monolithic construction. Lettering, logos,
and other markings shall be hot stamped into the credential material or direct

printed.
a) With holographic images OR phosphorous ink, as directed, as a security
enhancement.

b) Furnish equipment for on-site assembly and lamination of credential cards.
4) Card Durability and Maintainability: Designed and constructed to yield a useful
lifetime of at least 5 years or 5000 insertions or swipes, whichever results in a longer
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10.

period of time. Allow credential cards to be cleaned by wiping with a sponge or cloth
wetted with soap and water.
Card-Making Equipment: Consisting of a workstation, video camera, video-imaging equipment,
and a printer.

a. Camera: NTSC color standard, RGB video output, 470 lines minimum horizontal
resolution, and automatic white balance with full rated output under illumination of 0.5 fc (5
IX).

b. Video Imaging: Live-image capture software and hardware and a digital signature capture
pad.

C. Standard workstation, modified as follows:

1)  Redundant workstation is not required.
2) Printer is not required.
3) UPS is not required.
4)  Sound card is not required.

d. Printer: Dye-sublimation resin thermal transfer, 300 dpifresolution, 16.7 million colors,
accepting cards ranging in size from 2.1 by 3 inches to€.6 by 3.7ffehes (53 by 76 mm to
66 by 94 mm) and having card thickness ranging from 0.020.46°0.060 inch (0.5 to 1.5 mm).
Printer shall have options for encoding magnetic stripejusing’ tracks 1, 2, and 3.
Throughput shall be not less than 60 seconds pereard.

0. Push-Button Switches

1. Push-Button Switches: Momentary-contact back-lighted push-bittons, with stainless-steel switch

enclosures.

a. Electrical Ratings:
1) Minimum continuous current rating of TO\A at120 V ac or 5 A at 240-V ac.
2) Contacts that will make, 720 VA at 60 A and that will break at 720 VA at 10 A.

b. Enclosures: Flush or surfaée mounting. Push buttons shall be suitable for flush mounting
in the switch enclosures;

C. Enclosures shall additionally bé suitable for installation in the following locations:
1) Indoors, controlled eavironment.
2) Indoors, uncontrolled enavironment.
3)  Outdoors.

d. Power: Push-button switches shall be powered from their associated Controller, using dc
control.

P. Door And Gate Hardware interface

1. Exit Device with Alarm: Operation of the exit device shall generate an alarm and annunciate a
local alarm. Exit device and alarm contacts are specified in Division 08 Section "Door Hardware".

2. ExitiAlarma, Operation of a monitored door shall generate an alarm. Exit devices and alarm
contacts,are‘spegified in Division 08 Section "Door Hardware".

3. Electric ‘Deor Strikes: Use end-of-line resistors to provide power line supervision. Signal
switchesishall transmit data to Controller to indicate when the bolt is not engaged and the strike
mechanism is unlocked, and shall report a forced entry. Power and signal shall be from the
Controller. Electric strikes are specified in Division 08 Section "Door Hardware".

4, Electromagnetic Locks: End-of-line resistors shall provide power line supervision. Lock status
sensing signal shall positively indicate door is secure. Power and signal shall be from the
Controller. Electromagnetic locks are specified in Division 08 Section "Door Hardware".

5. Vehicle Gate Operator: Interface electrical operation of gate with controls of this Section. Vehicle

gate operators shall be connected, monitored, and controlled, by the security access Controllers.
Vehicle gate and accessories are specified in Division 32 Section "Chain Link Fences And
Gates".

Q. Field-Processing Software

1.

Operating System:
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Local processors shall contain an operating system that controls and schedules that local
processor's activities in real time.

Local processor shall maintain a point database in its memory that includes parameters,
constraints, and the latest value or status of all points connected to that local processor.
Execution of local processor application programs shall utilize the data in memory resident
files.

Operating system shall include a real-time clock function that maintains the seconds,
minutes, hours, date, and month, including day of the week.

Local processor real-time clock shall be automatically synchronizedgwith the central station
at least once per day to plus or minus 10 seconds (the tim& synchrenization shall be
accomplished automatically, without operator action and  without ‘fequiring system
shutdown).

2. Startup Software:

a.

b.

e.

Causes automatic commencement of operation without human™intérvention, including
startup of all connected /O functions.

Local processor restart program based on detection of power, failure at the local processor
shall be included in the local processor software.

Initiates operation of self-test diagnostic routines.

Upon failure of the local processor, if thesdatabase andrapplication software are no longer
resident, the local processor shall notfrestart and systems shall remain in the failure mode
indicated until the necessary repairs are made.

If the database and application® programs-are’ resident, the local processor shall
immediately resume operation,

3. Operating Mode:

a. Local processors shall control and menitorinputs and outputs as specified, independent of
communications with_the \eentral station or designated workstations.

b. Alarms, status changes, ‘and other/ data shall be transmitted to the central station or
designated workstations whenlgemmunications circuits are operable.

C. If communications arefnot available, each local processor shall function in a stand-alone
mode and operatiopal data, including the status and alarm data normally transmitted to the
central station or designated workstations, shall be stored for later transmission to the
centralfstation or designated workstations.

d. Storagexfor the latest 4000 events shall be provided at local processors, as a minimum.

e. Lécal processors shall accept software downloaded from the central station.

f. Panel shallisupport flash ROM technology to accomplish firmware downloads from a
central location:

4, Failure Mode: Upon failure for any reason, each local processor shall perform an orderly

shutdown and force all local processor outputs to a predetermined (failure-mode) state,
consistent with the failure modes shown and the associated control device.
5. Functions:

—“Sa~oooo

Monitoring of inputs.

Control of outputs.

Reporting of alarms automatically to the central station.

Reporting of sensor and output status to central station upon request.

Maintenance of real time, automatically updated by the central station at least once a day.
Communication with the central station.

Execution of local processor resident programs.

Diagnostics.

Download and upload data to and from the central station.

R. Field-Processing Hardware
1. Alarm Annunciation Local Processor:

a.

June 2021

Respond to interrogations from the field device network, recognize and store alarm status
inputs until they are transmitted to the central station, and change outputs based on
commands received from the central station.
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b. Local processor shall also automatically restore communication within 10 seconds after an
interruption with the field device network and provide dc line supervision on each of its
alarm inputs.

C. Local processor inputs shall monitor dry contacts for changes of state that reflect alarm
conditions.

d. Local processor shall have at least eight alarm inputs which allow wiring contacts as
normally open or normally closed for alarm conditions; and shall provide line supervision
for each input by monitoring each input for abnormal open, grounded, or shorted conditions
using dc current change measurements.

e. Local processor shall report line supervision alarms to the central station.

f. Alarms shall be reported for any condition that remains abnormal @t an input for longer
than 500 milliseconds.

g. Alarm condition shall be transmitted to the central computer during,the next iniérrogation
cycle.

h. Local processor outputs shall reflect the state of commands issued by theycentral station.

i. Outputs shall be a form C contact and shall include nérmally/opem,and hormally closed
contacts.

j. Local processor shall have at least four command outputs.

k. Local processor shall be able to communicategwith the central station via RS-485 or
TCP/IP as a minimum.

2. Processor Power Supply:

a. Local processor and sensors shall be powered fram an‘uninterruptible power source.

b. Uninterruptible power source shall provide eight hours of battery back-up power in the
event of primary power failure andéhall autematically fully recharge the batteries within 12
hours after primary power is restaored.

C. If the facility is without an emergency generator, the uninterruptible power source shall
provide 24 hours of batterydackupipower.

d. There shall be no equipment malfunctiensior perturbations or loss of data during the switch
from primary to battery‘power and vice versa.

e. Batteries shall be sealed, non-outgassing type.

f. Power supply shall be equipped with an indicator for ac input power and an indicator for dc
output power,

g. Loss of primary power shall be reported to the central station as an alarm.

3. Auxiliary Equipment Power: A GFI service outlet shall be furnished inside the local processor's
enclosure.
4. Entry-Control LocahProcessor:

a. Entry-controlocal processor shall respond to interrogations from the field device network,
recognize and|store alarm status inputs until they are transmitted to the central station, and
change outputs based on commands received from the central station.

b. Local“precessor shall also automatically restore communication within 10 seconds after an
interruption with the field device network and provide dc line supervision on each of its
alarm inputs.

C. Entry-control local processor shall provide local entry-control functions including
communicating with field devices such as card readers, keypads, biometric personnel
identity-verification devices, door strikes, magnetic latches, gate and door operators, and
exit push buttons.

d. Processor shall also accept data from entry-control field devices as well as database
downloads and updates from the central station that include enroliment and privilege
information.

e. Processor shall send indications of successful or failed attempts to use entry-control field
devices and shall make comparisons of presented information with stored identification
information.

f. Processor shall grant or deny entry by sending control signals to portal-control devices and

Security Access
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g. Entry-control local processor shall use inputs from entry-control devices to change modes
between access and secure.
h. Local processor shall maintain a date-time- and location-stamped record of each

transaction and transmit transaction records to the central station.

i. Processor shall operate as a stand-alone portal controller using the downloaded database
during periods of communication loss between the local processor and the central station.

j. Processor shall store a minimum of 4000 transactions during periods of communication
loss between the local processor and the central station for subsequent upload to the
central station upon restoration of communication.

k. Local processor inputs shall monitor dry contacts for changesfof stateathat reflect alarm
conditions.

l. Local processor shall have at least eight alarm inputs,whichyallow wiring contacts as
normally open or normally closed for alarm conditions; and{shall also provide line
supervision for each input by monitoring each input for abnormah®pen, grounded, or
shorted conditions using dc current change measurements.

m. Local processor shall report line supervision alagms to thei€entral station.

n. Alarms shall be reported for any condition that remains abpnormal at an input for longer
than 500 ms.

o. Alarm condition shall be transmitted togthe central station during the next interrogation
cycle.

p. Entry-control local processor shalldnclude the necessary software drivers to communicate

with entry-control field devices. [nformation“generated by the entry-control field devices
shall be accepted by the localprocessor and automatically processed to determine valid
identification of the individual' present, at the portal.

qg. Upon authentication of the credentials or information presented, the local processor shall
automatically check  privileges of the identified individual, allowing only those actions
granted as privileges.

r. Privileges shall iAclude, but“aregnot limited to, time of day control, day of week control,
group control, ‘and visitor escort control. The local processor shall maintain a date-time-
and location-stamped record of each transaction.

S. Transaction is definedyas any successful or unsuccessful attempt to gain access through a
controlled portal by the‘gresentation of credentials or other identifying information.

t. Local'precessor outputs shall reflect the state of commands issued by the central station.

u. Outputs“shall be a form C contact and shall include normally open and normally closed
contacts.

v, Loeal, processor shall have at least four addressable outputs.

W, The “entry-control local processor shall also provide control outputs to portal-control
devices.

X\ Local/ processor shall be able to communicate with the central station via RS-485 or
BEP/IP as a minimum.

Y. The system manufacturer shall provide strategies for downloading database information for

panel configurations and cardholder data to minimize the required download time when
using IP connectivity.

S. Tia 232-F Ascii Interface Specifications
1. ASCII interface shall allow TIA 232-F connections to be made between the control station
operating as the host PC and any equipment that will accept TIA 232-F ASCIl command strings,
such as CCTV switches, intercoms, and paging systems.

a. Alarm inputs in system shall allow for individual programming to output up to four unique
ASCII character strings through two different COM ports on the host PC.
b. Inputs shall have the ability to be defined to transmit a unique ASCII string for alarm and

one for restore through one COM port, and a unique ASCII string for a nonalarm, abnormal
condition and one for a normal condition through the same or different COM port.

C. Predefined ASCII character strings shall have the ability to be up to 420 characters long
with full use of all the ASCII control characters, such as return or line feed. Character
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strings shall be defined in the system database and then assigned to the appropriate
inputs.

d. COM ports of the host PC used to interface with external equipment shall be defined in the
setup portion of the software. COM port's baud rate, word length, stop bits, and parity shall
be definable in the software to match that of the external equipment.

2. Pager-System Interface: Alarms shall be able to activate a pager system with customized

message for each input alarm.

a.

TIA 232-F output shall be capable of connection to a pager interface that can be used to
call a paging system or service and send a signal to a portable pager. System shall allow
an individual alphanumeric message per alarm input to be sent to the paging system. This
interface shall support both numeric and alphanumeric pagers.

3. Alarm-System Interface:

a.

b.

TIA 232-F output shall be capable of transmitting alarms from other, monitering and alarm

systems to central-station automation software.

Alternatively, alarms that are received by this access-conifol system areyto be transferred

to the alarm automation system as if they were sent thraligh a digitalfalarm'receiver.

1) System shall be able to transmit an individual message fromjany alarm input to a
burglar-alarm automation monitoring system.

2) System shall be able to append to eachgimessage a predefined set of character
strings as a prefix and a suffix.

T. Floor Select Elevator Control
1. Elevator access control shall be integral to seeurity access.

a.

b.

System shall be capable of providing full“elevaton.security and control through dedicated
Controllers without relying on the [control-station host PC for elevator control decisions.
Access-control system shall _enable and disable car calls on each floor and floor select
buttons in each elevator caf; restricting passengers' access to the floors where they have
been given access.

System setup shall, threugh pfogramming, automatically secure and unsecure each floor
select button of a car individually by time and day. Each floor select button within a car
shall be separatély controlledyso that some floors may be secure while others remain
unsecure.

When a floor select button is secure, it shall require the passenger to use his/her access
code and“have “access to that floor before the floor select button will operate. The
passenger's credential shall determine which car call and floor select buttons are to be
enabled, restricting acecess to floors unless authorized by system's access code database.
Floor select button shall be enabled only in the car where the credential holder is the
passenger.

2. Seéurity aceess system shall record which call button is pressed, along with credential and time
information.

a.
b.

C.

System Controller shall record elevator access data.

The Controller shall reset all additional call buttons that may have been enabled by the
user's credential.

The floor select elevator control shall allow for manual override either individually by floor
or by cab as a group from a workstation PC.

u. Real-Time Guard Tour
1. Guard tour module shall provide the ability to plan, track, and route tours. Module shall input an
alarm during tour if guard fails to make a station. Tours can be programmed for sequential or
random tour-station order.

a.

b.
c.

Security Access

Guard tour setup shall define specific routes or tours for the guard to take, with time
restrictions in which to reach every predefined tour station.

Guard tour activity shall be automatically logged to the central-station PC's hard drive.

If the guard is early or late to a tour station, a unique alarm per station shall appear at the
Central Station to indicate the time and station.
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d. Guard tour setup shall allow the tours to be executed sequentially or in a random order
with an overall time limit set for the entire tour instead of individual times for each tour
station.

e. Setup shall allow recording of predefined responses that will display for the operator at the

control station should a "Failed to Check-in" alarm occur.

2. Guard tour module shall allow proprietary direct-connected systems to use security access-
control hardware to perform guard tour management in real time.

3. A tour station is a physical location a guard shall reach and perform an action indicating that the
guard has arrived. This action, performed at the tour station, shall be 1 ofg13, different events with
any combination of station types within the same tour. A tour station shall be‘one of the following
event types:

a. Access Granted.

b. Access Denied Code.

C. Access Denied Card plus PIN.

d. Access Denied Time Zone.

e. Access Denied Level.

f. Access Denied Facility.

g. Access Denied Code Timer.

h. Access Denied Anti-Passback.

i. Access Granted Passback Violation.

j. Alarm.

k. Restored.

l. Input Normal.

m. Input Abnormal.

4. Guard tour and other system features shall\operate simultaneously with no interference.

5. Guard Tour Module Capacity: 999 possible guard tour definitions with each tour having up to 99
tour stations. System shall’allow:all 999 tours to be running at same time.

V. Video And Camera Control

1. Control station or designatéd workstation displays live video from a CCTV source.

a. Control Buttons: On the display window, with separate control buttons to represent Left,
Right4Up, Down, Zoomp»In, Zoom Out, Scan, and a minimum of two custom command
auxiliarypcontrols.

b. Provide atilleast seven icons to represent different types of cameras, with ability to import
custom icons, Provide option for display of icons on graphic maps to represent their
physical location.

C. Provide the alarm-handling window with a command button that will display the camera
associated with the alarm point.

2! Display mouse-selectable icons representing each camera source, to select source to be
displayeds” For CCTV sources that are connected to a video switcher, control station shall
automatically send control commands through a COM port to display the requested camera when
the camera icon is selected.

3. Allow cameras with preset positioning to be defined by displaying a different icon for each of the
presets. Provide control with Next and Previous buttons to allow operator to cycle quickly through
the preset positions.

W.  Cables

1. General Cable Requirements: Comply with requirements in Division 28 Section "Conductors And
Cables For Electronic Safety And Security" and as recommended by system manufacturer for
integration requirement.

2. PVC-Jacketed, TIA 232-F Cables:

June 2021

a. Two pairs, No.22 AWG, stranded (7x30) tinned copper conductors, polypropylene
insulation, and individual aluminum-foil/polyester-tape shielded pairs with 100 percent
shield coverage; PVC jacket.

b. Pairs are cabled on common axis with No. 24 AWG, stranded (7x32) tinned copper drain
wire.

Security Access

County of San Bernardino 2816 11 00b - 37



28 - Electronic Safety and Security SAN BERNARDINO

COUNTY

C. NFPA 70, Type CM.

d. Flame Resistance: UL 1581 vertical tray.

3. Plenum-Type, TIA 232-F Cables:

a. Two pairs, No. 22 AWG, stranded (7x30) tinned copper conductors, plastic insulation, and
individual aluminum-foil/polyester-tape shielded pairs with 100 percent shield coverage;
plastic jacket.

b. Pairs are cabled on common axis with No. 24 AWG, stranded (7x32) tinned copper drain
wire.

C. NFPA 70, Type CMP.

d. Flame Resistance: NFPA 262 flame test.

4, PVC-Jacketed, TIA 485-A Cables: Two pairs, twisted, No. 22 AWG, stfanded (7x30) tinned
copper conductors, PVC insulation, unshielded, PVC jacket, and NFPA 70, Type CMG.

5. Plenum-Type, TIA 485-A Cables:

a. Two pairs, No. 22 AWG, stranded (7x30) tinned copper conductors; fluorinatéd-ethylene-
propylene insulation, unshielded, and fluorinated-ethylene-propylene jacket.

b. NFPA 70, Type CMP.

C. Flame Resistance: NFPA 262 flame test.

6. Multiconductor, PVC Readers and Wiegand Keypads Cables:

a. No. 22 AWG, paired and twisted multiple conductors, stranded” (7x30) tinned copper
conductors, semirigid PVC insulation, overalld@luminum foil-polyester tape shield with 100
percent shield coverage, plus tinned coppér braid shield with 65 percent shield coverage,
and PVC jacket.

b. NFPA 70, Type CMG.

C. Flame Resistance: UL 1581 Vertical Tray.

d. For TIA 232-F applications.

Paired PVC Readers and Wiegand Keypad Cables:

a. Three pairs, twisted, NO0.22 AWG, stranded (7x30) tinned copper conductors,
polypropylene insulationgindividual aluminum foil-polyester tape shielded pairs each with
No. 22 AWG, stranded“tinned¢copper drain wire, 100 percent shield coverage, and PVC
jacket.

b. NFPA 70, Type GM.

C. Flame Resistance: UL 1581 Vettical Tray.

8. Paired PVC Readersiand Wiegand Keypads Cable:

a. Three 3 “pairs, “twisted, No. 20 AWG, stranded (7x28) tinned copper conductors,
polyethylene (polyolgfin) insulation, individual aluminum foil-polyester tape shielded pairs
each " with*Noe. 22 AWG, stranded (19x34) tinned copper drain wire, 100 percent shield
coverage, and PVC jacket.

b. NEPA 70, Type CM.

C. Flame Resistance: UL 1581 Vertical Tray.

9. Paired,)Plenumzlype, Reader and Wiegand Keypad Cable:

a. Three pairs, No. 22 AWG, stranded (7x30) tinned copper conductors, plastic insulation,
individual aluminum foil-polypropylene tape shielded pairs each with No. 22 AWG,
stranded tinned copper drain wire, 100 percent shield coverage, and fluorinated-ethylene-
propylene jacket.

b. NFPA 70, Type CMP.

C. Flame Resistance: NFPA 262 Flame Test.

10.  Multiconductor, Plenum-Type, Reader and Wiegand Keypad Cable:

a. Six conductors, No. 20 AWG, stranded (7x28) tinned copper conductors, fluorinated-
ethylene-propylene insulation, overall aluminum foil-polyester tape shield with 100 percent
shield coverage plus tinned copper braid shield with 85 percent shield coverage, and
fluorinated-ethylene-propylene jacket.

b. NFPA 70, Type CMP.

C. Flame Resistance: NFPA 262 Flame Test.

11.  Paired Lock Cable:

Security Access June 2021
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12.

13.

14.

15.

16.

17.

18.

19.

20.
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a. One pair, twisted, No. 16 AWG, stranded (19x29) tinned copper conductors, PVC
insulation, unshielded, and PVC jacket.

b. NFPA 70, Type CMG.

C. Flame Resistance: UL 1581 Vertical Tray.

Paired, Plenum-Type, Lock Cable:

a. One pair, twisted, No. 16 AWG, stranded (19x29) tinned copper conductors, PVC
insulation, unshielded, and PVC jacket.

b. NFPA 70, Type CMP.

C. Flame Resistance: NFPA 262 Flame Test.

Paired Lock Cable:

a. One pair, twisted, No. 18 AWG, stranded (19x30) tinned copper conductors, PVC
insulation, unshielded, and PVC jacket.

b. NFPA 70, Type CMG.

C. Flame Resistance: UL 1581 Vertical Tray.

Paired, Plenum-Type, Lock Cable:

a. One pair, twisted, No. 18 AWG, stranded (19x80) tinned®€opper-conductors, fluorinated-
ethylene-propylene insulation, unshielded, and plasticfacket.

b. NFPA 70, Type CMP.

C. Flame Resistance: NFPA 262 Flame Test:

Paired Input Cable:

a. One pair, twisted, No. 22 AWG, stranded (7x30) tinned copper conductors, polypropylene
insulation, overall aluminum foil-polyester tape shield with No. 22 AWG, stranded (7x30)
tinned copper drain wire, 100_percent'shield coverage, and PVC jacket.

b. NFPA 70, Type CMR.

C. Flame Resistance: UL 1666 Riser Flame Test.

Paired, Plenum-Type, Input Cable:

a. One pair, twisted,#No. 220AWG, stranded (7x30) tinned copper conductors, fluorinated-
ethylene-propylene insulationjgaldminum foil-polyester tape shield (foil side out), with
No. 22 AWG drain wire; 100 percent shield coverage, and plastic jacket.

b. NFPA 70, Type CMP.

C. Flame Resistance: NEPA 262 Flame Test.

Paired AC Transformer Cable:

a. Onefpair, twisted, No. 18 AWG, stranded (7x26) tinned copper conductors, PVC insulation,
unshielded; and PVC jacket.

b. NFPA 70, Type CMG.

Paired, Plenum-Type,”AC Transformer Cable:

a. One 'pair, twisted, No. 18 AWG, stranded (19x30) tinned copper conductors, fluorinated-
ethylene-propylene insulation, unshielded, and plastic jacket.

bt NFPA70, Type CMP.

C. Flame Resistance: NFPA 262 Flame Test.

Elevator Travel Cable:

a. Steel center core, with shielded, twisted pairs, No. 20 AWG conductor size.

b. Steel center support shall be preformed, flexible, low-torsion, zinc-coated, steel wire rope;
insulated with 60 deg C flame-resistant PVC and covered with a nylon or cotton braid.

C. Shielded Pairs: Insulated copper conductors; color-coded, insulated with 60 deg C flame-

resistant PVC; each pair shielded with bare copper braid for 85 percent coverage.

d Electrical grade, dry jute filler

e. Helically wound synthetic fiber binder

f. Rayon or cotton braid applied with 95 percent coverage.

g 60 deg C PVC jacket specifically compounded for flexibility and abrasion resistance and
complying with UL VW-1 and CSA FT1 flame rated.

LAN Cabling:

a. Comply with requirements in Division 28 Section "Conductors And Cables For Electronic
Safety And Security".

b. NFPA 262.

Security Access
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1.3

Transformers: NFPA 70, Class Il control transformers, NRTL listed. Transformers for security access-
control system shall not be shared with any other system.

Cable And Asset Management Software

1. Computer-based cable and asset management system, with fully integrated database and
graphic capabilities, complying with requirements in TIA/EIA-606.
a. Document physical characteristics by recording the network, asset, user, TIA/EAI details,

device configurations, and exact connections between equipment and cabling.
1) Manage the physical layer of security system.
2) List device configurations.
3) List and display circuit connections.
4) Record firestopping data.
5)  Record grounding and bonding connections and test data.
b. Information shall be presented in database view, schematic plans, ortechnical@drawings.
1) Microsoft Visio Technical Drawing shall be used a§ drawing andyschematic plans
software. Drawing symbols, system layout, and design shallFcomply'with SIA/IAPSC
AG-01.
C. System shall interface with the following testing and recording devices:
1) Direct upload tests from circuit testing instrament into the'PC.
2) Direct download circuit labeling into labéling printer.
2. Software shall be designed for Microsoft Windows of same version as security access system's
Central Station and workstations and shall be installedn the‘désignated PC, using a hard drive
dedicated only to this management function.gHard-drive capacity shall be not less than 50 GB.

EXECUTION

Examination

1. Examine pathway elements ‘intendéd for cables. Check raceways, cable trays, and other
elements for compliance with “space allocations, installation tolerances, hazards to cable
installation, and other gnditions affecting installation.

2. Examine roughing-inffor LAN and control cable conduit systems to PCs, controllers, card readers,
and other cable-conneeted devices to verify actual locations of conduit and back boxes before
device installation.

3. Proceed withqinstallation only,after unsatisfactory conditions have been corrected.

Preparation

1. Comply with recommendations in SIA CP-01.

2. Comply with TIA/EIA 606-A, "Administration Standard for Commercial Telecommunications
Infrastructure:®

3. ©btain detailed Project planning forms from manufacturer of access-control system; develop

custom-forms to suit Project. Fill in all data available from Project plans and specifications and
publish as Project planning documents for review and approval.

a. Record setup data for control station and workstations.

b. For each Location, record setup of controller features and access requirements.

C. Propose start and stop times for time zones and holidays, and match up access levels for
doors.

d. Set up groups, facility codes, linking, and list inputs and outputs for each controller.

e. Assign action message names and compose messages.

f. Set up alarms. Establish interlocks between alarms, intruder detection, and video

surveillance features.

g. Prepare and install alarm graphic maps.
h. Develop user-defined fields.
i. Develop screen layout formats.
j. Propose setups for guard tours and key control.
Security Access June 2021
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Discuss badge layout options; design badges.

Complete system diagnostics and operation verification.

Prepare a specific plan for system testing, startup, and demonstration.

Develop acceptance test concept and, on approval, develop specifics of the test.

Develop cable and asset-management system details; input data from construction documents.
Include system schematics and Visio Technical Drawings in electronic format.

In meetings with the Owner, present Project planning documents and review, adjust, and prepare
final setup documents. Use final documents to set up system software.

23 X

C. Cabling

1.
2.

3.

7.

Comply with NECA 1, "Good Workmanship in Electrical Contractingé"

Install cables and wiring according to requirements in Divisien 28Section 'Conductors And
Cables For Electronic Safety And Security".

Wiring Method: Install wiring in raceway and cable tray except within conseles, cabinets, desks,
and counters. Conceal raceway and wiring except in unfifiished spaces:

Wiring Method: Install wiring in raceway and cable tray. exceptWithin consoles, cabinets, desks,
and counters and except in accessible ceiling spacesiand in gypsum board partitions where
unenclosed wiring method may be used. Use NRTL-listed, plendm cable in environmental air
spaces, including plenum ceilings. Conceal rageway and cablesfexcept in unfinished spaces.
Install LAN cables using techniques, practicés, andimethods that are consistent with Category 5E
rating of components and fiber-optic g4fating of components, and that ensure Category 6
performance and fiber-optic performance eficonipleted@and linked signal paths, end to end.

Boxes and enclosures containing seeurity system components or cabling, and which are easily
accessible to employees or to thgfpublic,'shall*be, provided with a lock. Boxes above ceiling level
in occupied areas of the building shall not'be considered to be accessible. Junction boxes and
small device enclosures below ¢eiling level and easily accessible to employees or the public shall
be covered with a suitablefcover‘plate and secured with tamperproof screws.

Install end-of-line resistors at the fieldidevice location and not at the Controller or panel location.

D. Cable Application

1.

2.

3.

Comply with TIA-569-B, "Commercial Building Standard for Telecommunications Pathways and
Spaces."

Cable application requirements are minimum requirements and shall be exceeded if
recommended anrequired by manufacturer of system hardware.

TIA 232-F Cabling:alnstall at a maximum distance of 50 feet (15 m).

TIA'485-A €abling: Install at a maximum distance of 4000 feet (1220 m).

Card Readers and Keypads:

a. Installl humber of conductor pairs recommended by manufacturer for the functions
specified.
b. Wnless manufacturer recommends larger conductors, install No. 22 AWG wire if maximum

distance from Controller to the reader is 250 feet (75 m), and install No. 20 AWG wire if
maximum distance is 500 feet (150 m).

C. For greater distances, install "extender" or "repeater" modules recommended by
manufacturer of the Controller.

d. Install minimum No. 18 AWG shielded cable to readers and keypads that draw 50 mA or
more.

Install minimum No. 16 AWG cable from Controller to electrically powered locks. Do not exceed

250 feet (75 m) OR 500 feet (150 m), as directed.

Install minimum No. 18 AWG ac power wire from transformer to Controller, with a maximum

distance of 25 feet (8 m).

E. Grounding

1.
2.
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Comply with Division 26 Section "Grounding And Bonding For Electrical Systems".
Comply with IEEE 1100, "Recommended Practice for Power and Grounding Electronic
Equipment.”
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3. Ground cable shields, drain conductors, and equipment to eliminate shock hazard and to
minimize ground loops, common-mode returns, noise pickup, cross talk, and other impairments.
4. Bond shields and drain conductors to ground at only one point in each circuit.
5. Signal Ground:
a. Terminal: Locate in each equipment room and wiring closet; isolate from power system
and equipment grounding.
b. Bus: Mount on wall of main equipment room with standoff insulators.
C. Backbone Cable: Extend from signal ground bus to signal ground terminal in each

equipment room and wiring closet.

F. Installation
1. Push Buttons: Where multiple push buttons are housed within a single switeh enclosure, they
shall be stacked vertically with each push-button switch labeled with 1/4-igeh- (6.4-mm4) high text
and symbols as required. Push-button switches shall be connectedsto the'Controllef associated
with the portal to which they are applied, and shall operate the appropriate electric strike, electric
bolt, or other facility release device.

2. Install card readers, keypads, push buttons, and biometric readers:
G. Identification
1. In addition to requirements in this Article, complygwith ‘@applicable requirements in Division 26
Section "Identification For Electrical Systems" and'with TIA/EIA-606.
2. Using software specified in "Cable and Asset Management Software" Article, develop cable

administration drawings for system identification, “teésting, and management. Use unique,

alphanumeric designation for each cablegand labehcableyand jacks, connectors, and terminals to

which it connects with the same designation. Use logical and systematic designations for
facility's architectural arrangement.
3. Label each terminal strip and screWw terminal in each cabinet, rack, or panel.

a. All wiring conductors connected to terminal strips shall be individually numbered, and each
cable or wiring group being extended from a panel or cabinet to a building-mounted device
shall be identified with the'name and number of the particular device as shown.

b. Each wire conngtted to building-mounted devices is not required to be numbered at the
device if thegeolor of the wire»is consistent with the associated wire connected and
numbered withinithe panel or cabinet.

4, At completion, cable and‘asset management software shall reflect as-built conditions.

H. System Softwarg’and Hardware
1. Developj install, and test software and hardware, and perform database test for the complete and
proper operation of systems involved. Assign software license to the Owner.

l. Field Quality‘Control
1. Perform tests and inspections.

a. Mahnufacturer's Field Service: Engage a factory-authorized service representative to
inspect components, assemblies, and equipment installation, including connections, and to
assist testing.

2. Testing and Inspections:

a. LAN Cable Procedures: Inspect for physical damage and test each conductor signal path
for continuity and shorts. Use Class 2, bidirectional, Category 5 tester. Test for faulty
connectors, splices, and terminations. Test according to TIA/EIA-568-B.1, "Commercial
Building Telecommunications Cabling Standards - Part 1 General Requirements." Link
performance for UTP cables must comply with minimum criteria in TIA/EIA-568-B.

b. Test each circuit and component of each system. Tests shall include, but are not limited
to, measurements of power supply output under maximum load, signal loop resistance,
and leakage to ground where applicable. System components with battery backup shall be
operated on battery power for a period of not less than 10 percent of the calculated battery
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operating time. Provide special equipment and software if testing requires special or
dedicated equipment.

C. Operational Test: After installation of cables and connectors, demonstrate product
capability and compliance with requirements. Test each signal path for end-to-end
performance from each end of all pairs installed. Remove temporary connections when
tests have been satisfactorily completed.

3. Devices and circuits will be considered defective if they do not pass tests and inspections.
4, Prepare test and inspection reports.

J. Startup Service

1. Engage a factory-authorized service representative to supervise and assist with'startup service.
a. Complete installation and startup checks according to approved procedures that were
developed in "Preparation” Article and with manufacturer'swrittentinstructions.
b. Enroll and prepare badges and access cards for Owner's“operators; management, and

security personnel.

K. Protection
1. Maintain strict security during the installation of equipmentyand software. Rooms housing the
control station, and workstations that have beeagpowered up shall'be locked and secured, with an
activated burglar alarm and access-controlgystem reporting to a Central Station complying with
UL 1610, "Central-Station Burglar-AlarmgUnits," during periods when a qualified operator in the
employ of Contractor is not present.

END OF SECTION 28 16 11 00b
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SECTION 28 21 31 00 - VIDEO SURVEILLANCE

1.1

A.
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GENERAL

Description Of Work

1. This specification covers the furnishing and installation of materials for video surveillance.
Products shall be as follows or as directed by the Owner. Installationgprecedures shall be in
accordance with the product manufacturer's recommendations. JMemolitionyand removal of
materials shall be as required to support the work.

Summary

1. Section includes a video surveillance system consisting ofgeamerasydigitalvideo recorder, data
transmission wiring, and a control station with its associated equipment,

2. Video surveillance system shall be integrated with monitoring~and control system specified in
Division 13 Section "Perimeter Security”, “Intrusion Detettion”, fSecurity Access”, and PLC
Electronic Detention Monitoring and Control Systems", whichispegifies systems integration.

Definitions

1. AGC: Automatic gain control.

2. BNC: Bayonet Neill-Concelman - type of connector.

3. B/W: Black and white.

4, CCD: Charge-coupled device.

5. FTP: File transfer protocol.

6. IP: Internet protocol.

7. LAN: Local area network(

8. MPEG: Moving picture'experts,group.

9. NTSC: National Television System Committee.

10. PC: Personal computer.

11. PTZ: Pan-tilt-z6om.

12. RAID: Redunhdant array of independent disks.

13.  TCP: Trafsmission control protocol - connects hosts on the Internet.

14. UPS: Uninterruptible power supply.

15. WAN@gWide area network.

Performance Requirements

1. Seismic Performance: Video surveillance system shall withstand the effects of earthquake

mations detérmined according to ASCE/SEI 7.

a. The term "withstand" means "the unit will remain in place without separation of any parts
from the device when subjected to the seismic forces specified and the unit will be fully
operational after the seismic event."

Submittals

1. Product Data: For each type of product indicated. Include dimensions and data on features,
performance, electrical characteristics, ratings, and finishes.

2. Shop Drawings: For video surveillance. Include plans, elevations, sections, details, and

attachments to other work.

a. Detail equipment assemblies and indicate dimensions, weights, loads, required clearances,
method of field assembly, components, and location and size of each field connection.

b. Functional Block Diagram: Show single-line interconnections between components for
signal transmission and control. Show cable types and sizes.

C. Dimensioned plan and elevations of equipment racks, control panels, and consoles. Show

access and workspace requirements.
d. UPS: Sizing calculations.
e. Wiring Diagrams: For power, signal, and control wiring.

Video Surveillance
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3. Equipment List: Include every piece of equipment by model number, manufacturer, serial
number, location, and date of original installation. Add pretesting record of each piece of
equipment, listing name of person testing, date of test, set points of adjustments, name and
description of the view of preset positions, description of alarms, and description of unit output
responses to an alarm.

4, Seismic Qualification Certificates: For video surveillance, cameras, camera-supporting
equipment, accessories, and components, from manufacturer.

a. Basis for Certification: Indicate whether withstand certification is based on actual test of
assembled components or on calculation.

b. Dimensioned Outline Drawings of Equipment Unit: Identify center of gravity and lecate and
describe mounting and anchorage provisions.

C. Detailed description of equipment anchorage devices on which the cettification jis based
and their installation requirements.

d. Field quality-control reports.

e. Operation and Maintenance Data: For cameras, powerfsupplies, inffared”illuminators,
monitors, videotape recorders, digital video recorders, #ideo swit€hes, and control-station
components to include in emergency, operation, and maintefance manuals. Include the
following:

1) Lists of spare parts and replacement compenents recomménded to be stored at the
site for ready access.

5. Warranty: Sample of special warranty.

F. Quality Assurance

1. Electrical Components, Devices, and Acgéssoriesiylisted and labeled as defined in NFPA 70, by
a qualified testing agency, and marked for intended‘location and application.

2. Comply with NECA 1.

3. Comply with NFPA 70.

4, Electronic data exchange betwéen video surveillance system with an access-control system shall

comply with SIA TVAC.

G. Project Conditions

1.

Environmental Congditions: Capabledof withstanding the following environmental conditions
without mechanical or electrical damage or degradation of operating capability:

a. Control Station: "Rated for continuous operation in ambient temperatures of 60 to 85 deg F
(16 to29,deg C) and &, relative humidity of 20 to 80 percent, noncondensing.
b. Intefior, Controlled Environment: System components, except central-station control unit,

ingtalled in air=conditioned OR temperature-controlled, as directed, interior environments
shall be rated far continuous operation in ambient temperatures of 36 to 122 deg F (2 to 50
deg €) dry bulb and 20 to 90 percent relative humidity, noncondensing. Use NEMA 250,
Type 1°enclosures.

C. Interior, Uncontrolled Environment: System components installed in non-air-conditioned
ORI non-temperature-controlled, as directed, interior environments shall be rated for
continuous operation in ambient temperatures of 0 to 122 deg F (minus 18 to plus 50
deg C) dry bulb and 20 to 90 percent relative humidity, noncondensing. Use NEMA 250,
Type 3R OR Type 4 OR Type 12 OR Type 12K, as directed, enclosures.

d. Exterior Environment: System components installed in locations exposed to weather shall
be rated for continuous operation in ambient temperatures of minus 30 to plus 122 deg F
(minus 34 to plus 50 deg C) dry bulb and 20 to 90 percent relative humidity, condensing.
Rate for continuous operation when exposed to rain as specified in NEMA 250, winds up to
85 mph (137 km/h) and snow cover up to 24 inches (610 mm) thick, as directed. Use
NEMA 250, Type 3 OR Type 3R OR Type 3S OR Type 4 OR Type 4X, as directed,
enclosures.

e. Hazardous Environment: System components located in areas where fire or explosion
hazards may exist because of flammable gases or vapors, flammable liquids, combustible
dust, or ignitable fibers shall be rated, listed, and installed according to NFPA 70.
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f. Corrosive Environment: System components subject to corrosive fumes, vapors, and
wind-driven salt spray in coastal zones. Use NEMA 250, Type 4X OR Type 6P, as
directed, enclosures.

g. Security Environment: Camera housing for use in high-risk areas where surveillance
equipment may be subject to physical violence.

Warranty

1. Special Warranty: Manufacturer's standard form in which manufacturer agrees to repair or
replace components of cameras, equipment related to camera operation, and control-station
equipment that fail in materials or workmanship within specified warranty periods

a. Warranty Period: Th