DES CALIFQRNIA DEPRPARTMENT OQF
GENERAL SERVICES Governot Edmund 6. Brows Jr

July 27, 2017

Mr. Matt Flood

CDW Government LL.C
230 N. Milwaukee Avenue
Vernon Hills, . 60061

The state is pleased to accept your offer to establish a Software License Program (SLP) contract. Your SLP number
is SLP-17-70-0025L. This contract number must be shown on every invoice you issue to a state or local government
agency customer. Ordering agencies may purchase their software products and/or software maintenance from your

SLP contract during the term of the VMware Offer Number VMware-SLP2017.

This acceptance letter and the attached SLP contract are considered to be the contract. Upon request, it is the
responsibility of your organization to furnish copies of the SLP contract to state and local government agencles.

The SLP Program strongly recommends that government agencies place orders with suppliers who provide ALL of the
contract elements. .

This letter shall not be construed as a commitment to purchase any or all soffware products and/or software
maintenance from your firm. '

Approval is required from the state for all news releases about the SLP contract. Also, It is not acceptable to include
products or services on the SLP contract which are not approved on the Software License Agreement.

Sincerely,

even B. Lower
SLP Program Manager
916-375-4539

steve.lower@dgs.ca.gov

Procurement Division | Siate of California | California Government Operations Agency
707 3rd Straet, 2"”FIocr] West Sacramento, CA 85605 { 8183754460
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Contractor: CDW Government LLC

Contract Number: SLP-17-70-0025L
SLP Contract Term:  06/27/2017 through 07/31/2020
Contract Base: “VMware SLP Offer Number VMware-SLP2017

This contract is available for use by State of California departments and any city, county, special district,
educational agency, local government body or corporation empowered to expend public funds. While the state
makes this contract available, each local agency should make its own determination whether the SLP is
consistent with their procurement policies and regulations.

The SLP Contractor is required to provide all SLP contract terms and conditions with the list of products, services
and prices.

The most current ordering instructions and terms and conditions are included herein. If there are future changes
to the ordering instructions and/or terms and conditions, these changes will be incorporated by an amendment to
this contract.

Contractor non-compliance with the requirements of this contract may result in contract termination.

By signing below, Contractor agrees to the General Provisions dated September 5, 2014,
Cloud Computing Services Special Provisions dated September 3, 2014 and all other
provisions included herein.

: % ; ; For Contractor:

Ricardo Martinez” Signature”
Acting Deputy Director
Procurement Division
Department of General Services

Matt Flood
Printed Name

-7 Proposals Supervisor
/9(9/ iy Printed Title

CDW Government LLC
Company Name

Date

07.11.2017
Date

Procurement Division | Statz of Call;

A

i At = VM=
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SOFTWARE LICENSING PRCGRAM (SLP)
COW Government LL.C
S1.P17.70-0025L

CONTRACTOR PROVIDES COPY OF THE CONTRACT
AND SUPPLEMENTS

 The SLP Contractors are required to provide the
entire contract that consists of the following:

« SLP Cover sheel with slgnatures from the DGS
Procurement Division Deputy Director or designes
and Contractor,

»  Ordering instructions.

« Std. 204 Payee Data Record.

o SLP Contract terms and conditions (Generat
provisions).

* Software License Agreement pricing.

s Supplements, if applicable :

CONTRACTOR QUARTERLY REPORTS

Contractors are required to submit a detailed report -

quarterly to the DGS Procurement Division, Masters
Unit. A separate report is required for each contract, as
differentiated by alpha suffix (if applicable). Contractors
with resellers are responsible for reporing reseller
ordering activity. Any report that does not foilow the
required format or that excludes Information will be
deemed incomplete and returned to the contractor,

All SLP contractors, including certified Small Businesses
and Disabled Veteran Business Enterprises, will he
required to pay DGS-PD a 1% incentive fee for all orders
placed by local govaernment agencles via a SLP conlract,
This policy however, does not affect orders placed by
State government offices, State agencies will continue to
be billed the applicable administrative use fee by the
DGS-PD.

The SLP Quarterly Business Activity Report form
separates sales to State and local government agencies.

SLP Quarterly Business Activity Reports are dua in the
SLP Unit within two weeks after the end of each quarter
as shown below:

Quarter 1 Jan 1 to Mar Due Apr 15
Quarter 2 Apr 1 to Jun 30 Due Jul 15
Quarter 3 Jul 1 to Sep 30 Due Qct 15
Quarter 4 Oct 1 to Dec 31 Due Jan 15

Each contractor is required to remit to the DGS-PD an
incentive fee equal to 1% of the tolal of afl locat
government agency orders (exciuding sales tax and
freight) placed against thelr SLF‘ contract(s) for tha
applicable quarter.

BUILDING GREEN 0 BEYINGCREEN 0 WORKING GREFN 2
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The check covering this fee shall be made payable to the
Department of General Services, Mastars Unit; and be
attached to the supporting SLP Quarterly Report. Mail
report and check to:

Department of General Services

Procursment Divislon, Masters Unit

Quarterly Report Processing

PO Box 989052, MS 2.202

Altn: Steve Lowear

Waest Sacramento, CA 95798-9052

5L.P Quarterly Reports which include a check made
payable to the DGS-Masters Unit must be mailed via
hard-copy, and cannol be accepted via facsimile or e-
mall,

New contracts for contractors with existing
confracts, and extensions or renewals of existing

confracts, will be approved ONLY if the contractor

has submitted to the SLP Unit all quarterly reports,
duse. Each g_uarterig rap ort is reguired within two

weeks of the end of March, June, September, and

December of each calendar year. A report is required

even whanthere is no activity.

The report must Include the agency hame, purchase :
order number, purchase order date, agency billing code,
pre-tax total order cost, agency contact name, address
and phone number, and total dollars for the quarter. Tax
must NOT be included in the quarterly report, even if the
agency Includes tax on the purchase order.

A sample quarterly report indicating required format and
information is attached for your reference (Attachment
A

CONTRACTOR INVOICES

Unless otherwise stipulated, the contractor must send
their invoices to the department address set forth in the
purchasa order. Invoices shall be subrnitted In triplicate
and shall include the following:

Contract numbeér 7
Agency purchase ordar number
Agency Bill Code

Line item number

Unit price

Extended line ltem price

Invoice total

State sales tax andfor use tax shall be fternized
separalely and added to each invoice as applicable.

The company name on the SLP contract, purchase order
and invoice must match or the State Controller's Office
will not approve payment.




SOFTWARE LICENSING PROGRAM (SLP)
COW Government LLGC
SLP-17-70-00250L

CONTRACTOR OWNERSHIP iNFORMATION

COW Government LLC is a large business enterprise.

AGENCY NON-COMPLIANCE

Agency non-compliance with the requirements of
this contract may result in the loss of delegatad
purchasing authority to use the SLP.

PLEASE REQUEST A COPY OF ALL CONTRACT
TERMS AND CONDITIONS FROM THE
CONTRACTOR, IF NOT PROVIDED INITIALLY.

AVAILABLE PRODUCTS AND/OR SERVICES

Thig contract providas for the purchase and warranty of
software, software maintenance, and technical support,

STANDALONE APPLIANCES, CONSULTING,
APPLICATION CONFIGURATION, TRAINING AND
INSTALLATION SERVICES ARE NOT AVAILABLE
UNDER THIS CONTRACT

- Only praducts from the manufacturer listed below are
available within the scope of this contract:

e  VYMware
IMPLEMENTATION SERVICES

Consulting Services under this SI.P are limited to the
implementation of Cloud/Saa8 product/services anly.

Before procuring Implementation Services, state
departments should conduct an analysis and use their
own due diligence to determine if these servicas are the
mast cost effective solution that meets thair business
neads and securlty requirements.

REGUIREMENTS {Saa$S Implementation Services)

+  State departments must complele a Statemeni of
Wark (SOW) for all Implamentation services,

s Job titles/categories are limited to those Identifled in
the price list (avatlable on Cal-eProcurs).

» - Hourly rates must nol exceed those identified in in the
price list {available on Cal-eProcure).

+ Implementation services may only be purchassd with
the product (not stand alone).

+ [Implementation Services must not exceed 50% of
the total order vaiue,

+ Time and Material pricing must not exceed the Job
Title hourly rate (see exhibit B), timas the number of -
hours to complete the job.

SOFTWARE MAINTENANCE/SUBSCRIPTION/SAAS
RENEWALS '

Maintenance renewals for software, subscription and
SaeS/Cloud purchases shall be fixed at the Agency's
pricr applicable rates, with a 0% uplift {no up-ift) and no
additional increases, fees or charges added,

ISSUE PURCHASE ORDER TO:

Orders may be faxed or malled to the following address:

CDW Government LLC
230 N. Milwaukee Ave,
Vernon Hills, IL. 60061
Aftn: Rick Martinez

Agencles with questions regarding products andfor
services may contact the contractor as follows:

Phone: 847-374-7182
FAX: 312-705-8649
Email; Richmar@ecdwg.com

SHIPPING INSTRUCTIONS

F.0.B. (Free On Board) Destination
DELIVERY

30 days after receipt of order, or as nagotiated between
agency and Gontractor and Included In the purchase
order. '

AGENCY RESPONSIBILITY

Agencies must contact contractors to obtaln copias of the
contracts and compare them for a best value purchasing
decision.

Each agency is responsible for its own contracting
program and purchasing decislons, Including use of the
SLP program and associated outcomas. )
This responsibility includes, but is not nacessarily limited
to, ensuring the necessity of the services, securing
appropriate funding, complying with faws and policies,
preparing the purchase order in a manner that
safeguards the State's interests, obtaining required
approvals, and documenting compliance with
Government Code 19130.b (3) for outsourcing services.

It is the responsibility of each agency lo consult as
applicable with thefr legal staff and contracting offices for
advice depending upon the scope or complexity of the
purchase order.
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SOFTWARE LICENSING PROGRAM (SLP)
CDW Government LLC
SLP-17-70-0025L

If you do not have fegal services available to you within
your agency, the DGS Office of Legal Services is
available to provide services on a contractual basis.

MAXIMUM ORDER LIMIT IS $2,000,800 {l.ocal

Governments are Exempt)

s  Agencles must adhere to tha detalled requirements
in the State Contracting Manual (SCM) when using
SLP contracts. The raquiremants for the following
bullets are in the SCM, Volume 3, {for IT). If
soliciting offers from a certified DVBE, Include the
Disabled Veteran Business Enterprise Declarations
form {Std. 843} in the Request for Offer. This
declaration must be completed and returnad by the
DVBE prime contractor and/or any DVBE
subcontractors. (See the SCM Volume 3, Chapter 3)

*» This s not a bid transaction, so the small business
preference, DVBE participation goals, protest
language, intents fo award, evaluation criteria,

. advertising, etc,, are not applicable.

« Ifless than 3 offers are received, State agencies
must document their file with the reasons why the
other suppliers solicited did not respond with an
offer, ’

¢ Assess the offers received using best valug
methodology, with cost as one of the criteria,

+ |ssue a Purchase Order to the sslected contractor.

«  For SLP transactions under $5,000 only one offer is
required if the State agency can establish and
document that the price is fair and reasonable.

Local governments set their cwn order limits, and are not
bound by the order limlts on the cover page of this
contract.

SPLITTING ORDERS

‘Splitting orders to avoid any monetary limitations (s
prohibited.

Da not circumvent nermal procurement methods by
splitting purchases inte a serias of delegated purchase
orders (SAM 3572),

Splitting a project inte small prejacts to avoid either fisca
or procedural controls is prohibited (SAM 4819.34).

MINIMUM ORDER LIMITATION

There is no minimum doflar value limitation on orders
placed under this contract,

ORDERING PROCEDURES
1. Order Form

State departments shall use a Contract/Dslegation
Purchase Order (Std. 65) for purchases and servicas.

Local governments shall, in fieu of the State's Purchase
Order (Skd. 65), use their own purchase order documant,

Elactronic coples of the State Standard Forms can be
found at the Office of State Publishing web site:
hito:/;ww.das.ca.goviosp (select Standard Forms), The
sita provides information on the varlous forms and use
with the Adobe Acrobat Reader. Beyond the Readar
capablliies, Adobe Acrobat advanced features may be
utllized if you have Adobe Business Tools or Adabe
Acrobat 4.0 instalted on your computer. Direct link to the
Standard Form 65:
hitp:/fwww.0sp.dys.ca.gov/pdi/std085. pdf

2. Purchase Orders

The ordering entity is required to forward a copy of

each purchase order to the Department of General
Services {DGS), Procurement Division, Business

Management Section, Data Capture unit, 707 Third

Streat, 2™ Floor, West Sacramento, CA 95605-2811.

The deparfmen’t is required to complete and distribute the
order form,

The cost for each line item should he included in the
order, not just totals. '

The contractor must Immediately reject orders that are
not accurate.

3. Service and Delivery after Contract
Expiration

Purchase orders must be issued before the SLP contract
end term expires.

Also, purchase order amendments cannot be issued to
add producl and software maintenance if the SLLP
contract end term has expired.

GONTRACT PRICES

Contract prices for products and/or services are
maximums, The ordering department is encouragad to
nagotiate lower piices.

PRODUCT AND PRICING CHANGES AND/OR UPDATES
ARE NOT AUTHORIZED UNTIL REVIEWED AND
APPROVED BY DGS PROCUREMENT DIVISION MASTER
AGREEMENTS UNIT.

Said documents are to be sent to the Department of
General Services (DGS) Procurement Divislon, Master
Agreements Unit, 707 Third Street, 2" Floor, West
Sacramsnto, CA 95605-2811, Attention Stave Lower,

SMALL BUSINESS MUST BE CONSIDERED

Prior to placing orders under the SLP, state departments
shall, whensver practicable, first consider offers from
small businesses that have established SLP conlracts

BUILDING GREENS =0 BUVING GREEN  « WORKRING GREFN 4
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SOFTWARE LICENSING PROGRAM (SLP)
© GDW Government LLC
SLP-17-70-0025L

[GC Section 14846(b)]. NOTE: The Department of
Ganeral Services auditors will requast substantiation of
compliance with this requirement whan department files
are reviewed.

SMALL BUSINESS/IDVBE - TRACKING

State departments are able to claim subcontracting
doilars towards their small business or DVBE goals

- whenever the Contractor subcontracts a commercially
useful function to a certified small business or DVBE,
The Contractor will provide the ordering department with
tha name of the small business or DVBE used and the
dollar amount the ordering department can apply towards
its small business or DVBE goal.

SMALL BUSINESSI.DVBE - SUBCONTRACTING

1. The amount an ordering department can
claim towards achleving its small business
or DVBE goals fs the dollar amiount of the
subcontract award made by the Contractor
to each small business or DVBE,

2. The Contractor will previde an ordering
department with the following Inforimation at
the time the order is quoted:

a. The Contractor will state that, as the prime
Conlractor, it shall be responsible for the overall
execution of the fulfillment of the order.

b. The Contractor wili indicate to the ordering
depariment how the order meets the small
business or BVBE goal, as follows:

s Listthe name of each company that is
certified by the Office of Small Business and
DVBE Certification that it intends to
subcontract a commercially useaful function
to; and

» Include the small businass or DVBE
certification number of each company listed,
and attach a copy of each certification; and

+ Indicate the doliar amount of each
subcontract with a small business or DVBE
that may be claimed by the ordering
department towards the small business or
DVBE goal; and

+ Indicate what commercially useful function
the small business or DVBE subcontractor
will be providing towards fulfillment of the
order.

3. The ordering department’s purchase order
must be addressed to the prime Contractor,
and the purchase order must reference the
infermation provided by the prime -
Contractor as cutlined above,

PRODUCTIVE USE REQUIREMENTS

Each software compenent must be in current operation
for a paying customer and the paying customesr must be
external to the contractor's organization (not owned by
the contractor and not owning the centractor),

To substantiate compliance with the Productive Use
Requlrements, the Contractor must provide upon requast
the name and address of & customer installation and the
name and telephone number of a contact person,

The elapsed time such software must have been in
operation is based upon the Importance of the equipment
or software for system operation and its cost. The
following designates product categories and the reguired
perlod of time for software eperation prior to approval of
the replacement item on the SLP.

Category 1 - Critical Software: Critical software is
sofiwarg that is required to centrol the overall operation
of a computer system or peripheral equipment. Included
in this category are operating systems, data base
management systems, language interpreters,
assemblers and compilers, communications software,
and other essential systeam software.

Cost Prior Operation
More than $100,000 8 menths
$10,000 up to $100,000 4 months
Less than $10,000 1 month

Category 2 - Non-Critical Software: Information
technology squipment is defined in SAM Section 48192,

Cost Prior Operation
More than $100,000 6 months
$10,000 up to $100,000 4 months
l.ess than $10,000 1 month

STATE AND LOCAL GOVERNMENTS CAN USE THE SLP

State and local government use of the SLP contracts Is
optlonal. A local government is any city, county, special
district or other local governmental body or corporation,
including UC, K-12 schools and community colleges,
that Is empowerad to expend public funds. Whila the
stale makes this contract avallable, each local
governmant agency should make its awn

determination whether the SLP is consistent with their
procuremant policies and regulations.

APPLICABLE CODES, POLICIES AND GUIDELINES

All California codes, policies and guidelines are
applicable. THE USE OF THE SLP DOES NOT
REDUCE OR RELIEVE STATE DEPARTMENTS OF
THEIR RESPONSIBILITY TO MEET STATEWIDE
REQUIREMENTS REGARDING CONTRACTING OR
THE PROCUREMENT OF GOODS OR SERVICES,
Most pracurement and confract codes, policies, and
guidelines are incorporated into The SLP contracts,

BUILIING GREESN 0 BUYING GREFN  + WORKING GREEN 5
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SOFTWARE LICENSING PROGRAM (SLP)
CDW Government LLG
SLP-17-70-0025L

Notwithstanding this, there is no guarantes that "every”
possible reguirement that pertains to all the different and
unique state processes has been included,

TERMINATION OF SLP CONTRACT

1. The State or Contractor may terminate this SLP
Contract at any lime upor 30 days prlor notice,

2. Upon termination or other expiration of this
Contract, each party will assist the other party in
orderly termination of the Contract and the
transfer of all assets, tangible and intangible, as
may facllitate the crderly, nondisrupted business
continuation of each pary,

3. This provision shall not relleve the Gontractor of
the obligation to perform under any purchase
order or other similar ordering documant
executed prior to the tarmination becoming
effective,

STATEWIDE PROCUREMENT REQUIREMENTS

Departments must carefully review and adhare to the

following Procurement Requirements, such as:

*  S3AM Section 4819.41 and 4832 cerifications for
information technology procurements and
compliance with policies.

»  Services may not be paid for in advance,

« Departments are required fo file with the Depariment
of Fair Employment and Housing (DFEH) a Contract
Award Report Std. 16 for sach order over $5,000
witihin 10 days of award, including supplements that
excead $5,000.

+  Pursuant to Unemployment Insurance Code Section
1088.8, state and local government agencles must
report to the Employment Development Department
(EDD) all payments for services that equal $600 or
more {o independent sole proprietor contractors.
See the contractor's Std. Farm 204, Payee Data
Reacord, in the SLP contract to determine sole
proprietorship. Al inquiries ragarding this subject
should be forwarded to EDD: Technical questions:
916/651-6945 or Information and forms:
916/657-0529.

s Annual small business and disabled veteran reports.

ETHNICITY/RACE/GENDER REPORTING
- REQUIREMENT

Effective July 1, 2002, in accordance with Public Contract
Code 10116, state departmants are to capture
information on ethniclty; race, and gender of business
owners (not subcontractors) {or all awarded contracts,
including CAL-Card transactions. Each department s
required to independently report this information tc the
Governor and the Legislature on an annual basis.

Departments are responsibla for developing their own
guidelines and forms for coliacting and reporting this
information,

BUILDENG GREEN v BUSENG GREEN
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Contractor participation Is voluntary,

PAYMENTS AND INVOICES

1. Payment Terms

Paymant will be made in accordance with the
provisions of the California Prompt Paymant Act,
Government Code Section 927 et. seq. Unless
expressly exempted by slatute, the Act requires
State agencies to pay praperly submitied,
undisputed invoices not more than 45 days aiter (i)
the date of acceptance of goods or performance of
services; or (Il) receipt of an undisputed invoice,
whichever is later.

2. Advance Payments

Software maintenance and license fees, which are

considered a subscription, may be paid in advance
{annually only) if a provision addressing payment in
advance is Included in the purchase order.

Example: If you purchase three (3) years of
software maintenance, you cannot pay for the whole
three years in advance. You may pay in advanice for
the first year only and you will be invoiced on an
annual basis for the remaining iwo years,

3. Payee Data Record (Std. 204)

Each State accounting office must have a sopy of

the atlached Payee Data Record (Std., 204) in order
to process payment of invoices. Agencies should
forward a copy of the Std. 204 to their accounting
office(s). Without the Std. 204, paymeént may ba
unnecessarily delayed.

4, DGS Administrative and Incentive Fees

Orders from State Agencies:
The Department of General Services (DGS) will bill

each State agency directly an administrative fee for
use of SLP contracts. The administrative fee should
NOT be included in the order total, nor remitted
hefore an invoice is received from DGS,

5. Credit Card

COW Government LLC accepts the State of California
credit card (CAL-Card).

A Purchasing Authorlty Purchase Order (Std, 85} is
required even when the ordering depariment chooses
to pay the cantractor via the CAL-Card. Also, the
DGS administrative fee is applicable for all SLP
orders.

WORKMNG GREEN 6 .




SOFTWARE LICENSING P'ROGRANI {SLP)
CDW Government LLC
SLP-17.70-00251.

FEDERAL DEBARMENT

When faderal funds are being expendad, the department
Is required to obtain {retain In flla) a signed "Federal
Debarment’ certification from the contractor before the
purchase order Is issued. This certification is requlred
by the regulations implementing Executive Order 12549,
Dabarment and Suspension, 29 CFR Part 98, Section
98.510, Participants; responsibiliies. Tha regulations

" were published as Part VII of the May 26, 1988 Federal
Register (pages 19160-19211).

AMERICANS WITH DISABILITY AGT (ADA)
(See attachment B)

DGS PROCUREMENT DIVISION CONTACT AND
PHONE NUMBER

Department of General Services
Procurement Division, SLP Unit
707 Third Street, 2™ Fioor

Wesl Sacramento, CA 95605-2811

Phone # 916/375-4390 or 916/375-4539
Faxi# 916/375-4430

GUIEDING GREES 0 REVING GRFEN  + WORKING GREES
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ATTACHMENT A
‘SLP QUARTERLY BUSINESS ACTIVITY REPORT |
%’&

Instructions for completing the SLP Quarterly Business Activity Report.

1. Complete the top of the form with the appropriate information for your company.
2. Agency Name - Identify the State agency or Local Government agency that issued the order.

3. Purchase Order Number - Identify the purchase order number (and amendment number if applicable)
on the order form. This [s not your involee number. This is the number the State agency or Local
Government agency assigns to the order. :

4. Purchase Order Date - ldentify the date the purchase order was issued, as shown on the order. This is
not the date you recalved, accepted, or invaiced the order.

5. Agency Billing Code - Identify the State agency blliing code. This is a five-digit number ldentified on
the upper right hand corner of the Std. 65 purchase order form. You must identify this number on ali
purchases made by State of California agencies. Bllling codes are not applicable to Local Government
agencies,

6. Total Dollars Per PO - Identify the total dollars of the order excluding tax and freight. Tax must NOT be
included in the quarterly report, even if the agency Includes tax on the purchase order. The total dollars
per order should indicate the entire purchase order amount (less tax and freight) regardiess of when you
invoice order, perform services, deliver product, or receive payment,

7. Agency Contact - Identify the ordering agency’s contact person on the purchase order.

8. Agency Address - [dentify the ordering agenay’s address on the purchase order.

9. Phone Number - [dentify the phone number for the ordering agency’s contact person,

10. Total State Sales & Total Local Sales - Separately ldentify the tota! State dollars and/or Local
Government agency dollars (pre-tax) for all orders placed in quarter.

“11. 1% Renmitted to DGS - Identify 1% of the total Local Government agency dollars réported for the
quarter. ' , .

12. Grand Total - Identify the total of all State and Local Government agency dollars reported for the
quarter. ‘

Notes:

» Avreportis required for each SLP gontract each quérter even when there are no new orders for the
quarter. :
s Quarterly reports are due two weeks after the end of the quarter.




ATTACHMENT B
ADA NOTICE

Procurement Division (State Department of General Services)
AMERICANS WITH DISABILITIES ACT (ADA) COMPLIANCE
POLICY OF NONDISCRIMINATION ON THE BASIS OF DISABILITY

To meet and carry out compliance with the nondiscrimination requirements
of the Americans With Disabilities Act (ADA), it is the policy of the
Procurement Division (within the State Department of General Semces) to
make every effort to ensure that its programs, activities, and services are
available to all persons, including persons with disabilities.

For persons with a disability needing a reasonable accommodation to
participate in the Procurement process, or for persons having questions
regarding reasonable accommodations for the Procurement process,
please contact the Procurement Division at (916) 375-4400 (main office);
the Procurement Division TTY/TDD (telephone device for the deaf) or
California Relay Service numbers which are listed below. You may also
contact directly the Procurement Division contact person who is handling
this procurement.

IMPORTANT: TO ENSURE THAT WE CAN MEET YOUR NEED, IT IS
BEST THAT WE RECEIVE YOUR REQUEST AT LEAST 10 WORKING
DAYS BEFORE THE SCHEDULED EVENT (i.e., MEETING,
CONFERENCE, WORKSHOP, etc.) OR DEADLINE DUE-DATE FOR
PROCUREMENT DOCUMENTS.

The Procurement Division TTY telephone numbers are:

Sacramento Office: (916) 376-1891
Fullerton Office: (714) 773-2093

The California Relay Service Telephone Numbers are:

Voice: 1-800-735-2922 or 1-888-877-5379
TTY: 1-800-735-2929 or 1-888-877-5378
Speech-to-Speech: 1-800-854-7784

Procurement Divislon | State of California | California Gowernment Operations Agency
707 3ed Street, 'Floor | Wast Sacramento, CA 95605 | t $16.375-4.40




STATE OF CALIFORNIA-DEPARTMENT OF FINANCE

PAYEE DATA RECORD

(Required when recelving payment from the Stata of Callfornia in lleu of IRS W

o

STD. 204 (Rav, 6-2003)

INSTRUCTIONS: Gomplete all information on this form. Sign, dats, and return to the State agency {depariment/Office) address shown at

1 the beltom of this page, Prompt refurn of this fully completed form will pravent dalays whan processing payments. Infarmation provided In
gﬂs form will be used by State agencies to prepare Information Returns (1099). See reverse side for more Information and Privacy
tatement. )
NOTE: Govemmental entltles, fedaral, State, and focal {inaluding school districts), are not required to submit this form,
PAYEE'S LEGAL BUSINESS NAME : cow Govarmment LLC
2 S0I.E PROPRIETOR ~ ENTER NAME AS SHOWN ON S5N (Last, Fiest, ML) E-MAIL ADDRESS
mattflo@ecdwg.com
MAILING ADDRESS : 230 N. Milwaukee Avenue BUSINESS ADDRESS: 230 N. Milwaukee Avenue -
CITY, STATE, ZIP CODE: Vernaon Hills, iL.. 60061 CITY, STATE, ZIP CODE: Vernon Hills, IL.. 60061
ENTER FEDERAL EMPLOYER IDENTIFIGATION (FEIN:: | 3|6 |- |4 ]2 | 3 | ef1[1]o |note:
3 - Payment will
: PARTNERSHIF CORPORATION: - . ot be
: [0 MEDICAL (a.4. dentistry, psychotherapy, chiropractic, alg.) processacl
PAYEE (] ESTATE ORTRUST [ LEGAL {e.s., attarnay services) without an
ENTITY [ EXEMPT {nonprofil) accompanylng
[ ALLQTHERS taxpayer |.D,
TYPE . pay
i numbar,
CHECK [ ] INDIVIDUAL OR SOLE PROPRIETOR [ | l | - | | | - | | | | |
ONE BOX ENTER SOCIAL SECURITY NUMBER:
ONLY (SSN roquired by atthorlty of Galifornla Rovenuo and Tax Code Bectlon 18546)
4 l:z—gl Callfornia rasident — Qualified to do businass in California or maintains a permanent placa of buslness n Callforn'a
D California nonrasident (see revarss slde) — Paymants to nonresidents for services may be subjact to State Income tax
withholding
PAYEE [ Mo services performed In California.
RESIDENCY [0 Copy of Franchise Tax Hoard waiver of State withholding attachsd.
STATUS
5 | hereby cértlfy under penalty of perjury that the information provided on this document is true and correct.
Should my residency status change, | will promptly notify the State agency below.
AUTHORIZED PAYEE REPRESENTATIVE’'S NAME {Type or Print) TITLE
Matt Flood 7 Proposals Supervisor
SIGNATURE . / i ﬁ - PATE TELEPHONE
- 08/27/2017 800-808-4239
Please retuntcompleted form to:
6 Department/Qffice: __ Depbartment of General Sarvices, Procurement Division
Unit/Section: Multite Award Program-SLP
Mailing Address: 707 3 Straat, 2 Floor
City/State/Zip: West Sacramento, CA_ 95605
Telgphone: (916} 375-4639 Fax: {916} 375-4663

E-mail Address: steve.lower@dgs.ca.qov
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(REVISED AND EFFECTIVE 9/5/14)

GENERAL PROVISIONS ~ INFORMATION _TECHNOLOGYV

- 1. -DEFINITIONS: Unless otharwlse spedfied in the Statement of
Waork, the following terms shall bé given the meaning shown,
untass cantext requires otherwise,

"Acceptance. Tests" means those tests performed during
the Performance Parlod which are Intended to dstemmine
compllance of Equipment and Software with the
specifications and all other Attachments Ihcorporatad hereln

by rofgronce and te defamine tha roflabllity of the -

Equiprant,

"Application Program" means a computer program which
is Intanded to be executed for the purpose of parforming
useful work for the user of the Infomation balng processed,

Application programs are devzloped or. otherwise acquirad -

by the user of the Hardware/Softwara aystem, but thay may
be supplled by the Gontractor.

"Attachment' means a mechanleal, electrical, or elecironic

inlerconnaction to the Contractor-supplied Machlne or
Bystem of Equipment, manufactured by othar than
the original Equipment manufacirer that Is not connedted
by the Contractor.

“Business entity” means any individual, business,
partnership, f{olnt ventura, corporation, 8-cormporation,
lMited liabiity company, sofe proprietorship, joint stock
company, consortium, or other private legal entity
racognized by statute.

“Buyer" means the Stats’s authorzad contracting official,
“Commerclal Hardware” means Hardware davelopad or
regularly used that ([} has been sold, leased, or Yeensed to
the general publle; () has been offared for sale, laase,
or icense to the general public; (i) has not been offered,
aold, leasad, ot licensed to the publlc but will he avallabla for
commerclal sale, lease, or license in time to salisfy the
defivery requirements of this Conlract, or (iv) salisfles
a criterlon expressed In (i), (i), or () above and would
requfre only minor madifications to meet the requlremants of
thla Contract,

“Commercial Boftware” means Software daveloped or
regularly used that: () has baen scld, leased, or llcensad to

the general puble; (I) has been offered for sale, lvass, -

‘or license to the genaral public; (i) has not bean offerad,
gald, leased, or licensed tc the publlc but will be available for
commarcial sale, lease, or licanse In time to safsfy the
dellvery requirements of this Coniract; or {lv) salisfles
a criterion axpressed In (1), (i), or () sbove and would
require onfy minor imodifications to meet the requiremants of
this Contract.

"Contract” means this Contract or ‘agreement {Including any
purchase order}, by whatever name known or In whatever
format usad.,

“Custom Software™ means Software that doss nat meet
the definitlon of Commerclal Software,

“Contractor" means the Business Enlity with whom the
State entess into this Confrast, Ceontractor shall be
synonymous with “supplier”, “vendor” or other similar tam,
“Data Processing Subsystem" means a complement of
Contractor-furnished  Individual  Machines, Including the
nacessary centrolllng elemeants (or the funclional equivalent),
Operaling Software and Softwara, If any, which are acquired
ta operate as an Integrated group, and which are
interconnectad entlraly by Contractor-supplied powar andfor
sfonal oables; e.qg., direct access controlisr and drlves,
a cluster of terminals with thalr controller, etc,

YData Processing System (System)' means the total
complement of Contractor-furnished Machines, including one
or mora central processars (or Instruction processoers),
Operaling Softwara which are acquired to operale as an
integratad group,

“Dellverablas” means Goads, Saftware, Information
Technology, {etecornmunlcations technology, Mardwars, and
other llems (e.9. reports) to be delliversd pursuant to this
Contract, Including any such fems fumnished incident to the
provision of services.

n

o)

P)

a

n

8)

u)

v

w)

E]

V)

aa)

bh)

“Dostgnated CPU{s)" means for sach produat, if applicable,
the cantral procassing unlt of the computers ar Ehe saver
unit, lncluding any assoclated peripheral units. If no speclfic
"Designated CPU(s)” are specified on tha Contract, the term
shall mean any and all CPUs iocated at the sita specified
tharein. s

"Documentation” maeans manuals and other printed
materials necessary or useful to the State In its vuso er
malntenance of the Equlpment or Software providad
hersundar. Manuals and other printed materlals customizad
for the State hereunder conatitute Work Praduct If such
matarlals are required by the Statement ofWoark,
"Equipment*is an allinclusive term which tafers althor to

_individual Machines or to & complete Data Processing

System or Subsystem, including its Hardware and COperating
Software (If any).

“Equlpment Fallure” is a malfunction In the Equipment,
excuding all external factors, which prevents [he
accomplishment of the Equipment's Intsnded function(s),
limicrocode or Qperating Softwars reslding in  the
Equipment Is necessary for the proper operation of the
Equipment, a fallure of such microcode or Operating
Software which prevents the accomplishment of the
Equipment's intendad functiona shall be desmed to'be an
Equipment Fallure, '

"Facility Readiness Date” means_the dale specifiad In the
Statemont of Work by which the State must have the
slta praparad and avallable for Equipment daflvary and
Instaltation.

“Goads” means all types of tanglble -personal property,
Including but not limited to matedals, supplles, and
Equlpment (including computer and telscommunications
Equipment}. . :
"Hardware" usually refers to computer Equipment and |s
contrasted with Software, See also Equipment,

“installation Date" moans the date speclfied In the
Statement of Work by which the Condractor must have the

_ordered Equipmant ready (certified) for use by the Stats,

"Informatlon Technology® Includes, but Is not limited to,
all electronlc technology systems and services, aulomatad
infornation  handling, System  deslgn and  analysls,
conwarsion of data, computer programming, Information
storage and retrieval, tslecommunications which includa
volce, video, and data communlcations, requisita System
controls, shmulation, electronlc commoerce, and all ratated
interactions betwaen people and Machines,

"Machine" means an Individual unit of a Data Pracassing
Systam or Subsystem, separately identifled by a typa andfor
mode! number, comprlsed of but not limited to machan|cal,
olectro-mechanical, and  electronic  parts, microcods,
and speclal features installed thereon and Including any
necessary Softwara, e.g., cental processing unkt, memory
module, tape unlt, card reader, ste,

"Machine Alteration" means any changs to a Contrastor-
supplied Machine which Is not made by the Conlractor,
and which results In the Machine doviating from Its physical,
mechanlcal, electrlcal, or eleclronic {Including misrocade)
deslgn, whether ‘or not additional devices o paits  are
amployed In making such change. o
"Malntenance Diagnastic Routines” means the dlagnostic
programs cuslomarity used by the Gontracior to test
Equlpment for praper functioning and rellability,

"Manufacturing Materlals” means parts, tools, dles, Jigs, -
fhturas, plans, drawings, and iInformallon produced or
acqulred, or rights acquired, specifically to fulfil obligations
sat forth heraln,

"Mgan Tltme Between Fallure {MTBF)" means the average
expected or abserved Hme between consecutive falluras In a
Syslern or component.

"Moan Time to  Repair (MTTR)" means the average
expacted or observad time required fo repalr a System or
component and retura It o normal aperation,
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GENERAL PROVISIONS - INFORMATION TECHNOLOGY

te) "Operating Software" means those routines, whather or not
identlfled as Program Products, that reslda in the Equipmant

and are requlred for the Equipment to perform Ils intended .

functlon(s), and which Interface the cperator, ofher
Contractor-supplled programs, and user programs to the
Equlpment,

dd) "Oparational  Use Time" maans for
measuremetit purposas, that tme durng which Equipmant s
in actual operation by the State. For maintenance
Operational Use Time purposes, that tima durlng which
Equipment 1s In aclual operation and is not synanymous with
power on tme, ‘

ea) "Parled of Maintenance Goverage" means the perfod of
time, as selscted by the State, during which malntenance
services are provided by the Contractor for a fixed monthly
charge, as opposed to an hourly charge for sarvices
randered. The Parlod of Malntenance Coverage conslsts of
the Principal Parlod of Malntenance and any addltlonal hours
of coveraga per day, andfor Increased coverage for
weaekends and holidays, o

fi) "Preventive Maintenance” means that maintenange,
parformed on a scheduled basls by the Contractor, which Is
designed to keep the Equipment in proper operating
candition.

gg) "Princlpal Period of Maintenance” maans any nlne
cansecutive hours per day (usually between the hours of
700 am. and 8:00 pm.) ss selected by the Stale,
Including an officlal meal -parlod not to exceed ona hour,
Monday through Friday, excluding holidays observed at
the instaliatian,

hk) "Programming Alds" means Conltractor-supplled programs
and routines executable on the Contractors Equipment
which asslsls & programmer in the davelopment of
applications  including  language  processors,  sorts,
communications modules, data base management systsms,
and utlity routines, (tape-to-dlsk routines, disk-to-print
routines, stc.)

iy "Programt  Product" means programs,  routines,
subroutines, and related ltems which are propristary to the
Contractor and which are licensed to the State for Its uss,
usually on the basls of sapasately stated charges and
appropriate contractual provisions.

[ "Remedisl Malntenance” means {hat malntenance
performad by the Cantractor which resulis from Equlpment
{including Operating Software) fallure, and which s
performad as raquired, .8, on an unscheduled bass,

kk} “Software" means an all-inclusive term which refers to any
compuler programs, routinas, or subroutines supplled by the

- Contragtor, - Including Operating Softwdre, Programming
Alds, Application Pragrams, and Fregeam Products,

W} "Software Fallure"means a malfunation In the Contractors
supplied = Software, other than Oparaing  Software,
which provents the accompllshment of work, avan thaugh
the Equipment (including ta Operating Saftwara) may stifl be
capeble of operating propsrly,  For Operating Software
failura, see definition of Equipmant Fallure,

mm}) “State” means the gavamnment of the State of Callfornla,
its employees  and  aulhorlzed representatives, Including
without fimitation any department, agsncy, or othar unlt of
the government of the State of Callfornia,

nay “System" means the complate collaction of Hardware,
Software and seivices as descibad In this Contract,

. Integrated and functloning together, and performing In
accordance with this Cortract. .

o0} “U.8. Intellectual Property Rights” maans Intaflestual
propery ¢dghts enforceable In the United States of America,
Including without limbtatlon rights in trade secrals, copyrighls,
and U.8. pateats,

CONTRACT FORMATION:

a)  If thia Contract reaulls frem a aealed bid offerad in response
lo a sofloltation conducled pursuant to Chaplers 2
(commencing with Section 10290), 3 (commencing with

parformance

4,

Section 12160), and 3.8 ;cnmmenclng with Sectlon 12126)
of Pait 2 of Divislon 2 of the Public Contract Code (PCC),
then Conlractor's bid Is a fimn offer to the Stats which Is
accepted by the lssuance of this Confract and ho furthér
aclion Is raquired by elther party.

b} If this Contract results from a sollcialion other than
described In paragraph a), above, the Contractors quotation
or proposal 13 desmed @ fiim offar’ and this Conlract
document Is the State's acceptance of that offar,

o) If this Centract rasulted from a joint bid, i shall be desmed
ane Indivisible Contract. Each such joint Contractor wil
bejolntly and severally llable for the performance of
the antire Gonltract. The State essumes no responsibility or
obligation for the division of orders or purchases among
Joint Confractors.

GCOMPLETE INTEGRATION: This Contract, including any
documenis Incorporated hereln by express reference, Is Intended
to be a complete integration and there as no prior or
contemporanaous differant or additional agréements pertaining to
the subjact matter of the Cantract.

SEVERABILITY: The Contractor and the Stale agres that If any
pravision of this Contract Is found to be illegal or unenforcgabla,
such tem or provision shall ba deamed stricken and the
remalnder of the Contract sheall remain In full force and effect,
Either party having knowledge of such temn or provision shajl
promptly Inform the other of the presumed norapplicabllity of
stch provision, '

INDEPENDENT CONTRACTOR: Contraclor and the agents and
employees of the Contractor, in the performance of this Contract,
shall act In an Independent capacity and not as officers or
empioyses or agants of the State,

APPLICABLE LAW: This ‘Gontract shall be governed by and
shall be interprated In accordance with the laws of the State of
Callfornla; venue of any action brought with regard to’ this
Contract shall be In Sacramento County, Sacramante, California,
The United Natlons Convenlion on Contracts for the Intomational
Sale of Goods shall not apply to this Contract,

COMPLIANGE WITH STATUTES AND REGULATIONS:

a) The State and the Conlractor warrants and cartlfles that In
the performance of thils Contract, & wil comply with ail
applicable slatutes, rules, reguiations and orders of the
United States and the State of Callfornia, Tha Contractor
agiees to Indemnify the State agalnst any loss, cost,
damage or liabllity by reason of the Contractor’s violaticn of
this provision,

b} The State will nolify the Contractor of any such clalm in
willing and lender the defense thereof within a ressanabla
time; and

¢} The Contractor will have sole control of the dafense of any
actlon on such clalm and all nagotiations for Its sattlement o
campromise; provided that (i) when substantial principles of
govemment or publlc law are Involved, when litigation might
ctaata precedent affecting future State operations or liability,
or when Involvement of the State Is otherlas mandaled by
law, the State’ may particlpats in such action at Its own
oxpense With respect to altorneys’ fees and cosls (bul not
llabllity); () whera a settfement would impose liabifity on tha
State, affact principles of Callfonla government or public
law, or Impact the authorlty of the State, the Department of
Genaral Services will have the, rght to approve aor
disapprove any seltiement or campromise,
-which eppraval Wil not unreasonably be withheld or dalayad;
and (jlij the State will reasonably cooperate in the defanse
and in any refated settlemant negotiations.

d) If this Coniract Is In excess of $554,000, I Is subject ta the
requirements of the World Trade Organizatlon WTQO)
Governmant Procuremant Agraament (GPA},

e} To the axtent that this Conlract falls within the scope of
Governmenl Code Section 11138, tha Contractor heraby
agrees lo resgond to and resolve any complaint brought to
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(REVISED AND EFFECTIVE 9/5/14)

GENERAL PROVISIONS ~ INFORMATION TECHNOLOGY

Its altention, regarding accasshillty of ks products or
services. . .

CONTRACTOR'S POWER AND AUTHORITY: The Contractor
warrants that it has full power -and autherity to grant the rights
herein granted and wiil hold the State harmleas from and against
any loss, cost, llabllity, and ewpense (including reasonable
aftoinay fees) arising out of any breach of this warranty.
Further, the Contraclor avers that it will not anter into any
arrangerant with any third party which might abridge any rlghts of
the State under this Contract. :
a) The State will nolify the Conlractor of any such clalm in
wiiting and tender the defanse thersof within a reasonable
time; and
b) The Contractar will have sofs contrel of the defanse of any
actlon on such claim and all negotiations for Its setilement or
compromise; proviled that () whan substanfial principles of
govarnment or public law are Invalved, when litigation might
create pracedent affecting future State operations or llabliity,
or when Tnvolvemant of the State s othewlse mandated by
law, the Siate may pasticlpate In such action at its
own axpense with respact to altorneys’ foes and costs
{but not lizbility); (i} where a settlement would impose
liability on the State, affect principles of Callfomia
govarnmant or public faw, or Impact the nuthordty of the
Stats, the Department of General Services will hava the right
to approve or disapprove any setllement or campromisa,
which approval will not unreasonably be withheld or delayed;
and () the State will reasonably cooperale in the defanse
and in any related settlament negotlations.

 ABSIGNMENT:  This Contract shall not be assignable by tha
Confractor In whole ‘or In part without the wiitlen consent of the
State, The State’s consent shall not ba unreasonably withhsld or
delayed. For the purpose of thls paragraph, the State will not
uhreasonably prohlbit the Contrastor from freely asaigning lts right
to payment, provided that the Contractor remains responsibla for
Its obllgations hersundar,

WAVER OF RIGHTS: Any actlon or Inaction by the State or the
fallure of the State on any oceaslen, to enforce any right or
proviston of the Cantract, shall not be construed o be a waiver by
the State of ity rights hersunder and shall not prevent the State
from' enforcing auch provision or right on any future accasion,
Tha rights and remedies of the Stata herein are curmative and
are In addltlon to any other rights or remadias that the State may
have at {aw or in equity.

ORDER OF PREGEDENCE: in the event of any Inconslstancy
belwasn the aricles, altachments, spacifications or provisions
which constituta this Contract, the following order of pracedence
shall apply:

a) These General Provislons ~ Informatlon Technology (In the
-Inatances provided harein wheie the paragraph bagins:
“Unless otherwise specifled in the Stalement of Wark”
provislons spaciflad iIn the Staternant of Work replacing
thase paragraphs shall take pracedsnce over the paragraph
refaranced In these Genaral Provislona); . .

b) Contract fom, |e., Purchase Order STD 65, Standard
Agreement ST 213, ete, and any smendments thereto;

¢) Other Speclal Provisions;

d) Statement of Work, Including any specliications Incorporated
by rafarence hareln;

@) Cost workshaats; and

i Al other attachments Incorporated itn the Contract
by refarenca.
PACKING AND SHIPMENT:

a) Al Goods are lo be packed in sultable contalners for
protaction in shipment and storage, and In accordance with
applicable specifigations, Eacht contalner of a multiple
cantainer shipment shall be Identlfied to:

) show the numbear of lha canlainer and the total number
of containers in the shipmenl; and

) the number of the contalner in which the pacling shast
has baen enclosed. . .

14,

18,

16,

k)  All shipments by the Contractor ar is subconlractors must
- Include packing shests Idenlifying: the State's Contract
number; Item  number, quantity and unlt of measuse;
part number and description of the Goods shipped;
and appropriate evidence of " lnspection, If raequlred.
* Goods for different Contracts shall be llsted on separate
packing sheets. )
¢)  Shipments must be made as spocified in this Contract, as it
may be amendaed, or otherwlse diracted In writing by’ the

Stale's  Transportation  Management  Unit  within ™ the
) Dapariment of General Sarvices, Proourernent Division.
13, TRANSPORTATION COSTS AND OTHER FEES OR

EXPENSES: No charge for delivery, drayage, exprass, parce!

post, packing, cartage, Insurance, license foes, permlts, cost of

bends, or for any other purpose will be pald by the State unless

expressly Included and ftemized in the Contract,

a) The Contractor must strictly follow Contract requiraments

" tegarding Free on Board (F.0.B.), fralght tenns and routing
instiuctions. The State may permit use of an alternata
carrler at no additional cost to the State with advance willten
authorizatlon of tha Buyer.

by IF "prepay and add” is selected, supporting freight bills are
raquirsd when over $50, unless an oxact freight chargs Is
approved by the Transportation Management Unit within the
Depeitment of Genaral Sarvices Procuremant Clvision and a
waivar |s granted,

¢) On “FOB. Shipping Point". transactions, should any
shipments under the Contract be racelved by tha State in a
damaged condition and any related fralght loss and damaga -
claims fllad agalnst the carrier or canders be wholly or
partially declined by the cariter or carrlers with the Infarence
that damage was the result of the act of the shipper such ag
inadaquate packaging or loading or some nherent dafect in
the Egulpment and/or matedal, the Contractor, on requast of
the Btats, shall at Contractor's own axpense asslst the State
in establishing carrier ltability by supplying evidence that the
Equipment and/or materal was propery constructed,
manufaclured, packaged, and sacured to withstand nommal
transpartation candlijons, .

BELIVERY: The Contractor ahall stristly adhera to the dalivery
and campletion schedules spacifled In this Gontract, Time, If stated
as 8 number of days, shall mean calendar days unless
cthermise specified. The quantitles specified herain are the only
quanllties taquirad. IF the Cantractor delivers in axcass of the
quantities specified hareln, the Stale shall not be required ta make
aiy payment for the excess Dellvarables, and may return thern
to Gantractor at the Contractor's expanse or utillze any othar righta
avallable to the State at law of In eqully,

SUBSTITUTIONS: Substitutlon of Dellverables may naot be
tenderad without advance written consent of the Buyer, The
Contractor shall nol use any specliication In llsu of those
conkainad in tha Contract without written conaent of tha Buyer.

INSPECTION, AGCEPTANGE AND REJECTION: Unlass

otherwise specifiad n the Statement afWorl;

a) When acquidng Commercial Hardware or Cammerclal
Software, the State shall raly on Cantractor's existing quallty
assurance systam as a substitule for State Inspectlon and
testing. For all- other acquisitions, Contractor and s
subcontractors will provide and maintaln & quallty assurance
syslem accaptatre lo the State covering Oeliverablas and
services under this Gontract and will tender to the State only
those Delivarables that have been Inspected and found te
canform to this Contract's requirements, ‘The Contractor wil
keep records evidenclng Inapections and thelr rasult, and wil
make these records avallable to the State during-Contract
performance and for three years after final paymant, The
Contractor shall permit the State to raview procadures,
practices, Processes,
and relatad documents to detennine the accaptablity of the
Confractor's quality assurance Syatem o othar simiar
business practices related to performance of the Contract,
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b) Al Deliverables may he subject to inspection and tast by the
" Slate or its authorlzed rapresentatives,

c) The Contractor and s subcontractors shall provide all
roasonable facllitles for the safely and convenience of
inapectors at no additional cost to the State, The Contractor
shall furnish to Inspectors all Information and data as may be
reasanably required to perform thelr inapection,

d) Subject to subsaction 16 {a) above, all Dellverables may be
subjact to final Inspaction, test and acceplance by the State
al destination, notwithstanding any payment or Inspaction at
sourca., '

e} Tha State shall give written notics of rejection of
Deliverables deflversd or services performed hersundar
within a reasonable time after racalpt of such Dellverables or
performance of such services, Such notice of rejection wil
stata the respects In which the Delivarables do not
substantlally conform to thefr speclfications. If the State
does not pravide such notlea of rajactian within fifteen {15)
days of delivery for purchases of Commercial Mardware or
Commerclal Software or thirty (30} days of delivery for all
other purchases, such Dellvarables and services will be
desmad to have been accepted. Acceptance by the State
will ba final and irreversibla, exéept as K relates to latent
defeats, fraud, and grose mistaltes amounting to fraud,
Acceptance shall not be construed to walve any warranty
fights that the Slate might hava at law or by
express resarvation In this . Contract with respect to
any noncanfonmilty,

i Unless otherwise specified In the Statameant of Wark, title to-

Equipmant shall remaln with the Confractor and asslgns,
any, untll such time as successfl acceptance fasting has
boen achleved. Title to a speclal feature Installad on a
#4achine and for which only a single Installation chasge was
paid shall pass to the State at no addilenal charge, togathar
with title to the Machina on whigh It was Instatlad,

SAMPLES:

a) Samples of ftems may be required by the State for
Inspeclion and specification testihg and must be furnishad
free of expanse to the Stala,
ba Iidentical -in- all respects to the products bld andfor
spacified In tha Contract,

b) Samples, If not destroyed by tests, may, upon request made
at the time the sample ls fumished, be retumed at the
Contractor's axpense.

WARRANTY:

a) Unless olherwise specified in the Slatement of Work,
the .warrantles In thls subsection a) begin upon dellvery of
the goods or services In guestion and end one {1) year
thereafter, The Conlractor warrants that (i) Dellverables and
sorvices furnished hersunder will substantially confomn te
tha requirements of this Contract {Including without fmitation
all descriptlons, specifications, and drawings identifled [n the
Statement of Work), and (liy the Daliverables will be fraa
from materlal defacts In materials and workmanship. Where
the parties have agreed to dasign specificatlons (such as a
Detalled Dasign Document) and Incorporated the sama or
aquivalent In tha Statement of Work directly er by reference,
the Conltractor Wil warrant that #'s Dellverables provide all

_matarlal functionality required thereby. (n addition fo the
other warrantlas set forth herein, whera the Conlract calls for
dellvery of Commeiclal Softwars, the Contractor warrants
lhat such Sofiware will parferm In accordance with Its licenss
and accompanying Documentation, The Slate's approval of
designs or gpecificatlons furnished by Contracter shall nat
relieve the Contractor of Its obligations under this warranty.

b} The Contractor warrants that Deliverables furnished
hereundar (B Wil be free, at the time of dellvery, of hamful
code
{l.e. computer viruses, worms, trap doors, fma bombs,
disabling cods, or any amilac  maliclous  mechanism
dealgned to Interfare with the Intended operation of, or causa
damage o, computers, data, or Software); and {I} will not
Infringe of viotate any U.S. Intellactual Proparty Right,

The samples furnished must -

19.

20,

Without fimiting the generality of the foregaing, if the State
believes that hamful code may be present In any
Commercial Software delivered hersunder, the Contraclor
will, upon the Stale's request, provide a naw or ¢lsan Install
of the Softwara,

¢} LUnless otherwlse specified in the Statement of Work:

“{) - The Conkactor doss not warrant that any Software
provided hersundar Is error-free or that it will run
without Immateral Interruption,

(il Tha Conlraclor doss nol warrant and will have no
responshbility for a clalm to the extent that it arises
directly fram (A) a modification mads by the State,
unless such modification is approved or diractad by the
Conlractor, {B) usa of Software in combination with or
on products other than as specified by the Cantracter,
or (C) misuse by the State, :

(i} Whare tha Contractor resalls Commercial Hardwase or

_Commercial Software |t purchased from & third party,

Contractor, ta the axtent it is legally able to do so, will
pass through any such third party warrantles to the
State and will reasonably cooperate In enforcing them,
Such warranty passthrough will not relleve the
Contractor from Contraclor's warranty obligations set
forth above,

dy Al warantles, including spectal warrantles spacifiad
alsewhere hereln, shall faure 1o the State, Ils successors,
assigns, customer agencles; and governmental users of the
Dellvarables or services,

8) Except as may be specifically provided In the Statement of
Work or elsewhare in this Contract, for any breach of the
wariantias providad in this Sectlon, the -State’s excluslye
ramady and the Conlractor's sole obligation will be lmited to;
() re-parformance, repalr, or replacement of the

nonconforming Deflvarable (including without limitation
an Infinging Celivarable) or service: or

(I should the State in Its sole discretion consent, refund of
all amounts pald by the State for the nenconforming
Dalivarable or service and payment to the State of any
additional amounts necessary lo equal the State's Cost
to Cover, “Cost to Cover* means the cost, properly
mitigated, of procuring Dellverables or services of
edquivalent capabillly, function, and performance. The
payment obligation In subsection (a)(l) above will not
excaed the limits on the Contractor’s llabliity set forth In
the Sectfon entitied “Limltation of Lability,"”

f) EXCEPT FOR THE EXPRESS WARRANTIES SPECIFIED
IN THIS SECTION, THE CONTRACTOR MAKES NO
WARRANTIES  EITHER EXPRESS OR  IMPLIED,
INCLUDING  WITHOUT LUMITATION ANY - IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR
A PARTICULAR PURPOSE.,

SAFETY AND AGOCIDENT PREVENTION: In parforming work
under this Gontract on Slate: premises, the Contractor shall
conform lo any specific safety requirements contalnad In Ehe .
Conlract or as required by law or regulation, The Gontractor shall
take any addltional precautions as the Stata may reasonably
raquire for safely end accldent prevantion purposes. Any
violaion of such riles end requirements, unless prematly
coriectad, shall be grounds For temination of this Conkact In
accordance with the dafault provislons hareof,

INSURANCE! The Contractor shall maintaln all commarcial
general Yabllity insurance, workers' compensation Insurance and
any other Insurance  required  under tha Contracl.  The
Confractor shall furnlsh insurance  certiftoate(s) evidaneing
required insurance coverage acceptable to the State, including
andorsemants showing  the Stats as an “addltional insurad” Jf
required under the Contract. Any requlrad endorsements
requestad by the State must be separotely provided; meraly
referring to such coverage on the cadificatas(s) Is insufficlent for
this purpose. Whan parformlng work on state owned or controlied
propedty, Contractor shall provide a walver of subrogation in faver
of the State for its workars' compensation policy.

21 TERMINATION FOR NON-APPROPRIATION OF FUNDS:
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(REVISED AND EFFECTIVE 9/5/14)

GENERAL PROVISIONS ~ INFORMATION TECHNOLOGY

If the term of thls Contract extends Into flscal years
subsaquant to that in whish it Is approved, such continuation
of the Contrast Is contingent on the appropriation of funds for
such purpose by the Legislature,  If funds to offact such
cantinuad payment are not appropriated, the Contractor
agrees to take back any affected Deliverables fumishad
under this Confract, terminate any services supplled to the
State undar this Conlract, and relieve the State of any furthar
oblfgation therafor.

The State agrees that if it appears kely that subsection a}
above will be invoked, the Stats and Contractor shall agree
to take all reasonable steps to prioritize work and
Dafiverables and minimize tha incurrence of casts prior to

. the expiration of funding for this Contract,

THE STATE AGREES THAT IF PARAGRAPH a) ABOVE 15
INVOKED, COMMERCIAL HARDWARE AND SOFTWARE
THAT HAS NOT BEEN PAID FOR SHALL BE RETURNED
TO THE CONTRACTOR IN SUBSTANTIALLY THE SAME
CONDITION IN ‘WHICH DELIVERED TO THE STATE,
SUBJECT TO NORMAL WEAR AND
THE STATE FURTHER AGREES TO PAY FOR PACKING,
CRATING, TRANSPORTATION TO THE CONTRACTCOR'S
NEAREST FACILITY AND FOR REIMBURSEMENT TO
THE - CONTRACTOR FOR EXPENSES INCURRED FOR
THEIR ASSISTANCE IN S8UCH PACKING AND CRATING.

22, TERMINATION FOR THE CONVENIENCE OF THE STATE:

a)

b)

c}

d)

o}

The State may terminata parformanca of work undar this
Contract for its conveniance In whele or, from time to time, in
part, If the Depariment of Ganaral Services, Daputy Director
Procuremant Dlvislan, or designee, defermines that a
temination is in the State's interest.  The Departmant of
Goneral Sorviges, Deputy Diractor, Praocuremant Divislon,
or designes, shall teminate by delivaring to the Contrastor a
Motice” of Temnination specifylng the extant of termination

.and the effective date therzof.

After racelpt of a Notice of Terminatlan, and exgept as

directed by the Slate, the Contractor shall lmmediately

procaed with the following obligations, as applicable,
fagardless of any delay in determining or adjusting any
amounts due under this clause. The Contractor shall:

(I} - Stop work as speciflad In the Nofica of Tamination.

(0 Place no further subcontracts for matarials, services,
or faclitles, except as necessary to complele the
‘contlnuing portion of the Conlract,

() Temninate all subcontracts to tha extant they relats to
the work teminaled, :

{v) Settle all oulstanding flablites and temmination
gelllement proposals arlsing frem the temlnation
of subsontracts;

After  termination, the  Contractor shall submit a final

temminatian settlemant proposal to the State In the form and

with tha Information prescribed by the State, Tha Cantractor
shall submit the proposal promptly, but no later than 90 days

« after the affectlve data of temination, urless a diffarent time

ts provided In the Statamaent of Work or in the Naotlce of
Tamination,

The Contractor and the State may agres upon tha whole or
any part of the amount lo be pald as raguested under
subsection {c) ahave, :

Unless othorwise set farth In the Statement of Wark, if the
Contractor and the Stafe fall to agrae on the amount to be
pald because of the tarmination for convanience, the State
will pay the Contraclor lhe folfowing amounlts; provided that

in no event will total payments exceed the amount payabla *

ta the Contractor if the Contract had bean fully parfonmed:
(It The Contract prce for Deliverables or services
accoptad or ratalned by the State and not praviously

paid for, adjusted for any savings on frelght and other-

charges; and
{f) The lotal of:
A)  The reasonable costs incurred In the performance
of the work terminated, Including Inltial costs and
preparatory  expenses  allocable  thereto,

TEAR.

but excluding any cost attributable to Dellvarables
of seivices pald or to be pald,

B} The reasonable cost of selting and paying
tamination seltlement proposals under terminatad
subcontracts that are properly chargaable to the
teminated portion of the Contract; and

C) Reasanable sltorage, transportation,
demohlization, unamortized overhead and capital
costs, and other costs reasonably Incurred by tha
Contractor in windlng down and teminating
its work, ’

The Contractor witl use generally acceptad accounting
princlples, or accounting princlples olherwise agraed to
wilting by the partles, and sound business practices in
determining all costs clalmad, agread to, or determined
underthis clausa.

23, TERMINATION FOR DEFAULTY

2)

b)

c)

&

8)

-~ The State may, sublect to the clause tiled "Force Majaure®

and lo sub-seclion d) balow, by written notice of dafault to

the Contractor, tenminate this Contract In whole or In part if

the Contraclor fails to: . )

I Deliver the Deliverables or parform the services within
the tme specified in the Cantract or any amendment
tharat;

) Make progress, so that the lack of progress endangers
parformance of this Contract; or

ili}  Parform any of the ather provisions of this Contract,

The State’s fight to tenninate this Contract under sub-saction

a) ahove, may ba exarcised only if the fallure constitutas a

material broach of this Confract and i the Contracter does

nat cure such fallure within the time frame stated In the

Stale's cure notice, which In no_event will be fess than

fiftoen (15} days, unless the Statemant of Work calls for a

different parlod, _

if the State temninates this Contract in whala or In part

" pursuant to this Sectlon, it may acquire, under tenns and In

tha manner the Buyer considers appropriate, Dellverables or

services similar to thosa terminatad, and the Contractor wil

ba llable to the State for any excess costs for those

Deliverables and sarvicas, Including without Imitatlon costs

third party vendors charge for Marufacturing Materals

(but subject to the clause entitled “Limitation of Lianility").

However, the Gentractor shall conthwe  the work

not taminatad,

If the Contract is teminated for defaufl, the Stats may

requira the Contrattor to transfer titls, or In the case of

licensed Softwars, license, and deliver to the Stala,
as diracted by the Buyar, any: :

{) completad Dellverablas,

{ill paitially completed Daliverables, and,

() sublect to provislons of sub-section 8) halow,
Manufacturing Materdals . related to the temunated
portion of this Cantract.  Nothing In thls sub-sectien d)
Wil be construed to grant the State rights to
Deliverables that & would not have recelvad had this
Contract bean fully performed.  Upon diraction of the
Buyer, the Contractor shall also protact and preserve
proparty In Its possession in which the State has
an Interest,

The " State shall pay Conlract price for completad

Dellverables dellvered and accepted and ftems the Stale

requiras the Gontractor to transfer under section {d) above.

Unless the Slatemant of Work calls for diffarent procedures

or raquires no-chasge delivery of matarlals, the Conleactor

and Buyar shall attempt to agree on the amount of paymant
for Manufacluring Matarlals and other. matertals dalivered
and  accepted by ‘the Stata for the protection and
presorvation of the propery; provided thal where the

Contractor has bllled the Stale for any such malerlals, no

addltional charge will apply. Fallure to agres will constitute a

dispute undsr the Disputes clause, The Slate may withhold

from lhase amounts eny sum | determines to be nacassary
ta protect the State agalnst loss because of outstanding llans
or elaims of former lien holdera,
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25.

26.

(REVISED AND EFFECTIVE 9/5/2014)

'GENERAL PROVISIONS ~ INFORMATION TECHNOLOGY

fy W, after terminatlon, It is determined by & final declsion that
the Gontracter was not in defauli, the rights and obligations
of the parties shall be the samae as If the temmination had
bean Issuad for the convenlances of the State,

g} Both partles, Stale and Contractor, upon any temination for

- default, have a duty to mitigate the damages sufferad by it,

h) The rights and remedles of the State In this clause are In
addition to any other rights and remadies provided by law or
under thia Contract and ars subject to the clavse titled
“Limitation of Liabllity."

FORGE MAJEURE: Except for defaults of subconiractors at any

tler, the Contractor shall nat be llable for any excess costs If the

failura to perfonm the Contract arlses from cauges beyond tha

control and without the fault or negligance of the Contractor,

Examples of such causes Inolude, but are not imited to;

a) Acts of God or of the public enemy, and

b) Acts of the faderal or State govamment In elthar lts
saverslgn or contractua! capacily,

if the fallure to perform is caused by tha default of 4 subcontractor

at any tfer, and If the cause of the defalt s bayond tha zontrol of

both the Centractor and subcentractar, and without the fault or

nagligence of either, the Contractor shall not ba Nabla for any

excess costs for failure to perfomn, :

"RIGHTS AND REMEDIES OF STATE FOR DEFAULT:

a) In the event any Dellverablea furniahed or services provided
by the Gontractarin the parformance of the Contract should
fall to conform to the raquirements heraln, or to the sampla
submitted by the Gontractor, the State may react the same,
and It shall bacome the duty of the Cenlractor to reclalim and
ramove the ltern promptly ar to correct the perferménce of
sarvices, without expenss to the State, and immediatsly
replace all such refactad Items with others conforming to the
Contract,

b) In addifon to any other rights and remeadles the State may

. have, the State may require the Contractor, at Contractors
expenss, to ship Dallverables via alr fralght or oxpedited
rauting fo avold or minimize actual or potential delay If the
delfay Is the fatlt of the Conlractor,

c) In the evant of the termination of the Contract, sither In
whole or in part, by reason of default or breach by the
Contractor, any foss or damage sustalnad by the State in
procuring any ltems which the Contractor agreed to supply
shall be borne and paid for by tha Contractor (but subjest to
the clause entitled "Limitation of Liability"},

d) The Stale resarves the right to offset tha reasonable cost of

all damages caused to the State agalast any autstanding
invofces or amounts owed to the Coniractor or to make a
¢lalm against tha Contractor therafore,

LIMITATION OF LIABILITY:

a) Except as may be ‘otherwlsa approved by tha Department of
Genaral Services Deputy Diractor, Procuremant Divislon or
thelr designee, Confractor's labllity for damages to the State
far any cause whatsoever, and regardless of the fomy of
action, whether in Contract or [n torf, shall be limilad to the
Purchase Price, For purposes of this sub-sectlon a),
“Purchase Frica” will mean the aggragate Contract price;

except that, with respect to a Contract under which multiple

purehase ordars Will be Issued {a.g., a Mastar Agreement or
Muftipls Award Schedule conitact), "Purchass Price” will
mean the tolal price of the purchase ardar for the
Dellverabla(s) or service(s) that gave rlse to the loss, sugh
that the Contractor will have a separate limitation of liabifity
for each puschass crder,

b)  The foregoing limitatlon of llablity shall not apply (i) to any
Habllity under the General Provisions entltled ‘Compllance
with Statutes and Regulations® (i) to lablily under the
General Provisions, entitled “Patenl, Copyiight, and Trade
Secrat Indemnlty” or to any other lfability {including withaut
limitation Indemnification obllgations) for Infringement of third

. party Intellectual praperty rights; (i) to claims arsing under
provislons hereln caling for indemnification for third party
clalms against the State for death, hadlly Injury to parsons or
damage to roal or tangible parsonal property caused by the

27,

23

29,

Contractor's nagligance or willful misconduct; or (v} to costs
or attomeay's fees that the State becomes entitled to recover
as a pravalling party In-any action,

¢} The State's llability for damages for any cause whatsoavar,
and regardless of the fomn of action, whether In Contract or
in torl, shall be limitad to the Purchase Prics, as that tem s
deflned in subsection a) above, Nothing hereln shall be
construsd to walve or llmit the Stata's soverelgn rmmunity or
any othar Immunity from sult provided by law,

d) In no evant will elther tha Contractor of the State be liabla far
consequential, incldental, indlrect, speclal, or punitive .
damages, even.If notificalion has bean given as to the
posshbillty of such demages, excapt (1) to the extent that the
Contractor's llability for such damages is spasifically set forth
in the Statement of Work of (I} to the exent thal the
Contractors llability for such damages arisas out of sul-
section b)(D), b)), orb){iv) above,-

CONTRACTOR'S LIABILITY FOR INJURY TO PERSONS OR

DAMAGE TO PROPERTY:

8) The Conlractor shall be ftable for damages arlsing out of
injury to the person andfor damaga to the property of the
Stals, employeas of the State, persons designated by the
State for tralnlng, or any ather person(s) ather than agants or
employaes of the Contractor, designated by the State for any
purposa, prlor to, during, or subsequant to dallvery,
Installation, accaplance, and use of the Dallverables sither at
the Conlractor's site or at the State's place of business,
provided that the Injury or damage was causad by the fault
or neghigence of the Contractor.

b} The Contractor shall not ba liable for damages ar'sing out of
‘or caused by an alteralion or an Attachmant not made or
Installed by the GContractor, o for damags to alterations or
Attachments that may result from the nomal aperation and
malntenance of the Deliverables provided by ths Contractor
during the Contract.

INDEMNIFICATION: The Gontractor agrees to indemnily, dafend
and sava hammless the State, s officers, agents and employees
from any and all third paity claims, costs {including  without
limktiation reasonable ettoreys' fees), and losses dus to the injury
or death of any individual; or the loss or damage to any real or
tangile persunal property, .resulling from the willtul misconduct er
nagligent acts or omlsslons of the Contractor or any of its
affiliates, agents, subconlractors, employaas, suppliers, or
laborers furnfshing or supplying work, servicas, materals,” or
stipplies. In conneclion with the performance of this Contract.
Such defense and payment wil be condiional upen
the fallowing:

a) The State will nollfy the Confractor of any suzh clalm in
writing and tender the defense thereof within a reasonabla
time; and '

b) The Contractor will have sola control of the defense of any
actlon on such clalm and =l negotlations for Its sattlsmant or
compromlse; provided that () when substantial principlas of
government or public taw are involved, when IItgation might
create precedant affacting future State operations or llabllity,
or when Involvement of the State Is otherwlse mandatad by
low, the Stale may participate In suah aclion at its own
expense With respect to attomeys’ fees and costs (but not
flabllity); (1) whete a settlement would Impase lfabilty on the
State, affect principles of California governmarit or public
law, or impact the authorlty of the State, the Department of
Genaral Services will have the rlght o approve ar
disapprove any settlement or compromiss, which approval
will not unreasonably be withhold or delayed; and (i) the
State ‘will reasdnably cooperate In the defense and In any
relatad satlement negotiations, - :

INVOICES: Unlass othenwlsa specified, Invaices shall be sent to
the address sat forth hereln. Involees shall be submitted In
triplicate and shall Include the Contract number release order
oumber (if applicable); fem number; unlt price, exended ltem
price and Involca total amount, Stale sales tax andfor uss tay
shall be ltemized separataly and added to each Involee as
applicable,
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32

(REVISED AND EFFECTIVE%5/2014) -

GENERAL PROVISIONS — INFORMATION TECHNOLOGY

REQUIRED PAYMENT DATE: Payment wll be made M
accardance with the provisions of the California Prompt Payment

Acl, Government Code Section 527 et. seq.. Unless expressly
exemplad by statute, the Act requives State agencies to pay
properly submitted, undlsputed involoas not more than 45 days
after () the date of acceptance of Dellvarables or performance
of services; or () rscelpt of an undisputed Involce,
whichever Is later. Lo

TAXES: Unless otheratse raquired by law, the State of Callfomia
is exempt from Federal axclse taxes, The Stata will anly pay for
any State or local sales or uga taxas on the sarvices rendered or
Goods supplied to the State pursuant to this Contract,

NEWLY MANUFACTURED GOODS: All Goads furnished under

- this Cantract shall ba newly manufactured Goods or certifled as

33.

34,

© publicly avaflable, is

35,

38,

new and warranted as new by the manufaclurer; used or
reconditioned Goodls are prohibltad, unless otherwise specified.

CONTRACT MODIFICATION: - No amandmaent or varatlon of the
temns of this Contract shall ba valld unless made In writing, slgned
by the parlies and approved as raquired. No arai understanding
of agrasment not Incorporatad in the Coatract is binding on any of
the parties, .

. CONFIDENTIALITY QF DATA: Al financial, statistical, passonal,

technical and other data and Information ralating to the State's
operation which .are deslgnatad confidential by the State and
made avallable to the Confractor In order fo camy out this
Gontract, or which become avallable to the Contracter In carrying
out thls Caontract, shalf be protected by the Contractor from
unauthorized use and disclosure through the ohservance of the
same or mora affactive procedural requirements as are applicable
to the State, The Identification of ali' such confldentfal data and
information as well as the Stata's procadural requirements for
protection of such data and informatlon from unautherized use
and disclosure shall be provided by the State In wilting to tha
Contractor, If the methods and procadures employed by the
Contractor for the protection of the Contractors data and
Information are deemed by the State to ba adaquale for the
protection of the State's confldentlal Information, such methods
and procedurss may be used, with the wriltan conaent of the

‘State, to carry out the intant of thls paragraph. Tha Contractor

shall not be required under tha provislons of this paragraph to
kesp confidential any data of Information which k o bagomes
already rghtfully in the Contractor's
possaasion without obligatlon of confidentlality, fs Independenlly
developad by the Contractor outslde the scope of this Contract, or
is rightfully abtalned from thlrd parties.

NEWS RELEASES; Unless otherwisa exempted, news ralaases,
endorsements, advertlsing, and soclal madla content partalning
to this Contract shall not be mads without pior writen approval of
the Dapartment of General Services.

DOCUMENTATION: )

a} The Contractor agrees to provide fo the Stats, at no charge,
all Documentation as desclbad within the Statement of
Work, and updated verslons theraof, -which are necessary or
useful to the State in its use of the Equlpment or Scfware
provided hereunder, The Contractor agreas to provide
additiornral Documantation at prices not In excess of charges
made by the Conlrastor ta K2 other customers for
simllar Documentation.

by if the Confractor Is vnable o parform imaintenance or tha

State deslres to parform its own malntenance on Equlpment

aurchased under thls Contract than upon writtan notlee by |

the State tha Contraclor will provida at Conlrastor's than
ctirrent rates and faes adaquale and reasonable assistance
Including relevant Documantation to allow the State _to
malntaln  the Equipment based on  the Conlractor's
mathodofogy.  The Contractor agrees that the State-may
raproduce  such  Documentation for Its own use In
malfntaining the Equipment,  if the Contractos is unablo to
parform malntenance, the Contractor agrees to license any
other Cantractor thal the Stala may have hired to malntain
the Equipment to use the above noted Documentallon. The
State agrees to Includa the Gontractor's copyright notlca on

a7,

8.

any sush Documantalion reproduced, In accoidance with
copyright Instruations to be provided by the Contractor,

RIGHTS IN WORK PROBUCT:

a)  All inventions, discoverles, intellectual property, technical
communicallons and racords orlginated or prepared by the
Contractor pursuant to this Contract Including papers,
reports,  chals, computer programs, and  other
Documentation or Improvements tharets, and Inaluding the
Contracter's administrative communlcations and records
ralating to this Contract (collactively, the “Work Broduct’),
shall be the Contractors exvlusive proparty. The provisions
&f; g\{ls sub-section &) may be ravisad in a Statement of

otk .

b} Software and other materlals daveloped or otherwiss
obtalned by or for the Contradtor or Its affilintes
Indapandently of this Centract or applicabla purchase order
{"Pre-Existing Malerials") do not constitute Worl Product. (.
the Contractor creales derlvative works of Pra-Existing
Matorlals, the elements of such derivative works crested
pursuant to this Contract conslitute Work Produat, but other
olemants do not.  Nothing n this Section 37 will bs
construed Lo interfere with the Conlractor's or its afilates’
ownarshlp of Pre-Exsting Materals,

¢) The State wil have Government Purpose Righls to the
Work Product as Dellvarabla or deliverad to the State
hereunder.  “Govamment Pumpose Rights’ are the
unlimied, irrevacable, worldwide, perpetual, royalty-fres,
non-exclusive rights and ilcenses to use, medify, reproduce,
parfom, release, display, create derivative works from, and
disclose the Work Product. “Govamment Purposs Rights"
also Include tha right 1o release or disclose the Wark
Product outside the State for any Stats goverament
pupese and to authorize raclplents to use, modify,
raproduce, perform, releass, display, create darivative
works from, and disclose the Work Product for any State
government purpose. Such reclpients of the Work Product
may Include, without Imitation, State Contractors, Callfornia
local governments, the U.S. foderal gavernmant, and tha
State and locat gavarnments of other states. "Governmant
Puimose Rights" do not Include any rights to usg, modify,
roproduce, perform, raleasa, display, create derlvative
works from, or disclose the Work Product for any
commerclal purposa, ' '

d) The ideas, concepts, know-how, or techniques refating to
data processing, developed during the course of this
Contract by the Contraclor or jointly by the Contractor and
the Stale may bo used by elther party without abligation of
notlce or accounting.

e This Contract shall not proclude the Gonkastor from
developing matedals oulslde Wls Contract that are
compatitive, Irrespactive of thelr similarlty to materials which
might be daliverad to the State pursuant to this Coniract,

SOFTWARE LIGENSE: Unless atherwise specifiad In tha

Statement of Work, the Contractor hareby grants to the State and

the State accepls from the Conlractor, subject ta the temns and

condltions of this Contract, a pemetual, lirsvocable, royalty-fres,
non-excluslive, license to use the Software Products In this

Conlract (herelnafter raferred ta as "Software Products”), '

a) The Stala may use the Software Products In the conduct of
its own business, and any division theroof

b}  Tha licansa granted abave authorlzes the State to usa the
Software Products In machine-feadable farm  on the
Computer System located at the sifa(s) specifiad in the
Statement of Work, Sald Compuler System and Its
assoclated units {callectively refarred to as CPU) are as
designated in the Stalemant of Wark, If the daslgnated CoU
is Inoparalive due to malfunction, the Ncensa hereln granted
shall be temporarily extanded to authorize the Stata to use
the Software Producls, in machine-readable fom, on any
other State CPU unlll the designated GPU Is raturnad to
operation,
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By prlot writkan notice, the State may redesignate the CPU in
which the Software Products are to be used provided that

the redeslgnated CPU is substanlially similar in slze and
gcale at no sdditfonal cost, The redesignation shall not be

limited to the original sita and will ba effactive upon the date

spacified in the notice of redesignation,
Accaptanca of Commaerclal Software (Including third party

-Software) and Custom Softwars will be governed by the

tems and conditions of this Contract.

39, PROTEGTION OF PROPRIETARY SOFTWARE AND OTHER
PROPRIETARY DATA:

a)

b)

o

Tha Stale agrees that akl materlal approprlately marked or
identified In wiitlng as propeletary, and furnishad hereunder
are provided for the Stats's exclusiva use for tha purpases of
this Contract only, All such proprletary data shall rernaln the
propary of the Gontraclor.  The State agrees to take all
reasonable steps to insure that such propiletary data ara not
disclosed to others, without pdor written consant of the
Contractor, subject te the Callfornia Publle Records Act,

The Stata will insure, prfor to disposing of any media,
that any ficensed matarlals contalned thereon have bean
erasad or otharwise destioyad.

The State agrees that | will take appropriate action by
instructlon, agreement or otherwisa with lts employees or
other persons permitted access to licensed software and
other proprietary data to salisfy its obligatlons In this
Conlract with respect to wuse, <opylng, maodification,
protaction and sscurlty of proprietary softwara and other
propriatary data. ‘

40. RIGHT TO COPY OR MODIFY:

a)

Any Software Product provided hy the Coentrastor in
machine-readabla form may be copled, In whale or In part, i
printed or machine-raadable form for use by the State with
the designated CPU, ko perform ona-time benchmark tests,

. for archlval or emergency restart purposes, to raplace a

worn copy, o undarstand the contents of such machine-
readable material, or to modify the Software Product as
provided bslow; provided, however, that no mere than the
numtier of printed coples and machine-raadahle coples as
speciflad I the Statemant of Wark will hs In sxistance undar

" this Contract at any time without prior written congent of the

b)

Contractor. Such consent shall not be unreasenably withhald
by the Contractor. The orlginal, and any coples of the

"Software Product, In whale or in part, which are mada

hereundar shall be the preparty of the Contractor.

The State may modify any non-persenal computer Software
Product, In raaching-readaile form, for s own use and
merge t Into other program matadal. Any portien of the
Softwars Product Included In any merged program material
ghall be usad only on the designated CPUs and shall ba
subject to the tarms and conditions of the Gontract.

41, FUTURE RELEASES: Unless otherwlse specifically providad in
this Gontract, or tha Statemant of Work, 1f knprovad verslons, e.g.,
patches, bug flxes, updates or releases, of any Software Praduat
are developaed by the contractor, and ara made avaliable fo other
licanseas, they will be made avallable to the State at no additional
cost only If such are made available to other licensees at no
additional cost. If the Contracter offers new versions or upgrades
to the Softwara Product, they shall be made avallable to the
State at the State's option at a pidoe no greater than the Contract
price plus a price Increase propestionats to the Incraase from the
list price of the odglnal verston to that of tha new verslon, If any. If
the Software Product has no lIst price, such price Incraase will ba
proportionate to the increase in avaraga price from the orfginal to

* «~the new varsion, If any, as estimatad by the Contrastor in gead
falth,

42. ENCRYPTION/GPU ID AUTHORIZATION CODES;

a).

When Enaryption/CPU Ildantification (1D} authorlzation codes
ara raquired to operats the Software Products, the

b}

9

Contractor will provide all codes to the State with dallvery of
the Software,

In case of an Inoperative CPU, tha Contractor will provide a
temporary encryption/CPU ID authorization cods ta tha State
for use on a temporarlly authorized CPU untll-the deslgnatad
CPU [s returned to operation, .
When changes in dasignaled CPUs ocour, the State wiil
notlfy the Contractor via telephone andfor faceimilela-mail of
such change. Upon recelpt of such nolics, the Contractor wil
issue via felephone andfor facsimile/amall to the State
within 24 hours, a terporary encryption ID authorization
code for use on the newly designated CPU untlt such me as
permanent coda is assigned,

43. PATENT, COPYRIGHT AND TRADE SECRET INDEMNITY:

a)

b)

Contractor will indemnify, defend, and save hamless the
State, Its officers, agents, and employess, from any and all
third parly claims, costs (lncfuding without fimitation
raasonable altarneys' fees), and losses for Infringament or
viclation of any U.S. Intellectual Properly Right by any
product or seénvice providad hereunder. With respect to
claims arlsing from computer Hardware or Sofiware
manufactured by a third party and sold by Contractor as a
resellar, Contractor will pass through to the State such
Indemnily rights as It racalves from such third parly ("Third
Party Obligation”) and will cooperats In anforclng them:
provided that If the third party manufacturer fails to honor the
Third Pardy Obligation, Gontractor will provide the State with
Indemuilty protection equal to that callsd for by ths Third
Party Obligation, but In no event graater than that allsd for
In the first sentence of this Saction ). The provislons of the
praceding - sentence apply only to third party computar
r:largwam or Software sold as a distinct unlt and accepted by
the State,

Unless a Third Party Obligation provides stherwise,
the defense and payment obllgations set forth in thls
Section will be condttional upon the fallowing:

{h  The State wilf notlfy the Contractor of any such elaim In
witing and tender the defanse theraof within a
reasonable time; and

{i) The Contractor will have sols-cantral of the dafense of
any action on such claim and all negotiaticns for It
saltlement or compromise; provided that
(8) when substantlal princlples of governmant or publlc
law are involved, when (itigalion might craate pracedent
affécting future State operations or llabllity, or when
involvemant of the State Is otherwise mandated by law,
the State may particlpate In such action at Its own
eipense with respect to allomeys' foes and costs
{but not fabllity); (b) where a sattfement would imposa
llabllity on the State, affect minciples of Salifornla .
government or publle law, or impact the authorlty of the
State, the Department of General Services will have the
right o approve or disapprove any sefiemant or
compromise, which approvel will not unreasonably be
withbeld or delayed; and '(c) tha State will raasonably
cooperate In the defense and In any ralated setiiemant
nagoliations,

Should the Dellverables, or the operation thersaf, become,
or In the Contractors opinion are flkely to bacome,. the
subject of a clam of Infringement or violation of a U.5.
Intellectual Property Rlght, the State shall pemit the
Contractar, at its opllon and axpanse, either to procure for
the State the right to continua using the Dellvarables, or to
replace or medify the same so that thay become
nan-nfringing.  If none of these options can reasonably be
taken, or If the use of such Deliverables by tha State shall be
pravented by injunction, the Contractor agraes to take back
such Dellverables and - make every reasonable effort to
assist the Stale In procurlng substitule Daliverables.
If, In the sola oplnlon of the State, the ratufn of such
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Infilnglng  Deliverables makes the retentlon of other
Delivarables acquired from the Contractor under this
Conlract- Impraclical, the Stale shall then have
the option of teminating such Conltracts, or applicable
portions thereof, without penaly or temination .charge.
Tha Contracter agress to take back such Deliverables and:
rafund any sums the State has pald the Contractor leas any
reasonable amount for use or damage,
The Contractor shall have no liabilily to the State under any
provision of thls clausa with raspact to any clalm of patsit,
copyright or trade segret infiingemant which s basad upon:
{) The cambination or utlization of Deliverables furnished
haraunder with Equipment, Software or davices oot
made or furnished by the Contractor: ar,

() The operation of Equipment furnished by the Contractor '

undar the conlrol of any Operaflng Softwara other
than, or in addition te, the current verslon of
Confractor-supplied Operating Software; or

(i} The modification inlfated by the State, or a third party
at the State's diractfon, of any Deliverable furnished
hereunder; or

(v The combination or utiization of Software furnished
hereunder with non-contractor supplisd Softwara,

The Contractor certifles that It has approprlale systems and

cantrols In place to ensura that State funds will not be used

in the performance of this Contract for the acquisition,

aperalion or malntenance of computer Soflwara In violation

of copydght faws. o

44. DISPUTES:

a)

b)

The partias shall deal In good falth and attempt to resolve
potentlal disputes informatly. I the dispute persists,  the
Conlractor shall submlt to ihe contracting ' Dapartment
Diractor or designes a written demand for a final declslon
regacding the disposition of aty dispute hetween the pariles
arlsing under, refated to or Involving' this Contragt,
Contractor's written demand shall be fully supparted by
factual Infornation, and if such demand involves a cast
adjustment to the Contract, the Contractor shall include with
the damand a wrilten statemant signad by an authorized
persan Indicating that the demand Is mads In good faith, that
the supporting data are accurate and complete and that the
amount requested  accurately reffects the Coniract
adjustment for which Contracter balleves the State s llable.
Tha contraciing Department Diveclor or designee shall have
30 days after receipt of Contacter's wiltten demand invoking
this Sectlon “Disputas” to render a wrilten declsion, If a
written decislon is pot rendered within 30 days afer recelpt
of the Contractor's demand, it shall be deemed a dacislon
adverse o the Contractor's contention, If the Contractor Is
not sallsfiad with the decision of tha contracting Department
Diractar or designee, the Confractor may appeal the
declslon, in writing, within 13 days of Its lasuance (or the
axplration of ‘the 30 day perlod i the event ne decision is
randerad by tha contracting dapartment), to the Department
of Geaneral . Senvlcas,
Dapuly Director, Procuremant Divislon, who shall have 45
days to render a final declslon. If the Contractor doas not
appeal the decision of tha coniracting Department Diractor
or designes, the doeclsion shall be conciusive and binding
ragarding the dispute and the Contractor shall ba barred
from commencing an sction Tn court, or with the Victims
Compensation Government Clalms Board, for fallure to
axnaust Caontractor's administrative remedies.

fending the final resolutlen of any dispute arlsing under,
related to or involving this Confract, Contractor agrses to
diligently proceed with tha performance of this Cantract,

" Including the delivery of Gaods or praviding of serviges In

accordance with the State’s Inslructions regarding this
Contract, Contractor's fallure to dillgently pracead in
accordance with the Stale's Instructions regarding this
Contract shall be considersd a materdal breach of
this Conlract.

o)

d)

e)

. wiltten demand for a final declslon,

Any final declslon of the Slate shall bie exprassly identifed
as such, shall ba In wilting, and shall be signed by the
Deputy Director, Procuromont Division if an appesl was
made, If the Deputy Director, Progurement Division falls to
randsr o final declslon within 45 days after recelpt of the
Contractor's appeal for a final declsion, it shall be desmed a
final dacislon adverse to the Conlractor's contentions, The
State's final dacision shall be conclusive and - binding
ragarding the dispute unlsss the Contractor commences an
action n a cowt of sompetent jurlsdiction to contest such
declsion within 90 days following the date of the flnal
daclslon or one (1) year following the accrual of the cause of
actfon, whichever s laler,

For disputes involving purchases made by the Dapardmant of
General Services, Procurement Dlvision, the Coantractor
shall submit to the Department Olrector or designae a
which shall be fufly
supportad in the manner described In subsection a above. |
The Department Director or designee shall have 30 days to
render a final declsion. If a final daclsion Is not renderad
withln 30 days after recelpt of the Contractor's demand, It
shall be deemed & final declslon advarse to the Contractor's
contention.  The final dacislon shall be eonclusive and
binding regarding the dispute wnless the Contractor
commances an actlon In a eourt of competent furisdiction to
contest such declsion within 90 days following the date of
the final decision or one (1) year following the accrual of the
causa of actlon, whichever is Jater.

The datea of decision and appeal In this section may be
modified by mulual consent, as applleable, excapling tha
tims to commence an action In a court of competent
Jursdiction,

45, STCOP WORK:

a)

b)

o)

The State may, at any tkhe, by writlen Stop Work Order to
the Contractor, require the Contractor to stop all, ar any part,
of the work called for by this Contract for a pariod up to
45 days afier tha Stop Work Order Is deliverad fo the
Contractor, and for any futher perdod to which the partles
may agree,  The Stop Work Order shall be speclfically
idantifled as such and shall indicate it Is issusd under this
clauss. Updi recsipt bf the Stop Work Ordar, the Conlractor
shall immediately comply with its tems and take all
reasonable stops to minimize the Incurence of costs
allocabla te tha work coverad by the Stop Work Order during
tha pariod of work stoppage. Within a pedod of 45 days
after a Stop Work Order s delivered ta the Contractor, or
within aiy extenslon of that period lo which the parties shall
have agreed, tha State shall elther:
i Cancal the Stop Wark Order; or
(i} Temminate the work coverad by the Stop Work Order as
-pravided for in the temination for default or the
tarmination for convenienca clause of this Contract,
If a.5top Waork Order Issued under this clause Is cancaled or
the period of the Stop Work Order or any extansion thacaaf
expiras, the Contractor shall resume work, Ths State shall
make an. equitable adjustment In the delivary schoaduls,
the Contract prics, or bath, and the Contract shall
be madiffed, inwlting, accordingly, I
()  The Stop Work Order results In an Inoreasa in the fima
required for, or In the Contracter’s cost proparly .
allocable o the perfomance of any part of thls
Contract; and
() The Conlactor asserts its rlght to an aquitable
adjustment within 80 days after the end of the period of
work stappage; provided, that If the State decldes the
facts justify the action, the State may receive and act
upon a. proposal submilted at any tme befora final
payment under this Contract,
If a Stop Work Order Is not cancaled and tha work coverad
by the Stop Work Order I3 terminated In accordance with the
provislon entitled Temnination for the Gonvenlance of tha
State, the State shall allow reasonable costs resulling from
the StopWork Order in arriving at the tsmmination settlement,
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d) The State shall not ba lfable to the Contracter for loss of
profits because of a Stop Work Order [ssued under

this clause,

EXAMINATION AND AUDIT: The Contractor agrees that tha
State or Its designaled representative shall have the right to
review and copy any records and supporting documentation
directly pertaining to performance of this Contract. The Contractor
agrees to malntain such racords for possible audit for & minlmum
of three (3) years after final payment, unless a loenger period of
racards retention Is stipulatad. The Contractor agraes to allow the
auditor{s) access to such records durlng normal business hours

“and In such a manner so as to not interfare unreasonably with

normal  business  activities and to allow Interviews of any
employaas or others who might reasonably
haver Informalion related to such records, Fuither, the Contragtor agrses to
include a simllar right of the State to audit records and Interview
staff in any subcantract relatad to performance of this Contract,
Tha Stata shall provids reasonable advance written notlce of such
gudlt{s) to tha Contractor. - .

47, FOLLOW-ON CONTRACTS:

a) |If the Conlractor or s affflates provides Tachnical
Consulting and Diraction (as defined balow), the Contractor
and its affiilates:

i wil not be awarded a subsequent Conteact to supply

- the senvice or system, or any significant component
thereof, thal is used for or In connectlon with any
subject of such Techinleat Consulting and Dirsction; and

(1} will not act as consultant to any person or entity that
does receive a Contract deserlbed in sub-sestion (l),
This prohiblion wil! continua for one (1) year after
tennination of this Cantract or complation of the
Technical Consulting and Olrection, whichaver comes
later,

b}  "Technical Consulting and Directlen” means services for
‘which the Contractor recelvad compensation from the State
and fncludes:

(i development of or assistance in the developmant af
work  statements, specificatlons,  sollcitations, or
feasiblity studies;

(i) development or design of test requlrements;

(iliy evaluation oftest data;

{iv} directian of or avaluation of ancther Contractor;

{v} provision of formal racommendations regarding the
acquisition of Information Technolagy products or
servicas, or

(Vi) provisions of formal recommendations ragarding any of |

the above, For purposes of this Sectlon, “affilates" aro
amployees, dlrectors; ' partnars, joint  vantura
participants, parant corporations, subsidlarles, or any
other entity controlled by, contralling, or under common
contral with the Contractor,  Control exlsts when an
entlty owns or diracts mare than Rty parcant (50%) of
the oulstanding shares or securlties reprasenting the
doht to vote for the election of directors or other
managing authorlty, ‘

¢) To the extent pemmissible by law, the Oirector of the

Departmant of Ganaral Services, or deslgnee, may walva the

ragtrictlons set forth in this Section by written notice to the

Contractor If the Director datermines thelr apollcation weuld

not e in the State's best Interest, Except as prohibitad by

law, the restrictions of this Ssectlan wilt nat apply:

) o followson advice given by vandors of commerclal
off-the-shelf  products, Including  Software  and
Hardware, on the operallon, Intagration, repalr,
or malntenance of such products after sale; or

(i) where the Stala has entered Into a master agreemant
for Software or services and tha scope of work at
the thme of Conlract execufion exprassly calls for
fukire recommandstions among the Contractor's
own products,

d) The resldctlons set forth In this Saction are In additlon to
conflict of interast restrictions Impasad on public Contractors

.48

49,

50,

61,

b2, ASSIGNMENT OF ANTITRUST ACTIONS;

by California law (“Conflict Laws"), [n the event of any
Inconsistancy, such Conflict Laws overrida the praviglons of
this Sectlon, even If enacted alter exocution of this Contrast,

PRIORITY HIRING CONSIDERATIONS: If this Contract Includes
sarvicas In excess of $200,000, the Contractor shall give priority
conslderation In fillng vacancles in positions funded by
the Contract to gualified redlplents of ald undar Walfare and
unstllutlons Code Saction 11200 in accordance with PCC Saation
0363, Coe :

COVENANT AGAINST GRATUITIES: The Contrastor warrants
that no gratuities (in the form of entertalnmant, gifts, or otharwisa)
wera offared or given by the Contractor, or any agent or
representativa of the Cantractor, to any officer or employes of the
State with a view loward securing the Contract or securing
favorable treatment with respect to any deteminations concerning

the perfomance of the Contract. For breach or violation of this

warranly, the State shall hava the dght to terninate the Contract,
alther in whola or in part, and any loss or datrage sustalned by
the State In procuring on the open market shy ltems whibh the
Contractor agreed to supply shall be bome and paid for by the
Contractor. The rights and romedies of the State provided in this
clausa shall not be exclusive and ars-in addilon to any other
tights and remedles provided by law or In equity,

NONDISCRIMINATICN CLAUSE:

8)  During the perfornanca of this Contract, the Confractor and
Its subcantractors shall not unlawfully discriminate, harass or
allow haressment, agalnst any employas or applicant for
employment because of sex, saxual orlentation, race, color,
ancastry, religlous cresd, national  origl, disabillty
{including HIV and AIDS), madical eandition {cancar), ags,
marltal status, and denlal of famlly care leave, The
Contractor and subconliactors  shall lisure that the
evaluation and frealment of thelr employees and applicants
for employment are free from such discrimination and
herggsment. Tha Conlraclor. and subcontractors  shall
comply with the provislons of the Fair Emplayment and
Houslng Act (Govarmment Ceds, Saction 12090 et-seq.) and
the applicable mgulations  promulgatsd  thereundar
{California Code of Regulations, Ty 2 Section 7285.0 et
.seq.) The applicable regulations of the Falr Employment
and Housing Commission fplementing Government Cade
Sectfon 12990 {a-f), set forth in Chapter 5 of Divislon 4 of
"Tltle 2 of the California Code of Regulations are Incorporatad
Into this- Contract by raference and made a part hersof as If
set forth In full. The Contractor and its subcontractors shall
glye written notica of thelr obllgations under this clause to
labor organizations with whish they have a collective
bargalning or ethar agresment, .

b}  The Contractor shall include the nondiscrimination and
compllance provislons of this clause in all subcontradts to
perform work under the Contract.

NATIONAL LABOR RELATIONS BOARD CERTIFICATION:
The Contractor swears under penalty of perjury that no mare than
one final, unappealable findlng of contampt of court by a fedaral
court has been Issued against the Cantractor within ths
immedlataly precading two-year parfod because of the
Contractor's fallure to comply with an ordér of the National Labar
Relatlons Board, This provision Is required by, and shall be
construed In accordance with, PCC Saclion 10296,

Pursuant {o
Government Cods Sections 4552, 4553, and 4554, the followlng
provisions are Incorporated herein:

a) In submiling a bid to the State, the suppllar offers and
agrees that if the bid Is accepted, i will assian la the State all
rights, ttle, and Interast In and to all causes of action I rnay
have under Section 4 of the Clayton Act (15 U.S.C. 16)
or under the Cartwright Acl (Chapter 2, commencing with
Sechlon 16700, of Patt 2 of Divislon 7 of the Business and
Profasslons Code), arsing from purchases of Goods,
materfal or other ltams, or services by the aupplisr for sale to
the State pursuant to the salichation, Such assignment shal;
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be made and becoma effective at the time the State tenders
final payment lo the suppller. :

b) (f the State recelves; elther through Judgmant or settfemant,
a monetary racovery for a cause of action asslgned under
this chapter, the assignor shal be entllad to raceive
relmbursement for actual legal costs Incurred and may, upon
demand, regover frorn the Stata any portion of the recovary,
Including ftreble damages, . attdbutable to overcharges that
were paid by the assignor but were not pald by the State as
part of the bid price, less the expansas Incured In obtalning
that-portion of the racovery.

¢} Upon demand in writing by the asslgnor, the assignes shall,
within one year from such demand, reassign the cause of
action assigned under this part if the assignor has keen or
may have bean Injursd by the viclation of law for which the
cause of action arose and ‘

(i) the asslgnee has not besn injured thereby, or
(I 1he aaslgnee declines ta fle a court action for the cause
of action, .

DRUG-FREE WORKPLACE CERTIFICATION: The Conlractor

certifies under penalty of perjury undar the laws of the State of

California that the Contractor will comply with the requivements of

the " Drug-Free Workplace Act of 1880 {Govarnment Cade

Section 8350 et soq.) and will provide a drug-fros workplace by

taking the following actions:

a}  Publish a statement notifing employees that unlawful
manufacture, distribution, dispensation, possession, or usa
of a contralled substance Is prohlblted and specifying actians
to be taken against employees for violatlons, as required by
Government Code Section 8385(a),

b)  Establish a Drug-Free Awarenass Program as requlred by
Government Code Sectlon 8355(b) to Inform amployses
about all of the fallowing:

(i the dangers of drug abuse In tha workplacs;

() the person’s or organzation's pollcy of malntaining a
drug-froa workplace;

(i) any available counsaling, rehabllitatien and employes
agsistance programs; an,

(v} penaltles that may be Imposed upon employass for
drug abuse violations,

‘e)  Pravide, as requlred by Goverment Code Section 8355(c),

that every employee who works an the proposed cr resulting

Contrack:

M will racelve a copy of the company's drug-free policy
staternant; and,

(i will agres to ablde by tha terms of the company's
statement as & condtlon of employment on
the Contract.

84, FOUR-DIGIT DATE COMPLIANCE: Contractor warrants thai it

58,

will provide anly Four-Diglt Date Compllant (as defined bolow)
Dellverables andfor sarvices to the State. “Four Digit Date
Compliant’ Dellvecables and services can accurately process,
calculate, eompare, and sequence date data, including without
limltation date data arksing out of or relating to leap years and
changes In centurlos, Thls warranty and reprasentation s
subject to tha warranty terms and conditions of thls Contrast and
does .not limit the generality of warranty abligations set forth
elsawhers hereln,

SWEATFREE CODE OF CONDUCT:

a) Contractor deciares under penalty of pefjury that no
equipment, materlals, or supplies fumlshed to the Stata
pursuant to the Contract have been produced In whala of In
part by ewealshop labor, forced faber, convict labor,
Indenturad labor under penal sanction, abusive forms of
chlld lahor or exploitation of. children In sweatshop labor, or
with tha beneflt of swealshop labar, forced labor, convigt
labor, Indentured fabor under penal sanclion, gbusive forms

of child fabor or exploltation of children In swaatshap labor, .

The Contraclor further declarss under penally of
pedury that they adhere ta the Sweatfras Code of Conduct
as set foith on the Calfornla Depardment of Industrial
Relations webslte located at www.dirca.gov, and Publle
Gontract Code Sectlon 6108, )

65.

87,

68,

B9,

60.

61,

62,

by The Contractor agrees to cooperate ‘fully In providing
raasonable access lo s records, documants, agents or
employees, or premises f reasonably required by authorized
officials of the State, the Depariment of Industria! Relations,
or tha Department of Justice to detemnina. the Contractors
complianga with the requiremants under paragraph (a),

RECYCLED CONTENT REQUIRMENTS: The Contrastor shall
certify In writing under penalty of parjury, the minlmum, If not
axact, percentage of post-consumer matertal (as defined in’ the
Public Contract Code (PCC) Section 12200-12209), In products,
materlals, goods, or supplies offerad or sold to the State that fail
undar any of the statutory categorles regardless of whethsr the
preduct meets the requirements of Section 12209, The certlfication
shtall be provided by the conlractor, even If the product or good
contains no postconsumer recyclad materal, and aven if the
postconsumer content Is unknown, With respeat to printer or
duplication cartridges that cemply with the requirements of Section
12155(e), the certification required by this subdivision shall specify
that the cardridges so comply (PGC 12205 (b){2)). A state agency
conbracting officar may walva the certification raquiraments If the
percentage of postconsumer materal in the products, materials,
goods, or suppiles can be verifled In a wrilten advertisament,
feluding, but not Imited to, a produgt label, a catalog, or a
manufaclurer or vendor Infemnet web shta. Conlractors are 1o use,
to the maximum exent economlcally feasible in the performance
of the cantract work, recyclad content preduats (PCC 12203(),

CHILE SUPPORT GOMPLIANGE ACT: For any Coilract in
excess of §100,000, the Conbractor acknowledgas in agcordancs
with PCC Section 7110, that: S '

a)  The Contractor recognizes the Importance of child and family
suppait obligalions and shall fully comply with all applicabts
Blate and federal laws relaling to child and famlly support
enforcement, Including, but not Hmited to, disclosure of
Information  and compllance with earalngs  assignment
orders, as provided In Chapter 8 (commenclng with Section
5200) af Part 5 of Division ¢ of the Family Code; and

b) The Contractor, to the best of its knowladge Is fully
complying With the earihgs. assignmont orders of alf
employses and I5 providing the names of al! new employaes
o the New Hire Regislry maintalned by the Callfoinia
Employment Davelopment Dapadmant, '

AMERICANS WITH DISABILITIES ACT: The Contractor assﬁres

‘the State that the Contractar complies with tha Americans with

Disabilitles Act of 1990 (42 UL.8.C. 12101 ef saq.).

ELEGTRONIGC WASTE RECYCLING ACT OF 2003
The Contractor cartifies that It compliss with the applicable

-raquirements of the Elsctranlc Waste Recycling Act of 2003,

Chapter 8.5, Part 3 of Divislon 30, commencing with- Saction
42480 of the Public Resources Code. The Contractor shall
malntain documontation and provide reasonabls access to iis
racords gnd documents that evidence sompliance.

USE TAX COLLECTION: In  accardance with PCC
Saclion 10208.1, the Contractor ceillfles that & complles with the
requirements of Ssction 7101 of the Revenue and Taxation Code.
Conlractor. further certifies that it will immediately advlse tha State
of any change in its rotaller's saller's permit or cortification
of reglstratlon or applicable afflllate's  seller's pamilt or
catificate of ragistration as described in subdivision (a) of PCC
Sactlon 10205.1.

EXPATRIATE GORPORATIONS: Contractor heraby "daclaras
that it is not an expatdate corporation or subsidlary of an
axpatriate corporation within the meaning of PCC Sectlons 10283
and 10288.1, and Is ellglble to confract with tha State,

DOMESTIC PARTNERS: For contracts over §100,000 axsouted

or amended after January 1, 2007, the contractor gertifies that the

i:gggacgor Is in compliance with Public Contract Code Section
5.3,
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a)

b)

(REVISED AND EFFECTIVE ¥5/2014)

GENERAL PROVISIONS ~ INFQRMATION TECHNOLOGY

83.SMALL " BUSINESS PARTICIPATION AND DVBE
PARTICIPATION REPORTING REQUIREMENTS:

If for this Conlract the Contracter made a commitmant to
achiove small business particioaltion, then the Contractor
must within 80 days of recalving final payment under this
Conkract (or withlhn such other time perfod as may be
specified elsawhare In this Contract) veport to the awarding
department the actual parcantage of small buslness
participation that was achlevad. (Govt. Code § 14841.)

It for this Confract the Confracter mada a commitment to
achiave disabled veteran busihess enterprize (DVBE)
particlpation, then Conlractor must within 60 days of
recelving final payment under this Conlract (or withln such
other time perlod as may be spacifled alsewhere In ihis
Contract) certify In a roport to the awarding department: (1)
the total amount the prime Contractor recelved undar the
Contract; {2) the name and address of the DVBE(s) that
padicipated in the perfemance of the Contract, (3) the
amount each DVBE recelvad from the prime Contractor; (4)
that all payments ynder the Contract have been madse to the
DVBE; and (6) the actual percentage of DVBE participation
that was achleved. A person or entity thal Knowlngly
provides false Informallon shall be sulject to a civil penalty
for each violatlon. (M, & Vels, Code § 099,6(d);
Govt, Code § 14841, !

64, LOSS LEADER: K ju unlawful for any person engaged In
business within this state to sell or use any arlicle or peoduct as g
“loss leader” as defined ln Sectlon 17030 of the Business and
Professions Goda. (PCC 12104,6(b}.).
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STATE MODEL

CLOUD COMPUTING SERVICES SPECIAL PROVISIONS
(Software as a Service)

THESE SPECIAL PROVISIONS ARE ONLY TO BE USED FOR SOFTWARE AS A SERVICE (SaaS), AS
DEFINED BELOW. THESE SPECGIAL PROVISIONS ARE TO BE ATTAGHED TO THE GENERAL PROVISIONS -
INFORMATION TECHNOLOGY AND ACCOMPANIED BY, AT MINIMUM, A STATEMENT OF WORK {SOW) AND
SERVICE LEVEL AGREEMENT (SLA). STATE AGENCIES MUST FIRST: '
A. CLASSIFY THEIR DATA PURSUANT TO THE CALIFORNIA STATE ADMINISTRATIVE MANUAL (SAM)
5305.5; ‘ : '
B. CONSIDER THE FACTORS TO BE TAKEN INTO ACCOUNT WHEN SELECTING A PARTICULAR '
TECHNOLOGICAL APPROAGH, IN ACCORDANGE WITH SAM 4981.1, 4983 AND 4983.1 AND THEN; . .
C. MODIFY THESE SPECIAL PROVISIONS THROUGH THE SOW AND/OR SLA TO MEET THE NEEDS OF
EACH ACQUISITION. :

1. Definitions ' o :

&) ‘Cloud Software as a Service {SaaS)" - The capability provided to the consumer s to use applications
made available by the provider running on a cloud infrastructure, The applications are accessible from
various cflent devices through a thin client interface such as a web browser (e.g., web-based email), The
consumer does not manage or conrol the underlying cloud infrastructure including network, servers,
operating systems, storage, or even Individual application capabilities, with the possible exception of limited
user-specific application configuration settings. . :

b) -“Cloud Platform as a Service. (PaaS)’ - The capability provided to the consumer is to deploy onto the cloud
infrastructure consumer-created or acquired applications created using programming languages and tools
supported by the provider, The consumer does not manage or control the underlying cloud infrastructure
including network, servers, operating systems, or storage, but has control over the deployed applications
and possibly application hosting enviranment configurations.

¢} “Cloud Infrastructure as a Service {laaS)’ - The capabillty provided to the consumer is to provision
processing, storage, networks, and ofher fundamental computing resources where the consumer is able to
deploy and run arbitrary software, which can Include operating systems and applications. The consumer
does not manage or confrol the underlying cloud infrastructure but has control over operating systems;
storage, deployed applications, and possibly limited control of select networking components (e.g., host

. firewalls). o ' '

d) 'Data’ - means any information, formulas, algorithms, or other content that the State, the State's
employees, agents and end users upload, create or modify using the SaaS pursuant to this Contract, Data
also Includes user identification information and metadata which may contain Data or from which the States
Data may ba ascertainable, :

e) "Data Breach’- means any access, destruction, loss, theft, use, modffication or disclosure of Data by an
unauthotized party or thatis In violation of Cantract terms and/or applicable state or faderal law.

fi “Recavery Point Objective (RPO)" - means the point in time to which Data ¢an be recovered and/or
systams restored when service s restared after an interruption. The Recovery Point Objective is expressed
as a length of ime between the interuption and the most proximate backup of Data immediately preceding
the interruption. The RPO is detailed in the SLA. g :

g) "Recovery Time Objective (RTO)" - means the period of time within which information technology services,
systems, applications and functions must be recovered following an unplanned intertuption. The RTO is
detalled in the SLA.
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STATE MODEL

- CLOUD COMPUTING SERVICES SPECIAL PROVISIONS
' (Software as a Service) :

Terms

2. 8aa8 AVAILABILITY: Unless otherwise stated in the Statement of Work,
a) The Saa§ shall be aveilable twenty-four (24) hours per day, 385 days per year {excluding agresd-upon
maintenance downtime). ' :
b) If SaaS monthly availabifity averages less than 99.9% ({excluding agreed-upon maintenance downtime), the
State shall be entitled to recover damages, apply credits or use other contractual remedies as set forth in
- the Statement of Work.
¢) If SaaS monthly avallabllity averages fess than 99.9% (excluding agreed-upon melntenance downfime), for
three (3) or more months In a rolling twelve-month period, the State may terminate the contract for material
breach in accordance with the Termination for Default provision in the General Provisions — Information
Technology, :
d) Contractor shall provide advance written notice to the State in the manner set forth in the Statement of Work
of any major upgrades or changes that will affect the SaaS availability.

3. DATA AVAILABILITY: Unlass otherwlse stated in the Statement of Work, . .

a) The Data shall be available twenty-four (24} hours per day, 365 days per year (excluding agreed-upon
maintenance downtime). ' _

b)  If Data monthly availablity averages Jess than 99.9% (excluding agreed-upon maintenance downtime), the
State shall be entitled to recover damages, apply credits or use other contractual remedies as set forth in
the Statement of Work if the State Is unable to access the Data as a result of: :

1) Acts or omission of Contragtor;
2) Acts or omissions of third parties working on behalf of Contractor;

3). Network compromise, network Intrusion, hacks, infroduction of viruses, disabling devices, malware -

and other forms of attack that can disrupt access to Contractor's server, to the extent such attack
would have been preventad by Contractor taking reasonable industry standard precautions;
4) Power outages or other telecommunications or Internet failures, to the extent such outages were
‘ within Contractor's direct or express centrol. .
- ¢) [ Data monthly avallability averages less than 99.9% (xcluding agreed-upon maintenance downtime), for
three (3) or more months in a rolling twelve-manth period, the State may terminate the contract for materlal
‘braach in accordance with the Termination for Default provision In the General Provisions — Information
Technology. ' : .

4. Saa8 and DATA SECURITY: , ' ‘
a) In addition to the Compliance with Statutes and Regulations provision set forth in the General Provisions —
Information Technology, Contractor shall certify to the State: :
1) The sufficlency of its sacurity standzrds, tools, technologles and procedures in providing SaaS
under this Contract; : _
2) Compliance with the following:
. The California Information Practices Act (Civll Code Sections 1798 et seq.);
fl. Security provisions of the California State Administrative Manual (Chapters 5100 and 5300} and
the California Statewide Information Managsment Manual (Sections 58C, 58D, 66B, 5305,
5310A and B, 5325A and B, 5330A, B and C, 53404, B and C, 53608);
fli. - Undergo an annual Statement an Standards for Attestation Engagements (SSAE) No. 16
Senvice Organization Control (SOC) 2 Type Il audit, Audit results and Conractor's plan to correct
any negafive findings shall be made avallable to the State upon request; and
lv. Privacy provisicns of the Federal Privacy Act of 1974;
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~ STATE MODEL

CLOUD COMPUTING‘ SERVICES SPECIAL PROVISIONS
(Software as a Service)

-3)  Compliance with applicable industry standards and guidelines, including but not limited to relevant
security provisions of the Paymant Card Industry (PCI) Data Security Standard (PCIDSS) including
the PCIDSS Cloud Computing Guldelines. '

b) Contractor shall implement and maintain all approptiata administrative, physicai, technical and procedural
safaguards In accordance with section a} above af all fimes during the term of this Cantract fo secure such
Data from Data Breach, protect the Data and the SaaS from hacks, introduction of viruses, disabling
devices, malware and other forms of malicious or inadvertent acts that can distupt the State's access fo its
Data. '

¢} Contractor shall allow the State reasonable access to SaaS security logs, latency statistics, and other

. related Saa$ security data that affect this Contract’and the State's Data, at no cost to the State.

d) Contractor assumes responsibility for the securlty and confidentiality of the Data under its control,

e) No Data shall be copied, modified, destroysd or delefed by Contractor other than for normal aperation or
maintenance of SaaS during the Contract period without prior written notice to and written approval by the
State. : : -

f) Remote access to Data from outside the continental United Stafes, including remote access to Data by
authorized SaasS support staff in Identifiad support centers, is prohibited unless approved in advance by the
State Chief information Security Officer, ’

5, ENCRYPTION: Confidential, sensitive or personal Information shall be encrypted in accordance with California
State Administrative Manual 5350.1 and Califomia Statewide Information Management Manual 5305-A,

6, DATALOCATION: Unless otherwise stated in the Statement of Work and approved in advénce by the State
Chief Information Security Officer, the physical location of Contractor's data center where the Data Is stored shall be
within the continental United States, ' '

7. RIGHTS TO DATA: The parties agree that as between them, all rights, including all intellectual property rights, in
and to Data shall remaln the exciusive property of the State, and Contractor has a limited, non-exclusive license to
acoess and use the Data as provided to Confractor solely for parforming its obligations under the Contract, Nothing
herein shall be construed to confer any license or right to the Data, including user tracking and exception Data within

- the system, by implication, estoppel or otherwise, under copyright or other inteflectual property rights, to ay third
party. Unauthorized use of Data by Contractor or third parties is prohibited. For the purposes of this requirement,
the phrase “unauthorized use" means the data mining or processing of data, stored or transmilted by the service, for

- Unrefated commercial purposes, adverfising or advertising-related purposes, or for any other purpose other than
security or service delivery analysis that Is not explicitly authorized. :

8. TRANSITION PERIOD: :

a) For ninety (80} days prior to the expiration date of this Contract, or upon nofice of termination of this
Contract, Contractor shall assist the State in extracting and/or transitioning all Data In the format determined
by the State (“Transition Period"), .

b) The Transltion Period may be modifled in the SOW ot as agreed upon in writing by the parties in a contract
amendment. :

¢} During the Transition Perlod, SaaS and Data access shall continue to be made available to the State
without alteration.

d) Contractor agrees to compensate the State for damages or losses the State incurs as a result of
Contractor's failure to comply with this section In accordance with the Limitation of Liabllity provision set
forth in the General Provisions - Information Technology. ' :

6) Unlass otherwise stated in the SOW, the Contractor shall permanently destroy or render inaccassible any
portion of the Data in Conlractor's and/or subcontractor's possession or control following the expiration of al

W%M
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STATE MODEL

CLOUD COMPUTING SERVICES SPECIAL PROVISIONS
: (Software as a Service) :

obligations in this section. Within thirly (30) days, Contractor shall issue a written statement to the State
confirming the destruction or inaccessibility of the State's Data.
f) The State at Its option, may purchase additional transition services as agreed upon in the SOW.

9. DATA BREACH: Unless otherwise stated in the Statement of Work,

a) Upon discovery or reasonable balief of any Data Breach, Contractor shall notify the State by the fastest
means avallable and also in writing, with additional nofification provided to the Chief information Secusity
Officer or deslgnee of the contracting agency. Contractor shall provide such notification within forty-sight
(48) hours after Contractor reasonably belleves there has been such a Data Breach, Contractor's
notificatlon shall identify; : :

1) The nature of the Dala Breach;

2) The Data accessed, used or disclosed;

3) The person{s) who accessed, used, disclosed andfor recelved Data (if known);

4) What Contractor has done or will do fo quarantine and mitigata the Data Breach; and
5) What corrective action Contractor has taken or will take to prevent future Data Breaches.

b} Contractor will provide dally updates, or more frequently if required by the State, regarding findings and
actions performed by Contractor until the Data Breach has been effeclively resolved to the State’s
satisfaction, '

¢) Contractor shall quarantine the Data Breach, ensure secure access to Data, and repair SaaS as neaded in
accordance with the SLA. Failure to do so may result in the State exarclsing its options for assessing
damages or other remedies undar this Contract.

d)  Notwithstanding anything to the contrary in the General Provisions - Information Technology, in performing
services under this Contract, and to the extent authorized by the State in the Statement of Work, Contractor
may be permitied by the State to use systems, or may be granted access to the State systems, which store,
transmit or process State ownad, licensed or maintained computerized Data conssting of personal
information, as deflned by Civil Gode Section 1798.29 (g). Ifthe Contractor causes or knowingly
experiences a breach of the security of such Data, Contractor shall immediately report any breach of
security of such system to the State following discovery or nofification of the breach In the sesurity of such
Data. The State's Chief Information Security Officer, or designee, shall determine whether notification to the
individuals whose Data has been lost or breached is appropriate. If personal information of any resident of
California was, or is reasonably belleved to have been acquired by an unauthorized person as a result of
security breach of such system and Data that s not due to the fault of the State or any person or entity
under the control of the State, Contractor shall bear any and all costs associated with the State's nofification
obligations and other obligations set forth in Civil Gode Section 1798.29 (d) as well as the cost of credit
monitoring, subject to the doilar fimitation, if any, agreed to by the State and Contractor in the applicable
Statement of Work. These costs may Include, but are nof limited to staff time, material costs, postage,
media announcements, and other idenfifiable costs associated with the breach of the security of such
personal information, ' '

e} Contractor shall coriduct an Investigation of the Data Breach and shall share the report of the investigation
with the State. The State and/or its authorized agents shail have the right to lead (If required by law) o
partlcipate in the investigation. Contractor shall cooperate fully with the State, its agents and law
enforcement,

10, DISASTER RECOVERY/BUSINESS CONTINUITY: Unless otherwise stated in the Statement of Work,
a) Inthe event of disaster or catastrophic failure that results in signfficant Data loss or extended loss of accass
to Data, Contractor shall notify the State by the fastest means available and also In writing, with acditional
notification provided to the Chief Information Security Officer or deslgnee of the contracting agency.
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STATE MODEL

CLOUD COMPUTING SERVICES SPECIAL PROVISIONS
(Software as a Service)

Contractor shall provide such notification within twenty-four (24) hours after Contractor reasonably befieves
there has been such a disaster or catastrophic failure. In the notification, Contactor shall inform the State of:
1) The scale and quantlty of the Data foss;

2) What Contractor has done or will do o recover the Data and mitigate any deleterious effect of the

Data loss; and

3} What corrective action Confractor has taken or will take to prevent future Data loss.

4} If Contractor falls to respond Immediztely and temedy the fallure, the State may exerclse its

options for assessing damages or other remedies under this Contract.

b} Contractor shall restore continulty of SaaS, restore Data in accordance with the RPO and RTO as set forth
i the SLA, restore accessibitity of Data, and repair SaaS as needed to meet the performance requirements
stated in the SLA. Failure to do so may result in the State exercising its options for assessing damages or
other remadies under this Contract, _

¢) Contractor shall conduct an investigation of the disaster or catastrophic failure and shall share the report of
the investigation with the State. The State and/or its authorized agents shall have the right to lead (if

required by law} or participats in the investigation, Contractor shall cooperate fully with the State, its agents |

and law enforcemant,

11, EXAMINATION AND AUDIT: in addition to the Examination and Audit provision set forth In the General
Provislons - Information Technology, unless otherwise stated In the Statement of Work:

a}  Upon advance written request, Contractor agrees that the State or its designated representative shall have
access fo Contractor's SaaS, oparational documentation, records and databases, including online
inspactions, that relate to the Saa$ purchased by the State, D

b) The online inspection shall allow the State, its authorized agents, or a mutually acceptable third party to test
that controls are In place and working as intended. Tests may include, but nat be limited to, the following:

1) Operating system/network vulnerability scans, -
2) Web application vulnerability scans,. .

3) Database application vulnerahility scans, and : : o
4)  Any other scans to be performed by the State or representatives on behalf of the State.

c) After any significant Data loss or Data Breach or as a result of any disaster or catastrophic fallure,
Contractor will at its expense have an independent, industry-recognized, State-approved third party parform
an information security audit, The audit results shall be shared with the State within seven (7) days of
Contractor’s recaipt of such results. Upon Contractor racelving the results of the audit, Contractor will
provide the State with written evidence of planned remediation within thirty (30) days and promptly modify its
security meastres in order to meet its obligations under this Contract.

12. DISCOVERY: Contractor shall promptly notify the State upon recelpt of any requests which in any way might
reasonably require access fo the Data of the State or the State's use of the SaaS. Contractor shall notify the State
by the fastest means available and also in writing, with additional notification provided to the Chief information
Security Officer or designee of the contracting agency, unless prohibited by law from providing such notification.
Confractor shall provide such nofification within forty-sight (48) hours after Contractor receives the request.
Gontractor shall not respoind to subposnas, service of process, Publlc Records Act requests, and other legal requests
directed at Conlractor regarding this Contract without first nofifying the State unless prohibited by law from providing
such notification. Contractor agrees to provide lts intended responses to the State with adequate time for the State to
review, revise and, if necessary, seek a protective order in a court of competent jurisdiction. Contractor shall not
respond to legal requests directad &t the State unless authorized in writing to do so by the State.
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