SINGLE CASE AGREEMENT FOR
SUBSTANCE USE DISORDER TREATMENT SERVICES
BETWEEN SAN BERNARDINO COUNTY AND (INSERT CONTRACTOR)

Whereas, SAN BERNARDINO COUNTY, acting through its Behavioral Health Department,
hereafter referred to as “COUNTY” and (INSERT CONTRACTOR), hereafter referred to as
“CONTRACTOR,” seek to enter into an Agreement (“Agreement”) for the provision of substance
use disorder treatment services by CONTRACTOR.

Date of Request:

Beneficiary Name:

Date of Birth:
Medi-Cal Number/Insurance
Information:

Anticipated Date(s) of Service:
Diagnosis (ICD10):
Treatment/Services Required:

Reimbursement Rate(s)/Fee(s):

Maximum Allowable
Reimbursement:

Number of Days Approved:*

*The number of days approved is dependent upon medical necessity.

1. CONTRACTOR shall provide services to the beneficiary for the single course of treatment
described above. Additional services not within the scope of this Agreement require an
additional and separate agreement. COUNTY agrees to pay CONTRACTOR an amount
equal to the reimbursement amount set forth above for services rendered. This Agreement
applies only to the services described in this Agreement.

2. Consistent with the requirements of applicable State and Federal law, including 42 C.F.R.
parts 438.3(d)(3) and (4), CONTRACTOR shall not engage in any unlawful discriminatory
practice in the admission of beneficiaries, assignments of accommodations, treatment,
evaluation, employment of personnel, or in other respect on the basis of race, color, gender,
gender identity, religion, marital status, national origin, age, sexual orientation, or mental or



physical handicap or disability or any other protected category listed within California
Government Code section 12940. CONTRACTOR will not discriminate against beneficiaries
on the basis of health status or need for health care services.

A.

General

Contractor agrees to serve all clients without regard to race, color, gender, gender
identity, religion, marital status, national origin, age, sexual orientation, or mental or
physical handicap or disability pursuant to the Civil Rights Act of 1964, as amended
(42 U.S.C., Section 2000d), Executive Order No. 11246, September 24, 1965, as
amended, Title IX of the Education Amendments of 1972, and Age Discrimination Act
of 1975.

Contractor shall not engage in any unlawful discriminatory practices in the admission
of beneficiaries, assignments of accommodations, treatment, evaluation, employment
of personnel, or in any other respect on the basis of race, color, gender, gender
identity, religion, marital status, national origin, age, sexual orientation, or mental or
physical handicap or disability.

Americans with Disabilities Act/Individuals with Disabilities

Contractor agrees to comply with the Americans with Disabilities Act of 1990 (42
U.S.C. 12101 et seq.) which prohibits discrimination on the basis of disability, as well
as all applicable Federal and State laws and regulations, guidelines and interpretations
issued pursuant thereto. Contractor shall report to the applicable DBH Program
Manager if its offices/facilities have accommodations for people with physical
disabilities, including offices, exam rooms, and equipment.

Employment and Civil Rights

Contractor agrees to and shall comply with the County’s Equal Employment
Opportunity Program and Civil Rights Compliance requirements:

1) Equal Employment Opportunity Program

Contractor agrees to comply with the provisions of the Equal Employment
Opportunity Program of San Bernardino County and rules and regulations adopted
pursuant thereto: Executive Orders 11246, 11375, 11625, 12138, 12432, 12250,
and 13672; Title VIl of the Civil Rights Act of 1964 (and Division 21 of the California
Department of Social Services Manual of Policies and Procedures and California
Welfare and Institutions Code, Section 10000); the California Fair Employment and
Housing Act; and other applicable Federal, State, and County laws, regulations
and policies relating to equal employment or social services to welfare recipients,
including laws and regulations hereafter enacted.

During the term of the Contract, Contractor shall not discriminate against any
employee, applicant for employment, or service recipient on the basis of race,
religious creed, color, national origin, ancestry, physical disability, mental disability,
medical condition, genetic information, marital status, sex, gender, gender identity,



gender expression, sexual orientation, age, political affiliation or military and
veteran status.

2) Civil Rights Compliance

a.

Contractor shall develop and maintain internal policies and procedures to
assure compliance with each factor outlined by State regulation.
Consistent with the requirements of applicable Federal or State law, the
Contractor shall not engage in any unlawful discriminatory practices in the
admission of beneficiaries, assignments of accommodations, treatment,
evaluation, employment of personnel or in any other respect on the basis
of race, color, gender, religion, marital status, national origin, age, sexual
preference or mental or physical disabilities. The Contractor shall comply
with the provisions of Section 504 of the Rehabilitation Act of 1973, as
amended, pertaining to the prohibition of discrimination against qualified
individuals with disabilities in all federally assisted programs or activities,
as detailed in regulations signed by the Secretary of the United States
Department of Health and Human Services, effective June 2, 1977, and
found in the Federal Register, Volume 42, No. 86, dated May 4, 1977. The
Contractor shall include the nondiscrimination and compliance provisions
of this Contract in all subcontracts to perform work under this Contract.
Notwithstanding other provisions of this section, the Contractor may require
a determination of medical necessity pursuant to Title 9, CCR, Section
1820.205, Section 1830.205 or Section 1830.210, prior to providing
covered services to a beneficiary.

Contractor shall prohibit discrimination on the basis of race, color, national
origin, sex, gender identity, age, disability, or limited English proficiency
(LEP) in accordance with Section 1557 of the Affordable Care Act (ACA),
appropriate notices, publications, and DBH Non-Discrimination-Section
1557 of the Affordable Care Act Policy (COM0953).

Sexual Harassment

Contractor agrees that clients have the right to be free from sexual harassment and
sexual contact by all staff members and other professional affiliates.

Contractor shall not discriminate against beneficiaries on the basis of health status or
need for health care services, pursuant to 42 C.F.R. Section 438.6(d)(3).

Contractor shall not discriminate against Medi-Cal eligible individuals who require an
assessment or meet medical necessity criteria for specialty mental health services on
the basis of race, color, gender, gender identity, religion, marital status, national origin,
age, sexual orientation, or mental or physical handicap or disability and will not use
any policy or practice that has the effect of discriminating on the basis of race, color,
gender, gender identity, religion, marital status, national origin, age, sexual orientation,
or mental or physical handicap or disability [42 C.F.R. § 438.3(d)(4)].



G. Policy Prohibiting Discrimination, Harassment, and Retaliation

1) Contractor shall adhere to the County’s Policy Prohibiting Discrimination,
Harassment and Retaliation (07-01). This policy prohibits discrimination,
harassment, and retaliation by all persons involved in or related to the County’s
business operations.

The County prohibits discrimination, harassment, and/or retaliation on the basis
Race, Religion, Color, National Origin, Ancestry, Disability, Sex/Gender, Gender
Identity/Gender Expression/Sex Stereotype/Transgender, Sexual Orientation,
Age, Military and Veteran Status. These classes and/or categories are Covered
Classes covered under this policy; more information is available at
www.dfeh.ca.gov/employment.

The County prohibits discrimination against any employee, job applicant, unpaid
intern in hiring, promotions, assignments, termination, or any other term, condition,
or privilege of employment on the basis of a Protected Class. The County prohibits
verbal harassment, physical harassment, visual harassment, and sexual
harassment directed to a Protected Class.

2) Contractor shall comply with 45 C.F.R. § 160.316 to refrain from intimidation or
retaliation. Contractors may not threaten, intimidate, coerce, harass, discriminate
against, or take any other retaliatory action against any individual or other person
for:

a. Filing of a complaint

b. Testifying, assisting, or participating in an investigation, compliance review,
proceeding, or hearing

c. Opposing any unlawful act of practice, provided the individual or person has a
good faith belief that the practice opposed is unlawful, and the manner of
opposition is reasonable and does not involve a disclosure of protected health
information.

3. CONTRACTOR is duly licensed, certified or accredited to provide services, and shall assure
services are provided by duly licensed, certified or otherwise authorized or accredited
personnel. Services shall be provided in accordance with, and CONTRACTOR shall comply
with: (a) generally accepted standards prevailing in the applicable professional community;
(b) the provisions of COUNTY’s Quality Assurance, Utilization Management, and Risk
Management programs; (c) all federal, state and local statutes, regulations, ordinances and
requirements and accreditation requirements applicable to CONTRACTOR for providing
services.

Contractor shall confirm the identity of its providers, employees, DBH-funded network
providers, contractors and any person with an ownership or controlling interest, or who is an
agent or managing employee by developing and implementing a process to conduct a review
of applicable Federal databases in accordance with Title 42 of the Code of Federal



Regulations, Section 455.436. In addition to any background check or Department of Justice
clearance, the Contractor shall review and verify the following databases:

A. Pursuant to Title 42 of the Code of Federal Regulations, Section 455.410, all health care
providers including all ordering or referring physicians or other professionals providing
services, are required to be screened via the Social Security Administration’s Death
Master File to ensure new and current providers are not listed. Contractor shall conduct
the review prior to hire and upon contract renewal (for contractor employees not hired at
the time of contract commencement).

B. National Plan and Provider Enumeration System (NPPES) to ensure the provider has a
NPI number, confirm the NPI number belongs to the provider, verify the accuracy of the
providers’ information and confirm the taxonomy code selected is correct for the discipline
of the provider.

C. List of Excluded Individuals/Entities and General Services Administration’s System for
Award Management (SAM), the Office of Inspector General’s (OIG) List of Excluded
Individuals/Entities (LEIE), and DHCS Suspended and Ineligible Provider (S&l) List (if
Medi-Cal reimbursement is received under this Contract), to ensure providers, employees,
DBH-funded network providers, contractors and any person with an ownership or
controlling interest, or who is an agent or managing employee are not excluded,
suspended, debarred or otherwise ineligible to participate in the Federal and State health
care programs. See the Licensing, Certification and Accreditation section of this Contract
for further information on Excluded and Ineligible Person checks.

Contractor shall comply with the United States Department of Health and Human Services
OIG requirements related to eligibility for participation in Federal and State health care
programs.

1) Ineligible Persons may include both entities and individuals and are defined as any
individual or entity who:

a. Is currently excluded, suspended, debarred or otherwise ineligible to
participate in the Federal and State health care programs; or

b. Has been convicted of a criminal offense related to the provision of health
care items or services and has not been reinstated in the Federal and State
health care programs after a period of exclusion, suspension, debarment,
or ineligibility.

2) Contractor shall review the organization and all its employees, subcontractors,
agents, physicians and persons having five percent (5%) or more of direct or
indirect ownership or controlling interest of the Contractor for eligibility against the
following databases: SAM and the OIG’s LEIE respectively to ensure that Ineligible
Persons are not employed or retained to provide services related to this Contract.
Contractor shall conduct these reviews before hire or contract start date and then
no less than once a month thereatfter.



3)

4)

5)

6)

7

8)

a. SAM can be accessed at https://www.sam.gov/SAM/.
b. LEIE can be accessed at http://oig.hhs.gov/exclusions/index.asp.

If Contractor receives Medi-Cal reimbursement, Contractor shall review the
organization and all its employees, subcontractors, agents and physicians for
eligibility against the DHCS S&l List to ensure that Ineligible Persons are not
employed or retained to provide services related to this Contract. Contractor shall
conduct this review before hire or contract start date and then no less than once a
month thereafter.

a. S&l List can be accessed at https://files.medi-
cal.ca.gov/pubsdoco/SandlLanding.aspx.

Contractor shall certify or attest that no staff member, officer, director, partner or
principal, or sub-contractor is “excluded” or “suspended” from any Federal health
care program, federally funded contract, state health care program or state funded
contract. This certification shall be documented by completing the Attestation
Regarding Ineligible/Excluded Persons (Attachment |) at time of the initial contract
execution and annually thereafter. Contractor shall not certify or attest any
excluded person working/contracting for its agency and acknowledges that the
County shall not pay the Contractor for any excluded person. The Attestation
Regarding Ineligible/Excluded Persons shall be submitted to the following program
and address:

DBH Office of Compliance

303 East Vanderbilt Way

San Bernardino, CA 92415-0026

Or send via email to: Compliance_Questions@dbh.sbcounty.gov

Contractor acknowledges that Ineligible Persons are precluded from employment
and from providing Federal and State funded health care services by contract with
County.

Contractor shall have a policy regarding the employment of sanctioned or excluded
employees that includes the requirement for employees to notify the Contractor
should the employee become sanctioned or excluded by the OIG, General
Services Administration (GSA), and/or DHCS.

Contractor acknowledges any payment received for an excluded person may be
subject to recovery and/or considered an overpayment by DBH/DHCS and/or be
the basis for other sanctions by DHCS.

Contractor shall immediately notify DBH should an employee become sanctioned
or excluded by the OIG, GSA, and/or DHCS.

Subcontractor shall be knowledgeable in and adhere to primary contractor’s
program integrity requirements and compliance program As a condition for
receiving payment under a Medi-Cal managed care program, Contractor shall

6


http://oig.hhs.gov/exclusions/index.asp

9)

comply with the provisions of Title 42 C.F.R. Sections 438.604, 438.606, 438.608
and 438.610. Contractor must have administrative and management processes
or procedures, including a mandatory compliance plan, that are designed to detect
and prevent fraud, waste or abuse.

a. If Contractor identifies an issue or receives notification of a complaint
concerning an incident of possible fraud, waste, or abuse, Contractor shall
immediately notify DBH; conduct an internal investigation to determine the
validity of the issue/complaint; and develop and implement corrective
action if needed.

b. If Contractor’s internal investigation concludes that fraud or abuse has
occurred or is suspected, the issue if egregious, or beyond the scope of the
Contractor’s ability to pursue, the Contractor shall immediately report to the
DBH Office of Compliance for investigation, review and/or disposition.

C. Contractor shall immediately report to DBH any overpayments identified or
recovered, specifying the overpayments due to potential fraud.

d. Contractor shall immediately report any information about changes in a
beneficiary's circumstances that may affect the beneficiary's eligibility,
including changes in the beneficiary's residence or the death of the
beneficiary.

e. Contractor shall immediately report any information about a change in
contractor's or contractor’s staff circumstances that may affect eligibility to
participate in the managed care program.

f. Contractor shall implement and maintain processes or procedures
designed to detect and prevent fraud, waste or abuse that includes
provisions to verify, by sampling or other methods, whether services that
have been represented to have been delivered by Contractor were actually
furnished to beneficiaries, demonstrate the results to DBH, and apply such
verification procedures on a regular basis.

g. Contractor understands DBH, CMS, or the HHS Inspector General may
inspect, evaluate, and audit the subcontractor at any time if there is a
reasonable possibility of fraud or similar risk.

Compliance Plan and Program

DBH has established an Office of Compliance for purposes of ensuring adherence
to all standards, rules and regulations related to the provision of services and
expenditure of funds in Federal and State health care programs. Contractor shall
either adopt DBH’s Compliance Plan/Program or establish its own Compliance
Plan/Program and provide documentation to DBH to evaluate whether the
Program is consistent with the elements of a Compliance Program as
recommended by the United States Department of Health and Human Services,



Office of Inspector General.

Contractor's Compliance Program must include the following elements:

a.

Designation of a compliance officer who reports directly to the Chief
Executive Officer and the Contactor’s Board of Directors and compliance
committee comprised of senior management who are charged with
overseeing the Contractor’s compliance program and compliance with the
requirements of this account. The committee shall be accountable to the
Contractor’s Board of Directors.

Policies and Procedures

Written policies and procedures that articulate the Contractor's
commitment to comply with all applicable Federal and State standards.
Contractor shall adhere to applicable DBH Policies and Procedures relating
to the Compliance Program or develop its own compliance related policies
and procedures.

i. Contractor shall establish and implement procedures and a system
with dedicated staff for routine internal monitoring and auditing of
compliance risks, prompt response to compliance issues as they
arise, investigation of potential compliance problems as identified
in the course of self-evaluation and audits, correction of such
problems promptly and thoroughly (or coordination of suspected
criminal acts with law enforcement agencies) to reduce the potential
for recurrence, and ongoing compliance with the requirements
under the Contract.

il. Contractor shall implement and maintain written policies for all DBH
funded employees, and of any contractor or agent, that provide
detailed information about the False Claims Act and other Federal
and State laws, including information about rights of employees to
be protected as whistleblowers.

iii. Contractor shall maintain documentation, verification or
acknowledgement that the Contractor’s employees,
subcontractors, interns, volunteers, and members of Board of
Directors are aware of these Policies and Procedures and the
Compliance Program.

iv. Contractor shall have a Compliance Plan demonstrating the seven
(7) elements of a Compliance Plan. Contractor has the option to
develop its own or adopt DBH’s Compliance Plan. Should
Contractor develop its own Plan, Contractor shall submit the Plan
prior to implementation for review and approval to:

DBH Office of Compliance



303 East Vanderbilt Way
San Bernardino, CA 92415-0026

Or send via email to: Compliance_Questions@dbh.sbcounty.gov
Code of Conduct

Contractor shall either adopt the DBH Code of Conduct or develop its own
Code of Conduct.

i Should the Contractor develop its own Code of Conduct, Contractor
shall submit the Code prior to implementation to the following DBH
Program for review and approval:

DBH Office of Compliance
303 East Vanderbilt Way
San Bernardino, CA 92415-0026

Or send via email to: Compliance_Questions@dbh.sbcounty.gov.

ii. Contractor shall distribute to all Contractor's employees,
subcontractors, interns, volunteers, and members of Board of
Directors a copy of the Code of Conduct. Contractor shall
document annually that such persons have received, read,
understand and will abide by said Code.

Excluded/Ineligible Persons

Contractor shall comply with Licensing, Certification and Accreditation
Article in this Contract related to excluded and ineligible status in Federal
and State health care programs.

Internal Monitoring and Auditing

Contractor shall be responsible for conducting internal monitoring and
auditing of its agency. Internal monitoring and auditing include, but are not
limited to billing and coding practices,
licensure/credential/registration/waiver verification and adherence to
County, State and Federal regulations.

i. Contractor shall take reasonable precaution to ensure that the
coding of health care claims and billing for same are prepared and
submitted in an accurate and timely manner and are consistent with
Federal, State and County laws and regulations as well as DBH'’s
policies and/or agreements with third party payers. This includes
compliance with Federal and State health care program regulations
and procedures or instructions otherwise communicated by
regulatory agencies including the Centers for Medicare and
Medicaid Services or its agents.

ii. Contractor shall not submit false, fraudulent, inaccurate or fictitious
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claims for payment or reimbursement of any kind.

iii. Contractor shall bill only for those eligible services actually rendered
which are also fully documented. When such services are coded,
Contractor shall use only correct billing codes that accurately
describe the services provided.

iv. Contractor shall act promptly to investigate and correct any
problems or errors in coding of claims and billing, if and when, any
such problems or errors are identified by the County, Contractor,
outside auditors, etc.

V. Contractor shall ensure all employees/service providers maintain
current licensure/credential/registration/waiver status as required
by the respective licensing Board, applicable governing State
agency(ies) and Title 9 of the California Code of Regulations.

Vi. Should Contractor identify improper procedures, actions or
circumstances, including fraud/waste/abuse and/or systemic
issue(s), Contractor shall take prompt steps to correct said
problem(s). Contractor shall report to DBH Office of Compliance
and Fiscal Administration any overpayments discovered as a result
of such problems no later than five (5) business days from the date
of discovery, with the appropriate documentation, and a thorough
explanation of the reason for the overpayment. Prompt mitigation,
corrective action and reporting shall be in accordance with the DBH
Overpayment Policy (COM0954), which has been provided or will
be provided to Contractor at its request.

Response to Detected Offenses

Contractor shall respond to and correct detected health care program
offenses relating to this Contract promptly. Contractor shall be responsible
for developing corrective action initiatives for offenses to mitigate the
potential for recurrence.

Compliance Training

Contractor is responsible for ensuring its Compliance Officer, and the
agency’s senior management, employees and contractors attend trainings
regarding Federal and State standards and requirements. The Compliance
Officer must attend effective training and education related to compliance,
including but not limited to, seven elements of a compliance program and
fraud, waste and abuse. Contractor is responsible for conducting and
tracking Compliance Training for its agency staff. Contractor is encouraged
to attend DBH Compliance trainings, as offered and available.

Enforcement of Standards
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Contractor shall enforce compliance standards uniformly and through well-
publicized disciplinary guidelines. If Contractor does not have its own
standards, the County requires the Contractor utilize DBH policies and
procedures as guidelines when enforcing compliance standards.

Communication

Contractor shall establish and maintain effective lines of communication
between its Compliance Officer and Contractor's employees and
subcontractors. Contractor's employees may use Contractor’'s approved
Compliance Hotline or DBH’s Compliance Hotline (800) 398-9736 to report
fraud, waste, abuse or unethical practices. Contractor shall ensure its
Compliance Officer establishes and maintains effective lines of
communication with DBH’s Compliance Officer and program.

Subpoena

In the event that a subpoena or other legal process commenced by a third
party in any way concerning the Services provided under this Contract is
served upon Contractor or County, such party agrees to notify the other
party in the most expeditious fashion possible following receipt of such
subpoena or other legal process. Contractor and County further agree to
cooperate with the other party in any lawful effort by such other party to
contest the legal validity of such subpoena or other legal process
commenced by a third party as may be reasonably required and at the
expense of the party to whom the legal process is directed, except as
otherwise provided herein in connection with defense obligations by
Contractor for County.

In accordance with the Termination paragraph of this Agreement, the
County may terminate this Agreement upon thirty (30) days written notice
if Contractor fails to perform any of the terms of this Compliance paragraph.
At the County’s sole discretion, Contractor may be allowed up to thirty (30)
days for corrective action.

Sex Offender Requirements

Contractor shall ensure client registration protocols for non-DBH referrals
include, a screening process to ensure clients ever convicted of a sex
offense against a minor or currently registered as a sex offender with
violations of CA Penal Code (PC) § 208 or 208.5, are not accepting into
housing or treatment in facilities within one-half (1/2) mile (2640 feet) of
any school, including any or all of kindergarten and grades 1 to 12, as
required by PC § 3003, subdivision (g). Contractor shall obtain criminal
history information for any client residing longer than twenty-four (24)
hours, prior to rendering services.
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Additionally, if Contractor’s facility(ies) is a licensed community care
facility and within one (1) mile of an elementary school, Contractor must
seek/obtain disclosure from each client to confirm client has not been
convicted of a sex offense of a minor as described herein, and assure
residence in Contractor facility (for the duration of treatment and/or
housing) is not prohibited, pursuant to CA Health and Safety Code (HSC)
§ 1564.

4. CONTRACTOR agrees that prior to providing services under this Agreement, CONTRACTOR
has complied with the credentialing and re-credentialing requirements specified in the DHCS
Mental Health and Substance Use Disorder Services Information Notice No. 18-019 for
service providers (employees and contractors) that deliver Medi-Cal covered services and
that a signed attestation, as required by the information notice, is on file for each direct service
provider.

5. CONTRACTOR shall participate in the DBH Management Information System, as required by
COUNTY. CONTRACTOR shall report to COUNTY, all program, patient/client, staff, and other
data and information about CONTRACTOR'’S services, within the specified time periods as
required by COUNTY, and in accordance with any other COUNTY requirements.

6. CONTRACTOR shall invoice COUNTY for services at the address listed below within thirty
(30) days following the delivery of services. The invoice shall be in a format acceptable to
COUNTY and shall include a copy of the written authorization for services and all required
information for the services for which claims are made. COUNTY shall pay CONTRACTOR
for services provided to the beneficiary within forty-five (45) business days after COUNTY
receives CONTRACTOR’s complete and correct invoice. If another payor is obligated to be
financially responsible for the beneficiary, COUNTY will be released of any financial
obligations for the beneficiary and any payment for services made by COUNTY shall be
reimbursed within thirty (30) days of written request.

7. CONTRACTOR shall maintain the beneficiary’s medical, fiscal, and health/service related
records in such format and containing such information as required by COUNTY, federal and
state laws and regulations, and regulatory agencies. Upon request, CONTRACTOR shall
provide COUNTY copies of the beneficiary’s medical, fiscal, and health/service-related
records, and CONTRACTOR shall maintain the confidentiality of such records in accordance
with all applicable laws.

A. Contractor shall comply with all applicable State and Federal regulations pertaining to
privacy and security of client information including but not limited to the Health
Insurance Portability and Accountability Act of 1996 (HIPAA) and the Health
Information Technology for Economic and Clinical Health Act (HITECH), as
incorporated in the American Recovery and Reinvestment Act of 2009, and Code of
Federal Regulations, Title 42, Part 2. Regulations have been promulgated governing
the privacy and security of Individually Identifiable Health Information (IIHI) and/or
Protected Health Information (PHI) or electronic Protected Health Information (ePH]).
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In addition to the aforementioned protection of IIHI, PHI and e-PHI, the County requires
Contractor to adhere to the protection of Personally Identifiable Information (PII) and
Medi-Cal PII, and in accordance to 42 C.F.R. 82.13 Confidentiality Restrictions and
Safeguards and HIPAA Privacy and Security rules. PIl includes any information that
can be used to search for or identify individuals such as but not limited to name, social
security number or date of birth. Whereas Medi-Cal PIl is the information that is
directly obtained in the course of performing an administrative function on behalf of
Medi-Cal, such as determining or verifying eligibility that can be used alone or in
conjunction with any other information to identify an individual.

Disclosure of PHI, including acknowledgement of participation or referral to/from Part
2 services is prohibited unless a valid client authorization (also referred to as “consent”
of disclosure) per 42 CFR 82.31. Contractor shall ensure disclosure without client
authorization/consent occurs only for medical emergencies, research, and/or audit and
evaluation, as specified under 42 CFR 82.51, §2.52. §2.53, respectively.

Contractor shall comply with 42 C.F.R. 82.13 Confidentiality Restrictions and
Safeguards and 82.16 Security for Records and the HIPAA Privacy and Security Rules
the HIPAA Privacy and Security Rules, which includes but is not limited to
implementing administrative, physical and technical safeguards that reasonably
protect the confidentiality, integrity and availability of PHI; implementing and providing
a copy to DBH of reasonable and appropriate written policies and procedures to
comply with the standards; conducting a risk analysis regarding the potential risks and
vulnerabilities of the confidentiality, integrity and availability of PHI; conducting privacy
and security awareness and training at least annually and retain training records for at
least ten (10) years from the final date of the contract period or from the date of
completion of any audit, whichever is later, and limiting access to those persons who
have a business need. Any disclosure made under 42 C.F.R. Part 2 must be limited to
that information which is necessary to carry out the purpose of the disclosure.

Violations of privacy and security requirements as specified under 42 CFR Part 2 may
be subject to criminal penalty under 42 U.S.C. 290 dd-2(f) and may be subject to fines
in accordance with Title 18 of the U.S.C.

Reporting of Improper Access, Use or Disclosure or Breach

Contractor shall report to DBH Office of Compliance any unauthorized use, access or
disclosure of unsecured Protected Health Information or any other security incident
with respect to Protected Health Information no later than one (1) business day upon
the discovery of a potential breach consistent with the regulations promulgated under
HITECH by the United States Department of Health and Human Services, 45 CFR
Part 164, Subpart D. Upon discovery of the potential breach, the Contractor shall
complete the following actions:

1) Notify DBH Office of Compliance in writing, by mail, fax, or electronically, of
such incident no later than one (1) business day and provide DBH Office of
Compliance with the following information to include but not limited to:
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i Date the potential breach occurred,
ii. Date the potential breach was discovered;

iii. Number of staff, employees, subcontractors, agents or other third
parties and the titles of each person allegedly involved;

iv. Number of potentially affected patients/clients; and
V. Description of how the potential breach allegedly occurred.
2) Provide an update of applicable information to the extent known at that time

without reasonable delay and in no case later than three (3) calendar days of
discovery of the potential breach.

3) Provide completed risk assessment and investigation documentation to DBH
Office of Compliance within ten (10) calendar days of discovery of the potential
breach with decision whether a breach has occurred, including the following
information:

i. The nature and extent of the PHI involved, including the types of
identifiers and likelihood of re-identification;

il. The unauthorized person who used PHI or to whom it was made;
iii. Whether the PHI was actually acquired or viewed; and

iv. The extent to which the risk to PHI has been mitigated.

4) Contractor is responsible for notifying the client and for any associated costs
that are not reimbursable under this Contract, if a breach has occurred.
Contractor must provide the client notification letter to DBH for review and
approval prior to sending to the affected client(s).

Make available to the County and governing State and Federal agencies in a time and
manner designated by the County or governing State and Federal agencies, any
policies, procedures, internal practices and records relating to a potential breach for
the purposes of audit or should the County reserve the right to conduct its own
investigation and analysis.

Confidentiality

Contractor agrees to comply with confidentiality requirements contained in the Health
Insurance Portability and Accountability Act of 1996 (HIPAA), commencing with
Subchapter C, and all State and Federal statutes and regulations regarding
confidentiality, including but not limited to applicable provisions of Welfare and
Institutions Code Sections 5328 et seq. and 14100.2, Title 22, California Code of
Regulations Section 51009 and Title 42, Code of Federal Regulations Part 2.

a. Contractor shall have all employees acknowledge an Oath of Confidentiality
mirroring that of DBH’s, including confidentiality and disclosure requirements, as
well as sanctions related to non-compliance. Contractor shall have all employees
sign acknowledgement of the Oath on an annual basis.
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b. Contractor shall not use or disclose PHI other than as permitted or required by law.

8. CONTRACTOR agrees to execute and abide by the Business Associate Agreement, attached
as Exhibit “A.”

9. CONTRACTOR shall allow the Department of Health Care Services, Centers for Medicare
and Medicaid Services, the Office of the Inspector General, the Comptroller General of the
United States, and other authorized federal and state agencies, or their duly authorized
designees, and DBH to evaluate the performance of CONTRACTOR and its subcontractors
under this Agreement, including the quality, appropriateness, and timeliness of services
provided, and to inspect, evaluate, and audit any and all records, documents, and the
premises, equipment and facilities maintained by CONTRACTOR pertaining to such services
at any time. CONTRACTOR shall allow such inspection, evaluation and audit of its records,
documents and facilities, and those of its subcontractors, for a minimum of ten (10) years from
the termination of this Agreement, or, in the event CONTRACTOR has been notified that an
audit or investigation of this Agreement has been commenced, until such time as the matter
under audit or investigation has been resolved, including the exhaustion of all legal remedies,
whichever is later. (See 42 C.F.R. parts 438.3(h), 438.230(c)(3)(i-iii).) Records and
documents include, but are not limited to, all physical and electronic records and documents
originated or prepared pursuant to the performance of CONTRACTOR and its subcontractors
under this Agreement, including working papers, reports, financial records and documents of
account, beneficiary records, prescription files, subcontracts, and any other documentation
pertaining to the services provided in this Agreement for the beneficiary.

A. Right to Monitor

County or any subdivision or appointee thereof, and the State of California or any
subdivision or appointee thereof, including the Auditor General, shall have absolute
right to review and audit all records, books, papers, documents, corporate minutes,
financial records, staff information, patient records, other pertinent items as requested,
and shall have absolute right to monitor the performance of Contractor in the delivery
of services provided under this Contract. Full cooperation shall be given by Contractor
in any auditing or monitoring conducted, according to this agreement.

Contractor shall make all of its premises, physical facilities, equipment, books, records,
documents, contracts, computers, or other electronic systems pertaining to Medi-Cal
enrollees, Medi-Cal-related activities, services, and activities furnished under the
terms of this Contract, or determinations of amounts payable available at any time for
inspection, examination, or copying by DBH, the State of California or any subdivision
or appointee thereof, Centers for Medicare and Medicaid Services (CMS), U.S.
Department of Health and Human Services (HHS) Office of Inspector General, the
United States Comptroller General or their designees, and other authorized Federal
and State agencies. This audit right will exist for at least ten (10) years from the final
date of the contract period or in the event the Contractor has been notified that an
audit or investigation of this Contract has commenced, until such time as the matter
under audit or investigation has been resolved, including the exhaustion of all legal
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remedies. Records and documents include, but are not limited to all physical and
electronic records.

Contractor shall cooperate with the County in the implementation, monitoring and
evaluation of this Agreement and comply with any and all reporting requirements
established by the County. Should the County identify an issue or receive notification
of a complaint or potential/actual/suspected violation of requirements, County may
audit, monitor, and/or request information from Contractor to ensure compliance with
laws, regulations, and requirements, as applicable.

County reserves the right to place Contractor on probationary status, as referenced in
the Probationary Status Article, should Contractor fail to meet performance
requirements; including, but not limited to violations such as high disallowance rates,
failure to report incidents and changes as contractually required, failure to correct
issues, inappropriate invoicing, timely and accurate data entry, meeting performance
outcomes expectations, and violations issued directly from the State. Additionally,
Contractor may be subject to Probationary Status or termination if contract monitoring
and auditing corrective actions are not resolved within specified timeframes.

Availability of Records

Contractor and subcontractors, shall retain, all records and documents originated or
prepared pursuant to Contractor’s or subcontractor’s performance under this Contract,
including beneficiary grievance and appeal records, and the data, information and
documentation specified in 42 Code of Federal Regulations parts 438.604, 438.606,
438.608, and 438.610 for a period of no less than ten (10) years from the term end
date of this Contract or until such time as the matter under audit or investigation has
been resolved. Records and documents include, but are not limited to all physical and
electronic records and documents originated or prepared pursuant to Contractor’s or
subcontractor’s performance under this Contract including working papers, reports,
financial records and documents of account, beneficiary records, prescription files,
subcontracts, and any other documentation pertaining to covered services and other
related services for beneficiaries.

Contractor shall maintain all records and management books pertaining to local
service delivery and demonstrate accountability for contract performance and maintain
all fiscal, statistical, and management books and records pertaining to the program.

Records, should include, but are not limited to, monthly summary sheets, sign-in
sheets, and other primary source documents. Fiscal records shall be kept in
accordance with Generally Accepted Accounting Principles and must account for all
funds, tangible assets, revenue and expenditures. Fiscal records must also comply
with the Code of Federal Regulations (CFR), Title I, Subtitle A, Chapter Il, Part 200,
Uniform Administrative Requirements, Cost Principles, and Audit Requirements for
Federal Awards.
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All records shall be complete and current and comply with all Contract requirements.
Failure to maintain acceptable records per the preceding requirements shall be
considered grounds for withholding of payments for billings submitted and for
termination of a Contract.

Contractor shall maintain client and community service records in compliance with all
regulations set forth by local, State, and Federal requirements, laws and regulations,
and provide access to clinical records by DBH staff.

Contractor shall comply with Medical Records/Protected Health Information Article
regarding relinquishing or maintaining medical records.

Contractor shall agree to maintain and retain all appropriate service and financial
records for a period of at least ten (10) years from the date of final payment, the final
date of the contract period, final settlement, or until audit findings are resolved,
whichever is later.

Contractor shall submit audited financial reports on an annual basis to DBH. The audit
shall be conducted in accordance with generally accepted accounting principles and
generally accepted auditing standards.

In the event the Contract is terminated, ends its designated term or Contractor ceases
operation of its business, Contractor shall deliver or make available to DBH all financial
records that may have been accumulated by Contractor or subcontractor under this
Contract, whether completed, partially completed or in progress within seven (7)
calendar days of said termination/end date.

C. Assistance by Contractor

Contractor shall provide all reasonable facilities and assistance for the safety and
convenience of County's representatives in the performance of their duties. All
inspections and evaluations shall be performed in such a manner as will not unduly
delay the work of Contractor.

10. Except for any applicable copayments, coinsurance or deductibles, CONTRACTOR shall not
under any circumstances, including without limitation, breach this Agreement, bill, charge,
collect a deposit from, or receive any form of payment, compensation or reimbursement from,
or have any recourse against the beneficiary for services provided under this Agreement.

11. Indemnification and Insurance

A. Indemnification

Contractor agrees to indemnify, defend (with counsel reasonably approved by the County)
and hold harmless the County and its authorized officers, employees, agents and
volunteers from any and all claims, actions, losses, damages, and/or liability arising out of
this Contract from any cause whatsoever, including the acts, errors or omissions of any
person and for any costs or expenses incurred by the County on account of any claim
except where such indemnification is prohibited by law. This indemnification provision
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shall apply regardless of the existence or degree of fault of indemnitees. The Contractor’s
indemnification obligation applies to the County’s “active” as well as “passive” negligence
but does not apply to the County’s “sole negligence” or “willful misconduct” within the
meaning of Civil Code Section 2782.

B. Additional Insured

All policies, except for the Workers' Compensation, Errors and Omissions and
Professional Liability policies shall contain endorsements naming the County and its
officers, employees, agents and volunteers as additional insured with respect to liabilities
arising out of the performance of services hereunder. The additional insured
endorsements shall not limit the scope of coverage for the County to vicarious liability but
shall allow coverage for the County to the full extent provided by the policy. Such
additional insured coverage shall be at least as broad as Additional Insured (Form B)
endorsement form ISO, CG 2010.11 85.

C. Waiver of Subrogation Rights

Contractor shall require the carriers of required coverages to waive all rights of
subrogation against the County, its officers, employees, agents, volunteers, contractors,
and subcontractors. All general or auto liability insurance coverage provided shall not
prohibit the Contractor and Contractor’'s employees or agents from waiving the right of
subrogation prior to a loss or claim. The Contractor hereby waives all rights of subrogation
against the County.

D. Policies Primary and Non-Contributory

All policies required herein are to be primary and non-contributory with any insurance or
self-insurance programs carried or administered by the County.

E. Severability of Interests

Contractor agrees to ensure that coverage provided to meet these requirements is
applicable separately to each insured and there will be no cross liability exclusions that
preclude coverage for suits between the Contractor and the County or between the County
and any other insured or additional insured under the policy.

F. Proof of Coverage

Contractor shall furnish Certificates of Insurance to the County Department administering
the Contract evidencing the insurance coverage at the time the contract is executed.
Additional endorsements, as required, shall be provided prior to the commencement of
performance of services hereunder, which certificates shall provide that such insurance
shall not be terminated or expire without thirty (30) days written notice to the Department
and Contractor shall maintain such insurance from the time Contractor commences
performance of services hereunder until the completion of such services. Within fifteen
(15) days of the commencement of this Contract, the Contractor shall furnish a copy of the
Declaration page for all applicable policies and will provide complete certified copies of
the policies and all endorsements immediately upon request.

G. Acceptability of Insurance Carrier
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Unless otherwise approved by Risk Management, insurance shall be written by insurers
authorized to do business in the State of California and with a minimum “Best” Insurance
Guide rating of “A-VII”.

. Deductibles and Self-Insured Retention

Any and all deductibles or self-insured retentions in excess of $10,000 shall be declared
to and approved by Risk Management.

Failure to Procure Coverage

In the event that any policy of insurance required under this Contract does not comply with
the requirements, is not procured, or is canceled and not replaced, the County has the
right but not the obligation or duty to cancel the Contract or obtain insurance if it deems
necessary and any premiums paid by the County will be promptly reimbursed by the
Contractor or County payments to the Contractor will be reduced to pay for County
purchased insurance.

. Insurance Review

Insurance requirements are subject to periodic review by the County. The Director of Risk
Management or designee is authorized, but not required, to reduce, waive or suspend any
insurance requirements whenever Risk Management determines that any of the required
insurance is not available, is unreasonably priced, or is not needed to protect the interests
of the County. In addition, if the Department of Risk Management determines that
heretofore unreasonably priced or unavailable types of insurance coverage or coverage
limits become reasonably priced or available, the Director of Risk Management or
designee is authorized, but not required, to change the above insurance requirements to
require additional types of insurance coverage or higher coverage limits, provided that any
such change is reasonable in light of past claims against the County, inflation, or any other
item reasonably related to the County’s risk.

Any change requiring additional types of insurance coverage or higher coverage limits
must be made by amendment to this Contract. Contractor agrees to execute any such
amendment within thirty (30) days of receipt.

Any failure, actual or alleged, on the part of the County to monitor or enforce compliance
with any of the insurance and indemnification requirements will not be deemed as a waiver
of any rights on the part of the County.

. Insurance Specifications

Contractor agrees to provide insurance set forth in accordance with the requirements
herein. If the Contractor uses existing coverage to comply with these requirements and
that coverage does not meet the specified requirements, the Contractor agrees to amend,
supplement or endorse the existing coverage to do so. The type(s) of insurance required
is determined by the scope of the contract services.

Without in anyway affecting the indemnity herein provided and in addition thereto, the
Contractor shall secure and maintain throughout the contract term the following types of
insurance with limits as shown:

1) Workers' Compensation/Employers Liability

A program of Workers' Compensation insurance or a State-approved, Self-Insurance
Program in an amount and form to meet all applicable requirements of the Labor Code
of the State of California, including Employer's Liability with $250,000 limits, covering
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2)

3)

4)

5)

all persons including volunteers providing services on behalf of the Contractor and all
risks to such persons under this Contract.

If Contractor has no employees, it may certify or warrant to the County that it does not
currently have any employees or individuals who are defined as “employees” under
the Labor Code and the requirement for Workers’ Compensation coverage will be
waived by the County’s Director of Risk Management.

With respect to Contractors that are non-profit corporations organized under California
or Federal law, volunteers for such entities are required to be covered by Workers’
Compensation insurance.

Commercial/General Liability Insurance

Contractor shall carry General Liability Insurance covering all operations performed by
or on behalf of the Contractor providing coverage for bodily injury and property damage
with a combined single limit of not less than one million dollars ($1,000,000), per
occurrence. The policy coverage shall include:

a. Premises operations and mobile equipment.

b. Products and completed operations.

c. Broad form property damage (including completed operations).
Explosion, collapse and underground hazards.

Personal Injury.

-~ o o

Contractual liability.
g. $2,000,000 general aggregate limit.
Automobile Liability Insurance

Primary insurance coverage shall be written on ISO Business Auto coverage form for
all owned, hired and non-owned automobiles or symbol 1 (any auto). The policy shall
have a combined single limit of not less than one million dollars ($1,000,000) for bodily
injury and property damage, per occurrence.

If the Contractor is transporting one or more non-employee passengers in
performance of contract services, the automobile liability policy shall have a combined
single limit of two million dollars ($2,000,000) for bodily injury and property damage
per occurrence.

If the Contractor owns no autos, a non-owned auto endorsement to the General
Liability policy described above is acceptable.

Umbrella Liability Insurance

An umbrella (over primary) or excess policy may be used to comply with limits or other
primary coverage requirements. When used, the umbrella policy shall apply to bodily
injury/property damage, personal injury/advertising injury and shall include a
“dropdown” provision providing primary coverage for any liability not covered by the
primary policy. The coverage shall also apply to automobile liability.

Cyber Liability Insurance

Cyber Liability Insurance with limits of not less than $1,000,000 for each occurrence
or event with an annual aggregate of $5,000,000 covering claims involving privacy
violations, information theft, damage to or destruction of electronic information,
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12.

13.

14.

15.

16.

17.

intentional and/or unintentional release of private information, alteration of electronic
information, extortion and network security. The policy shall protect the involved
County entities and cover breach response cost as well as regulatory fines and
penalties.

L. Professional Services Requirements

1) Professional Liability Insurance with limits of not less than one million ($1,000,000) per
claim or occurrence and two million ($2,000,000) aggregate.
or
Errors and Omissions_Liability Insurance with limits of not less than one million
($1,000,000) per occurrence and two million ($2,000,000) aggregate.

or
Directors and Officers Insurance coverage with limits of not less than one million
($1,000,000) shall be required for contracts with charter labor committees or other not-
for-profit organizations advising or acting on behalf of the County.

2) Abuse/Molestation Insurance — The Contractor shall have abuse or molestation
insurance providing coverage for all employees for the actual or threatened abuse or
molestation by anyone of any person in the care, custody, or control of any insured,
including negligent employment, investigation, and supervision. The policy shall
provide coverage for both defense and indemnity with liability limits of not less than
one million dollars ($1,000,000) per occurrence and two million dollars ($2,000,000)
aggregate.

3) Ifinsurance coverage is provided on a “claims made” policy, the “retroactive date” shall
be shown and must be before the date of the start of the contract work. The “claims
made” insurance shall be maintained or “tail” coverage provided for a minimum of five
(5) years after contract completion.

MOU is governed by, and construed in accordance with, all laws and regulations, and all
contractual obligations of the Contractor under the primary contract.

Subcontractor's delegated activities and reporting responsibilities follow the Contractor's
obligations in the primary contract.

This Agreement shall commence as of the date executed by both parties and shall continue
until services authorized by COUNTY are completed and payment in full is made to
CONTRACTOR. Either party may terminate this Agreement without cause upon thirty (30)
days prior written notice to the other party.

This Agreement constitutes the entire written agreement between the parties with respect to
the provision of, and payment for, services to the beneficiary. This Agreement may be
amended only upon mutual written consent of the parties.

CONTRACTOR is an independent contractor and is solely responsible for all compensation,
withholdings and benefits from its employees and agents.

Nothing in this Agreement shall be construed to create any debt to or any liability for any
person or entity not a party to this Agreement.
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18.

19.

20.

21.

22.

In the event the County determines that service is unsatisfactory, or in the event of any other

dispute, claim, question or disagreement arising from or relating to this Contract or breach
thereof, the parties hereto shall use their best efforts to settle the dispute, claim, question or
disagreement. To this effect, they shall consult and negotiate with each other in good faith
and, recognizing their mutual interests, attempt to reach a just and equitable solution
satisfactory to both parties.

This Agreement shall be governed by and construed according to the laws of the State of
California. The parties’ actions under this Agreement shall comply with all applicable laws,
rules, regulations, court orders and governmental agency orders. The provisions of this
Agreement are specifically made severable. If a provision of the Agreement is terminated or
held to be invalid, illegal or unenforceable, the validity, legality and enforceability of the
remaining provisions shall remain in full effect.

The venue of any action or claim brought by any party to the Agreement will be the Superior
Court of California, County of San Bernardino, San Bernardino District. Each party hereby
waives any law or rule of the court, which would allow them to request or demand a change
of venue. If any action or claim concerning the Contract is brought by any third-party and filed
in another venue, the parties hereto agree to use their best efforts to obtain a change of venue
to the Superior Court of California, County of San Bernardino, San Bernardino District.

If any legal action is instituted to enforce any party’s rights hereunder, each party shall bear
its own costs and attorney fees, regardless of who is the prevailing party. This paragraph shall
not apply to those costs and attorney fees directly arising from a third-party legal action against
a party hereto and payable under Indemnification and Insurance Requirements.

CONTRACTOR'’s claims and/or invoices shall be submitted to:

San Bernardino County
Department of Behavioral Health
Fiscal Division

Attn: Mary Patterson
Mary.Patterson@dbh.sbcounty.gov
Maria Hourigan
MHourigan@dbh.sbcounty.gov

23.CONTRACTOR’s Contact, Payment Address, Telephone Number, and Fax:

CONTRACTOR NAME
CONTRACTOR ADDRESS
() Telephone

() Fax

22



INSERT CONTRACTOR NAME

Signature of Authorized
Representative for CONTRACTOR

SAN BERNARDINO COUNTY

Print Name & Title of Authorized
Representative for CONTRACTOR

Signature of Authorized Representative
for COUNTY

Date Signed

Print Name & Title of Authorized
Representative for COUNTY

Date Signed
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EXHIBIT A

BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (Agreement) supplements and is made a part of the contract
(Contract) by and between the San Bernardino County Department of Behavioral Health
(hereinafter Covered Entity) and [INSERT CONTRACTOR NAME HERE] (hereinafter Business
Associate). This Agreement is effective as of the effective date of the Contract.

RECITALS

WHEREAS, Covered Entity (CE) wishes to disclose certain information to Business Associate
(BA) pursuant to the terms of the Contract, which may include Protected Health Information (PHI);
and

WHEREAS, CE and BA intend to protect the privacy and provide for the security of the PHI
disclosed to BA pursuant to the Contract in compliance with the Health Insurance Portability and
Accountability Act of 1996, Public Law 104-191 (HIPAA), the Health Information Technology for
Economic and Clinical Health Act, Public Law 111-005 (HITECH Act), their implementing
regulations, and other applicable laws; and

WHEREAS, The Privacy Rule and the Security Rule require CE to enter into a contract containing
specific requirements with BA prior to the disclosure of PHI, as set forth in, but not limited to, Title
45, sections 164.314, subdivision (a), 164.502, subdivision (e), and 164.504, subdivision (e) of
the Code of Federal Regulations (C.F.R.) and contained in this Agreement; and

WHEREAS, Pursuant to HIPAA and the HITECH Act, BA shall fulfill the responsibilities of this
Agreement by being in compliance with the applicable provisions of the HIPAA Standards for
Privacy of PHI set forth at 45 C.F.R. sections 164.308 (Administrative Safeguards), 164.310
(Physical Safeguards), 164.312 (Technical Safeguards), 164.316 (Policies and Procedures and
Documentation Requirements), and, 164.400, et seq. and 42 United States Code (U.S.C.) section
17932 (Breach Notification Rule), in the same manner as they apply to a CE under HIPAA,;

NOW THEREFORE, in consideration of the mutual promises below and the exchange of
information pursuant to this Agreement, the parties agree as follows:

A. Definitions

Unless otherwise specified herein, capitalized terms used in this Agreement shall have the same
meanings as given in the Privacy Rule, the Security Rule, the Breach Notification Rule, and
HITECH Act, as and when amended from time to time.

1. Breach shall have the same meaning given to such term under the HIPAA Regulations
[45 C.F.R. 8164.402] and the HITECH Act [42 U.S.C. 8817921 et seq.], and as further
described in California Civil Code section 1798.82.

2. Business Associate (BA) shall have the same meaning given to such term under the
Privacy Rule, the Security Rule, and the HITECH Act, including but not limited to 42
U.S.C. section 17921 and 45 C.F.R. section 160.103.

3. Covered Entity (CE) shall have the same meaning given to such term as under the
Privacy Rule and Security Rule, including, but not limited to 45 C.F.R. section 160.103.

4. Designated Record Set shall have the same meaning given to such term under 45
C.F.R. section 164.501.
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5. Electronic Protected Health Information (ePHI) means PHI that is maintained in or
transmitted by electronic media as defined in the Security Rule, 45 C.F.R. section
164.103.

6. Individual shall have the same meaning given to such term under 45 C.F.R. section
160.103.

7. Privacy Rule means the regulations promulgated under HIPAA by the United States
Department of Health and Human Services (HHS) to protect the privacy of Protected
Health Information, including, but not limited to, 45 C.F.R. Parts 160 and 164, subparts
A and E.

8. Protected Health Information (PHI) shall have the same meaning given to such term
under 45 C.F.R. section 160.103, limited to the information received from, or created
or received by Business Associate from or on behalf of, CE.

9. Security Rule means the regulations promulgated under HIPAA by HHS to protect the
security of ePHI, including, but not limited to, 45 C.F.R. Part 160 and 45 C.F.R. Part
164, subparts A and C.

10. Unsecured PHI shall have the same meaning given to such term under the HITECH
Act and any guidance issued pursuant to such Act, including, but not limited to 42
U.S.C. section 17932, subdivision (h).

B. Obligations and Activities of BA
1. Permitted Uses and Disclosures

BA may disclose PHI: (i) for the proper management and administration of BA; (ii) to
carry out the legal responsibilities of BA, (iii) for purposes of Treatment, Payment and
Operations (TPO); (iv) as required by law; or (v) for Data Aggregation purposes for the
Health Care Operations of CE. Prior to making any other disclosures, BA must obtain
a written authorization from the Individual.

If BA discloses PHI to a third party, BA must obtain, prior to making any such
disclosure, (i) reasonable written assurances from such third party that such PHI will
be held confidential as provided pursuant to this Agreement and only disclosed as
required by law or for the purposes for which it was disclosed to such third party, and
(i) a written agreement from such third party to immediately notify BA of any breaches
of confidentiality of the PHI, to the extent it has obtained knowledge of such breach.
[42 U.S.C. section 17932; 45 C.F.R. sections 164.504(e)(2)(i), 164.504(e)(2)(i))(B),
164.504(e)(2)(ii)(A) and 164.504(e)(4)(ii)]

2. Prohibited Uses and Disclosures

i. BA shall not use, access or further disclose PHI other than as permitted or required
by this Agreement and as specified in the attached Contract or as required by law.
Further, BA shall not use PHI in any manner that would constitute a violation of the
Privacy Rule or the HITECH Act. BA shall disclose to its employees, subcontractors,
agents, or other third parties, and request from CE, only the minimum PHI
necessary to perform or fulfill a specific function required or permitted hereunder.

ii. BA shall not use or disclose PHI for fundraising or marketing purposes.

iii. BA shall not disclose PHI to a health plan for payment or health care operations
purposes if the patient has requested this special restriction, and has paid out of
pocket in full for the health care item or service to which the PHI solely relates. (42
U.S.C. section 17935(a) and 45 C.F.R. section 164.522(a)(1)(i))(A).)
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iv. BA shall not directly or indirectly receive remuneration in exchange for PHI, except

with the prior written consent of CE and as permitted by the HITECH Act (42 U.S.C.
section 17935(d)(2); and 45 C.F.R. section 164.508); however, this prohibition shall
not affect payment by CE to BA for services provided pursuant to this Agreement.

3. Appropriate Safeguards

BA shall implement appropriate safeguards to prevent the unauthorized use or
disclosure of PHI, including, but not limited to, administrative, physical and technical
safeguards that reasonably protect the confidentiality, integrity and availability of
the PHI BA creates, receives, maintains, or transmits on behalf of the CE, in
accordance with 45 C.F.R. sections 164.308, 164.310, 164.312 and 164.316. [45
C.F.R. sections 164.504(e)(2)(ii)(b) and 164.308(b).]

In accordance with 45 C.F.R. section 164.316, BA shall maintain reasonable and
appropriate written policies and procedures for its privacy and security program in
order to comply with the standards, implementation specifications, or any other
requirements of the Privacy Rule and applicable provisions of the Security Rule.

BA shall provide appropriate training for its workforce on the requirements of the
Privacy Rule and Security Rule as those regulations affect the proper handling, use
confidentiality and disclosure of the CE’s PHI.

Such training will include specific guidance relating to sanctions against workforce
members who fail to comply with privacy and security policies and procedures and
the obligations of the BA under this Agreement.

4. Subcontractors

BA shall enter into written agreements with agents and subcontractors to whom BA
provides CE’s PHI that impose the same restrictions and conditions on such agents
and subcontractors that apply to BA with respect to such PHI, and that require
compliance with all appropriate safeguards as found in this Agreement.

Reporting of Improper Access, Use or Disclosure or Breach

Every suspected and actual Breach shall be reported immediately, but no later than
one (1) business day upon discovery, to CE’s Office of Compliance, consistent with
the regulations under HITECH Act. Upon discovery of a Breach or suspected Breach,
BA shall complete the following actions:

Provide CE’s Office of Compliance with the following information to include but not
limited to:

a) Date the Breach or suspected Breach occurred;
b) Date the Breach or suspected Breach was discovered;

c) Number of staff, employees, subcontractors, agents or other third parties and
the names and titles of each person allegedly involved,;

d) Number of potentially affected Individual(s) with contact information; and
e) Description of how the Breach or suspected Breach allegedly occurred.

Conduct and document a risk assessment by investigating without unreasonable
delay and in no case later than five (5) calendar days of discovery of the Breach or
suspected Breach to determine the following:
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a) The nature and extent of the PHI involved, including the types of identifiers and
likelihood of re-identification;

b) The unauthorized person who had access to the PHI;
c) Whether the PHI was actually acquired or viewed; and
d) The extent to which the risk to PHI has been mitigated.

iii. Provide a completed risk assessment and investigation documentation to CE’s
Office of Compliance within ten (10) calendar days of discovery of the Breach or
suspected Breach with a determination as to whether a Breach has occurred. At
the discretion of CE, additional information may be requested.

a) If BA and CE agree that a Breach has not occurred, notification to Individual(s)
is not required.

b) If a Breach has occurred, notification to the Individual(s) is required and BA
must provide CE with affected Individual(s) name and contact information so
that CE can provide notification.

iv. Make available to CE and governing State and Federal agencies in a time and
manner designated by CE or governing State and Federal agencies, any policies,
procedures, internal practices and records relating to a Breach or suspected Breach
for the purposes of audit or should the CE reserve the right to conduct its own
investigation and analysis.

Access to PHI

To the extent BA maintains a Designated Record Set on behalf of CE, BA shall make
PHI maintained by BA or its agents or subcontractors in Designated Record Sets
available to CE for inspection and copying within ten (10) days of a request by CE to
enable CE to fulfill its obligations under the Privacy Rule. If BA maintains ePHI, BA shall
provide such information in electronic format to enable CE to fulfill its obligations under
the HITECH Act. If BA receives a request from an Individual for access to PHI, BA shall
immediately forward such request to CE.

Amendment of PHI

If BA maintains a Designated Record Set on behalf of the CE, BA shall make any
amendment(s) to PHI in a Designated Record Set that the CE directs or agrees to,
pursuant to 45 C.F.R. section 164.526, or take other measures as necessary to satisfy
CE’s obligations under 45 C.F.R. section 164.526, in the time and manner designated
by the CE.

Access to Records

BA shall make internal practices, books, and records, including policies and procedures,
relating to the use, access and disclosure of PHI received from, or created or received
by BA on behalf of, CE available to the Secretary of HHS, in a time and manner
designated by the Secretary, for purposes of the Secretary determining CE’s compliance
with the Privacy Rule and Security Rule and patient confidentiality regulations. Any
documentation provided to the Secretary shall also be provided to the CE upon request.

Accounting for Disclosures

BA, its agents and subcontractors shall document disclosures of PHI and information
related to such disclosures as required by HIPAA. This requirement does not apply to
disclosures made for purposes of TPO. BA shall provide an accounting of disclosures
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to CE or an Individual, in the time and manner designated by the CE. BA agrees to
implement a process that allows for an accounting to be collected and maintained by BA
and its agents or subcontractors for at least six (6) years prior to the request. At a
minimum, the information collected and maintained shall include: (i) the date of
disclosure; (ii) the name of the entity or person who received PHI and, if known, the
address of the entity or person; (iii) a brief description of PHI disclosed; and (iv) a brief
statement of purpose of the disclosure that reasonably informs the individual of the basis
for the disclosure, or a copy of the Individual’s authorization, or a copy of the written
request for disclosure.

Termination

CE may immediately terminate this agreement, and any related agreements, if CE
determines that BA has breached a material term of this agreement. CE may, at its sole
discretion, provide BA an opportunity to cure the breach or end the violation within the
time specified by the CE.

Return of PHI

Upon termination of this Agreement, BA shall return all PHI required to be retained by
the BA or its subcontractors, employees or agents on behalf of the CE. In the event the
BA determines that returning the PHI is not feasible, the BA shall provide the CE with
written notification of the conditions that make return not feasible. Additionally, the BA
must follow established policies and procedures to ensure PHI is safeguarded and
disposed of adequately in accordance with 45 C.F.R. section 164.310, and must submit
to the CE a certification of destruction of PHI. For destruction of ePHI, the National
Institute of Standards and Technology (NIST) guidelines must be followed. BA further
agrees to extend any and all protections, limitations, and restrictions contained in this
Agreement, to any PHI retained by BA or its subcontractors, employees or agents after
the termination of this Agreement, and to limit any further use, access or disclosures.

Breach by the CE

Pursuant to 42 U.S.C. section 17934, subdivision (b), if the BA is aware of any activity
or practice by the CE that constitutes a material Breach or violation of the CE’s
obligations under this Agreement, the BA must take reasonable steps to address the
Breach and/or end eliminate the continued violation, if the BA has the capability of
mitigating said violation. If the BA is unsuccessful in eliminating the violation and the CE
continues with non-compliant activity, the BA must terminate the Agreement (if feasible)
and report the violation to the Secretary of HHS.

Mitigation
BA shall have procedures in place to mitigate, to the extent practicable, any harmful

effect that is known to BA of a use, access or disclosure of PHI by BA, its agents or
subcontractors in violation of the requirements of this Agreement.

Costs Associated to Breach

BA shall be responsible for reasonable costs associated with a Breach. Costs shall be
based upon the required notification type as deemed appropriate and necessary by the
CE and shall not be reimbursable under the Agreement at any time. CE shall determine
the method to invoice the BA for said costs. Costs shall incur at the current rates and
may include, but are not limited to the following:

e Postage;
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e Alternative means of notice;
¢ Media notification; and
¢ Credit monitoring services.

15. Direct Liability

BA may be held directly liable under HIPAA for impermissible uses and disclosures of
PHI; failure to provide breach notification to CE; failure to provide access to a copy of
ePHI to CE or individual; failure to disclose PHI to the Secretary of HHS when
investigating BA’s compliance with HIPAA; failure to provide an accounting of
disclosures; and, failure to enter into a business associate agreement with
subcontractors.

16. Indemnification

BA agrees to indemnify, defend and hold harmless CE and its authorized officers,
employees, agents and volunteers from any and all claims, actions, losses, damages,
penalties, injuries, costs and expenses (including costs for reasonable attorney fees)
that are caused by or result from the acts or omissions of BA, its officers, employees,
agents and subcontractors, with respect to the use, access, maintenance or disclosure
of CE’s PHI, including without limitation, any Breach of PHI or any expenses incurred by
CE in providing required Breach notifications.

17. Judicial or Administrative Proceedings

CE may terminate the Contract, effective immediately, if (i) BA is named as a defendant
in a criminal proceeding for a violation of HIPAA, the HITECH Act, the Privacy Rule,
Security Rule or other security or privacy laws or (ii) a finding or stipulation is made in
any administrative or civil proceeding in which the BA has been joined that the BA has
violated any standard or requirement of HIPAA, the HITECH Act, the Privacy Rule,
Security Rule or other security or privacy laws.

18. Insurance

In addition to any general and/or professional liability insurance coverage required of BA
under the Contract for services, BA shall provide appropriate liability insurance coverage
during the term of this Agreement to cover any and all claims, causes of action, and
demands whatsoever made for loss, damage, or injury to any person arising from the
breach of the security, privacy, or confidentiality obligations of BA, its agents or
employees, under this Agreement and under HIPAA 45 C.F.R. Parts 160 and 164,
Subparts A and E.

19. Assistance in Litigation or Administrative Proceedings

BA shall make itself, and any subcontractors, employees, or agents assisting BA in the
performance of its obligations under the Agreement, available to CE, at no cost to CE,
to testify as witnesses, or otherwise, in the event of litigation or administrative
proceedings being commenced against CE, its directors, officers, or employees based
upon a claimed violation of HIPAA, the HITECH Act, the Privacy Rule, the Security Rule,
or other laws relating to security and privacy, except where BA or its subcontractor,
employee or agent is a named adverse party.

C. Obligations of CE

1. CE shall notify BA of any of the following, to the extent that such may affect BA’s use,
access, maintenance or disclosure of PHI:
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i. Any limitation(s) in CE’s notice of privacy practices in accordance with 45 C.F.R.
section 164.520.

ii. Any changes in, or revocation of, permission by an individual to use, access or
disclose PHI.

iii. Any restriction to the use, access or disclosure of PHI that CE has agreed to in
accordance with 45 C.F.R. section 164.522.

D. General Provisions

1.

2.

3.

4.

Remedies

BA agrees that CE shall be entitled to seek immediate injunctive relief as well as to
exercise all other rights and remedies which CE may have at law or in equity in the event
of an unauthorized use, access or disclosure of PHI by BA or any agent or subcontractor
of BA that received PHI from BA.

Ownership

The PHI shall be and remain the property of the CE. BA agrees that it acquires no title
or rights to the PHI.

Requlatory References

A reference in this Agreement to a section in the Privacy Rule and Security Rule and
patient confidentiality regulations means the section as in effect or as amended.

No Third-Party Beneficiaries

Nothing express or implied in the Contract or this Agreement is intended to confer, nor
shall anything herein confer, upon any person other than CE, BA and their respective
successors or assigns, any rights, remedies, obligations or liabilities whatsoever.

Amendment

The parties acknowledge that state and federal laws related to privacy and security of
PHI are rapidly evolving and that amendment of the Contract or this Agreement may be
required to ensure compliance with such developments. The parties shall negotiate in
good faith to amend this Agreement when and as necessary to comply with applicable
laws. If either party does not agree to so amend this Agreement within 30 days after
receiving a request for amendment from the other, either party may terminate the
Agreement upon written notice. To the extent an amendment to this Agreement is
required by law and this Agreement has not been so amended to comply with the
applicable law in a timely manner, the amendment required by law shall be deemed to
be incorporated into this Agreement automatically and without further action required by
either of the parties. Subject to the foregoing, this Agreement may not be modified, nor
shall any provision hereof be waived or amended, except in a writing duly signed and
agreed to by BA and CE.

Interpretation

Any ambiguity in this Agreement shall be resolved to permit CE to comply with the
Privacy and Security Rules, the HITECH Act, and all applicable patient confidentiality
regulations.

Compliance with State Law

In addition to HIPAA and all applicable HIPAA Regulations, BA acknowledges that BA
and CE may have confidentiality and privacy obligations under State law, including, but
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not limited to, the California Confidentiality of Medical Information Act (Cal. Civil Code
§56, et seq. (“CMIA”)). If any provisions of this Agreement or HIPAA Regulations or the
HITECH Act conflict with CMIA or any other California State law regarding the degree
of protection provided for PHI and patient medical records, then BA shall comply with
the more restrictive requirements.

8. Survival

The respective rights and obligations and rights of CE and BA relating to protecting the
confidentiality or a patient's PHI shall survive the termination of the Contract or this
Agreement.

IN WITNESS WHEREOF, the Parties have executed this Agreement to be effective as of the
Effective Date.

COVERED ENTITY BUSINESS ASSOCIATE
County of San Bernardino Entity

Signature Signature

Dated Dated

Name Name

Title Title



San Bernardino County — Department of Behavioral Health

Drug Medical Organized Delivery System

Single Case Agreement
Approved Rates FY 2021-22

Narcotic (Opioid) Treatment Program

Description Unit of Service FY 2021-22 FY 2021-22
(UOS) UOS Rate Regular UOS Rate
DMC Perinatal DMC
Individual One 10-minute $17.18 $24.60
Counseling Increment
Group Counseling One 10-minute $4.06 $8.22
Increment
Methadone Daily $14.65 $15.78
Disulfiram Daily $10.88 $11.05
Buprenorphine — Daily $30.02 $35.20
Mono
Buprenorphine — Daily $30.81 $35.98
Naloxone
Combination
Product
Naloxone: 2-pack Dispensed $144.66 $144.66
Nasal Spray according to need
Outpatient Treatment — Adult
Description Unit of Service FY 2021-22 FY 2021-22
(UOS) UOS Rate Regular UOS Rate
DMC Perinatal DMC
Individual Face-to-Face Visit $85.96 $123.04
Counseling
Group Counseling | Face-to-Face Visit $36.52 $73.98
Outpatient Treatment - Youth
Description Unit of Service FY 2021-22
(UOS) UOS Rate Regular DMC
Individual Face-to-Face Visit $123.04
Counseling

Group Counseling

Face-to-Face Visit

$73.98




